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(57) Abstract: A computer-implemented method and system for optimizing user experience are disclosed. The method and system
comprise determining a power profile of a device; determining historical behavior of at least one user and using a criterion based on
power profile for checking the historical behavior of the at least one user such that if the determined power profile is equal to a first
predetermined profile, the device establishes a connection when the at least one user initiates a remote application to issue a com-
mand but betore the command is issued; it the determined power profile is equal to a second predetermined profile, the device estab -
lishes a connection based on the historical behavior of the at least one user; and if the determined power profile of the device is
equal to a third predetermined profile, the device establishes a connection only when the at least one user issues a command.
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METHOD AND SYSTEM FOR OPTIMIZING EXECUTION OF USER COMMANDS

IN RELATION TO POWER MANAGEMENT

FIELD OF THE INVENTION

[0001]  The present invention relates generally to wireless services and more
particularly to devices enabled for connectivity to cellular or other wireless service
and service optimization for execution of user commands in relation to management

of usage of power and communications resources by such devices.

BACKGROUND

[0002] Many devices may be controlled or operated through instructions delivered
wirelessly by remote devices. When a “target” device is in a low power state and not
actively connected to communications networks to save energy or battery and
reduce usage of communications resources, there is often a significant delay
between the issuance of a command from the remote device and execution of the
command.

[0003] Accordingly, it is desired to provide a method and system for optimization of
approaches for establishing communications between remote and target devices
that balance the user’s desire for rapid execution of user instructions with effective

management of power and communications resources by the target devices.

SUMMARY OF THE INVENTION
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[0004] A computer-implemented method and system for optimizing user
experience in relation to effective management of power and communication
resources are disclosed.

[0005] In a first aspect , the computer-implemented method comprises determining
a power profile of a device, determining historical behavior of at least one user and
using a criterion based on power profile for checking the historical behavior of the at
least one user. The criterion is used for selecting at least one of a plurality of
approaches for establishing communications with the device wherein (1): if the
determined power profile is a first predetermined profile, the device establishes a
connection for receiving commands when the at least one user initiates a remote
application to issue a command to the device but before the command is issued; (2)
if the determined power profile is a second predetermined profile, the device
establishes a connection for receiving commands based on the historical behavior
of the at least one user; and (3) if the determined power profile of the device is a
third predetermined profile, the device establishes a connection for receiving
commands only when the at least one user issues a command.

[0006] In a second aspect, the computer-implemented system comprises a
processor and a memory in communication with the processor wherein the memory
contains program instructions which, when executed by the processor, perform
operations which include determining a power profile of a device; determining
historical behavior of at least one user; and using a criterion based on power profile
for checking the historical behavior of the at least one user. The criterion is used for
selecting at least one of a plurality of approaches for establishing communications

with the device wherein (1): if the determined power profile is a first predetermined
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profile, the device establishes a connection for receiving commands when the at
least one user initiates a remote application to issue a command to the device but
before the command is issued; (2) if the determined power profile is a second
predetermined profile, the device establishes a connection for receiving commands
based on the historical behavior of the at least one user; and (3) if the determined
power profile of the device is a third predetermined profile, the device establishes a
connection for receiving commands only when the at least one user issues a

command.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Figure 1 illustrates a baseline flow diagram of a method for selecting an
approach for establishing communications with a target device to enable execution
of commands from a user with possible consideration of either or both of the power
profile of a target device and the historical behavior of at least one user.

[0008] Figure 2 illustrates optimization of a method for selecting an approach for
establishing communications with a target device for rapid execution of user
commands when the {arget device is powered on or when the charge level of the
battery of the target device is greater than X% by considering only the power profile
of a target device without any consideration of the historical behavior of at least one
user.

[0009] Figure 3 illustrates adjusting a method for selecting an approach for
establishing communications with a target device to achieve an optimal balance
between rapid execution of user commands and power management when the

target device is not powered on and when the charge level of the battery of the
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target device is less than X% but greater than Y% by consideration of both power
profile of a target device and historical behavior of at least one user.

[0010]  Figure 4 illustrates adjusting a method for selecting an optimal approach
for establishing communications with a target device to adjust protocol for execution
of user commands in order to optimize power management when the target device
is not powered on and the charge level of the battery of the target device is less
than Y% by considering only the power profile of a target device without any
consideration of the historical behavior of af least one user.

[0011]  Figure 5 illustrates a data processing system 500 suitable for storing the
computer program product and/or executing program code relating to the choices of

the users in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION

[0012]  The present invention relates generally to wireless services and more
particularly to devices enabled for connectivity to cellular or other wireless service
and optimization for execution of user commands in relation o power management
of such devices.

[0013]  The following description is presented to enable one of ordinary skill in
the art to make and use the invention and is provided in the context of a patent
application and its requirements. Various modifications to the preferred
embodiments and the generic principles and features described herein will be
readily apparent to those skilled in the art. Thus, the present invention is not
intended to be limited to the embodiments shown, but is to be accorded the widest

scope consistent with the principles and features described herein.
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[0014]  Although the invention is described with respect to an application for
devices enabled for connectivity to cellular or other wireless service and
optimization for execution of user commands in relation to power management of
such devices, in M2M domain, as used herein the term “application” is intended to
be inclusive, interchangeable, and/or synonymous with other similar applications as
described further below, though one will recognize that functionally different types of
applications may have characteristics, functions and/or operations which may be
specific to their individual capabilities and/or deployment.

[0015] Machine to machine (M2M) network communications involve technologies
to communicate with other devices often of similar abilities, different from traditional
cellular communication networks for instance. In basic M2M environments, a device
having limited logic (such as a sensor, meter, etc.) and limited resources (such as
computing power) is resident at a location to typically capture measurable event
data (such as temperature, pressure, quantity, available power etc.). The device is
connected through a communications network to a remote computer or server
having an application layer of specific software. The data received from the device
is converted to relevant information associated with the measured event data
through the application and may often thereafter undergo analysis or further similar
assessment. In many cases a device, when activated, may trigger and
communicate the events it is intended for so that those communicated events will
then be acted upon by other machines, applications, and/or users on the network.
[0016] M2M environments often involve systems of networks, wired and wireless,
that are to be connected to the internet and include personal appliances and similar

devices. In M2M networks, typically devices may be stationary or mobile and be
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connected via wired or wireless access protocols, often through WiFi network
protocols or a 3GPP Mobile network protocol. These devices may also have
seasonal and/or elastic connectivity needs (e.g., agricultural business needs, store
and forward capability). Often in busy M2M networks, there is an 'always on' device
being used such as a general packet radio services (GPRS) or internet gateway.
However, M2M communication infrastructure remains most suited to the
communication needs and patterns of devices having similar abilities,
characteristically, for communicating with other systems and devices on the same
network.

[0017] As used herein the terms device, third party system, smart phone, terminal,
remote device, target device, wireless asset, etc. are intended to be inclusive,
interchangeable, and/or synonymous with one another and other similar
communication-based equipment for purposes of the present invention though one
will recognize that functionally each may have unique characteristics, functions
and/or operations which may be specific to its individual capabilities and/or
deployment.

[0018] Many devices may be controlled or operated through instructions delivered
wirelessly by remote devices. When a “target” device is in a low power state and not
actively connected to communications networks to save energy or battery and
reduce usage of communications resources, there is often a significant delay
between the issuance of a command from the remote device and execution of the
command. This delay can materially reduce user satisfaction with the experience of
using the remote device to control or operate the target device, especially when the

user tends to issue given instructions frequently, at regular times or in predictable
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circumstances, such as within a given physical proximity. The alternative of
maintaining the target device in a full power state and actively connected to
communications networks to optimize for rapid initiation and response to
instructions issued by the user’s remote device, however, could result in shortening
the duration of target device battery charge or increasing its consumption of energy
and use of communications resources and thus reduce user satisfaction with
management of power and communications resources by target devices.

[0019] Accordingly, it is desired to provide a method and system for optimization of
approaches for establishing communications between remote and target devices
that balance the user’s desire for rapid execution of user instructions with effective
management of power and communications resources by the target devices.
[0020] It is generally known that for a remote device to issue instructions to
another “target” device, a mechanism is needed to establish, actively maintain, or
manage a valid wireless connection between the remote device and the other
device, such as by infrared, Wi-Fi or cellular connections. Instructions issued by
remote devices operating at close range, such as infrared “line of sight” devices,
can be executed effectively immediately if the target device is powered on.
However, remote devices capable of operating from great distances over cellular
networks, such as wireless phones and other wireless devices (“remote devices”),
must often initiate an active data session through public and private networks in
order to communicate with and instruct the target device, such as an M2M device.
[0021] In order for a wireless communication to be received, understood and acted
upon by a target device, the target device must generally be in a sufficiently

powered state to operate and must have an active data session established with the
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wireless network. However, where the target device has been placed in a lower
power mode and data sessions have been terminated to save battery, energy or
use of wireless resources, delivering an instruction requested by the user may be
delayed for the time necessary to deliver an initial “shoulder tap” message from the
wireless network. The shoulder tap message instructs the target device to establish
a data session with the wireless network in order to respond to any user command
that may be communicated. If the device is in low power mode at the time the
shoulder tap message is received, the target device may also be required to return
to operating power level in order to establish the data session. Optimizing a target
device for efficient use of power and communications resources thus frequently
results in a delay. The delay can persist for many seconds between the user using
a remote device operating over wireless networks to issue an instruction and the
target device responding to that instruction. The delay can materially reduce user
satisfaction in using the application on the remote device to control or operate the
target device, especially when the user tends to issue given instructions frequently,
at regular times or in predictable circumstances, such as within a given physical
proximity.

[0022] There are two simple alternatives for reducing response time: 1) optimizing
for rapid initiation and completion of instructions issued by the user’s remote device
by maintaining the target device in a full power state and keeping a data session
with the wireless network continuously active, or 2) bringing the target device to that
full power state and initiating a data session every time the user initiates an
application on the remote device, even if the user is known from past behavior not

to issue commands under the circumstances existing at the time. Each of these
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alternatives could result in depleting the target device battery charge or increasing
its energy consumption as well as increasing consumption of communications
resources. Both alternatives could result in the reduction of user satisfaction with
how power and communications resources are managed by the remote instruction
application.

[0023] Accordingly, what is desired is to provide a method and system for the
optimization of approaches for establishing communications between remote and
target devices that balance user desire for rapid execution of user instructions with
effective management of the use of power and communications resources by the
target devices.

[0024] Although there are many environments in which optimizing the balance
between rapid execution of user commands issued from a remote device with
effective management of the use of power and communications resources for a
target device would be advantageous, a significant use case is the automotive
industry.

[0025] Many automobiles are equipped with a target device such as a telematics
control unit (“TCU") that is enabled for wireless communication, typically over
celiular networks. The TCU is used for communication with the user or other
parties, such as an original equipment manufacturer (“OEM”) or an entity that
provides telematics or other information management services and for delivery of
commands to other vehicle systems (such as “turn on the lights”). Power for the
TCU is provided by the vehicle’s power systems. Many TCUs are programmed
periodically to go to full power and initiate a data session in order to send data to

the OEM or telematics service providers and o check for commands from the user
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or another party. Like most wireless communications devices, the control logic for
the TCU typically calis for it to terminate any ongoing packet data sessions on the
wireless network if no communications have been received after a specified interval
and to go to a low-power state when the vehicle ignition is not on or when batiery
charge level is below a specified level or the vehicle is not connected to another
source of continuous power, such as the utility grid. The low power/no active data
session state conserves the vehicle’s battery and reduces consumption of
communications resources. Because the TCU must be adequately powered and a
data session must be established in order to respond to a command delivered over
a cellular network, there is typically a time lapse between the time the user issues a
command (such as “unlock the doors™) via an application on a remote device such
as a smart phone and the time when a response to that command is produced by
the TCU and communicated to the user.

[0026] If, when a command from the remote device is received, the TCU is in a
low-power state with no active data session, which is typically the case when
protocols for the vehicle prioritize minimizing consumption of power and
communications resources over rapid execution of user commands, the command
cannot be acted upon until the TCU is instructed to establish an active data session,
which could include returning to full power mode. The act of starting the control
application on the user’s remote device (or bringing the application to focus,
meaning the application is already running in the background on the remote device
but is brought to the foreground, such as by the user touching an icon on the screen
so that the user can interact with it) generally acts as such a “shoulder tap”

instruction to the TCU.
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[0027] The shoulder tap is a request to the TCU to initiate a connection with the
cellular network, 1o open a packet data session with the entity that receives the
command from the remote device and delivers the command to the TCU and to
check for the presence of commands. The entity that receives the commands from
the remote device is usually an intermediate server but, in alternate embodiments,
could include the remote device or another entity; for convenience, it is referred to
as the “remote command server”. The method can also contain an instruction to the
remote command server to wait for a command to be issued before sending a
shoulder tap and instructing the target device to establish an active data session.
When a command is issued via the remote device, the TCU will be instructed by the
remote command server to establish an active data session if required and to
receive and respond to the command, and then to report the results of its execution
of the command to the remote command server. The remote command server then
reports those results {o the user’s remote device. The time required to complete this
cycle (from issuance by the user of a command to execution of the command and
then the user’s receipt of confirmation that the command has been executed) can
be a lengthy period {up to 30 to 40 seconds), which can result in a negative user
experience. If the system has been configured so that the establishment of a data
session is delayed until the user has not just started the control application on the
remote device, but has actually issued a command, the interval between the
issuance and execution of the command is lengthened even further.

[0028] Conversely, using device protocols that prioritize minimizing the time lapse
between issuance and execution of user commands, such as by keeping the TCU in

full power mode and in a continuously active data session, or by establishing active
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data sessions every time the user initiates an application on the remote device, can
cause excessive consumption of cellular resources and of vehicle power. This can
result both in a rapid discharge of battery and costs for using cellular resources,
which may also result in an unsatisfactory experience for the user. Since many
users only initiate the remote device applications for giving commands to target
devices a small number of times each day, or often wait a considerable time
between initiating the application and actually issuing a command, risking depletion
of battery and using cellular resources to keep the target device powered up and in
an active data session at all times, or every time the application is initiated or
brought to focus, could make users dissatisfied with the application.

[0029] A system and method in accordance with the present invention solves the
problem of having to choose between prioritizing rapid execution of commands
through keeping a target device powered up and in active communication mode,
which can result in rapid battery discharge and excessive consumption of
communications resources, and prioritizing minimizing the use of those power and
communications resources, which can result in an excessive time lapse from the
time a user issues a command to a target device to the time the command is acted
upon and report of successful execution is delivered to the user. The problem is
solved by the application of a set of rules executed through algorithms on the
remote command server, remote device or other entity to determine the optimal
manner in which to initiate a packet data session.

[0030] One embodiment of the present invention includes a method for using
consideration of the power profile of the target device 1o evaluate and apply rules for

selecting, from a plurality of possible approaches, an optimal approach for
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instructing a target device to establish communications in a specific situation. The
power profile of the target device shows power resources available to the target
device such as but not limited to level of stored power, such as battery charge,
ignition status, connection to utility power, etc.

[0031] For example, if it is determined at the time a user first staris the relevant
control application using a remote device that the target device has an acceptable
power profile (e.g., ignition is on, the vehicle is connected to utility power or battery
is not discharged below threshold of X%), then the TCU can be instructed, as part
of the initial shoulder tap communication, to establish a packet data session with the
remote device or server immediately to enable it to respond to any user commands,
since there are ample power resources available for the TCU. In an embodiment,
establishing a packet data session to enable receipt of user commands may also
comprise powering up the target device, such as a TCU.

[0032] In the case where it is determined, at the time a user first starts the relevant
control application using a remote device, that the target device is in a less
desirable power profile (e.g., ignition is off or ignition status is not known or the
vehicle is not connected to utility power or connection status is not known and the
battery is discharged below a minimum level of Y%), the TCU can be instructed, as
part of the initial shoulder tap communication, to wait to establish a packet data
session until the user has issued an actual command. In the first case, the time
required {o execute user commands is minimized, and in the second, the risk of
depleting the battery is avoided, thereby improving the user’s overall experience. In
an embodiment, establishing a packet data session to enable receipt of user

commands may also comprise powering up the target device, such as a TCU.
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[0033] One embodiment of the present invention includes a method for using
considerations of user behavior analytics in addition to information about the power
profile of the target device to evaluate and apply rules for selecting, from a plurality
of possible approaches, an optimal approach for instructing a target device to
establish communications in a specific situation.

[0034] “User behavior analytics” can be used to predict the likelihood that a user of
a particular remote device will issue a particular command to the target device at
that particular time or within a given physical proximity. User behavior analytics
comprises the analysis of data gathered by an application that monitors behavior of
one or more users of a particular remote device to predict the probability of likely
user behavior. Data is gathered, for example, about which commands are issued by
users of that particular remote device at that particular time of day, on that particular
day of the week, at that particular location, or within that particular physical
proximity of the target device, in relation to behavior of the user of that remote
device in actually issuing that particular command in those circumstances. This
determination of the probability that a command will be issued in given
circumstances can then be used in combination with information about the power
profile of the target device, such as a vehicle, by application of rules or an algorithm
to decide how and when an active packet data session should be established.
[0035] For example, in the case where it is determined, at the time a user first
starts the relevant control application using a remote device, that the target device
has an intermediate power profile (e.g., ignition is off or ignition status is not known,
or the vehicle is not connected to utility power or connection status is not known and

the battery charge level of the vehicle is greater than Y% but less than X%), the
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method can direct that probability that a given command will be issued, based on
analysis of historical behavior of users, be considered in determining the
appropriate method for establishing a data session. For example, the remote device
or intermediate server can use an algorithm such as: “if true that ignition is off {(or
ignition status is not known), the vehicle is not connected to utility power or
connection status is not known and battery charge level of the vehicle is greater
than Y% but less than X% and probability of command from that user (or remote
device) is greater than or equal {o N, then establish a packet data session
immediately upon notitication of start-up of application; otherwise, if probability of
command from that user (or remote device) is less than N, wait to establish data
session until notified that command is actually issued by the user”. In an
embodiment, establishing a packet data session to initiate communication may also
comprise powering up the target device, such as a TCU.

[0036] In an embodiment, an appropriate approach can be selected as follows. 1)
The method can specify an approach that optimizes for rapid execution of user
commands by establishing a packet data session immediately upon notification of
start-up of the control application on the remote device when the target device is
powered up (e.g., vehicle ignition is on or vehicle is connected to utility power) or
when the battery is fully charged (or greater than or equal to charge X%). In this
situation, user behavior analytics regarding the probability that the user will promptly
issue a command from the remote device will not be considered. In an alternate
embodiment, the user behavior analytics can be used to proactively establish a
packet data session when ignition is off or ignition status is not known, vehicle is not

connected to utility power or connection status is not known and the charge level is
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greater than X%. 2) The method can specify another approach to be used when
the target device is not known to be powered up (e.g., the vehicle ignition is off or
ignition status is not known or the vehicle is not connected to utility power or
connection status is not known) and the batiery is partially discharged but not below
a minimum acceptable threshold (e.g., charge level is less than X% but greater than
Y%). In this situation, the method specities use of an approach that achieves a
better balance between rapid execution of user commands and effective
management of use of power and communications resources by establishing a
packet data session immediately upon notification of start-up of the control
application on the remote device only when user behavior analytics indicate that the
probability that the user will promptly issue a command from the remote device is
greater than or equal to N. 3) The method can specify yet another approach to be
used when vehicle ignition is off or ignition status is not known, vehicle is not
connected to utility power or connection status is not known and battery power is
below a certain minimum acceptable threshold charge (e.g., charge level is less
than or equal 1o Y%). This approach optimizes for conserving power by only
instructing the target device to establish a packet data session when the user
actually issues a command; user behavior analytics regarding the probability that
the user will promptly issue a command from the remote device will not be
considered. In an embodiment, establishing a packet data session to initiate
communication may also comprise powering up the target device, for example a
TCU.

[0037] In an embodiment, the method and system determines if the power profile

of a device matches one of the predetermined profiles and uses the identified power
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profile as a criterion for whether to consider historical behavior of the user of that
device before establishing a connection for communication such as sending and
receiving data, for example, user commands. The predetermined profile can be
defined for the application, for example in case of a vehicle, in an embodiment,
Profile 1: when the power profile of the device suggests that ignition is on or the
vehicle is connected to utility power, or battery charge level is above X%. Profile 2:
when the power profile of the device suggests that battery charge level is below or
equal to X% but above Y%. Profile 3: when the power profile of the device suggests
that battery charge level is below or equal to Y%. Since these profiles are defined
for the application, the developer can set them as needed.

[0038] Similarly, for probability N that the user will promptly issue a command from
the remote device is defined for the application and the developer can set it as
desired. For example, it may be set as “establish a packet data session
immediately upon notification of start-up of the control application on the remote
device only when user behavior analytics indicate that the probability that the user
will promptly issue a command from the remote device is greater than or equal to N”
or simply “greater than N”.

[0039] To describe the features of the present invention in more detail within the
context of the automotive industry, refer to the accompanying figures in conjunction
with the following discussions. These examples are used for purpose of illustration
only, and should not be construed as limitations.

[0040] Figure 1 illustrates a baseline flow diagram of a system permitting a vehicle
user to issue commands to the vehicle from a remote device and using a method for

selection of an approach for establishing a data session through rules based on
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consideration of criteria comprising power profile of the vehicle and analysis of user
behavior data in order to balance effective management of use of power and
communications resources with rapid execution of user commands. In an
embodiment, control logic in a vehicle TCU 101 may instruct it to initiate a data
session in order to report to the remote command server for receiving data and
executing remote commands 111 via step 106 the power profile of the vehicle either
periodically or whenever it changes, such as through change in the ignition status or
connection to utility power or whenever its battery charge level has decreased to
specified thresholds, such as less than X%). Periodic receipt and storage of the
power profile enables the remote command server rapidly to determine the most
recent vehicle power profile. A vehicle owner or user uses a smartphone or other
remote device 131 to start or bring to focus an application operating on the remote
device for issuing commands to the vehicle TCU via step 104. When the application
is started or brought to focus, the remote device 131 sends a signal via step 106 to
the remote command server 111. The remote command server 111 checks the
most recent power profile of the vehicle via step 108.

[0041] Depending on the power profile of the vehicle, the remote command server
111 may query an analytics database 121 for the typical behavior of the user using
user behavior analytics via step 110. In an embodiment, the typical user behavior
can be represented as a probability of a command being issued by that user or
remote device in a particular situation. Depending on the probability value received
from the analytics database 121, the remote command server 111 sends an
instruction to the vehicle TCU 101 by a shoulder-tap to establish a packet data

session via step 112. The vehicle TCU 101 starts the packet data session and
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queries the remote command server 111 for the presence of a user command via
step 114. The remote command server 111 holds the query from the vehicle TCU
101 via step 116. If and when the owner or user chooses a command via step 118,
the remote command request is sent from the owner smartphone or other remote
device 131 to the remote command server 111 and relayed by the remote
command server to the vehicle TCU 101 via step 120.

[0042] The user command request is then executed by the vehicle TCU 101 via
step 122. The results of execution are posted to the remote command server 111
and the presence of another user command is checked by the vehicle TCU 101 via
step 124. The results of execution of the command are sent to the owner or user
smartphone or other remote device 131 by the remote command server 111 via
step 126 and the remote device is updated with the results via step 128. The user
behavior analytics database is updated via step 130. A decision is made, based on
the power profile of the vehicle and behavior of the user in sending command
requests, about whether to keep the connection between the vehicle TCU and the
remote command server active; depending on the decision made, either a “keep-
alive” command or an instruction to terminate the data session and return to low-
power mode is sent by the remote command server 111 to the vehicle TCU 101 via
step 132.

[0043] In an embodiment, the target device can report on its power profile by
periodically reporting on its then-current battery charge level. In yet another
embodiment, the power profile can be reported when it changes from one threshold
to another, irrespective of pre-set reporting intervals. For example, as the battery

charge drops down from Y+1% to Y% or Y% to Y-1% it is reported even if it is not
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scheduled for reporting. Similarly, when ignition status changes from ignition “off” to
ignition “on”, or status of connection to utility power changes from “not connected” to
“‘connected”, it is reported even if it is not scheduled for reporting.

[0044] In an embodiment, the analytics database 121 is enabled to assign a
probability that an owner or user will issue a command in specific circumstances by
gathering and analyzing data regarding user behavior. For example, if the user
typically unlocks the vehicle’s door using an application on a smartphone or other
remote device between 8:00 and 8:15 a.m. every weekday at a time when the
remote device is within X meters of the vehicle, or the user typically uses the remote
device application to start the vehicle air conditioning between 5:30 and 6:00 p.m.
every weekday, then the analytics database will log this data. The next time that the
remote device application is started or brought to focus, the analytics database 121
will calculate a probability that a command will be issued and provide that
probability value on request to the remote command server 111 based on such
factors as time of day and proximity of the remote device to the vehicle.

[0045] For example, the probability value will be higher when the time is closer to
8:00 a.m. or 5:00 p.m. on a weekday and when the remote device is within X meters
of the vehicle, and if the remote command server 111, based on the power profile of
the vehicle, is to take a probability value into account and the value assigned by the
analytics database 121 is greater than N, the remote command server will instruct
the vehicle TCU 101 first to establish a packet data session immediately without
waiting for a user command and then to keep the connection active for a given
period to allow for rapid execution of additional commands, resulting in a material

reduction in time delay between issuance by the user of commands and the
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response to those commands and improved user satisfaction with the vehicle and
the remote device control application.

[0046] Figure 2 illustrates an embodiment of the present invention for a method for
selecting an approach for establishing an active data session to optimize for rapid
execution of user commands when vehicle ignition is on, the vehicle is connected to
utility power or when battery is fully charged (or charge level is greater than charge
X%). In this situation, consumption of power and communications resources
through maintaining the TCU powered up and in an active communication state to
receive and act upon user commands is not as great a concern, and the remote
command server can instruct the TCU to establish a packet data session
immediately when the user starts or brings to focus an application on a smartphone
or other remote device, eliminating delays arising out of the TCU receiving the
shoulder tap and then waiting for notification that a command has actually been
received before establishing the data session. In another embodiment, the method
uses user behavior analytics to proactively establish a packet data session when
the power profile shows that ignition is off or ignition status is not known or the
vehicle is not connected to utility power or connection status is not known but that
battery charge level is greater than X% based on historical user behavior based on
time of the day, day of the week, location of the target device and location of the
remote device containing the remote application etc.

[0047] As shown in Figure 2, a vehicle owner (or user) starts or brings to focus the
control application operating on the remote device 231 for issuing commands to the
vehicle TCU 201 via step 204. When the application is started or brought to focus,

the remote device 231 sends a signal to the remote command server 211 via step
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206 and the remote command server 211 checks the power profile of the vehicle via
step 208. Because the power profile of the vehicle is reported as ignition on or the
vehicle is connected to utility power or battery charge level greater than or equal to
X%, the remote command server will not query the user behavior analytics
database 221 for the probability of a command and will send an instruction to the
vehicle 201 to establish a packet data session immediately via step 210.
Alternatively, user behavior analytics can be used to proactively establish a packet
data session when the charge level is greater than or equal to X% based on typical
or historical user behavior based on time of the day, day of the week, location of the
target device and location of the remote device containing the remote application
etc.

[0048] The vehicle TCU 201 starts the packet data session and queries the remote
command server 211 for the presence of a user command via step 212. The remote
command server 211 holds the query from the vehicle TCU 201 via step 214. If and
when the user chooses a remote command via step 216, the remote command
request is sent from the remote device 231 to the remote command server 211 and
relayed by the remote command server to the vehicle TCU 201 via step 218. This
user command is then executed by the vehicle TCU 201 via step 220. The results of
execution are posted to the remote command server 211 and the presence of
another user command is checked by the vehicle TCU 201 via step 222. The
results of execution of the user command are sent to the remote device 231 by the
remote command server 211 via step 224 and the remote device is updated with
the results via step 226. The user behavior analytics database is updated via step

228. Since the power profile of the vehicle is ignition on or the vehicle is connected
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to utility power or battery charge level greater than or equal to X%, the remote
command server 211 will instruct the vehicle TCU 201 to keep the connection
between the vehicle TCU and the remote command server active for a given period
so that further user commands can be executed immediately.

[0049] In an alternate embodiment, the remote command server 211 uses user
behavior analytics to instruct the vehicle TCU to maintain the connection between
the vehicle TCU and the remote command server for a given period based on the
typical user behavior as determined by user behavior analytics database when the
power profile is ignition is on, the vehicle is connected to utility power or the battery
charge level is greater than or equal to X%. The connection between the vehicle
TCU and the remote command server is kept active without regard to user behavior
analytics when the ignition is on or the vehicle is connected to utility power since in
this state the battery is continuously charging or the charge level is high and such
connection would not result in depletion of power resources.

[0050] Figure 3 illustrates a method for selecting an approach for establishing an
active data session when the last known vehicle power profile is vehicle ignition off
(or ignition status is not known), the vehicle is not connected to utility power (or
connection status is not known) and the battery is partially discharged and below a
certain threshold. As battery power goes down to charge less than X% but greater
than or equal to Y%, the method will adjust the instructions for establishing packet
data sessions by taking into account typical user behavior profile. If, based on user
behavior analytics, the probability that the user will issue a command when the
application has been started or brought to focus on the remote device is greater

than or equal to N, the remote command server can instruct the TCU to establish a
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packet data session immediately. Any user command would be executed without
any delay arising out of the TCU receiving the shoulder tap and then waiting for
notification that a command has actually been received before establishing the data
session. If the probability is less than N, then the method will prioritize reducing the
use of power and communications resources and, when the application on the
remote device has been started or brought to focus, instruct the vehicle TCU to wait
for issuance of a command before establishing a packet data session.

[0051] As shown in Figure 3, a vehicle owner (or user) starts or brings to focus an
application operating on the remote device 331 for issuing commands to the vehicle
TCU via step 304. When the application is started or brought to focus, the remote
device 331 sends a signal to the remote command server 311 via step 306 and the
remote command server 311 checks the power profile of the vehicle via step 308.
Because the power profile of the vehicle is reported as ignition off (or ignition status
not known), the vehicle is not connected to utility power (or connection status is not
known) and battery charge level less than X% but greater than or equal to Y%, then
the remote command server 311 queries the analytics database 321 for the
probability of a command via step 310. If the probability value received is less than
N, then the remote command server 311 will wait for issuance of an actual
command before instructing the vehicle TCU to establish a packet data session. But
if the probability value received from the analytics database 321 is greater than or
equal to N, the remote command server 311 will send an instruction to the vehicle
TCU 301 to establish a packet data session immediately via step 312. The vehicle
TCU 301 starts the packet data session and queries the remote command server

311 for the presence of a user command via step 314.
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[0052] The remote command server 311 holds the query from the vehicle TCU 301
via step 316. If a command is not received within X seconds, the remote command
server 311 will instruct the vehicle TCU 301 to terminate the data session and return
to low-power mode via step 316 and the process will return to initial state. If,
however, the user chooses a command within that period via step 320, the
command request is sent from the smartphone or other remote device 331 to the
remote command server 311 and relayed by the remote command server 311 to the
vehicle TCU 301 via step 322. This user command is then executed by the vehicle
TCU 301 via step 324. The results of execution are posted to the remote command
server 311 and the presence of another user command is checked by the vehicle
TCU 301 via step 326. The results of execution of the command are sent to the
remote device 331 by the remote command server 311 via step 328 and the remote
device is updated with the results via step 330. The user behavior analytics
database is updated via step 332.

[0053] A decision is then made, based on the power profile of the vehicle and user
behavior in sending command requests, about whether to keep the connection
between the vehicle TCU 301 and the remote command server 311 active;
depending on the decision made, either a “keep-alive” command or an instruction to
terminate the connection and return to low-power mode is sent by the remote
command server 311 to the vehicle TCU 301 via step 334.

[0054] Figure 4 illustrates a method for selecting an approach for establishing an
active data session as battery power is reduced below a certain threshold charge.
For example, if ignition is off (or ignition status is not known), the vehicle is not

connected to utility power (or connection status is not known) and the charge is less
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than Y%, consumption of power and communications resources through
maintaining the TCU in an active power and communication state to receive and act
upon user commands is a concern, and accordingly the remote command server
will wait to instruct the TCU to establish a packet data session only when a
command is actually issued by the user without any consideration to typical user
behavior. Once a command is issued and executed, the TCU will be kept in full
power mode and the data session will be kept connected for a very short period of
time waiting for additional commands. While there will be a resulting delay in
execution of user commands as the TCU is not connected to the remote command
server until a user command has actually been received and the instruction to
establishment a data session has been sent to the TCU, the user would possibly be
even less satisfied if optimizing for rapid execution of commands resulted in the
battery being discharged below the level needed for ignition.

[0055] As shown in Figure 4, a vehicle owner (or user) starts or brings to focus an
application operating on the remote device 431 for issuing commands to the vehicle
TCU 401 via step 404. When the application is started or brought to focus, the
remote device 431 sends a signal to the remote command server 411 via step 406
and the remote command server 411 checks the last known power profile of the
vehicle stored in the remote command server via step 408. Because the power
profile of the vehicle is reported as battery charge level less than Y% and ignition
status is either not known or is off and the vehicle is either not connected to utility
power or connection status is not known, the remote command server will not query
the analytics database 421 for the probability of a command and will wait to send a

shoulder-tap to the vehicle TCU 401 until the user actually chooses a command.
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Once the user chooses a command, the remote command request is sent from the
smartphone or other remote device 431 to the remote command server 411 via step
414,

[0056] The remote command server 411 sends a shoulder-tap to the vehicle TCU
401 instructing it to establish a packet data session via step 414. The vehicle TCU
401 starts the packet data session and queries the remote command server for the
presence of a user command via step 416; the remote command server relays the
command to the vehicle TCU via step 418. This user command is then executed by
the vehicle TCU 401 via step 420. The results of execution are posted to the remote
command server 411 and the presence of another user command is checked by the
vehicle TCU 401 via step 422. The results of execution of the remote command are
sent to the remote device 431 by the remote command server 411 via step 424 and
the remote device is updated with the results via step 426. Since the power profile
of the vehicle is battery charge level less than Y%, the remote command server 411
will not wait for an additional user command, but will instead immediately instruct
the vehicle TCU 401 to terminate the packet data session and connection between
the vehicle TCU and the remote command server and to return to low-power mode
in order to conserve battery and communications resources via step 428. The user
behavior analytics database is updated via step 430.

[0057] A further embodiment of the present invention that includes a computer
program product system having a method for selecting one or more approaches to
establishing a data connection that optimize the balance between rapid execution of
user commands and effective management of use of power and communications

resources depending on situational characteristics, including but not limited to,
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power profile of the device and user behavior analytics, is provided in accordance
with the present invention. Figure 5 illustrates a data processing system 500
suitable for storing the computer program product and/or executing program code in
accordance with an embodiment of the present invention. The data processing
system 500 includes a processor 502 coupled to memory elements 504a-b through
a system bus 506. In other embodiments, the data processing system 500 may
include more than one processor and each processor may be coupled directly or
indirectly to one or more memory elements through a system bus.

[0058] Memory elements 504a-b can include local memory employed during
actual execution of the program code, bulk storage, and cache memories that
provide temporary storage of at least some program code in order to reduce the
number of times the code must be retrieved from bulk storage during execution. As
shown, input/output or I/O devices 508a-b (including, but not limited to, keyboards,
displays, pointing devices, etc.) are coupled to the data processing system 500. 1/O
devices 508a-b may be coupled to the data processing system 500 directly or
indirectly through intervening 1/O controllers (not shown).

[0059] In Figure 5, a network adapter 510 is coupled to the data processing
system 902 to enable data processing system 502 to become coupled to other data
processing systems or remote printers or storage devices through communication
link 512. Communication link 512 can be a private or public network. Modems,
cable modems, and Ethernet cards are just a few of the currently available types of
network adapters.

[0060] Embodiments described herein can take the form of an entirely hardware

implementation, an entirely software implementation, or an implementation
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containing both hardware and software elements. Embodiments may be
implemented in software, which includes, but is not limited to, application software,
firmware, resident software, microcode, etc.

[0061]  The steps described herein may be implemented using any suitable
controller or processor, and software application, which may be stored on any
suitable storage location or computer-readable medium. The software application
provides instructions that enable the processor to cause the receiver to perform the
functions described herein.

[0062]  Furthermore, embodiments may take the form of a computer program
product accessible from a computer-usable or computer-readable medium providing
program code for use by or in connection with a computer or any instruction
execution system. For the purposes of this description, a computer-usable or
computer-readable medium can be any apparatus that can contain, store,
communicate, propagate, or transport the program for use by or in connection with
the instruction execution system, apparatus, or device.

[0063] The medium may be an electronic, magnetic, optical, electromagnetic,
infrared, semiconductor system (or apparatus or device), or a propagation
medium. Examples of a computer-readable medium include a semiconductor or
solid state memory, magnetic tape, a removable computer diskette, a random
access memory (RAM), a read-only memory (ROM), a rigid magnetic disk, and an
optical disk. Current examples of optical disks include digital versatile disk (DVD),
compact disk-read-only memory (CD-ROM), and compact disk — read/write (CD-

R/W).
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[0064]  Any theory, mechanism of operation, proof, or finding stated herein is
meant to further enhance understanding of the present invention and is not intended
to make the present invention in any way dependent upon such theory, mechanism
of operation, proof, or finding. It should be understood that while the use of the
word preferable, preferably or preferred in the description above indicates that the
feature so described may be more desirable, it nonetheless may not be necessary
and embodiments lacking the same may be contemplated as within the scope of the
invention, that scope being defined by the claims that follow.

[0065] As used herein the terms device, target device, appliance, terminal,
remote device, computer, server, wireless asset, smartphone, remote device, etc.
are intended to be inclusive, interchangeable, and/or synonymous with one another
and other similar communication-based or computing equipment for purposes of the
present invention though one will recognize that functionally each may have unique
characteristics, functions and/or operations which may be specific to its individual
capabilities and/or deployment.

[0066]  Similarly, it is envisioned by the present invention that the term
“‘communications”, “wireless’ or “cellular’ network includes communications across a
network (such as that of a network for M2M communication but not limited thereto)
using one or more communication architectures, methods, and networks, including
but not limited to: Code Division Multiple Access (CDMA), Global System for Mobile
Communications (GSM) ("GSM" is a trademark of the GSM Association), Universal
Mobile Telecommunications System (UMTS), Long Term Evolution (LTE), fourth
generation cellular systems (4G) LTE, wireless local area network (WLAN), and one

or more wired networks.
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[0067] As used herein the term M2M communication is understood to include
methods of utilizing various connected computing devices, servers, clusters of
servers, wired and/or wirelessly, which provide a networked infrastructure to deliver
computing, processing and storage capacity as services where a user typically
accesses applications through a connected means such as but not limited to a web
browser, terminal, mobile application or similar while the primary software and data
are stored on servers or locations apart from the devices.

[0068]  Although the present invention has been described in accordance with
the embodiments shown, one of ordinary skill in the art will readily recognize that
there could be variations to the embodiments and those variations would be within
the spirit and scope of the present invention. Accordingly, many modifications may
be made by one of ordinary skill in the art without departing from the spirit and

scope of the present invention.
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CLAIMS

What is claimed is:
1. A computer-implemented method comprising:

determining a power profile of a device;

determining historical behavior of at least one user; and

using a criterion based on the power profile for checking the historical
behavior of the at least one user; wherein:

if the determined power profile is a first predetermined profile, the device
establishes a connection for receiving commands when the at least one user
initiates a remote application to issue a command to the device but before the
command is issued;

if the determined power profile is a second predetermined profile, the device
establishes a connection for receiving commands based on the historical behavior
of the at least one user; and

if the determined power profile of the device is a third predetermined profile,
the device establishes a connection for receiving commands only when the at least

one user issues a command.

2. The method of claim 1 wherein determining historical behavior of at least one
user further comprises:

determining a probability that the at least one user will engage in a behavior
based on historical behavior of the at least one user with respect to a set of

parameters related to the device.
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3. The method of claim 2 wherein the set of parameters related o the device
comprise any of: location of the device, location of a remote device containing the
remote application, time of the day, day of the week, a type of command issued and

a combination thereof, when the at least one user issues a command.

4. The method of claim 1 wherein the first predetermined profile further
comprises:

determining that the power profile of the device is any of: stored power level
equal to or above a first predetermined percentage and the device receiving a

continuous supply of power through a power supply.

3. The method of claim 4 wherein the second predetermined profile further
comprises:

determining that the power profile of the device is stored power level equal to
or above a second predetermined percentage and below the first predetermined

percentage.

6. The method of claim 5 wherein the third predetermined profile further
comprises:
determining that the power profile of the device is stored power level below

the second predetermined percentage.

7. The method of claim 1 wherein the device establishes a connection for

receiving commands further comprises powering up of the device.
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8. A computer-implemented method comprising:

determining a power profile of a device;

determining historical behavior of at least one user; and

using a criterion based on the power profile for checking the historical
behavior of the at least one user; wherein:

if the determined power profile is a first predetermined profile, the device
establishes a connection for receiving commands based on the historical behavior
of the at least one user;

if the determined power profile is a second predetermined profile, the device
establishes a connection for receiving commands based on the historical behavior
of the at least one user; and

if the determined power profile of the device is a third predetermined profile,
the device establishes a connection for receiving commands only when the at least

one user issues a command.

9. The method of claim 8 wherein determining historical behavior of at least one
user further comprises:

determining a probability that the at least one user will engage in a behavior
based on historical behavior of the at least one user with respect to a set of

parameters related to the device.

10.  The method of claim 8 wherein the set of parameters related o the device

comprise any of: location of the device, location of a remote device containing the
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remote application, time of the day, day of the week, a type of command issued and

a combination thereof, when the at least one user issues a command.

11.  The method of claim 8 wherein the first predetermined profile further
comprises:

determining that the power profile of the device is any of: stored power equal
to or above a first predetermined percentage and the device receiving a continuous

supply of power through a power supply.

12.  The method of claim 11 wherein the second predetermined profile further
comprises:

determining that the power profile of the device is stored power equal to or
above a second predetermined percentage and below the first predetermined

percentage.

13.  The method of claim 12 wherein the third predetermined profile further
comprises:
determining that the power profile of the device is stored power below the

second predetermined percentage.

14. The method of claim 8 wherein the device establishes a connection for

receiving commands further comprises powering up of the device.

15. A system for optimizing user experience and power management comprising:
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a processor, and

a memory in communication with the processor wherein the memory
containing program instructions which when executed by the processor, perform the
following operations comprising:

determining a power profile of a device;

determining historical behavior of at least one user and

using a criterion based on the power profile for checking historical behavior
of at least one user; such that:

if the determined power profile is a first predetermined profile, the device
establishes a connection for receiving commands when the at least one user
initiates a remote application to issue a command to the device but before the
command is issued;

if the determined power profile is a second predetermined profile, the device
establishes a connection for receiving commands based on the historical behavior
of at least one user; and

if the determined power profile of the device is a third predetermined profile,
the device establishes a connection for receiving commands only when the at least

one user issues a command..

16.  The system of claim 15 wherein determining historical behavior of at least
one user further comprises:

determining a probability that the at least one user will engage in a behavior
based on a historical behavior of the at least one user with respect to a set of

parameters related to the device.
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17.  The method of claim 16 wherein the set of parameters related to the device
comprise any of: location of the device, location of a remote device containing the
remote application, time of the day, day of the week, a type of command issued and

a combination thereof, when the at least one user issues a command.

18.  The method of claim 15 wherein the first predetermined profile further
comprises:

determining that the power profile of the device is any of: stored power level
equal to or above a first predetermined percentage and the device receiving a

continuous supply of power through a power supply.

19.  The method of claim 18 wherein the second predetermined profile further
comprises:

determining that the power profile of the device is stored power level equal to
or above a second predetermined percentage and below the first predetermined

percentage.

20.  The method of claim 19 wherein the third predetermined profile further
comprises:
determining that the power profile of the device stored power level is below

the second predetermined percentage.
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21.  The system of claim 15 wherein the device establishes a connection for

receiving commands further comprises powering up of the device.

22. A computer-implemented method for optimizing user experience and power
management comprising:

determining a power profile of a device as at least one user invokes a remote
application used to issue commands to the device;

determining historical behavior of at least one user based on a set of
parameters related to the device; and

using rules for selecting at least one of a plurality of approaches for
establishing communications with the device;

wherein the rules for selecting at least one of plurality of approaches
comprises considering any of power profile of the device, historical behavioral data
of the at least one user and a combination thereof; and

selecting at least one of the plurality of approaches for establishing

communications with the device in relation to a result of the considering.

23. The method of claim 22, wherein determining the historical behavior of at
least one user based on a set of parameters related {o the device, wherein the set
of parameters comprises any of: location of the device, location of a remote device
containing the remote application, time of the day, day of the week, a type of
command issued and a combination thereof, when the at least one user issues a

command.
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24. A system for optimizing user experience and power management comprising:

a processor, and

a memory in communication with the processor wherein the memory
contains program instructions which, when executed by the processor, perform the
following operations comprising:

determining a power profile of a device as at least one user invokes a remote
application used to issue commands to the device;

determining historical behavior of at least one user based on a set of
parameters related to the device; and

using rules for selecting at least one of a plurality of approaches for
establishing communications with the device, wherein the rules for selecting at least
one of plurality of approaches comprises considering any of power profile of the
device, historical behavioral data of the at least one user and a combination thereof;
and

selecting at least one of the plurality of approaches for establishing

communications with the device in relation {0 a result of the considering.

25.  The system of claim 24, wherein determining the historical behavior of at
least one user based on a set of parameters related to the device further comprises:
gathering user behavior data based on a set of parameters, wherein the set of
parameters comprise any of: location of the device, location of a remote device
containing the remote application, time of the day, day of the week, a type of
command issued and a combination thereof, when the at least one user issues a

command.
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26. A computer program product for optimizing user experience and power
management stored on a computer usable medium, comprising:

determining a power profile of a device as at least one user invokes a remote
application used {o issue commands to the device;

determining historical behavior of at least one user based on a set of
parameters related to the device; and

using rules for selecting at least one of a plurality of approaches for
establishing communications with the device, wherein the rules for selecting at least
one of plurality of approaches for the device comprises considering any of the
power profile of the device, the historical behavioral data of the at least one user
and a combination thereof; and

selecting at least one of the plurality of approaches for establishing

communications with the device in relation to a result of the considering.

27.  The computer program product of claim 26, wherein determining historical
behavior of at least one user based on a set of parameters related o the device
further comprises: gathering user behavior data, wherein the set of parameters
comprise any of: location of the device, location of a remote device containing the
remote application, time of the day, day of the week, a type of command issued and

a combination thereof, when the at least one user issues a command.

28. A computer-implemented method for optimizing user experience and power

management comprising:

40
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determining a power profile of a device as at least one user invokes a remote
application used to issue commands to the device; and

using the power profile as a criterion for selecting at least one of a plurality of
approaches for establishing communications with the device, such that

if the determined power profile is a first predetermined profile, the device
establishes a connection for receiving commands when the at least one user
initiates a remote application to issue a command to the device but before the
command is issued;

if the determined power profile of the device is a second predetermined
profile, the device establishes a connection for receiving commands only when the

at least one user issues a command.
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