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A_CONFIGURATION METHOD FOR A DATA MANAGEMENT SYSTEM

The present invention relates to a configuration method for a data
management system, for accessing data in a distributed data structure.

The distributed data structure involved may be provided by many different
arrangements. For instance, it might be provided by different nodes in a parallel
processing computer. In a communications network on the other hand, it might be
provided at different switching points in the network, for instance at local
exchanges of a public network. In a particular example, the invention can be
used to provide routing information to route calls to users who can change their
position with respect to logical or geographic locations in the network.

Services available by means of communication networks are becoming
increasingly complex. It has become important to introduce management systems
for the associated service features, which may be selectively available to a
customer, whilst not introducing excessive computing or communications
overheads. An example is known as personalised telephone numbering schemes.
In these, each user, or group of users, might be allocated a telephone number
which remains unchanged when the user or users change their location in the
network.

For a service such as personal numbering, it is clearly important that
location data can be readily changed. From the point of view of the network, the
location data is volatile but must always be quickly accessible in its current
version.

Another aspect of a network service such as personal numbering is that it
is likely to be important that it is scalable. That is, it needs to be capable of being

expanded to a much larger, perhaps indefinite, number of users. For instance, it is

likely to be important that a network system can grow to support a matter of

millions of users. It is also likely that these users will generate variable load. For
instance, users arriving at the office may wish to transfer their personal number
from their home location to their office location. This would generate several
million transactions in the space of a few hours. If a fixed network were to

support a fully mobile service, equivalent to that of a cellular radio network, then
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the overhead carried by the fixed network in updating location information could
lead to many millions of transactions every hour.

It is an option to maintain a central database, holding the data relevant to
a service such as personal numbering. Any traffic which needs to be routed to a
destination in the network may then access the database to obtain a current
location for the destination. However, a system of this type generates a
significant overhead in that the network must carry traffic simply accessing the
central database, either to update location data or to download a current version.
An arrangement based on central control is clearly vulnerable to overload.

Another approach, used in cellular (mobile) telephone networks, is to
provide each user with a home register, known as a "Home Location Register”.
Each home register holds data relevant to the user, of the type sometimes known
in intelligent network technology as a user profile. That is, it might for instance
indicate which services that user subscribes to and give details such as time of
day information in relation to services of the "call divert” type which can apply
differently at different times of day. It will also contain location data for the user.
The home registers together effectively provide a distributed data structure and are
allocated so that there is mapping between users' usual locations and the position
of their home registers in the network. However, because all calls automatically
go to the called user's home register, there is still a significant overhead in dealing
with the user when away from his/her usual location. Additionally, changes in the
user's location mean the location data in the home register has to be updated,
which adds to the signalling load. Further, there are problems as the size of the
customer base grows. The design response in a cellular network to an increasing
customer base is to decrease the local cell sizes. However, not only does the
signalling load grow dramatically, according to a square law, but so does the
complexity of the management procedures. Providing data integrity and
robustness become significant issues.

A slightly more sophisticated version of the "Home Location Register”
(HLR) arrangement has been proposed, in which an additional register is provided,
this being known as the "Visited Location Register”. It repeats the character of
the HLR but is located elsewhere in the network, to deal with call requests when

the called user is away from his/her usual location. Incoming calls will be referred
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to either Register in these circumstances, depending on where the incoming call
arises in the network. If a call request is routed to the HLR however, it is simply
passed on to the Visited Location Register.

According to the present invention, there is provided a configuration
method for a data access system for accessing data elements stored in a
distributed data structure, wherein the system comprises a hierarchy of nodes
having communication links there between, the hierarchy extending from a root
node to a plurality of end nodes, said plurality of end nodes providing the
distributed data structure, and wherein routes through the hierarchy to specific
data elements stored at the end nodes are identifiable by pointers stored in nodes
along each route, and further wherein a request to access a specific data element
triggers a search message which passes through the hierarchy from an end node
towards the root node until it reaches a node having a pointer relevant to the
specific data element, whereafter the search message is passed along the
associated route to the end node containing the data element which recovery

method comprising the steps of:

{a} detecting a failure of part of the hierarchy affecting communication between
at least one respective child node and respective parent node of the

hierarchy.

(b} establishing a first further communication link between the child node and a
further node, the further node then becoming a second respective parent

node to the respective child node;

{c) establishing a second further communication link between the second parent

node and the first parent node;

(d) instructing the first parent node to send messages destined for the child node
to the second parent node from which node they are passed to the child

node; and
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(e) the second parent node periodically updating the other nodes of the hierarchy

as to the new location if the child node is the hierarchy.

By establishing a second further communication link and then periodically
updating the hierarchy as to the new location in the hierarchy of the child node,
the signalling required to update the hierarchy can be spread timewise or confined
to periods when the “load” on the hierarchy is light. The further communication
link caters for requests to the child node from nodes that have not been updated

with the child's new location.

Personal numbering has already been mentioned above. It is expected to
be a key ingredient in future communications services. Such a system assigns a
number or address to an individual user {or potentially to a group of users). Traffic
intended for that user or users will then route to the person or persons wherever
they are located in the network. Although there is necessarily a current hardware
address associated with the user or users, so that the call can be routed to a
destination, the hardware address is simply a translation of the personal number
allocated, and will change if the relevant user moves location in the network.

In an embodiment of the present invention, the hardware address is
represented by the data element which an end node might contain. In a personal
numbering system, a user might want to redirect their incoming calls to come to a
hardware address in the network which is served by a different local exchange.
The user will then up date the end node at the new local exchange so that the
relevant hardware address is associated with the user's personal number. That
end node should preferably then update the associated pointers in the nodes of the
hierarchy to flag a route to the new local exchange for calls to that user's personal
number, and instruct the previous end node at which the user was located to
cancel its hardware address for that user's personal number. This means that the
location data for the user has both moved and changed. A data access system
according to an embodiment of the present invention can however track the user's
moves, the tracking being triggered at the local exchange, and provide the up-to-

date version of the hardware address.
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A data access system according to an embodiment of the present
invention may be capable of automatically reconfiguring itself, and/or
reconstructing its information "space" either on demand or in response to failure.
For instance, where embodiments of the present invention have a hierarchical
nature a "flood-fill" search procedure can rapidly extend throughout the entire data
access system so that missing data can potentially be picked up and
reconstructed, in a reconfigured system if necessary.

Embodiments of the present invention can provide a relatively simple
solution to the problem of routing, for a service such as personal numbering where
routing has to change at a detailed level in the network, in real-time, even in a
fixed public switched telephone network (PSTN). In a PSTN, development and
changes could otherwise pose very significant routing difficulties for personal
numbering.

A network management system for personal numbering will now be
described as an embodiment of the present invention, by way of example only,

with reference to the accompanying Figures in which:

Figure 1 shows a simple 4-level binary tree implementation of the network
management system;

Figure 2 shows in flow chart form a simple information retrieval procedure
executed by nodes in the implementation of Figure 1;

Figure 3 shows bridging of two network management systems according
to the implementation of Figure 1;

Figure 4 shows a network management system according to an
embodiment of the present invention which has been expanded;

Figure 5 shows an example of response to a failure within a network
management system according to an implementation as shown in Figure 1;

Figure 6 shows an information layer containing multiple network
management systems according to the implementation shown in Figure 1;

Figure 7 is an illustrative diagram used in an explanation of a recovery
mechanism in accordance with the invention;

Figure 8 is a dataflow diagram; and
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Figure 9 shows a block diagram of an intelligent network architecture in
which the network management system of Figure 1 can be implemented.

In a personal numbering system in a communications network, service

features required by the user are:

1. the ability to programme local terminal equipment, such as a phone, to be
the destination apparatus for their personalised telephone number,

2. the ability to revert to a predetermined location in the network, such as a
home telephone, as the destination apparatus, and

3. the ability to select at will in the network the destination apparatus for

their personalised telephone number.

This means that the network and associated management systems have to
be able to cope with routing incoming calls to a "moving target”. The basis of the
design of network management systems according to embodiments of the present
invention is a logical separation of the information management task from that of
network infrastructure, implemented in a signalling network that can handle the
control of a distributed database whilst being simply expandable. Once the
system, comprising the signalling network with the distributed database, has
located information, usually in personal numbering this being a hardware
destination address, it effectively hands control back to the network infrastructure,
or bearer network.

An advantage of this division between bearer and management
network is that it facilitates the incorporation of end user control systems and
networks, such as mobile communications, internal business, computer networks
and the like. Generally, because the management network is a separate
conceptual structure, it can be treated physically as a separate structure and can
be built directly on an existing system. Therefore it can augment the functionality
of existing systems rather than replacing them. Further, it can span several
disparate networks, unifying them.

Referring to Figure 1, the simple basis from which the network
management system operates is the node 1, 2, 3. The nodes 1, 2, 3 are

connected hierarchically, forming a tree-like signalling network. (it should be borne
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in mind that the tree-like network is a logical structure which can be implemented
within a real physical network, but the physical network need not necessarily be
tree-like.) All nodes 1, 2, 3 have at least one parent, except for the single node 2
that forms the "root” of the tree. The root node 2 is special only in the sense that
it has no parents. This structure, consisting of nodes 1 with only one parent, has
advantages in simplicity, multiple parents requiring more sophisticated control logic
to deal with the extra decisions to be made. Multiple parented structures however
offer more robustness in the face of physical and logical failures, and embodiments
of the invention are not limited to use with single parent structures.

In general, nodes 1, 2, 3 will have more than one child except the end
nodes 3, which deal directly with the bearer network, these usually being located
at local exchanges. These end nodes 3 do not need to have any children and, for
simplicity of the following description are assumed to be childless.

Referring to Figure 1, the general principle of the routing network,
comprising the nodes 1, 2, 3 and links, is that each end node 3 can potentially
contain (or can provide) a current hardware address for one or more users. If an
incoming call request is received to set up a call to a destination user by means of
the network, the routing network is used to find out the relevant current hardware
address for the destination user. It can do that because although the current.
hardware address for the destination user might be locatable via any one of the
end nodes 3, the correct end node 3 will be flagged in the routing network by
means of a trail of pointers to it at the nodes 1, 2 above it in the hierarchy. It
doesn't matter at which end node 3 a call request enters the network, the request
will simply be passed up through the hierarchy until it meets the trail of pointers
which it then follows to the correct end node 3. That is, it will be passed up
through the network until it encounters a node 1, 2, containing a pointer in the
direction of the correct end node 3. That pointer will direct it to the next node in
the trail, and so on back down through the hierarchy to the end node 3 which can
provide the destination user's current hardware address.

All the nodes 1, 2, 3 can have the same data structure and processing
facility. Data will be present in the data structure only if that particular node has a

role to play in directing a call request to a destination user. That role might be
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i) simply to pass a call request on to its parent node,
i) to offer a pointer to the destination, if the node is not at the destination

but lies in the path to the destination, and to pass the cail request to the node
indicated by the pointer, or
i) to provide the current hardware address of the destination user, if the

node concerned is the end node 3 for the destination user.

The information which might be present in the data structure of a node is
the pointer, comprising a "key" and a link identifier, and in the case of the end
nodes 3 a current hardware address. (Further information which will be present,
except in a root node, is a list of parent nodes for use on failure. This is further
discussed below. Alternatively, instead of a list the node could search for a new
parent.) Although only the end nodes 3 will ever contain a current hardware
address, all nodes will generally be capable of containing one. This is because, as
will be seen later in this description, if the routing network is expanded or
contracted, end nodes 3 may become intermediate nodes 2 and vice versa. The
"key" will generally identify the user relevant to the pointer. For instance, the key
might be the personal number of that user. The link identifier identifies which of
the downward links to the next layer of the routing network a call request should
be passed on to.

It might be noted that a routing network as described above clearly
provides no "Home Location Register" for any user and therefore avoids any
additional signalling load involved in call requests going to, or via, a home register.

Using the signalling network shown in Figure 1, a user, such as "P", wili
normally be served by an end node 3, such as the nearest local exchange. This
means that the user P's current network hardware address is stored at that local
exchange. The user P can then instigate a change in deciding to move from being
served by one node, A, to being served by a different node, B. User P instigates
the change by accessing node B, which modifies its data to indicate that user P
can be found directly from node B without additional routing. Node B then passes
a change command to its parent node D, and D consequently changes its data so

that instead of routing calls destined to user P to node A it routes them to node B.
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Node D, acting as parent to node A, informs node A that it no longer routes to user
P and should therefore pass any calls for user P to the parent node D.

it can be considered that, at this stage, user P has in effect become user
P'. The data structure on the network is substantially unchanged, only nodes A
and B, together with parent node D, having been affected.

There is an instance when only node B is capable of finding user P. This is
at the stage that node B modifies its data to accommodate user P, but the parent
node D has not made the consequential changes. However, this instance is very
short lived.

The changes if user P moves to a far more distant node, for instance node
C in Figure 1, are necessarily more far-reaching. Initially node C will change its
database to accommodate user P, and instruct its parent, node H in Figure 1, that
the change has taken place. The change will propagate up the tree, node C
instructing node H, node H instructing node G, and node G instructing node F, the
root of the tree. Node F then "wipes out” the previously existing route to user P
by informing its child node E that it no longer routes calls for user P to one of its
children. In turn, node E will tell its child node D, and node D will tell its child node
A.

Although these changes are more substantial, in the worse possible cadse
the number of changes involved will only be as great as 2log, (N), where N is the
total number of nodes in the tree. Importantly, the changes are local, being
triggered by communications between adjacent nodes. This makes updating of the
distributed routing table very efficient, as well as only requiring existing
technology.

Referring to Figure 2, if a call request is made to establish a connection to
a destination user in a bearer network, the routing network is triggered in order to
locate the destination user. The routing process will be the same at every node
which receives the call request, in that the node will make one or more of a series
of decisions and act on the outcome of those decisions.

The routing process at any single node receiving a call request can be seen
in flow chart 20 of Figure 2. The initial response of a node is to examine its data
structure for information concerning the destination user, STEP 22. The three

possible scenarios will then be as follows:
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1. The node concerned is neither at the destination user nor located in a path

thereto -

In this case, at STEP 22, the node will find there is no information present.
So that the call request is passed on to the root of the network, the node will then
check whether it itself is a root node, STEP 23. The normal situation would then
be that the node is not a root node and the call request is simply passed to the
parent node, STEP 24. Consequently, the call request will make its way upwards

through the network of nodes towards the root node 2.

2. The node concerned is in the path to the node at the destination

user, but is not itself the local exchange for the destination user,

In this case, the node will find at STEP 22 that it does hold information
about the destination user. It will therefore proceed to make a check as to
whether it is itself the node at the destination user. That is, it checks whether it is
a local exchange, STEP 25. In this scenario, the answer will be negative and the
node will pass the call request to a child node indicated by the information present,
STEP 26. Thus the call request at this stage has been passed to the network root
node and is being forwarded downwards again towards the destination user.
(Although it should be noted that it is not always necessary to route a call request

via the root node.)

3. The node is the node adjacent to the destination user.

In this case, by means of STEPS 22 and 25, the node will find that it has
information about the destination user and it is also a local exchange. It will
therefore now download information to the bearer network which will enable a
connection to be setup. That is, it will download the location of the caller from
where the call request originated, and its own location information. The routing
network can now be drop out of the operation, the bearer network then routing the

call itself appropriately, STEPS 27 and 28.
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There is one alternative result, not discussed above. That is where a node
establishes that it has no information about the destination user but it is a root
node 2 and therefore has nowhere to direct the call request. This result indicates
that information is missing and, instead of forwarding the call request, the node 2
will instigate a data search, STEP 29.

Systems as described above, based on a tree network, make use of the
concept of parallelism. Each node 1, 2, 3 manages a database which is updated in
response to changes initiated by its neighbours. The hierarchical arrangement
forces a limitation on the need to change information. Although it is possible for a
requested data change to propagate throughout the system, the structure is
designed so a change has limited consequences. This level of parallelism is
evident from the geographical decomposition, but exactly the same decomposition
can be applied within a node 1, 2, 3.

The important feature is that the changes within the distributed data
structure are dealt with as locally as possible. The majority of the nodes 1, 2, 3
are not involved when a piece of information is updated, which has the effect of
distributing the load in terms of updates throughout the network. The
consequence of this is that the signalling information in a network continues to be
distributed even as the system gets larger. In the case of a binary network, as
described with reference to Figure 1, the signaliing load per node 1, 2, 3 is
independent of the number of nodes in the network.

Each node 1, 2, 3 might be provided by a distributed memory parallel
computer. Each processor within the computer can be mapped directly on to one
of the communications nodes 1, 2, 3 described in the above example. The control
system of the computer can then manage the database in the same way that the
nodes 1, 2, 3 operate. This means that each "leaf" of the tree, that is the nodes
representing the local exchange level, that is the lower most nodes 3, break down
the problem in the same manner as nodes higher in the network and therefore use
the same control processors.

This is particularly advantageous in that each node can potentially be used
to control a network of nodes below, always using the same control process.

Hence, to expand the reach of a routing network as described above, it is possible
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to create a new network based on the same architectural principles, create a new
root node 1 and "demote" the root nodes of the original network and the network
to sit below the new root node.

Referring to Figure 3, the original network may have had a root node "R'"
and the new network may have a root node "R"'". The new root node "R" is then
put in as a new layer, superseding the nodes which were previously root nodes R’
and R'', the new root R now acting as root to 2 networks. Each of the old root
nodes R' and R'"' needs to be updated to register the fact that they are no longer
root nodes. Thereafter, the system will function appropriately. The same principle
can be used to expand an existing routing network to fulfil growth and demand
which is geographicaily unevenly distributed. Hence, a node 3 which previously
represented a local exchange may be converted to a node 2, higher in the routing
network, by simply adding a further network below it. This is shown in Figure 4,
where a node 40, previously in the lower most level of a routing network, has been
converted to the role of intermediate node above 6 additional nodes 41, 42, the
lower most nodes representing the local exchanges now being two layers below.

In each, as long as each node whose status is changed has been informed,
the routing network will effectively sort itself out after a change in configuration.

Referring to Figure 5, the routing network can be designed to be robust to
failure of single links or nodes 1, 2, 3, or to failure of large parts of the network.

The way in which a link failure is detected might be either because a
connected node has tried to use the link and failed, or because a network
monitoring mechanism has picked up the failure. An example of the latter is the
"heart beat” signal provided in conventional C7 signalling systems.

In the simplest situation where there has been a single link failure, for
instance between an end node 3' and an intermediate node 2", then the end node
3' will no longer be able to respond to call requests which it would normally pass
on to its parent node 2'' on the other side of the failed link. In the normal routing
network structure, there is no alternative link from that end node 3' either to the
original parent node 2'' or to any other parent node.

In order to reconfigure the routing network in the face of the link failure,
each child node 2, 3 has a list of parent nodes by means of which it can try to

establish reconnection in the routing network. The child node 3' affected by the
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failed link will therefore issue a reconnect request to each potential parent node on
its list, in turn, until a functioning parent node with spare capacity is located.
Thereafter, reconnection of a route through the network to the child node 3' will
be set up in the same manner as reconnection is established when a user moves
from one end node 3 to another end node.

in practice, this reconnection exercise can be complex, depending on how
high the relevant child node is in the hierarchy, since it will have to issue
reconnection requests in respect of all the pointers it contains.

In Figure 5, a new link 50 will now have been established. However,
since the routing network has a logically defined structure in which links are
identified for example by addresses at each node, there is no difficulty in creating
the new link 50 even though it spans two layers of the hierarchy.

Meanwhile, it may be the case that a call request bound for the end node
3' comes into the routing network elsewhere and therefore needs to be routed
either to or via the child node 3' below the failed link. If a child node 3' has
already triggered a reconnection exercise, using a new parent, then the network
will function in a normal manner. However, a reconnection exercise can generate
delay, depending on the number of routes needing to be re-established. If the
exercise is not complete then the incoming call request may reach the intermediate
node 2", parent to the end node 3', but be unable to reach the end node 3'. The
intermediate node 2'' cannot instigate a new link 51 to reach a child node as
effectively as a child node can instigate a new link 50 to reach a new parent. This
is because a new child node would only be relevant to a selection of the pointers
carried in the intermediate node 2". In this case it is more effective for the
intermediate node 2'' to issue a "flood fill" search request in order to locate the
child node's new parent 2'.

A flood fill search request is simply issued from a node to every other
node to which it is connected. Each node when receiving a flood fill search
request will check to see if it contains relevant data, or a relevant pointer. If it
does, than that node will respond to the request. If it does not, it will pass on the
flood fill search request to every node to which it is connected, except the node
from which it was received. (Flood fill search requests can in practice be limited

for example by limiting the number of times the request can be passed on.)
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Hence the intermediate node 2'' should now locate the new parent node
2' for the end node 3' and all relevant routes can be re-established.

The mechanisms described above therefore generate a new link 50 in the
network which effectively "by passes” the failure.

The same mechanisms can of course be used whether it is a link or a node
which has failed.

There is a second mechanism for re-establishing the network after failure.
A flood fill search request for specific information can simply be issued throughout
the network. By adopting this approach, extensive reconfiguration of the network

can be achieved.

The use of the flood fill search request technique causes a significant
signalling overhead and is thus undesirable for less robust networks that is to say

those more liable to failure.

Where a node has established a link to a new parent there is a need for
the nodes “new” location to be passed to the new parent node. This has to be
done as soon as possible if requests are to be passed to the node without delay.
The need to update the network causes a burst of signalling activity after a change
of address following establishment of a new connection between the node and the
new parent. This may cause problems with the network’s ability to route requests
between the nodes especially where there are a number of re-connections during a

given time interval as would be the case with any realistic network.

The present invention arose in an attempt to alleviate this problem.

Figure 7 illustrates the recovery method. In the routing network 70 there

is a link failure on link 71 between node 72 and 73.

A first step in the recovery mechanism is a detection step 80, as shown in
figure 8. This step is carried out by the node 73 and it detects that link 71
between it and its parent node 72 has failed. Node 72 carries out this step as

well.
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A second step 81 is carried out by the node 73 and this is the
establishment of a new connection 74 to a new parent 75. The new parent is

selected from a list of possible parents held by the node 73.

The new parent node 75 then establishes a direct fink 76 to the old parent

72, in a step represented by box 82.

The old parent 72 is then requested by the new parent 75 to update its
address for the node 73 and all requests it receives are passed via the direct link

76 to the new parent 75 and new connection 74 to the node 73.

Thus, at this stage the link failure has been overcome and the node 73 is

again part of the network 70.

The next stage, as represented by box 84 is for the new parent node 75
to periodically update the other nodes in the network as to the new location of
node 73. This process could be carried out “on demand” that is to say when a
request is received from a node for node 73 then the new parent 75 could send an
update location message to the sending node. This can depend on whether
request is relocation for call connection requests. Alternatively, it could be carried
out according to a predetermined pattern or carried out according to the activity of
the network, that is to say, the updating process could be carried out during a

period when there is not much signalling activity on the network.

The network management system, or data access system, described
above provides a relatively reliable data structure because the data structure is
distributed. The information which is being accessed, in this case hardware
addresses for network users, is not held at a single, specific location. Although, at
first instance, there is only one route through the system to a data element of that
information, failure in the route can be dealt with easily, as described above. An
additional feature which might be provided, which would increase security of

connections to a user, is a backup data storage point, or a "ghost” end node,
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holding the current hardware address for a user. This could be located in a flood
fill search exercise so that reconnection to that user can still be established.

When a flood fill search request issues, it can generate a relatively high
level of signalling traffic. It may be that flood fill search requests are only used in
cases of data corruption, or on request, so as to minimise their use. It might be
noted that, in a tree-like hierarchy as described above, the path through the routing
network to a local exchange, or end node 3, which is in direct contact with a
target user, is always less than the 2log; (N)?, making even this search procedure
relatively efficient.

In addition to searching, the flood fill requests can remove any reference
to the specified data on the nodes they pass through, thereby clearing the network
of spurious routes, or data paths. The only exception to this wili be at the local
exchange, or end node 3, where the information is found. In this case, a location
registration process can be initiated so that the data (or route to the data) can be
reconstructed. In addition, a call construction request can be passed to the bearer
network to ensure that the initial request is dealt with. At worst, this whole
process to connect the call takes 4log, (N)’! steps, just twice that taken in the
case of an integral network.

Large scale damage can be reconstructed in this way but it is more
efficient to use route initiation requests directly to reconstruct. A combination of
both processes leads to a fast recovery process, data being built immediately when
needed, and data not requested being repaired slowly when the network capacity
allows it.

Management systems of the described type are easily expandable. Even
in the simplified case presented, that is the tree structure, generalisation to a
mechanism for retrieving distributed information is an obvious next step. Even in
an environment that is dynamically relocating information and introducing muitiple
copies, a hierarchical control system provides the fastest access to the closest
source of information required. This is true even if an initial node is ignorant of the
data to the point that it does not recognise the database key or location address.

This might best be understood in terms of operation of the personalised
telephone numbering system described above, from the point of view of the

distributed database. The fact that the location of users is constantly monitored
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and updated makes the internal structure of the management network information
that of an automated database. If one adds to that the fact that there is physical
distribution of the source of the data, that is the movement of the users, which
physically distributes the data, then this minimises the number of transactions
each node will have to deal with. The net result is that of a distributed data
structure which can be accessed from any one of its remote terminals as if it is a
coherent database, whilst the data transactions are being updated in a parallel
manner.

By direct analogy, information such as that stored in a library is often
located at many geographical locations. To access such information, the location
at which it is stored must be known. In a static environment, this is a trivial issue.
However, there can be a problem. |f there is only one copy of each piece of
information, then simultaneous muitiple access to a given piece of data is going to
present problems. The obvious solution to this is to migrate the data and to
produce multiple copies of it. That is, data which is popular can be stored at
several geographically separate sites which reduces the access contention and
network load. Again, if this is done, once and for all, there is no need to worry
about finding the location of any data source from any given location as it will
always be in the same place. However, in the real world it is likely that changes
will need to be made continually.

it is well known that the popularity of a piece of information is a transient
thing. It is directly related to that fact that information is volatile. It is often of
value only when it is new, and not when it begins to age. Due to this change in
relative value, the location of the data viewed from the perspective of any given
terminal can change in time. Informing all users of a system about these changes
in location incur a heavy cost in network load. Therefore, a system is needed
within which the location of information can be altered without telling the users,
the users meanwhile retaining access thereto. This is precisely what the
hierarchical control structure of an embodiment of the present invention can do
and it is consequently extremely versatile.

The "key" to a database can be thought of literally as a key. It is simply a
structure by which information is referenced. Similarly, the references at the end

of an article can be viewed as keys. They are not necessarily understood in
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themselves but can be taken elsewhere to be deciphered, or at least part-
deciphered. In the example of an article with references, a librarian could be
consulted and the librarian might direct one to the location of the article in the
library, or direct one to the correct type of library.

There is an intrinsic hierarchy even at this level of key types. It is possibie
to superimpose different control hierarchies over a common distributed data
source.

Referring to Figure 6, at the end node level 60 of three different control
hierarchies, there lies a common distributed data source. The three control
hierarchies 61, 62, 63 are similar in structure, each having a root node at the "top”
and accessing the array of end nodes at the common distributed data source 60.
The different control hierarchies can easily be connected to the extent that they
can make comparisons and share management information. In Figure 6, some of
the child nodes, in this case end nodes, only contain one type of data store where
others contain three, but this does not mean that these "single chiildren” cannot
access data from all three types.

There is no reason why this scenario cannot be advanced into that of
general database structures. For instance, it is quite possible to use such a system
to integrate different databases. Physical distribution presents the same
difficulties of data management as that of algorithmic distribution, that is, where
algorithmic control of the data is separated into different structures. This would
usually be a reference to two different database programmes such as Sybase and
Oracle. Such programmes already share a common interface language in that they
respond to the same form of data requests from a remote terminal. The data
request is first structured into this common language by an application programme
and the received data is transformed into the relevant format. Each database
programme can be viewed as a physically distinct, or even physically separated,
data store. To unify the two systems into a hierarchical control structure as
shown in Figure 6, all that is needed is a simple interface programme that converts
requests from the hierarchical control structure into relevant database requests.
This allows hierarchical control structures to be applied to existing database

systems in a very simple manner.
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Hierarchical routing structures according to embodiments of the present
invention are capable of offering a general service in that they allow for data
retrieval from any part of the hierarchical routing network without necessarily
knowing the location of the data source. This functionality can be viewed from
the perspective of a user, for instance simply as a service structure which can be
accessed at any point. It can be treated as a system to which the user can issue
requests from any physical point, and the system will resolve the request for the
user.

For a user terminal there will be a direct connection into the hierarchical
control network. A user terminal can issue requests into the system and these
requests take the form of enquiries about data which is contained in a data space
of the routing network. In the specific example of personal numbering, this
information is the current hardware address of the user identified by a telephone
number dialled. In practice, the routing network does not normally return the
current hardware address but instead proceeds to trigger automatic connection of
the call from the location of the current hardware address which has been found.
This may be applied in other contexts. That is, any application of the routing
network may have some predetermined response once a piece of information is
found. A response might be to return information to the enquirer but it can be
simpler to regard this return of the information as a separate task, actual transport
of the information between the two reievant addresses being handled by a
conventional transport process, such as a bearer network. The task of the routing
network is simply to find the location of the information. A different mechanism
can be used to deal with the information once found.

As will be clear, this behaviour is independent of the location of a user
terminal. Thus the routing network can be viewed as a database of non local
information. More importantly, this database does not have to keep the data at a
specific location. If it is found that another site is a more optimum storage place,
the information can be moved without affecting any of the user terminals or data
access keys which users might be using to retrieve the information.

Referring to Figure 9, and considering the personal numbering application
of a routing network according to an embodiment of the present invention,

described above, the routing network might typically be provided in the service
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control point 90 of an intelligent network architecture. In an intelligent network
architecture, a connection might normally be established by a service switching
point 91, using routing information obtained from an associated service control
point 90. Alternatively, intelligent network architectures being highly flexible, the
routing network might replace a function of the service control point 80 and be
located elsewhere in the intelligent network architecture. Hardware which might
provide the functions of the routing network is known and already used in
intelligent network architectures. For instance, the relevant hardware might be
provided by a Unix work station such as the Sun Sparc 5 having a Gigabyte
capacity hard disk.

Important features available to embodiments of the present invention

might be listed as follows:

1. Optimisation for the geographical demand, for instance by adding layers to
give depth in highly populated regions in a personal numbering service network.

2. In library problems, efficient localisation of the demand can be provided,
for instance in services which are literally libraries, or in services such as Video on
Demand which is clearly of a library type.

3. Signalling load is kept low and indeed can be maintained so that the
signalling load at any point is constant even though the network as a whole has
expanded. This aspect is because as demand increases, the network can generate
local extra layers.

4, Embodiments of the invention can rely on conventional technology and
software already in use and does not therefore require further platform
development.

5. Robustness. Although not described above, robustness can be improved
by increasing the number of parent nodes for a single child node. That is, there
may be more than one parent node relevant to a child node. This is indicated in
Figure 6. Another aspect of robustness is that the routing network will be self-
healing.

6. Because new layers can be introduce at the top of a routing network
according to an embodiment of the present invention, existing routing networks

can be linked by a common root node superimposed so as to convert the original
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root nodes of the different networks to child nodes. This means that networks can
be joined which extend in different national territories.

7. Routing networks of this type aillow introduction of new services since no
node needs to be updated in respect of a new service, the nodes simply providing
routing and having no understanding of the data for which it generates routing
information. In conventional networks the nodes include number transiation files
which would have to be updated when new information was introduced onto the
network. This requirement is reduced or eliminated in networks operating in
accordance with the invention.

It should be noted that, although the hierarchical structures described
above are generally binary tree structures, it is not necessary that they are either
binary or tree-like. The structure might be considered for instance as a three-
dimensional rather than two-dimensional structure, and/or with mulitiple links in
place of the binary approach. However, a significant aspect is the hierarchy in
which nodes of the "upper"” layers are fewer and hold more information than nodes
of the "lower layers”.

The layout of a structure used can be optimised to suit the tasks it will
need to perform.

Although the embodiments concerned with a personal numbering service
described above are described in relation to a fixed network, they could also be
applied to a network which is an integration of a fixed and a mobile cellular

network. Indeed, embodiments could be relevant to cellular networks alone.
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CLAIMS

1. A configuration method for a data access system for accessing data
elements stored in a distributed data structure, wherein the system comprises a
hierarchy of nodes having communication links there between, the hierarchy
extending from a root node to a plurality of end nodes, said plurality of end nodes
providing the distributed data structure, and wherein routes through the hierarchy
to specific data elements stored at the end nodes are identifiable by pointers
stored in nodes along each route, and further wherein a request to access a
specific data element triggers a search message which passes through the
hierarchy from an end node towards the root node until it reaches a node having a
pointer relevant to the specific data element, whereafter the search message is
passed along the associated route to the end node containing the data element

which recovery method comprising the steps of:

{a) detecting a failure of part of the hierarchy affecting communication between
at least one respective child node and respective parent node of the

hierarchy.

(b) establishing a first further communication link between the child node and a
further node, the further node then becoming a second respective parent

node to the respective child node;

(c) establishing a second further communication link between the second parent

node and the first parent node;

(d) instructing the first parent node to send messages destined for the child node
to the second parent node from which node they are passed to the child

node; and

(e) the second parent node periodically updating the other nodes of the hierarchy

as to the new location if the child node is the hierarchy.
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2. A method according to Claim 1 wherein the data elements each comprise

an address which identifies a data storage location in a data structure.

3. A method according to Claim 1 wherein the data elements each comprise

an address which identifies a location in a communications network.

4, A method according to Claim 3 wherein receipt of the search message at
the end node containing the data element triggers transmission of the data element
to call control means in the communications network such that a connection can

be established in the communications network to the location identified.

5. A method according to any one of the preceding claims wherein each
pointer comprises an identifier associated with a data element stored at the
relevant specific end node, together with a link indicator to indicate the next

communication link on the route to the end node.

6. A method according to Claim 1 wherein receipt of the search message at
the end node containing the data element triggers downloading of the data

element.

7. A method according to any one of the preceding claims wherein means are
provided for loading a data element at any end node, and pointer updating means
are provided which are responsive to the loading of a data element to trigger

consequential updating of the pointers stored in the nodes of the hierarchy.

8. A management method for a communications network, which method
comprises a data access system with a recovery method according to any one of

the preceding claims.

9. A management method according to Claim 8, for use in providing a

personal numbering service in the communications network.
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10. A management method according to Claim 9 wherein each pointer along a
route identifies a personal number for a specific network user, and wherein the
data element located at the end node reached by a search message passed along

that route comprises a hardware address for the specific network user in said

5 communications network.
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