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METHODS AND APPARATUSES FOR SECURING TETHERED DATA

CLAIM OF PRIORITY

This application claims the benefit of priority to United States
Application Serial Number 13/846,974, filed March 19, 2013, which is

incorporated herein by reference in its entirety.

TECHNICAL FIELD

Some embodiments relate to file security. Some embodiments relate to

creating environment-specific encryption keys for file security.

BACKGROUND

Corporations and government entities may seek to reduce or eliminate
instances of unauthorized access to various types of sensitive information. Some
systems may reduce or prevent unauthorized access by requiring users to log on
to file storage systems with credentials such as user names and passwords.

These systems, however, may not prevent authorized users from copying
sensitive information and thereby removing sensitive information to
unauthorized locations or computers. Other systems may bind sensitive
information to one computer or computing system. However, these systems may
be overly restrictive in limiting movement of data.

Thus, there are general needs for systems and methods for flexibly
securing sensitive files such that the sensitive files cannot be used outside a
secure environment, while still allowing a creator of a file to permit the file to be

tethered to one machine regardless of that machine’s physical location.



WO 2014/153312 PCT/US2014/030958

10

15

20

25

30

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a system in accordance with some embodiments.

FIG. 2 is a procedure for securing a file in accordance with some
embodiments.

FIG. 3 is a block diagram of a secured file in accordance with some
embodiments.

FIG. 4 is a procedure for opening a secured file in accordance with some
embodiments.

FIG. 5 is a block diagram of a system for implementing procedures in
accordance with some embodiments.

FIG. 6 is a block diagram of a processor for implementing procedures in

accordance with some embodiments.

DETAILED DESCRIPTION

The following description and the drawings sufficiently illustrate specific
embodiments to enable those skilled in the art to practice them. Other
embodiments may incorporate structural, logical, electrical, process, and other
changes. Portions and features of some embodiments may be included in, or
substituted for, those of other embodiments. Embodiments set forth in the claims
encompass all available equivalents of those claims.

Current corporate and governmental file security systems may seek to
ensure the confidentiality of data by reducing or preventing access by
unauthorized users. Some systems may attempt to reduce or prevent instances of
unauthorized access by requiring that a user enter credentials such as a user
name or password. Nevertheless, an adversary who has authorized access to the
sensitive data may copy the data to an external drive, such as a USB drive, and
remove the sensitive data from authorized premises. Other persons or entities
that do not have authorized access may thereafter access the sensitive data.

Some systems may provide an area of device memory, such as an area of
a hard disk, which is encrypted upon access to sensitive information. This area

may be decrypted upon termination of the access. However, these systems may
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still allow the data to be left on the hard disk, and the data may therefore still be
subjected to brute force attack.

These or other systems may bind the sensitive data to a computing device
or a virtual machine, and decrypt the data at the time of access of the data. This
approach may aggressively restrict the access of sensitive data by hindering
movement of the computing device or virtual machine to another server or data
center in the event of network or server failure. Further, these systems do not
prevent copying of sensitive data once the data is accessed and decrypted.

Example embodiments may tether sensitive data to a machine or to a
virtual machine executing in a trusted network by authenticating the
environment in which the data is being saved or accessed. Example
embodiments may further provide user authentication mechanisms before the
data may be accessed. Example embodiments may provide the option for a
creator of a file to enable secured local saving of the file to a machine.

FIG. 1 is a system 100 in which example embodiments may be
implemented. The system 100 includes a server 105 for storage of data files,
including sensitive data files. A firewall 110 may be present between the server
105 and at least one user computer or device 115. Other devices 125, 130, and
135 may be in a network, for example a trusted network, with the device 115. A
user 140 may wish to create a secured file on the device 115. The device 115
may implement a procedure 200 as discussed below with respect to FIG. 2, to
create a secured file.

FIG. 2 is a procedure 200 for securing a file created on a computing
device, for example the device 115 (FIG. 1).

In operation 210, the device 115 may add a communication portion to the
file. The communication portion may communicate with an authentication agent
executing on the device 115.

In operation 220, the device 115 may encrypt data of the file using a first
key received through the communication portion from the authentication agent.
The first key may be generated based on identification information of a second
computing device in a trusted network of computing devices. The second device
may be, for example, one or more of devices 125, 130, or 135 (FIG. 1). The

trusted network may include the device 115 and the second computing device.
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The identification information of the second computing device 125, 130,
or 135 may include a media access control (MAC) address of the second
computing device 125, 130, or 135.

In operation 230, the device 115 may save the file to a remote file storage
location. For example, the device 115 may save the file to the server 105 (FIG.
1).

The procedure 200 may further include setting a metadata indicator
within the file to a value. The value may indicate whether permissions exist to
save the file locally to the device 115. If the value indicates that permissions
exist to save the file to the device 115, the procedure 200 may further include
encrypting data of a second version of the file using a second key received
through the communication portion from the authentication agent. The second
key may be generated based on identification information of the device 115.

The procedure 200 may further include saving the second version of the file to a
local storage of the device 115. The procedure 200 may further include setting a
second metadata indicator within the file to a value. The value may indicate
whether the file has been saved locally on the device 115 so that a user 105
opening the file at a later time can open the file using the second key.

The procedure 200 may further include deleting the file from the device
115 upon closing the file in an editor executing on the device 115 if the indicator
has been set to indicate that permissions do not exist for saving the file locally to
the device 115. Deleting the file may include removing a pointer to the file. The
procedure 200 includes destroying or deleting the unencrypted local file upon
closing the file in the editor if the indicator has been set to indicate that
permissions do not exist for saving the file locally to the device 115. If the file is
to remain locally, the file will be encrypted with the local system key. The
procedure 200 may further include destroying the file upon a failure of the
communication portion to communicate with the authentication agent. The
destroying may include encrypting the file a plurality of times using a random
key.

FIG. 3 is an illustrative example of a file 300, secured according example
embodiments of the procedure 200. The example file 300 may include

executable code 310, for example binary code, etc., for communicating with an
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authentication agent. The example file 300 may further include metadata 320.
The metadata 320 may have an indicator 325, for example a local save enable
flag, for indicating whether the file may be saved locally on the device 115. The
metadata 320 may have another indicator 335, for example a locally-saved flag,
for indicating whether the file was encrypted with a key created based on data of
the local machine, such that the file may be opened on the device 115 without
being connected to the trusted network. The example file may further include
encrypted file data 330 encrypted with, for example, one or more keys received
from the authentication agent. The encrypted file data 330 may include data
created with various editors, for example text editors, video editors, and graphics
editors.

FIG. 4 is a procedure 400 for opening a secured file on a computing
device, for example the device 115 (FIG. 1). The secured file may be similar to
the file discussed above with respect to FIG. 3.

In operation 410, the device 115 may retrieve the secured file from a file
storage. The secured file, as discussed above with respect to FIG. 3, may
include a communication portion for communicating with an authentication
agent on the device 115 and an encrypted data portion. The communication
portion may be similar to the executable code 310 (FIG. 3). The encrypted data
portion may be similar to the encrypted file data 330 (FIG. 3).

The file storage may be a remote file storage. The key may be based on
identification information of at least one other device, such as for example a
computer, router, switch, or other network element in the network, For example,
the key may be based on identification information of the device 125, 130 or 135
(FIG. 1). The identification information may be, for example, a MAC address of
the device 125, 130 or 135, a secured shell (SSH) key of the device 125, 130 or
135, service names and port numbers on which services are communicating on
the device 125, 130, or 135, etc.

In operation 420, the device 115 may decrypt the data portion using a key
received through the communication portion from the authentication agent.

In operation 430, the device 115 may open the decrypted data portion for

viewing or editing in an editing application or a viewing application.
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The procedure 400 may further include authenticating access permissions
of the device 115 to the remote file storage. The authenticating may be
performed through, for example, a lightweight directory access protocol (LDAP)
mechanism, through an Active Directory mechanism, etc.

The procedure 400 may further include determining that permissions for
local file storage are enabled based on an inspection of a value of a metadata
indicator within the secured file. The metadata indictor may be similar to the
local save enable flag 325 (FIG. 3). The procedure 400 may further include
retrieving the secured file from a local memory, wherein the key for the
decrypting is based on identification information of the device 115, based on the
value of the metadata indicator. The procedure 400 may further include
examining the metadata to determine whether a second indicator was set,
indicating that the file was saved locally, and opening the file using on a local
key or a remote key based on the value of the second indicator. The second
indicator may be similar to the locally-saved indicator 335 (FIG. 3).

The procedure 400 may further include destroying the file upon a failure
of the communication portion to communicate with the authentication agent.
Destroying the file may include encrypting the file a plurality of times using a
random key, for example.

FIG. 5 is a block diagram of a computer 500 for implementing methods
according to example embodiments. The computer 500 may be appropriate for
performing the functionalities of the device 115 (FIG. 1). The computer 500
may be appropriate for viewing and editing files of various types.

The computer 500 may include a communication interface 510. The
computer 500 may include a processor 515. The processor 515 may include
components as shown in FIG. 6. Referring to FIG. 6, the processor 615 may
include an authentication agent 620 and one or more file editors 630. The
authentication agent 610 may communicate with a remote file storage, for
example the server 105 (FIG. 1) over the communication interface 625.

The one or more file editors 630 may be used to create a secured file as
described above with respect to FIG. 2-3. The secured file may include a
communication portion for requesting the encryption key from the authentication

agent and a data portion including data encrypted with the encryption key. The
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communication portion may be similar to the executable code 310 (FIG. 3). The
data portion may be similar to the encrypted file data 330 (FIG. 3).

The authentication agent 630 may generate the encryption key based on
identification information of the computer 500 or upon a second computing
device in a trusted network with the computer 500, for example the devices 125,
130 or 135 (FIG. 1). For example, the authentication agent may retrieve data
specific to different machines in the networked environment, such as router
names, computer medium access control (MAC) addresses, etc. The data
obtained may be unique for each sensitive data file, and the identity of the
components of data used for creation of the key may be stored in metadata inside
the sensitive data file. The metadata may be stored such that the actual key
locations are not visible to the end user. For example, the actual key locations
may be hashed, and the communication interface 510 may use the hash to look
up the actual key location.

The authentication agent 630 may further be arranged to save the secured
file to the remote file storage, for example the server 105 (FIG. 1). The
authentication agent 630 may be arranged to save the secured file to local file
storage, for example to memory 520 (FIG. 5). The authentication agent 630 may
be arranged to save the secured file to both remote file storage and local file
storage, based on an indicator in the metadata of the secured file.

Referring again to FIG. 5, the computer 500 may store the secured file
locally in a memory 520. In one embodiment, the memory 520 includes, but is
not limited to, random access memory (RAM), dynamic RAM (DRAM), static
RAM (SRAM), synchronous DRAM (SDRAM), double data rate (DDR)
SDRAM (DDR-SDRAM), or any device capable of supporting high-speed
buffering of data. The computer 500 may include computer instructions 540
that, when implemented on the computer 500, cause the computer 500 to
implement functionality in accordance with example embodiments.

For example, the computer instructions 540 may, when executed on the
computer 500, cause the computer 500 to receive a request for a first encryption
key for encrypting a file. The computer instructions 540 may, when executed on
the computer 500, cause the computer 500 to query a first network device for

data of the first network device. The first network device may be a member of a
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trusted network including at least the first network device and the computer 500.
For example, the first network device may be the device 125, 130, or 135 (FIG.
1). The computer instructions, when executed on the computer 500, may cause
the computer 500 to create the first encryption key using the data of the first
5 network device and write a secured file to a file storage. The secured file may
include an encrypted data portion encrypted with the first encryption key. The
encrypted data portion may be similar to the encrypted file data 330 (FIG. 3).
The instructions 540 may be stored on a computer-readable storage

device, which may be read and executed by at least one processor 515 to

10 perform the operations described herein. In some embodiments, the instructions
540 are stored on the processor 515 or the memory 520 such that the processor
515 or the memory 520 act as computer-readable media. A computer-readable
storage device may include any non-transitory mechanism for storing
information in a form readable by a machine (e.g., a computer). For example, a

15  computer-readable storage device may include ROM, RAM, magnetic disk
storage media, optical storage media, flash-memory devices, and other storage
devices and media.

The Abstract is provided to comply with 37 C.IF.R. Section

1.72(b) requiring an abstract that will allow the reader to ascertain the nature and

20  gist of the technical disclosure. It is submitted with the understanding that it will
not be used to limit or interpret the scope or meaning of the claims. The
following claims are hereby incorporated into the detailed description, with each

claim standing on its own as a separate embodiment.
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CLAIMS

What is claimed is:

1. A method for securing a file created, the method comprising:

adding a communication portion to the file, the communication portion
communicating with an authentication agent on a first computing device;

encrypting data of the file using a first key received through the
communication portion from the authentication agent, the first key being
generated based on identification information of a second computing device in a
trusted network of computing devices, the trusted network including the first
computing device and the second computing device; and

saving the file to a remote file storage location.

2. The method of claim 1, wherein the identification information of the second
computing device includes a media access control (MAC) address of the second

computing device.

3. The method of claim 1, further comprising:
setting a metadata indicator within the file to a value, the value indicating
whether permissions exist to save the file locally to the first computing device;
and
if the value indicates that permissions exist to save the file to the first
computing device,
encrypting data of a second version of the file using a second key
received through the communication portion from the authentication agent, the
second key being generated based on identification information of the first
computing device, and
saving the second version of the file to a local memory of the first

computing device.
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4. The method of claim 3, further comprising:
deleting the file from the first computing device upon closing the file in
an editor if the indicator has been set to indicate that permissions do not exist for

saving the file locally to the first computing device.

5. The method of claim 1, further comprising:
destroying the file upon a failure of the communication portion to

communicate with the authentication agent.

6. The method of claim 5, wherein the destroying comprises:

encrypting the file a plurality of times using a random key.

7. A method for opening a secured file on a first computing device, the method
comprising:
retrieving the secured file from a file storage, the secured file including
a communication portion for communicating with an
authentication agent on the first computing device, and
an encrypted data portion;
decrypting the data portion using a key received through the
communication portion from the authentication agent; and
opening the decrypted data portion for viewing or editing in an editing

application or a viewing application.

8. The method of claim 7, wherein:
the file storage is a remote file storage, and
the key is based on identification information of at least one other computing

device in the network.
9. The method of claim 8, further comprising:

authenticating access permissions of the computing device to the remote

file storage.

10
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10. The method of claim 9, wherein the authenticating is performed through a
lightweight directory access protocol (LDAP) mechanism or through an Active

Directory mechanism.

5  11. The method of claim 7, further comprising:
determining that permissions for local file storage are enabled based on
an inspection of a value of a metadata indicator within the secured file; and
retrieving the secured file from a local memory, wherein
the key for the decrypting is based on identification information of the first

10 computing device.

12. The method of claim 7, further comprising:
destroying the file upon a failure of the communication portion to
communicate with the authentication agent.
15
13. A non-transitory computer-readable medium comprising instructions that,
when executed on a machine, cause the machine to:
receive a request for a first encryption key for encrypting a file;
query a first network device for data of the first network device, the first
20  network device being a member of a trusted network including at least the first
network device and the machine;
create the first encryption key using the data of at least first network
device, the data being collected by an aggregation server; and
write a secured file to a file storage, the secured file including an encrypted data

25  portion encrypted with the first encryption key.

14. The computer-readable medium of claim 13, wherein the data of the first
network device includes a medium access control (MAC) address of the first
network device.

30
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15. The computer-readable medium of claim 13, further comprising instructions
that, when executed on the machine, cause the machine to:

determine whether to write the secured file to a local file storage of the
machine, to a remote file storage, or to both the local file storage and the remote
file storage based on a value of an indicator in metadata of the secured file, the
value indicating whether permissions are enabled for local file storage of the

secured file.

16. The computer-readable medium of claim 15, further comprising instructions
that, when executed on the machine, cause the machine to:

if a value of the indicator indicates that permissions exist for enabling
local file storage of the secured file, create a second encryption key using at least

one piece of identification data of the machine.

17. The computer-readable medium of claim 16, further comprising instructions
that, when executed on the machine, cause the machine to:

receive a request for a decryption key for decrypting the file; and
provide the first encryption key or the second encryption key in response to the

request based on the value of the indicator.

18. The computer-readable medium of claim 17, wherein the request is received
over a connection to a communication portion of the file, the communication

portion comprising computer-executable code.

19. An apparatus comprising:
a communication interface;
an authentication agent to
communicate with a remote file storage over the communication
interface, and
generate an encryption key based on identification information of
the apparatus or on identification information of at least a second apparatus in a
trusted network with the apparatus, the identification information being collected

by an aggregation server; and

12
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one or more file editors to create a secured file, the secured file including
a communication portion for requesting the encryption key from the
authentication agent and a data portion including data encrypted with the

encryption key.

20. The apparatus of claim 19, further comprising a memory for local file

storage of the secured file.

21. The apparatus of claim 20, wherein the authentication agent is further
arranged to:

save the secured file to the remote file storage, to the local file storage, or
to both the remote file storage and the local file storage based on an indicator in

the metadata of the secured file.
22. The apparatus of claim 19, further comprising:

a credentials agent to authenticate the apparatus to the remote file

storage.

13
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