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Figure 1

(57) Abstract: In an example, a TOR device receives a layer 3 management packet whose destination address is an address of a DC
server from a network management center, the layer 3 management packet carries a tag of a management VLAN for indicating the
layer 3 management packet to be transmitted in the management VLAN. The TOR device searches an ARP forwarding table accord -
ing to the tag of the management VLAN and the destination address, and obtains an egress port of the layer 3 management packet.
The egress port is a physical port in an aggregation port, the physical port is bound with the management VLAN and connected with
a physical port bound with the management VLAN on the DC server, and is bound with a service VLAN. The TOR device transmits
the layer 3 management packet to the DC server via the egress port of the layer 3 management packet.
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PACKET TRANSMISSION

This application claims the benefit of priority from Chinese Patent Application No.
201510064873 .3, entitled “Method and apparatus for managing data center servers”, filed

on February 6, 2015, the entire content of which is hereby incorporated by reference.

Background

10061} A Data Center (DC) server may be managed via an Integrated Light-Out
(ILO) port, also called a server out-of-band management port, ILO is also referred to as
“in case of line out”. The ILO port is a separate dedicated physical port, and the DC
server scts a physical port aside as the ILO port. Management packets are transmitted

between a network management device and the DC server via the 1LO port.

10062} A dedicated mavagement network is necessary so that the network
management device can manage the DC server via the ILO port. The management

network is separate from a service network of the DC server,

Brief Description of the Drawings
10003] Features of the present disclosure are illustrated by way of example and not

limited in the following figure(s), in which like numerals indicate like elements, in which:

10084 Figure 1 is a schematic flowchart tllustrating a packet transmission method

according to some examples of the present disclosure,

10005] Figure 2 is a schematic flowchart illustrating a packet transmission method

according to some examples of the present disclosure.

[06066] Figure 3 is a schematic diagram illustrating the structure of a DC network

according to some examples of the present disclosure.

{0067} Figure 4 1s a schematic diagram illustrating a TOR device according to some

examples of the present disclosure.

10008] Figure 5 is a schematic diagram illustrating a hardware structure of a TOR

device according to some examples of the present disclosure,
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Detailed Description

10609] For simplicity and illustrative purposes, the present disclosure is described
by referring mainly to an example thereof. In the following description, numerous
specific details are set forth in order to provide a thorough undersianding of the present
disclosure. It will be readily apparent however, that the present disclosure may be
practiced without limitation to these specific details.  Iu other instances, some methods
and structures have not been described in detail so as not to unnecessarily obscure the

Ca 2

present disclosure.  Throughout the present disclosure, the terms “a” and “an” are
intended to denote at least one of a particular element.  As used herein, the term
“includes” mcans includes but not limited to, the term “including” means including but

not Hmited to.

16618] In a management packet transmission method, a DC server sets a physical
port aside as an ILO port. A network management device transmits management packets
via the 1LO port, so as to manage the DC server. Accordingly, physical port resources of
the DC server are occupied. In addition, a dedicated management network is necessary so
that the network management device can manage the DC server, which causes high

network construction cosis,

0611} Figure 1 is a schematic flowchart illustrating a packet transmission method
according to some examples of the present disclosare. The method may be applicable to
an Intelligent Resilient Framework (IRF) system. In the IRF system, multiple network
devices may be connected through physical IRF ports and may be virtualized into a

device after necessary configurations are performed.
[6412] As shown in Figure 1, the method includes the following blocks.

16013} At block 101, a top-of-rack (TOR} device receives a layer 3 management
packet whose destination address is an address of a DC server from a network
management center. The layer 3 management packet carries a tag of a management
Virtual Local Area Network (VLAN) for indicating the layer 3 management packet to be

transmitted 1o the management VLAN.

[6¢14] At block 102, the TOR device scarches an Address Resolution Protocol
{ARP) forwarding table according to the tag of the management VLAN and the
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destination address of the layer 3 management packet, and oblains an egress port of the
fayer 3 management packet. The egress port is a physical port in an aggregation port, and
the egress port is bound with the management VLAN and is connected with a physical
port bound with the management VLAN on the DC server. The physical ports bound with

the management VLAN may be also bound with a service VLAN.

[0015] At block 103, the TOR device transmits the layer 3 management packet to

the DC server via the egress port of the layer 3 management packet.

10016] In some examples, a physical port in the aggregation port for transmitting
service packets of the DC server is bound with the management VLAN. The management
packet is transmitted via the physical port bound with the management VLAN after the
management packet is received. Thus, the management packet may be transmitted via a
service network and it is unnecessary to set a physical port for transmitting management
packets aside, thereby reducing network construction costs and utilizing physical port

resources of the IRF system effectively.

10017} In some examples, forwarding entries used for transmitling management
packets in the ARP forwarding table may be preconfigured by a user or obtained by the
TOR device via learning. In some examples, the TOR device broadceasts a first ARP
request packet, and the first ARP request packet carries the address of the BC server and
the tag of the managerent VLAN. The TOR device receives a first ARP response packet
from the DC server. In the ARP forwarding table, a port receiving the first ARP response
packet is configurcd as the cgress port corresponding to the address of the DC server and
the management VLAN, The port receiving the first ARP response packet is a physical

port included in the aggregation port.

[0018] In some examples, the TOR device may learn and obtain the ARP

forwarding table via the following processing.

10019] a. after a TOR switch receives a layer 3 management VLAN packet from a
network management device, if it is determined that an ARP forwarding table does not
inchade a forwarding entry corresponding to a management VLAN tag and a destination
Internet Protocol (IP) address which are carried by the layer 3 management VLAN packet,

the TOR switch broadcasts an ARP request packet. The ARP request packet carrics the
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management VLAN tag, a destination IP address of the ARP request packet is the
destination address of the layer 3 management VLAN packet, and a destination Media

Access Control (MAC) address is a broadcast MAC address,

[6026] b. after any one DC server connected to the TOR switch receives the ARP
request packet if the DC server determines that the destination IP address of the ARP
request packet is an IP address of the DC server, the DC server returns a ARP response
packet. The ARP response packet carries the management VLAN tag, and a source IP
address and a source MAC address of the ARP response packet are the IP address and a

MAC address of the DC server respectively.

6621 c. the TOR switch recetves the ARP response packet, learns and obtains a

forwarding entry as follows.

[6022] {P address: the source IP address of the ARP response packet;

[6023] MAC address: the source MAC address of the ARP response packet;

[06624] VLAN tag: the management VLAN tag;

[0625] egress port: an ingress physical port of the ARP response packet.

[0626] In some examples, if an ingress port of the ARP response packet is an

aggregation port, the egress port in the forwarding cntry is configured as an ingress
physical port, and the ingress physical port is a physical port connected with a physical
port bound with the management VLAN on the DC server. While in processing of
jearning a forwarding entries of a service VLAN, if the ingress port of the ARP response
packet is the aggregation port, the cgress port of the forwarding entry is configured as the

aggregation port.

180271 In some examples, the TOR device is located in an Intelligent Resilient
Framework (IRF) system. When the TOR device determines that a new forwarding entry
in the ARP forwarding table is configared or learned, the new forwarding eniry is

synchronized to other TOR devices in the IRF system.

[6028] In some examples, the TOR device is located in the IRF system. The TOR
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device receives a layer 3 service packet from a core network, and the layer 3 service
packet carries an address of a DC server and a tag of a service VLAN. The TOR device
searches a ARP forwarding table according to the address of the DC server and the tag of
the service VLLAN, and obtains an egress port of the layer 3 service packet. The egress
port of the layer 3 service packet is an aggregation port, According to preconfigured load
sharing algorithm, the TOR device distributes the layer 3 service packet to a physical port

included in the aggregation port for transmission.

10629] In the ARP forwarding table, the forwarding entries used for transmitting
service packets may be preconfigured by a user or obtained by the TOR device via
lcarning. In some cxamples, the TOR device broadeasts a second ARP request packet, and
the second ARP request packet carries the address of the DC server and the tag of the
service VLAN. The TOR device receives a second ARP response packet from the DC
server. In the ARP forwarding table, an aggregation port including a physical port
receiving the second ARP response packet is recorded as the egress port corresponding to

the address of the DC server and the service VLLAN,

19036} In some cxamples, the physical port bound with the managerent VLAN
may be used for transmit management packets, and the physical port bound with the
service VLAN may be used for transmit service packets. The physical port may bound

with both the management VLAN and the service VLAN.

16631} If all of or parts of the physical ports in the aggregation port are bound with
the service VLAN, the aggregation port may be regarded as being bound with the service
VLAN. After the aggregation port is found according to the destination address of the
service packet and the tag of the service VLAN, one or more physical ports may be
selected from the physical ports bounding with the service VLAN in the aggregation port

according to load sharing algorithm and may be used for transmitting service packets.

-

{06632} In some examples, the TOR device synchronizes the ARP forwarding table

to other TOR devices in the same IRF system,

18033 In some examples, the TOR device is a TOR switch,
19034} Figare 2 is a schematic flowchart tlusirating a packet transmission method
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according to some examples of the present disclosure. As shown in Figure 2, the method

includes the following block.

[0035] At block 200, a management VEAN is configured to manage DC servers in

advance. Generally, a tag of the management VLAN is VLAN 401,

10636} AT block 201, for any one of the DC servers, one physical port of the DC

server is bound with the management VLAN.

10637] In various examples of the present disclosure, the physical port bound with

the management VLAN on the DC server is called a first physical port.

10038] The first physical port may be also bound with a service VLAN, s0 as o

transmit service packets.

10039] At block 202, following configurations are performed for any one TOR
switch connected with the DC server in advance. In an ARP forwarding table, an egress
port in a forwarding eniry corresponding to the management VLAN is configured as each
physical port which is on the TOR switch and is connected with a first physical port of

cach DC server connected with the TOR switch,

10046} At block 203, when the TOR switch generates a forwarding entry in which a
VLAN is the management VLAN and a destination address is an address of a DC server
connected with the TOR switch, according to the configurations at 202, an egress port in
the forwarding entry is configured as a physical port which is on the TOR switch and is

connccted with a first physical port of the DC server.

[0041] At block 204, the TOR switch receives a layer 3 management packet from a
network management device, finds a forwarding entry according to the tag of the
management VLAN and a destination address of the layer 3 management packet, and
sends the layer 3 management packet to a DC server according to an egress port in the

found forwarding entry.

[06642] According to the above examples, the management VLAN for managing DC
servers is configured. When the TOR device learns the forwarding entry of the managing

VLAN in the ARP forwarding table, the egress port in the forwarding entry is configured
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as the physical port on the TOR device which is connected with the physical port bound

with the managing WLAN on the DC server.

10043 Because one physical port may support mmltiple VEANs, the physical port
on the DC server may be bound with the service VLAN after bounded with the
management VLAN. Accordingly, both management packets and service packets may be
transmitted via the physical port. Therefore, it is unnecessary for the DC server to set a

physical port for transmitting management packets aside, thereby utilizing physical port

10044} In addition, layer 3 management packets may be successfully transmitted in
an service network. Accordingly, it is unnecessary to establish a dedicated management

network separate from the service network, thereby saving network establishment costs.
[0645] An application example is provided.

[06646] Figure 3 is a schematic diagram illustrating the structure of a DC network
according to some examples of the present disclosure. As shown in Figure 3, a IRF
system includes a TOR switch 1 and a TOR switch 2, and a DC server 1 and a DC server

2 are connected with the IRF system,

100647} The physical port P11 of the DC server 1 is connected with the physical port
(G1/0/1 of the TOR switch 1.

16648] The physical port P12 of the DC server 1 is connected with the physical port
(G2/0/1 of the TOR switch 2.

[0049] The physical port P21 of the DC server 2 is connected with the physical port
(G1/0/2 of the TOR switch 1.

10056] The physical port P22 of the DC server 2 is connected with the physical port

G2/0/2 of the TOR switch 2.

0051} In the IRF system, the physical port G1/0/1 of the TOR switch 1 and the
physical port G2/0/1 of the TOR switch 2 are bound as an aggregation port G1 according

to Link Aggregation Control Protocol (LACP), and the physical port G1/0/2 of the TOR
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swiich 1 and the physical port G2/0/2 of the TOR swilch 2 are bound as an aggregation

port (32 according to the LACP.
[0052] The following configurations are performed in advance.

10053 The physical port P11 of the DC server 1 is bound with a management
VLAN 401, and the physical port P21 of the DC server 2 is bound with the management
VLAN 401.

16654] On the TOR switch 1, the physical port G1/0/1 connected with the physical
port P11l is bound with the managernent VLAN 401, and the physical port G1/0/2

connected with the physical port P21 is bound with the management VLAN 401,

1B355] Configurations are performed for the TOR switch 1 and the TOR switch 2:
in an ARP forwarding table, an egress port in a forwarding entry corresponding to the
management VLAN 401 may be configured as the physical port GUO/1 or the physical

port G1/0/2.

[06056] The following procedure is performed when the TOR switch learns the ARP

forwarding table.

190571 The TOR switch 1 receives an ARP response packet sent by the DC server 1
via the physical port G1/0/1 and learns a forwarding entry. The TOR switch 1 discovers
that a VLAN tag in the ARP response packet is VLAN 401, and configures an egress port
of the forwarding entry as the ingress physical port G1/0/1 (rather than the ingress

aggregation port G1) according to the above configurations.

10058] The TOR switch 1 receives an ARP response packet sent by the DC server 2
via the physical port G1/0/2 and learns a forwarding entry. The TOR switch 1 discovers
that a VLAN tag in the ARP response packet is VLAN 401, and configures an egress port
of the forwarding eniry as the ingress physical port GU/0/2 (vather than the ingress

aggregation port G1} according to the above configurations in B.

[06659] The TOR switch 1 receives an ARP response packet sent by the DC server 1
via the physical port G1/0/1 and learns a forwarding entry, The TOR switch 1 discovers

that a VL AN tag in the ARP response packet is a service VLAN, and configures an egress
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port of the forwarding entry as the aggregation port G1 correspouding to the ingress

physical port G1/0/1.

[00606] The TOR switch 1 receives an ARP response packet sent by the DC server 2
via the physical port G1/0/2 and lcarns a forwarding entry. The TOR switch 1 discovers
that a VLAN tag in the ARP response packet is the service VLAN, and configares an
cgress port of the forwarding cntry as the aggregation port G2 corresponding to the

ingress physical port G1/0/2.

10061} Similarly with the processing performed by the TOR switch 1, when the
TOR switch 2 learns a forwarding entry of the service VLAN, an cgress port is

configured as the aggregation port G or G2.

10062] According to characteristics of the IRF system, once each device in the IRF
system, such as the TOR switches 1 and 2 in this example, learns a new forwarding entry,

the device may synchronize the new forwarding entry to other devices in the IRF system.

10063] The procedure of forwarding the layer 3 management packet by the TOR

switch includes the following processing.

100664 The TOR switch 1 receives a layer 3 management packet sent from a
network management device to the DC server 1. The VLAN tag in the packet is the
VIAN 401, and the destination IP address of the packet is the address of the DC server 1.
The TOR switch 1 locally searches out a forwarding entry corresponding to the packet,
and sends the packet according to the egress port in the forwarding entry, i.e. the physical

port G1/0/1. The packet may arrive at the physical port P11 of the DC server 1.

10665] The TOR switch | receives a layer 3 managerent packet sent from the
network management device to the DC server 2. The VLAN tag in the packet is the
VLAN 401, and the destination 1P address of the packet is the address of the DC server 2.
The TOR switch 1 locally searches out a forwarding entry corresponding to the packet,
and sends the packet according to the egress port in the forwarding entry, i.¢. the physical

port G1/0/2. The packet may arrive at the physical port P21 of the DC server 2.

10066] Because the TOR switch 1 has synchronized the learned forwarding entry of

the management VLAN 401 to the TOR switch 2, if the TOR switch 2 receives a layer 3
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management packet sent from the network managemeunt device to the DC server 1 or the
DC server 2, the TOR switch 2 may find an forwarding entry corresponding to the
recetved packel in an ARP forwarding table, and determine the egress port (G1/0/1 or
G1/0/2) of the forwarding entry is located on the TOR switch 1. The TOR switch 2 sends
the packet and information of the egress port to the TOR switch 1. After receiving the
packet and information of the egress port, the TOR switch 1 directly sends the packet

according to the information of the egress port.

10667} The procedure of forwarding the layer 3 service packet by the TOR switch

includes the following processing.

10668] The TOR switch 1 receives a layer 3 service packet sent from a core network,
scarches the ARP forwarding table stored locally according to the VLAN tag and the
destination address in the service packet, and finds a forwarding entry corresponding to
the packet. The TOR switch 1 determines that the egress port in the forwarding entry is
the aggregation port, and according to load sharing algorithim, distributes the packetto a

physical port included in the aggregation port to send the packet.

[06669] In some examples, if the egress port in the forwarding entry is the
aggregation port G1, a calculation process is performed by the TOR switch according to a
predefined hash algorithm, e.g. a hash calculation may be performed for five tuple
information of the received layer 3 service packet, and maps a calculation result to a
physical port included in the aggregation port, e.g. G1/¥1 or G2/0/1. The TOR switch 1
then sends the packet via the mapped physical port. It the calculation result is mapped to
the (G2/0/1, the TOR switch 1 sends the service packet to the TOR switch 2, and the TOR

switch 2 sends the service packet via the port G2/0/1.

[0676] The procedure of forwarding the layer 3 service packet by the TOR switch 2

is similar with that performed by the TOR switch 1.

10071} According to the above examples, the layer 3 management packets may be
forwarded via a fixed physical port in the IRF system, and the layer 3 service packets may
be forwarded via the physical ports in the IRF system according to the load balance

algorithm.

10



WO 2016/124155 PCT/CN2016/073608

10672} Figare 4 is a schematic diagram tustrating a TOR. device according to some
examples of the present disclosure. As shown in Figure 4, the TOR device inciudes a
non-transitory storage medium 410 and a processor 420. The non-transitory storage
medium 410 may store machine readable instructions that can be executed by the
processor 420, The processor 420 may read the machine readable instructions stored in

the non-transitory storage 410 to perform a process of:

10673 receiving a layer 3 management packet whose destination address is an
address of a DC server from a network management center, the layer 3 management
packet carrying a tag of a management VLAN for indicating the layer 3 management

packet to be transmitted in the management VEAN;

{6674} searching an ARP forwarding table according to the tag of the management
VLAN and the destination address of the layer 3 management packet, and obtaining an
egress port of the layer 3 management packet; the egress port being a physical port in an
aggregation port, and the physical port being bound with the management VLAN and
connected with a physical port bound with the management VLAN on the DC server; the

physical port being bound with a service VLAN; and

[0075] transmitting the layer 3 management packet to the DC server via the cgress

port of the layer 3 management packet.

10676} In some examples, the processor 420 may read the machine readable

instructions stored in the non-transitory storage 410 to further perform a process of:

10677} broadcasting a first ARP request packet; the first ARP request packet

carrying the address of the DC server and the tag of the management VLAN;

16678] receiving a first ARP response packet sent by the DC server;
10079] configuring a port recciving the first ARP respounse packet as an egress

corresponding to the address of the DC server and the management VLAN in the ARP
forwarding table; the port receiving the first ARP response packet being a physical port

included in the aggregation port.

18086 In some examples, the TOR device is located in a IRF system, and the

11
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processor 420 may read the machine readable instructions stored in the non-transitory

storage 410 to further perform a process of:

2

0081} receiving a layer 3 service packet from a core network, and the layer 3

service packet carrying the address of the DC server and a tag of the service VLAN;

10082} scarching the ARP forwarding table according to the tag of the service
VILAN and the address of the DC server, and obtaining an egress port of the layer 3

service packet; the egress port of the layer 3 service packet being the aggregation port;

[0083] transmitting the service packet via a physical port included in the

aggregation port according to preconfigured load sharing algorithm.

10084] In some examples, the processor 420 may read the machine readable

instructions stored in the non-transitory storage 410 to further perform a process of:

[O08S] broadcasting a second ARP request packet; the second ARP request packet

carrying the address of the DC server and the tag of the service VLAN;

10086] receiving a second ARP response packet sent by the DC server;
10087] configuring an aggregation port including a physical port receiving the

second ARP response packet as an egress corresponding to the address of the DC server

and the service VLAN in the ARP forwarding table,

0088] In some cxamples, the processor 420 may read the machine readable
instructions stored in the non-transitory storage 410 to further perform a process oft

synchronizing the ARP forwarding table to each of other TOR devices in the IRF system.

10089] A non-transitory storage medium is provided according to some examples of
the present disclosure. The non-transitory storage medinm may store machine readable
instructions, and a processor may read the machine readable instructions stored in the

non-transitory storage medium to perform a process of:

[0096] receiving a layer 3 management packet whose destination address is an
address of a DC server from a network management center; the layer 3 management

packet carrying a tag of a management VLAN for indicating the layer 3 management

12
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packet to be transmitted in the management VLAN;

10091} searching an ARP forwarding table according to the tag of the management
VLAN and the destination address of the layer 3 management packet, and obtaining an
egress port of the layer 3 management packet; the cgress port being a physical port in an
aggregation port, and the physical port being bound with the management VLAN and
connccted with a physical port bound with the management VLAN on the DC server; the

physical port being bound with a serviee VLAN; and

10092] transmitting the laver 3 management packet to the DU server via the egress

port of the layer 3 management packet.

10093} In some examples, the processor may read the machine readable instructions

stored in the non-transitory storage to further perform a process of:

10094] broadcasting a first ARP request packet; the first ARP reguest packet

carrying the address of the DC server and the tag of the management VLAN;
[6695] receiving a first ARP response packet sent by the DC server:

[06696] configuring a port receiving the first ARP response packet as an egress
corresponding to the address of the DC server and the management VLAN in the ARP
forwarding table; the port receiving the first ARP response packet being a physical port

included in the aggregation port.

[6097] In some cxamples, the TOR device is located in a IRF system, and the
processor may read the machine readable instructions stored in the non-transitory storage

to further perform a process oft

[6098] receiving a layer 3 service packet from a core network, and the layer 3

service packet carrying the address of the BC server and a tag of the service VLAN;

13099] searching the ARP forwarding table according to the tag of the service
VLAN and the address of the DC server, and obtaining an egress port of the layer 3
service packet; the egress port of the layer 3 service packet being the aggregation pori;

and

13
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[0106] transmitting the service packet via a physical port included in the

aggregation port according to preconfigured load sharing algorithm.

0161} in some examples, the processor may read the machine readable instructions

stored in the non-transitory storage to further perform a process of:

10162} broadcasting a second ARP request packet; the second ARP request packet

carrying the address of the DC server and the tag of the service VLAN;
[6163] receiving a second ARP response packet sent by the DC server;

[6104] configuring an aggregation port including a physical port receiving the
second ARP response packet as an egress corresponding to the address of the DC server

and the service VL AN in the ARP forwarding table.

[6165] In some examples, the processor may read the machine readable instructions
stored in the non-transitory storage to further perform a process of: synchronizing the

ARP forwarding table to each of other TOR devices in the IRF system.

10106] The noun-transitory storage medium for storing the machine readable
instructions may be any cleciric, magnetic or optical storage medium or other physical
storage medium. The machine readable storage medium may include or store information,
e.g. executable instructions and data ete. For example, the non-transitory storage medium
may be a Radom Access Memory (RAM), a Flash card, a storage driver {e.g. a disk
driver), a solid-state disk, a storage disk of any type (e.g. an optical disk, a DVD}, or a

similar storage medium, or any combination of the above.

{0107} Figure 5 13 a schematic diagram illustrating a hardware structure of a TOR
device according to some examples of the present disclosure. As shown in Figure 5, the
TOR device includes a receiving unit 510, a scarching unit 520 and a transmitting unit

530,

10108] The receiving unit 510 is to receive a layer 3 management packet whose
destination address is an address of a DC server from a network management center. The
fayer 3 management packet carries a tag of a management VLAN for indicating that the

fayer 3 management packet to be transmitted in the management VLAN.

14
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10109] The searching onit 520 is to search an ARP forwarding table according to
the tag of the management VLAN and the destination address of the layer 3 management
packet, and obtain an egress port of the layer 3 management packet. The egress port is a
physical port in an aggregation port, and the physical port is bound with the management
VLAN and connected with a physical port bound with the management VLAN on the DC

server; the physical port is bound with a service VLAN,

10119} The transmitting unit 530 is to transmit the layer 3 management packet to

the DC server via the egress port of the layer management packet.

[6111] In some examples, the transmitting unit 530 is further to broadcast a first
ARP request packet; the first ARP request packet carries the address of the DC server and

the tag of the management VLAN.

{0112} The receiving unit 510 is further to receive a first ARP response packet sent

by the DC server.

10113} As shown in Figare 6, the TOR device further includes a confliguring unit
540. The configuring unit 540 is to configure a port receiving the first ARP response
packet as an egress corresponding to the address of the DC server and the management
VLAN in the ARP forwarding table; the port receiving the first ARP response packet is a

physical port inchuded in the aggregation port.
(8114} In some examples, the TOR device is located in a IRF system.

[0115] The receiving unit 510 is further to receive a layer 3 service packet from a
core network, and the layer 3 service packet carries the address of the BC server and a tag

of the service VLAN.,

0116} The scarching unit 520 is further to scarch the ARP forwarding table
according to the tag of the service VLAN and the address of the DC server, and obtain an
egress port of the layer 3 service packet. The egress port of the layer 3 service packet is

the aggregation port,

10117} The transmitting unit 530 is further to transmit the service packet via a

physical port included in the aggregation port according to preconfigured foad sharing

15
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algorithm.

10118} In some examples, the transmitting unit 530 is forther to broadcast a second
ARP request packet; the second ARP request packet carries the address of the DC server

and the tag of the management VLAN.

10119] The receiving unit 510 is further to receive a second ARP response packet

sent by the DC server.

16128} The configuration unit 540 is further to configure an aggregation port
inchuding a physical port receiving the seccond ARP response packet as an ogress
corresponding to the address of the DC server and the service VLAN in the ARP

forwarding table,

0121} In some examples, the transmitting unit 530 is further to synchronize the

ARP forwarding table to each of other TOR devices in the IRF system.

10122} Although described specifically throughout the entirety of the instant
disclosure, representative examples of the present disclosure have wutility over a wide
range of applications, and the above discussion is not intended and should not be
construed to be limiting, but is offered as an illustrative discussion of aspects of the

disclosure,

10123] What has been described and illustrated herein is an example along with
some of its variations. The terms, descriptions and figures used herein are set forth by
way of illustration only and arc not meant as limitations. Many variations are possible
within the spirit and scope of the subject matter, which is intended to be defined by the
following claims -- and their equivalents -- in which all terms are meant in their broadest

reasonable sense unless otherwise indicated,

16



WO 2016/124155 PCT/CN2016/073608

Claims

1. A packet transmission method, comprising:

receiving, by a lop-of-rack (TOR) device, a layer 3 management packet whose
destination address is an address of a Data Center (DC) server from a network
management center; the layer 3 management packet carrving a tag of a management
Virtual Loecal Area Network (VILAN) for indicating the layer 3 management packet to
be transmitted in the management VLAN;

searching an Address Resolution Protocol {ARP) forwarding table according to the
tag of the management VLAN and the destination address of the layer 3 management
packet, and obtaining an egress port of the layer 3 management packet; the egress port
being a physical port in an aggregation port, and the physical port being bound with the
management VLAN and connected with a physical port bound with the management
VLAN on the DC server; the physical port being bound with a service VLAN; and

transmitting the layer 3 manageruent packet to the DC server via the egress port of

the layer 3 management packet.

2. The method of ¢laim 1, further comprising:

betore scarching the ARP forwarding table,

broadcasting a first ARP request packet; the first ARP request packet carrying the
address of the DC server and the tag of the management VLAN,;

recetving a first ARP response packet sent by the DC server;

configuring a port recciving the first ARP response packet as an egress
corresponding to the address of the DC server and the management VLAN o the ARP
forwarding table; the port receiving the first ARP response packet being a physical port

incladed in the aggregation port,

3. The wethod of claim 1, wherein the TOR device is located in an Iutelligent
Resilient Framework (IRF) system, and the method further comprises:

recetving a layer 3 service packet from a core network, the layer 3 service packet
carrying the address of the DC server and a tag of the service VLAN;

scarching the ARP forwarding table according to the tag of the service VLAN and

the address of the DC server, and obtaining an egress port of the layer 3 service packet;
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the egress port of the layer 3 service packet being the aggregation port;
transmitting the service packet via a physical port included in the aggregation port

according to a preconfigured load sharing algorithm.

4. The method of claim 3, further comprising:

before searching the ARP forwarding table,

broadeasting a second ARP request packet; the second ARP request packet carrying
the address of the DC server and the tag of the service VLAN;

receiving a second ARP response packet sent by the DC server;

configuring an aggregation port including a physical port receiving the second ARP
response packet as an egress corresponding to the address of the DC server and the

service VLAN in the ARP forwarding table.

5. The method of ¢laim 3, further comprising:
synchronizing the ARP forwarding table to each of other TOR devices in the IRF

system,

6. A top-of-rack (TOR) device, comprising a non-transitory storage medium and a
processor; wherein

the non-transitory storage medium storing machine rcadable instructions executable
by the processor; and

the processor is to read the machine readable instructions stored in the non-transitory
storage medium to perform a process of:

receiving a layer 3 management packet whose destination address is an address of a
Data Center {DC) server from a network management center; the layver 3 management
packet carrying a tag of a management Virtual Local Area Network (VLAN) for
indicating the layer 3 management packet to be transmitted in the management VLAN;

scarching an Address Resolution Protocol {ARP) forwarding table according to the
tag of the management VLAN and the destination address of the layer 3 management
packet, and obtaining an egress port of the layer 3 management packet; the egress port
being a physical port in an aggregation port, and the physical port being bound with the
management VLAN and connected with a physical port bound with the management

VLAN on the DC server; the physical port being bound with a service VLAN; and
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transmitting the layer 3 management packet to the DC server via the egress port of

the layer 3 management packet.

7. The TOR device of claim 6, wherein the processor is to read the machine readable
instructions stored in the non-transitory storage medium to further perform a process of:

broadcasting a first ARP request packet; the first ARP request packet carrying an
address of the DC server and the tag of the management VLAN;

receiving a first ARP response packet sent by the DC server;

configuring a port receiving the first ARP response packet as an  ogress
corresponding to the address of the DC server and the management VLAN in the ARP
forwarding table; the port receiving the first ARP response packet being a physical port

included in the aggregation port.

8. The TOR device of claim 6, wherein the TOR device is located in an Intelligent
Resilient Framework (IRF) system, and the processor is to read the machine readable
instractions stored in the nou-transitory storage medium to further perform a process oft

receiving a layer 3 service packet from a core network, and the layer 3 service packet
carrying the address of the DC server and a tag of the service VLAN;

searching the ARP forwarding table according to the tag of the service VLAN and
the address of the DC server, and obtaining an cgress port of the layer 3 service packet;
the egress port of the layer 3 service packet being the aggregation port;

transmitting the service packet via a physical port included in the aggregation port

according to preconfigored load sharing algorithm,

9. The TOR device of claim 8, wherein the processor is to read the machine readable
instructions stored in the non-transitory storage medium to further perform a process oft

broadcasting a second ARP request packet; the second ARP request packet carrving
the address of the DC server and the tag of the service VLAN:

receiving a second ARP response packet sent by the DC server;

configuring an aggregation port including a physical port receiving the second ARP
response packet as an egress corresponding to the address of the DC server and the

service VLAN in the ARP forwarding table.
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10. The TOR device of claim 8, wherein the processor 1 to read the machine
readable instructions stored in the non-transitory storage medium to further perform a
process of:

synchronizing the ARP forwarding table to each of other TOR devices in the IRF

system,

11. A non-transitory storage mediur, located in a top-of-rack (TOR) device, storing
machine readable instractions executable by a processor, wherein the machine readable
mnstructions are executed by the processor to perform a process of:

recetving a layer 3 management packet whose destination address is an address of a
Data Center (DC) server from a network management center; the layer 3 management
packet carrying a tag of a management Virtual Local Area Network (VLAN) for
indicating the layer 3 management packet to be transmitted in the management VLAN;

searching an Address Resolution Protocol {ARP) forwarding table according to the
tag of the management VLAN and the destination address of the layer 3 management
packet, and obtaining an egress port of the layer 3 management packet; the egress port
being a physical port in an aggregation port, and the physical port being bound with the
management VLAN and connected with a physical port bound with the management
VLAN on the BC server; the physical port being bound with a service VLAN;

transmitting the layer 3 management packet to the DC server via the cgress port of

the layer 3 management packet.

12. The non-transitory storage medivm of claim 11, wherein the machine readable
instructions are executed by the processor to further perform a process of:

broadcasting a first ARP request packet; the first ARP request packet carrying the
address of the DC server and the tag of the management VLAN;

recetving a first ARP respounse packet sent by the DC server;

configuring a port receiving the first ARP response packet as an egress
corresponding to the address of the DC server and the management VLAN o the ARP
forwarding table; the port receiving the first ARP response packet being a physical port

inchuded in the aggregation port,

13. The non-transitory storage medium of claim 11, wherein the TOR device is
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focated 1o an Intelligent Resilient Framework (IRF) system, and the machine readable
instructions are executed by the processor to further perform a process of:

receiving a layer 3 service packet from a core network, and the layer 3 service packet
carrying the address of the DC server and a tag of the service VLAN;

scarching the ARP forwarding table according to the tag of the service VLAN and
the address of the DC server, and obtaining an egress port of the layer 3 service packet;
the egress port of the layer 3 service packet being the aggregation port;

transmitting the service packet via a physical port included in the aggregation port

according to preconfigured load sharing algorithm.

14. The non-transitory storage medivm of claim 13, wherein the machine readable
instractions are executed by the processor to further perform a process of:

broadcasting a second ARP request packet; the second ARP reguest packet carrying
the address of the DC server and the tag of the service VLAN;

receiving a second ARP response packet sent by the DC server;

configuring an aggregation port including a physical port receiving the second ARP
response packet as an egress corresponding to the address of the DBC server and the

service VLAN in the ARP forwarding table.

15. The non-transitory storage medinm of claim 13, wherein the machine readable
instructions are executed by the processor to further perform a process of:
synchronizing the ARP forwarding table to each of other TOR devices in the IRF

systen.
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