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SYSTEM AND METHOD FOR DISTRIBUTED DIAGNOSTICS
IN A COMMUNICATION SYSTEM

TECHNICAL FIELD

This disclosure relates generally to communication systems, and more

particularly to a system and method for distributed diagnostics in a communication

system.

BACKGROUND

Communication systems typically include network elements that perform

debugging operations. A network element typically performs debugging operations
by logging its activities. A user or another component in the system may then retrieve
and analyze the logged activities. By analyzing the activities of a network element,
problems with the system may be diagnosed and resolved. However, the task of
performing a system diagnostic is often difficult and time consuming. For example,
to test the system by setting up a test call, the user often needs to identify which
network elements are likely to be involved in handling the test call. The user then
typically needs to activate the debugging feature in each of these network elements by
sending specific commands to those network elements. This typically forces the user
to predict which network elements in the system will handle the test call. After the
test, the user typically retrieves the results from each network element, which may

represent a time consuming process.

SUMMARY
This disclosure describes a system and method for distributed diagnostics in a
communication system. According to particular embodiments, a debug message

includes information that activates the debugging feature in system components that
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receive the debug message. The debug message also includes information identifying
how and where those system components should communicate the debugging results.

In one embodiment, a method for distributed diagnostics in a communication
network includes generating at least one debug message operable to initiate a
debugging function in a plurality of network components and comprising a debug
address. The debug address identifies a communication type and a target location.
The communication type identifies a mechanism used to communicate debugging
information collected by the plurality of network components to the target location.
The method also includes communicating the debug message to at least one of the
network components.

In another embodiment, a method for distributed diagnostics in a
communication network includes receiving a message from a network component,
identifying the message as a debug message, and identifying communication
instructions contained in the debug message. The communication instructions
identify how and where to communicate debugging information. The method also
includes processing the debug message, collecting the debugging information, and
communicating the debugging information in accordance with the communication
instructions contained in the debug message.

One or more technical advantages may be provided according to certain
embodiments of this disclosure. Certain embodiments of this disclosure may exhibit
none, some, or all of the following advantages depending on the implementation. For
example, in one embodiment, a user initiates a test of a communication system, such
as by attempting to set up a test call in the system. A debug message is generated that
includes a message header. The header includes an indicator that causes a system
component to activate its debugging feature for the test call. A single debug message
routed through the communication system could activate the debugging feature in
one, several, or many system components. This helps to reduce or eliminate the need
for the user to generate specific commands for each system component to be used
during the test. This also helps to reduce or eliminate the need for the user to guess
ahead of time which system components will handle the test call.

The header also includes information that identifies how and where to

communicate the debugging results. For example, the header may include an



10

15

20

25

30

WO 2004/034638 PCT/US2003/031553

3

electronic mail address. After generating the debugging results, each system
component involved in the test may generate an electronic mail message containing
the results and communicate the message to the identified address. This allows the
debugging results from multiple system components to be communicated to a single
location, where the information can then be correlated and used to diagnose system
problems. This helps to reduce or eliminate the need for the user to access each
individual system component to retrieve the debugging results.

Other technical advantages will be readily apparent to one skilled in the art

from the following figures, descriptions, and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of this disclosure and its advantages,
reference is now made to the following description, taken in conjunction with the
accompanying drawings, in which:

FIGURE 1 is a block diagram illustrating an example communication system
for distributed diagnostics;

FIGURE 2 is a block diagram illustrating an example source client for
initiating a test in a system;

FIGURE 3 is a block diagram illustrating an example network node for
performing debugging operations in a system;

FIGURE 4 is a block diagram illustrating example messages for performing
debugging operations in a network node in a system,;

FIGURE 5 is a flow diagram illustrating an example method for initiating a
test in a system;

FIGURE 6 is a flow diagram illustrating an example method for performing
debugging operations in a system; and

FIGURE 7 is a flow diagram illustrating an example method for processing

debugging results.

DETAILED DESCRIPTION OF THE DRAWINGS

FIGURE 1 is a block diagram illustrating an example communication system

100 for distributed diagnostics. In the illustrated embodiment, system 100 includes a



WO 2004/034638 PCT/US2003/031553

10

15

20

25

30

4

source client 102, a destination client 104, and a network 106. Other embodiments of
system 100 may be used without departing from the scope of this disclosure.

In one aspect of operation, a user may initiate a test of system 100, such as by
initiating a test call from source client 102 to destination client 104. Source client 102
generates one or more debug messages 108 for the test call. Message 108 contains an
indicator that activates the debugging feature in one or more components of system
100, such as in one or more network nodes 110 in network 106 and in destination
client 104. Message 108 also includes information identifying how and where to
communicate the debugging results. For example, the debugging results could be
communicated to an electronic mail address or to a web site accessible by source
client 102. Because message 108 may activate the debugging feature in multiple
system components, the user initiating the test need not generate specific commands
for each system component. The user also does not need to guess ahead of time
which system components will receive and process message 108. Further, because
message 108 identifies how and where to communicate the debugging results, the user
need not access each individual system component to retrieve the results.

In the illustrated example, source client 102 is coupled to network 106. In this
specification, the term “couple” refers to any direct or indirect physical, logical,
virtual, or other types of communication between two or more components, whether
or not those components are in physical contact with one another. Source client 102
operates to establish communication sessions in system 100. For example, source
client 102 could allow a user to place a telephone call to a destination client 104.
Source client 102 could also establish a session allowing the user to communicate
facsimile, data, or other traffic through system 100. Source client 102 may include
any hardware, software, firmware, or combination thereof for providing one or more
communication services to a user. In one embodiment, source client 102 represents a
voice over packet client, such as a Voice over Internet Protocol (VoIP) client or an
International Telecommunication Union - Telecommunications (ITU-T) H.323 client.
An example source client is shown in FIGURE 2, which is described below.

Destination client 104 is coupled to network 106. Destination client 104
represents the destination of the voice, facsimile, data, or other traffic communicated

from source client 102. Destination client 104 may include any hardware, software,
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firmware, or combination thereof for receiving one or more types of communication
traffic from source client 102. Destination client 104 could, for example, represent a
VoIP client, an H.323 client, a fixed or wireless telephone, a facsimile machine, a
computing device, or any other communication device.

Network 106 couples source client 102 and destination client 104. Network
106 facilitates communication between components coupled to network 106. For
example, network 106 may communicate Internet Protocol (IP) packets, frame relay
frames, Asynchronous Transfer Mode (ATM) cells, or other suitable information
between network addresses. Network 106 may include one or more local area
networks (LANS), metropolitan area networks (MANSs), wide area networks (WANS),
all or a portion of a global network such as the Internet, or any other communication
system or systems at one or more locations.

In the illustrated example, network 106 includes a plurality of network nodes
110. Network nodes 110 may represent routers, hubs, bridges, gateways, proxies,
firewalls, switches, remote access devices, or any other communication devices. In
particular embodiments, network nodes 110 represent H.323 gatekeepers or Session
Initiation Protocol (SIP) proxies. One example of a network node is shown in
FIGURE 3, which is described below. Also, testing station 112 may be used to
invoke the generation of message 108 by source client 102. Testing station 112 could
further be used as a receiving point to collect the debugging information that is
collected by the components of system 100. A collecting station 118 coupled to a
database 120 could also be used to receive, collect, and store the debugging
information communicated by the components of system 100. Testing station 112
and collecting station 118 could each represent any suitable computing device.

In one aspect of operation, a test of the signaling environment of system 100
can be performed. For example, a user or a component in system 100 may initiate an
attempt to establish a test call between source client 102 and destination client 104
through one or more network nodes 110. The test could be initiated locally by a user
at source client 102, remotely by a user at testing station 112, or in any other suitable
manner. In this specification, the test of system 100 may be described as involving
one or more signaling messages that initiate a test call in system 100. Other types of

messages, such as messages produced during a call or messages generated to
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terminate a call, may be used to initiate the test. Also, the following describes the
two-party call example where the test is initiated locally by a user at source client 102.

In response to the initiation of the test, source client 102 may generate one or
more debug messages 108. A debug message represents a message containing any
suitable header, indicator, or other information that can invoke a debugging function
in one or more components in system 100. A debug message could represent a stand-
alone message, or debug message could represent, accompany, append, be a part of,
or otherwise be associated with an existing signaling message. In one embodiment,
debug message 108 initiates a test call in system 100 and represents a signaling
message that causes a connection to be established (if possible) between source client
102 and destination client 104. In particular embodiments, message 108 could
represent, accompany, append, be a part of, or otherwise be associated with a SIP
INVITE message or H.323 SETUP and Admission Request (ARQ) messages. In
other embodiments, debug message 108 could represent, accompany, append, be a
part of, or otherwise be associated with other messages, such as SIP UPDATE, RE-
INVITE, INFO, MESSAGE, SUBSCRIBE, NOTIFY, or BYE messages, an H.323
User Input Indication (UIl) message, a Bearer Independent Call Control (BICC)
Initial Address Message (IAM), a BICC Addres Progress Message (APM), or a BICC
Address Complete Message (ACM).

In one embodiment, message 108 includes an indicator that activates the
debugging function in system components that receive message 108. Message 108
may also include a debug address.‘ A “debug address” represents a target location or
address where the debugging results are to be delivered and the mechanism by which
the results are to be delivered. For example, the debug address could indicate that the
results are to be mailed to an electronic mail address, streamed to a syslog destination,
appended to a file transfer protocol (FTP) location, or posted to a Hypertext Transfer
Protocol (HTTP) location. In addition, message 108 could include a tag or other
identifier. The tag may identify a particular message 108 and differentiate one
message 108 from other messages 108 in system 100. Messages that are part of or
otherwise associated with the test call could also be assigned a common tag to show
that the messages are related. In a particular embodiment, the tag in a message 108 is

different from the globally unique call identifier typically assigned to each call in
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system 100. This may help to identify certain problems in system 100, such as when
a network node 110 improperly alters the globally unique call identifiers. One
example of a debug message is shown in FIGURE 4, which is described below.

After receiving the instruction to initiate the test, source client 102 may also
activate its own debugging function and log its activities. Source client 102 may
generate debug message 108 and communicate message 108 to network 106. The
collected debugging information may also be communicated to the location identified
by the debug address in message 108.

When the first network node 110 receives message 108, the contents of
message 108 cause the first network node 110 to activate its debugging functionality.
The first network node 110 then begins logging its activities related to processing the
message 108. In one embodiment, the first network node 110 prepares to perform a
function related to the test call, such as establishing or terminating the test call. The
first network node 110 may also forward the same debug message 108 or a different
debug message 108 to a second network node 110 along a path between source client
102 and destination client 104. The first network node 110 could also generate an
error if it cannot perform the activities requested by message 108. When the
debugging information has been collected, the first network node 110 communicates
the information to the location identified by the debug address in message 108. For
example, node 110 could generate an electronic mail message and mail the message to
an address. Node 110 could also generate a web page and perform an HTTP post to
the specified location. In this way, debugging information may be delivered in a user-
specified manner to a user-specified location.

The second network node 110 may receive message 108, activate its
debugging functionality, and forward the same message 108 or a different message
108 to the third node 110 in the path. The second network node 110 also logs its
activities and sends its debugging results to the specified location. As message 108
traverses network 106, each node 110 or “hop” in the path through network 106 may
receive debug message 108, activate its debugging function, and communicate its
debugging results to the specified location. There may be multiple possible paths
through network 106 from source client 102 to destination client 104, and message

108 may traverse any suitable path through network 106. If and when message 108
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reaches destination client 104, destination client 104 could also generate debugging
information and communicate the information to the specified location. The
debugging information may include any suitable information collected by a
component of system 100. For example, the debugging information may include a
copy of the message 108 and signaling information used to set up, terminate, or
otherwise manage the test call in system 100.

When the components of system 100 communicate the debugging information
to the location specified by message 108, each component may include the tag from
message 108. In this embodiment, multiple components of system 100 can
communicate collected debugging information, and the same tag can be included with
each communication. This allows a computing or other device to receive the
communications and correlate communications having a common tag. The combined
debugging information can then be used to diagnose problems in the signaling path of
message 108. The use of the tag to correlate debugging information may also be
useful when multiple test calls are established in system 100 and the debugging
information associated with the test calls is sent to the same debug address. The tag
allows debugging information associated with one test call to be distinguished from
the debugging information associated with other test calls.

The test of system 100 could also be initiated by a third party, such as by a
user at testing station 112. In one embodiment, the test can be initiated by generating
a remote invocation message 114 and communicating the message 114 to source
client 102 over network 106. Message 114 may represent any suitable command to
remotely initiate a test at source client 102. Message 114 may, for example, represent
a SIP REFER message or an H.323 or BICC TRANSFER message. Source client 102
and network 106 may then operate as described above, where debug message 108
causes each system component that receives message 108 to log and communicate the
debugging information to a location specified in message 108. In addition, message
114 may also include information that activates the debugging feature in components
that receive message 114. As a result, the behavior of network nodes 110 and source
client 102 in handling message 114 can also be monitored.

Network 106 could also include a protocol converter 116. Protocol converter

116 represents a signaling protocol translator that can convert from one protocol to
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another protocol. This may allow, for example, network nodes 110 that use different
signaling protocols to operate in or communicate with network 106. In one
embodiment, both protocols used by protocol converter 116 could allow a user to
control the debugging capabilities of network nodes 110. In this embodiment, even if
debug message 108 travels through one or multiple protocol converters 116, message
108 can activate the debugging capabilities in system components operating in the
different protocol environments.

In addition, a network node 110 could invoke the execution of ancillary
services related to a test call. Ancillary services could include Local Number
Portability (LNP), Lightweight Directory Access Protocol (LDAP), Transactional
Capabilities Application Port (TCAP), or Authorization, Authentication, and
Accounting (AAA) services. Ancillary services could also include the Internet
Engineering Task Force (IETF) ENUM capabilities for telephone number mapping,
Signaling System 7 (SS7) functions, or Domain Name System (DNS) functions. In
one embodiment, the protocols used with the ancillary services may include or be
augmented to support the debug capability described above. In this embodiment,
when a network node 110 invokes an ancillary service related to the test call, the
debug logs can include information collected as the ancillary service is invoked and
performed. So, the debugging information may also include information identifying
the invocation of an ancillary service during the processing of message 108 and
information collected during the performance of the ancillary service. This helps to
provide additional debug information, which may be used to diagnose problems in
system 100. This also helps to keep track of which services are invoked as a side
effect of the test.

Although FIGURE 1 illustrates one example of a system 100 for distributed
diagnostics, various changes may be made to system 100. For example, while
FIGURE 1 illustrates two clients 102, 104, system 100 could include any suitable
number of clients. Also, the arrangement and composition of network 106 is for
illustration only. Networks having other configurations and different components
could also be used. Further, the paths shown for messages 108, 114 through network
106 represent only examples of the many paths that could be traversed by messages

108, 114. Beyond that, other networks could be coupled to network 106, and the



WO 2004/034638 PCT/US2003/031553

10

15

20

25

30

10

additional networks could also be operable to trace the test call and collect debugging
information. In addition, debug message 108 could originate at other locations in
system 100, such as at a network node 110 in network 106.

FIGURE 2 is a block diagram illustrating an example source client 202 for
initiating a test in a system. Source client 202 may, for example, be useful as source
client 102 in system 100 of FIGURE 1. In the illustrated example, source client 202
includes a user interface 250, a codec 252, a processor 254, a memory 256, and a
network interface 258. The source client 202 in FIGURE 2 has been simplified for
ease of illustration and explanation, and source client 202 is described as providing
voice services to a user. Other embodiments of source client 202 may be used to
provide other services to a user.

User interface 250 facilitates the transmission and reception of information to
and from a user. For example, user interface 250 could receive analog voice
information from the user and forward the information to codec 252 for processing.
User interface 250 could also receive information from codec 252 and communicate
the information to the user. User interface 250 may include any hardware, software,
firmware, or combination thereof for facilitating the exchange of information with a
user. For example, user interface 250 could represent a subscriber line interface card
(SLIC) coupled to the internal telephone lines in a business or residence. User
interface 250 could also represent an interface coupled to a telephone, speaker,
microphone, or other device that provides analog voice services to the user.

Codec 252 is coupled to user interface 250 and processor 254. Codec 252
converts analog information into digital information and digital information into
analog information. For example, codec 252 may receive an analog voice signal from
user interface 250, such as a voice signal from a telephone coupled to user interface
250. Codec 252 digitizes the analog signal and creates a digital bit stream, which can
be processed by processor 254. Codec 252 also receives digital signals from
processor 254, converts the digital signals to analog signals, and communicates the
analog signals to user interface 250. Codec 252 may include any hardware, software,
firmware, or combination thereof for converting information between analog and

digital formats.



WO 2004/034638 PCT/US2003/031553

10

15

20

25

30

11

Processor 254 is coupled to codec 252 and network interface 258. Processor
254 may perform a variety of functions in source client 202. For example, processor
254 may receive from codec 252 a digital bit stream representing the voice of a party
to a call, sample the bit stream, place the samples in IP packets, cells, frames, or other
datagrams, and communicate the samples over interface 258. Processor 254 may also
receive over interface 258 datagrams containing digital information representing the
voice of another party to the call, extract the information, and communicate the
information to codec 252. Beyond that, processor 254 may receive signaling
information, such as in-band signaling information received by codec 252 or through
a separate control channel. Processor 254 may further generate unique identifiers cal
various communication sessions, such as telephone calls, established by source client
202. Beyond that, processor 254 may receive an indication that a test call is desired in
system 100, such as by receiving a command from a user of source client 202 or from
a remote location, and generate one or more debug messages 208. As a particular
example, processor 254 may generate one or more debug messages 208 containing a

debug header, which includes an indication that debugging information should be

“collected and sent to a debug address. In addition, processor 254 may collect and log

debug information representing the activities of source client 202. Processor 254 may
then generate a message 262 containing some or all of the collected debugging
information. Processor 254 could include any suitable processing device or devices
for generating messages 208. Processor 254 could, for example, represent a digital
signal processor (DSP). Although FIGURE 2 illustrates a single processor 254 in
source client 202, multiple processors 254 may be used according to particular needs.
Memory 256 stores and facilitates retrieval of information used by processor
254 to perform the functions of source client 202. Memory 256 may, for example,
store instructions executed by processor 254 and data used by processor 254 to
generate messages 208. As a particular example, memory 256 could store a debug log
260. Debug log 260 contains the information collected by processor 254 when a
debug feature is activated in source client 202. At an appropriate time, processor 254
may access debug log 260, retrieve the debug information contained in log 260,
format the debug information, and communicate the debug information to a location

specified in a message 208. Memory 256 may include any hardware, software,
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firmware, or combination thereof for storing and facilitating retrieval of information.
Memory 256 may also use any of a variety of data structures, arrangements, or
compilations to store and facilitate retrieval of the information. Although FIGURE 2
illustrates memory 256 residing in source client 202, memory 256 may reside at any
location or locations accessible by source client 202.

Network interface 258 is coupled to processor 256. Network interface 258
facilitates communication between source client 202 and a network, such as network
106. Network interface 258 may, for example, receive incoming signals from the
network 106 and forward the signals to processor 254. Network interface 258 could
also receive information from processor 254, such as a debug message 208, and
communicate the information to network 106. Network interface 258 may include
any hardware, software, firmware, or combinatioh thereof for communicating with a
network. For example, network interface 258 could represent an Asynchronous
Digital Subscriber Line (ADSL) interface, a cable modem interface, an Ethernet
interface, or other suitable interface.

The messages 208 generated by source client 202 may be used to activate the
debug capabilities of various network nodes 110 in network 106 and destination client
104. The activation of the debug capabilities in these components may occur on a
per-call basis. In other words, the debug capabilities of the components may be
activated each time a particular debug message having the debug header is received.
This simplifies the activation of the debugging features in the components of system
100. The messages 208 also include a debug address, which specifies how and where
the debug information is to be delivered. This allows multiple system components to
generate and send debug information to a location where the information can be
correlated and analyzed.

Although FIGURE 2 illustrates one example of a source client 202, various
changes may be made to source client 202. For example, the embodiment of source
client 202 shown in FIGURE 2 is for illustration only, and other embodiments of
source client 202 could be used. Also, source client 202 is described as supporting
voice services. Other clients, such as personal computers, IP telephones, and
personal digital assistants, may be used to provide facsimile, data, presence and

instant messaging, or other services. Further, a similar apparatus could be used as
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destination client 104 in system 100. In addition, while source client 202 has been
described as establishing a test call in response to receiving debug message 208,
source client 202 could perform other actions. As a particular example, source client
202 could terminate a previously-established test call in response to receiving debug
message 208.

FIGURE 3 is a block diagram illustrating an example network node 310 for
performing debugging operations in a system. Network node 310 may, for example,
be useful as network node 110 in system 100 of FIGURE 1. In the illustrated
embodiment, node 310 includes a first interface 350, a second interface 352, a
processor 354, and a memory 356. The network node 310 in FIGURE 3 has been
simplified for ease of illustration and explanation, and network node 310 is described
as providing voice services to a source client. Other embodiments of network node
310 may be used to provide other services to a client. Also, network node 310
represents a SIP proxy in network 106 of system 100. Other nodes in network 106
could represent routers, hubs, bridges, gateways, firewalls, switches, remote access
devices, or any other communication devices.

First interface 350 facilitates communication with a component of system 100,
such as source client 202 or another network node 310. First interface 350 may use
any suitable protocol or mechanism for communicating with the source client or other
component. For example, first interface 350 could represent a DSL or cable modem
interface operable to communicate with source client 202. First interface 350 may
include any hardware, software, firmware, or combination thereof for communicating
with one or more source clients or other components of system 100.

Second interface 352 facilitates communication with another component of
system 100, such as destination client 104 or another network node 310. For
example, second interface 352 may receive one or more debug message 308 from
processor 354 for setting up a test call in network 106, and second interface 352 may
communicate the message 308 to another network node 310 in network 106. Second
interface 352 may include any hardware, software, firmware, or combination thereof
for communicating with one or more network nodes or other components of system

100.
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Processor 354 is coupled to first interface 350, second interface 352, and
memory 356. Processor 354 controls the behavior and function of node 310. For
example, processor 354 may receive one or more messages from a source client or
other network node 310. If the message is a debug message 308, processor 354
activates the debugging feature of network node 310. During the debugging,
processor 354 monitors and logs the activities performed to implement the function
requested by message 308. Processor 354 may then generate a message 360
containing some or all of the collected debugging information. Processor 354 could
include any suitable processing device or devices for performing debugging
operations in network node 310. Processor 354 could, for example, represent one or
more DSPs. Although FIGURE 3 illustrates a single processor 354 in network node
310, multiple processors 354 may be used according to particular needs.

Memory 356 stores and facilitates retrieval of information used by processor
354 to perform the functions of network node 310. Memory 356 may, for example,
store data used by processor 354 to control node 310. In the illustrated example,
memory 356 may store information collected by the debugging functionality of node
310 in a debug log 358. Processor 354 could also access debug log 358 to retrieve
and communicate the debugging information to a location identified by message 308.
Memory 356 may include any hardware, software, firmware, or combination thereof
for storing and facilitating retrieval of information. Memory 356 may also use any of
a variety of data structures, arrangements, or compilations to store and facilitate
retrieval of the information. Although FIGURE 3 illustrates memory 356 residing in
network node 310, memory 356 may reside at any location or locations accessible by
node 310.

In one aspect of operation, to test the signaling environment of system 100, a
source client or other network node 310 may communicate one or more debug
messages 308 to network node 310. The message 308 may include a header that
activates the debugging feature of node 310. The message 308 may also include a
debug address that identifies the mechanism to be used to report the debugging
information to a specified location. In addition, the message 308 may include a tag

that differentiates the debug message 308 from other messages 308.
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Processor 354 receives the one or more debug messages 308 and determines
whether the message 308 includes the debug header. If so, processor 354 activates the
debugging function of network node 310 and begins logging information in memory
356. Processor 354 may also process the debug message 308, such as by identifying
the next network node 110 to receive the message 308 or modifying the contents of
message 308. Processor 354 communicates message 308 to the next network node
110 in network 106 so that the next network node 110 can begin logging debug
information. After the debug information is collected, processor 354 uses the debug
address contained in message 308 to identify the mechanism to be used to report the
debugging information. Processor 354 then places the debug information into the
proper format and communicates the debug information to the specified location. For
example, processor 354 could generate an electronic mail message, a web page, or a
data stream containing the debug information. Processor 354 then communicates the
information to the location specified in the message 308, such as by mailing the
message, posting the web page, or communicating the data stream.

As part of the debugging functionality, processor 354 logs the invocation of
any ancillary services invoked for the test call. Actions performed by network node
310 to provide the ancillary services could also be logged. This may provide
additional information that can be used to diagnose the system 100.

Although FIGURE 3 illustrates one example of a network node 310, various
changes may be made to node 310. For example, the embodiment of network node
310 shown in FIGURE 3 is for illustration only, and other embodiments of network
node 310 could be used. Also, while network node 310 is described as supporting
voice services, other network nodes providing facsimile, data, or other services could
also be used. In addition, while network node 310 has been described as establishing
a test call in response to receiving debug message 308, network node 310 could
perform other actions. As a particular example, network node 310 could terminate a
previously-established test call in response to receiving debug message 308.

FIGURE 4 is a block diagram illustrating example messages for performing
debugging operations in a network node in a system. In particular, a debug message

400 activates the debugging feature of components in a system, and a results message
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450 contain the debugging results from a component in the system. Message 400
may, for example, be useful as debug message 108 in system 100 of FIGURE 1.

In the illustrated embodiment, message 400 includes a command 402, a debug
header 404, a source address 406, and a destination address 408. Other embodiments
of debug message 400 can be used in system 100. Also, while the message 400 in
FIGURE 4 may represent, accompany, append, be a part of, or otherwise be
associated with the Session Initiation Protocol (SIP), other messages supported by
other protocols can be used in system 100.

Command 402 represents the function to be performed by a component of
system 100. In this example, command 402 represents an INVITE command used to
set up a call through network 106. The call is established between the location
identified by source address 406 and the location identified by destination address
408.

Debug header 404 represents a header inserted into debug message 400.
Debug header 404 is used to activate the debugging functionality in a network node
110 or other component in system 100. In the illustrated embodiment, debug header
404 includes a debug indicator 410, a debug address 412, and a tag 414. Other
embodiments of debug header 404 may also be used.

Debug indicator 410 identifies message 400 as a debug message. When a
network node 110 or other component receives message 400, debug indicator 410
causes the component to activate its debugging capabilities. As a result, the
component logs its activities related to processing message 400 and any other
messages associated with the same tag 414.

Debug address 412 contains communication instructions identifying how a
network component should communicate the debugging information collected by the
network component. In one embodiment, debug address 412 identifies the location
where the debug information should be sent. The location may, for example,
represent a Uniform Resource Indicator (URI ). Debug address 412 may also identify
the mechanism by which the debug information is sent to that location. Example
debug addresses 412 could include “mailto: abc@xyz.com,”  “http:

bl

www.abc.com/xyz,” “syslog: 10.1.1.226,” and “ftp: www.def.com/mno.” In these

examples, the first portion of the debug address 412 represents the mechanism used to
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communicate the debug results, and the second portion represents a specified location
to which the debug results are to be communicated. Other or additional
communication instructions could be used.

Tag 414 represents an identifier associated with the debug message 400. Tag
414 could, for example, represent an alphanumeric string or other suitable identifier.
In one embodiment, each debug message 400 has a different tag 414, and tag 414 is
included with the debug information communicated to the location identified by
debug address 412. This allows the debug information associated with one message
400 to be distinguished from the debug information associated with another message
400. In a particular embodiment, each call in system 100 is associated with a globally
unique call identifier. In this embodiment, tag 414 represents a different identifier
than the globally unique call identifier associated with the test. In another
embodiment, source client 202 could generate multiple messages associated with a
test call. In this embodiment, the messages may have a common tag 414, allowing the
other components of system 100 to identify the messages as related. Components of
system 100, such as source client 102, may use any suitable method to generate tag
414. For example, source client 102 could generate tag 414 using a random or
pseudo-random number generator, the Medium Access Control (MAC) address
associated with source client 102, and/or any other suitable information.

In the illustrated embodiment, results message 450 includes a message type
452, the debug address 412, the tag 414, and debugging information 454. Other
embodiments of results message 450 can be used in system 100. Message type 452
identifies the message 450 as containing debugging results from a component of
system 100. Any suitable type of identifier can be used to identify message 450.
Debugging information 454 represents the information collected by a component of
system 100 after debug message 400 activates the debugging capabilities of the
network component. Debugging information 450 may, for example, include a copy of
message 400, signaling information used to set up the test call in system 100, and
information associated with any ancillary services invoked during the processing of
message 400.

The debug address 412 in message 450 identifies the target location for

message 450. Collecting station 118 may reside at that target location or have the
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ability to directly or indirectly access the target location. Collecting station 118 may
retrieve multiple results messages 450 and identify the tags 414 contained in messages
450. Collecting station 118 may also correlate results messages 450 that share a
common tag 414. For example, collecting station 118 could extract the debugging
information 454 from the results messages 450 having a common tag 414 and
consolidate the debugging information 454 into a single file or other data structure.
Collecting station 118 or other component could then analyze the correlated
information to identify problems in system 100.

Although FIGURE 4 illustrates one example of messages 400, 450 for
performing debugging operations in a network node in system 100, various changes
may be made to messages 400, 450. For example, messages 400, 450 may include
any other or additional information. Also, while message 400 is illustrated as a SIP
INVITE message, other messages could be used. In addition, FIGURE 4 illustrates
one example of a results message 450. Other types of messages and mechanisms can
be used to communicate the debugging results, including electronic mail messages,
web pages, and data streams.

FIGURE 5 is a flow diagram illustrating an example method 500 for initiating
a test in the system 100. While method 500 may be described with respect to source
client 202 of FIGURE 2 operating in system 100 of FIGURE 1, method 500 can be
used in other suitable devices operating in other systems.

Source client 202 receives a request to initiate a diagnostic or other type of test
at step 502. This may include, for example, a user at source client 202 locally
entering a command to initiate a test. This may also include a user at testing station
112 remotely invoking the test using a SIP REFER message or other suitable message
114.

Source client 202 identifies a debug address associated with the test at step
504. This may include, for example, processor 254 identifying the debug address
included with the local command or message 114. This could also include processor
254 using information stored in memory 256 identifying a default debug address to be
used.

Source client 202 determines whether the debug feature in source client 202

should be activated at step 506. This may include, for example, processor 254
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determining whether the request received at step 502 includes an indication that the
debug feature in source client 202 should be activated. This may also include
processor 254 determining whether to activate the debug feature based on the type of
request received at step 502. As a particular example, processor 254 could always
activate the debug feature when a remote request, such as a request 114 from a testing
station 112, is received at step 502. If the debug feature is needed, source client 202
activates the debug feature at step 508. This may include, for example, processor 254
beginning to store all activities associated with the test in debug log 260.

Source client 202 generates one or more debug messages at step 510. This
may include, for example, processor 254 generating a debug message 208 having the
format shown in FIGURE 4 or other suitable message containing debug header 404.
Source client 202 communicates the debug message to network 106 at step 512. This
may include, for example, processor 254 communicating the message 208 to a
network node 110 using network interface 258.

Source client 202 determines whether the debug feature in active at step 514.
This may include, for example, processor 254 determining whether the debug feature
was previously activated at step 508. If active, source client 202 stores the debug
message at step 516. This may include, for example, processor 254 storing the
message 208 in memory 256, such as in debug log 260. Source client 202 formats the
collected debug information using the debug address at step 518. This may include,
for example, processor 254 retrieving the contents of debug log 260 from memory
256. This may also include processor 254 placing the debug information into a
format suitable for communication using the mechanism identified in the debug
header 404 of message 208. For example, processor 254 could generate an electronic
mail message, a web page, or a data stream containing the debug information. As a
particular example, processor 254 could generate a message 262 having the format
shown in FIGURE 4. Source client 202 communicates the debug information to the
location identified by the debug address at step 520. This may include, for example,
processor 254 mailing the mail message, posting the web page, or sending the data
stream to the location identified by the debug address.

Although FIGURE 5 illustrates an example method 500 for initiating a test in

system 100, various changes may be made to method 500. For example, source client
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202 could activate the debug feature before identifying the debug address. Also,
source client 202 need not store the debug message as part of the debugging
operations. In addition, source client 202 could be designed to always or never
perform debugging operations as part of the initiated test. This may be useful, for
example, when it is known that source client 202 operates properly.

FIGURE 6 is a flow diagram illustrating an example method 600 for
performing debugging operations in a system. While method 600 may be described
with respect to network node 310 of FIGURE 3 operating in system 100 of FIGURE
1, method 600 can be used in other suitable computing devices operating in other
systems.

Network node 310 receives a message at step 602. This may include, for
example, processor 354 receiving a message through interface 350. Network node
310 determines whether the message is a debug message at step 604. This may
include, for example, processor 354 determining whether the message includes a
debug header 404. If so, network node 310 identifies a debug address associated with
the message at step 606. This may include, for example, processor 354 examining the
debug message and extracting the debug address 412 in debug header 404. Network
node 310 activates its debug feature at step 608. This may include, for example,
processor 354 beginning to store all activities associated with the debug message in
debug log 358. Network node 310 stores the debug message at step 610. This may
include, for example, processor 354 storing the message in memory 356, such as in
debug log 358.

Network node 310 processes the debug message at step 612. This may
include, for example, processor 354 performing any activities needed to set up,
terminate, or otherwise manage a test call at node 310 in network 106. As particular
examples, processor 354 could identify the destination client 104 associated with the
test call. Processor 354 could also determine the path to be used to reach the
destination client 104, including which network node 110 (if any) should be used as
the next hop. This may further include processor 354 generating a new debug
message, modifying the current debug message, or continuing to use the same debug
message received at step 602. Network node 310 communicates the debug message

to the next hop in the path toward the destination client 104 at step 614. This may



WO 2004/034638 PCT/US2003/031553

10

15

20

25

30

21

include, for example, processor 354 communicating the debug message to the next
node 110 through interface 352.

Network node 310 determines whether the debug feature in active at step 616.
This may include, for example, processor 354 determining whether the debug feature
was previously activated at step 608. If active, network node 310 formats any
collected debug information using the debug address at step 618. This may include,
for example, processor 354 identifying the format for the debug information specified
by the debug message and placing the debug information in that format, along with
the tag 414 from the debug message. Network node 310 communicates the debug
information to the location identified by the debug address 412 at step 620. This may
include, for example, processor 354 mailing, posting, appending, or streaming the
debug information to the location identified by the debug address.

Although FIGURE 6 illustrates an example method 600 for- performing
debugging operations in system 100, various changes may be made to method 600.
For example, network node 310 could activate the debug feature before identifying
the debug address. Also, network node 310 need not store the debug message as part
of the debugging operations. In addition, a similar method can be used at destination
client 104. Destination client 104 may process the debug message in other ways, such
as by establishing a connection, and need not communicate the debug message to the
next hop in the path at step 614.

FIGURE 7 is a flow diagram illustrating an example method 700 for
processing debugging results. While method 700 may be described with respect to
system 100 of FIGURE 1, method 700 could be used in other suitable systems. Also,
method 700 is described with respect to collecting station 118 receiving and
processing the debug results. Other devices or systems could also be used to process
the results.

Collecting station 118 receives debug information from multiple sources at
step 702. This may include, for example, collecting station 118 receiving electronic
mail messages from system components, or a browser at collecting station 118
viewing a web page created by a system component. This could also include
collecting station 118 receiving the debug information as a stream stored in a syslog

destination or by being appended to an FTP file. The debug information may be
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associated with the same test call or with different test calls. The debug information
may come from source client 102, network nodes 110, destination client 104, or other
components in system 100. The debug information could also contain information
regarding any ancillary services used during the test call.

Collecting station 118 identifies tag identifiers associated with the various
debug communications at step 704. This may include, for example, collecting station
118 identifying a tag 414 associated with each communication received from a system
component. Collecting station 118 correlates the debug communications at step 706.
This may include, for example, collecting station 118 combining debug
communications having a common tag 414 into a consolidated file or other data
structure. At this point, the consolidated debug file may represent all debug
information collected and associated with a test call. The consolidated debug
information can then be analyzed to identify existing or potential problems in system
100. In particular, the information can be analyzed to detect problems in the signaling
environment of system 100.

While this disclosure has been described in terms of certain embodiments and
generally associated methods, alterations and permutations of the embodiments and
methods will be apparent to those skilled in the art. Accordingly, the above
description of example embodiments does not define or constrain this disclosure.
Other changes, substitutions, and alterations are also possible without departing from

the spirit and scope of this disclosure, as defined by the following claims.
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WHAT IS CLAIMED IS:

1. A method for distributed diagnostics in a communication network,

comprising:

generating at least one debug message operable to initiate a debugging
function in a plurality of network components and comprising a debug address, the
debug address identifying a communication type and a target location, the
communication type identifying a mechanism used to communicate debugging
information collected by the plurality of network components to the target location;
and

communicating the debug message to at least one of the network components.

2. The method of Claim 1, wherein the debug message comprises a call
setup message comprising:

a source address representing an address associated with a calling party;

a destination address representing an address associated with a called party;
and

the debug address.

3. The method of Claim 1, wherein the debug message comprises at least
one of a Session Initiation Protocol (SIP) INVITE message, a SIP UPDATE message,
a SIP RE-INVITE message, a SIP INFO message, a SIP MESSAGE message, a SIP
SUBSCRIBE message, a SIP NOTIFY message, a SIP BYE message, an International
Telecommunication Union - Telecommunications H.323 SETUP message, an H.323
ARQ message, an H.323 UII message, a Bearer Independent Call Control (BICC)
IAM message, a BICC APM message, and a BICC ACM message.

4, The method of Claim 1, further comprising receiving a request to

initiate a test of the plurality of network components.
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5. The method of Claim 4, wherein the request comprises a Session
Initiation Protocol REFER message, an International Telecommunication Union -
Telecommunications H.323 TRANSFER message, and a Bearer Independent Call
Control (BICC) TRANSFER message.

6. The method of Claim 1, wherein the target location contained in the

debug address comprises a Uniform Resource Indicator.

7. The method of Claim 6, wherein the Uniform Resource Indicator
comprises at least one of:

an electronic mail address;

a web page address;

a syslog address; and

a file transfer protocol address.

8. The method of Claim 1, wherein:

the debug message is associated with a test and comprises an identifier;

the identifier is operable to distinguish the debug message from at least one of
other debug messages and other debug messages associated with other tests;

the identifier is different than a call identifier used by a signaling protocol to
establish a call in the network; and

the plurality of network components include the identifier when

communicating the collected debugging information.

9. The method of Claim 1, wherein one of the network components

comprises one of a node in the network and a destination of a test call.
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10. A system for distributed diagnostics in a communication network,
comprising:

a memory operable to store a debug address, the debug address identifying a
communication type and a target location, the communication type identifying a
mechanism used to communicate debugging information collected by a plurality of
network components to the target location;

a processor operable to generate a debug message, the debug message
operable to initiate a debugging function in the plurality of network components and
comprising the debug address; and

an interface operable to communicate the debug message to at least one of the

network components.

11.  The system of Claim 10, wherein the debug message comprises a call
setup message comprising;:

a source address representing an address associated with a calling party;

a destination address representing an address associated with a called party;
and

the debug address.

12. The system of Claim 10, wherein the processor is further operable to

receive a request to initiate a test of the plurality of network components.

13. The system of Claim 12, wherein:

the request comprises a remote request; and

the processor is further operable to log debugging information and
communicate the debugging information to the target location contained in the debug

address in response to receiving the remote request.



WO 2004/034638 PCT/US2003/031553

26

14.  The system of Claim 10, wherein the target location contained in the
debug address comprises a Uniform Resource Indicator, the Uniform Resource
Indicator comprising at least one of:

an electronic mail address;

5 a web page address;

a syslog address; and

a file transfer protocol address.

15.  The system of Claim 10, wherein:
10 the debug message is associated with a test and comprises an identifier;
the identifier is operable to distinguish the debug message from at least one of
other debug messages and other debug messages associated with other tests;
the identifier is different than a call identifier used by a signaling protocol to
establish a call in the network; and
15 the plurality of network components include the identifier when

communicating the collected debugging information.
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16. A method for distributed diagnostics in a communication network,
comprising:
'receiving a message from a network component;
identifying the message as a debug message;
identifying communication instructions contained in the debug message, the
communication instructions identifying how and where to communicate debugging
information;
processing the debug message;
collecting the debugging information; and
communicating the debugging information in accordance with the

communication instructions contained in the debug message.

17.  The method of Claim 16, wherein the debug message comprises a call
setup message comprising:

a source address representing an address associated with a calling party;

a destination address representing an address associated with a called party;
and

the communication instructions.

18. The method of Claim 16, wherein the communication instructions
comprise a debug address identifying a communication type and a target location, the
communication type identifying a mechanism used to communicate the debugging

information to the target location.

19.  The method of Claim 18, wherein the target location contained in the
debug address comprises a Uniform Resource Indicator, the Uniform Resource
Indicator comprising at least one of:

an electronic mail address;

a web page address;

a syslog address; and

a file transfer protocol address.
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20. The method of Claim 16, wherein:

the debug message is associated with a test and comprises an identifier;

the identifier is operable to distinguish the debug message from at least one of
other debug messages and other debug messages associated with other tests;

the identifier is different than a call identifier used by a signaling protocol to
establish a call in the network; and

communicating the debugging information in accordance with the
communication instructions comprises communicating the debugging information

along with the identifier.

21. The method of Claim 16, wherein processing the debug message
comprises:

identifying a next network component in a path between a source of a test call
and a destination of a test call; and

communicating the debug message to the next network component.

22. The method of Claim 16, wherein the debugging information

comprises signaling information used to set up a test call in the network.

23,  The method of Claim 16, wherein the debugging information
comprises the debug message and any information generated when processing the

debug message.

24. The method of Claim 23, wherein the debugging information
comprises information identifying an invocation of an ancillary service during the

processing of the debug message.

25.  The method of Claim 16, wherein the network component comprises at
least one of a source client, a Session Initiation Protocol proxy, and an International

Telecommunication Union - Telecommunications H.323 gatekeeper.
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26. A system for distributed diagnostics in a communication network,
comprising:
a processor operable to:
receive a message from a network component;
identify the message as a debug message;
identify communication instructions contained in the debug message,
the communication instructions identifying how and where to communicate
debugging information;
process the debug message; and
collect the debugging information;
a memory operable to store the debugging information collected by the
processor; and
an interface operable to communicate the debugging information in

accordance with the communication instructions contained in the debug message.

27.  The system of Claim 26, wherein the debug message comprises a call
setup message comprising:

a source address representing an address associated with a calling party;

a destination address representing an address associated with a called party;
and

the communication instructions.

28.  The system of Claim 26, wherein the communication instructions
comprise a debug address identifying a communication type and a target location, the
communication type identifying a mechanism used to communicate the debugging

information to the target location.
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29.  The system of Claim 28, wherein the target location contained in the
debug address comprises a Uniform Resource Indicator, the Uniform Resource
Indicator comprising at least one of:

an electronic mail address;

5 a web page address;

a syslog address; and

a file transfer protocol address.

30. The system of Claim 26, wherein:
10 the debug message is associated with a test and comprises an identifier;
the identifier is operable to distinguish the debug message from at least one of
other debug messages and other debug messages associated with other tests;
the identifier is different than a call identifier used by a signaling protocol to
establish a call in the network; and
15 the processor is operable to communicate the identifier along with the

debugging information using the interface.

31. The system of Claim 26, wherein the processor is operable to process
the debug message by:
20 identifying a next network component in a path between a source of a test call
and a destination of a test call; and

communicating the debug message to the next network component.

32. The system of Claim 26, wherein the debugging information
25  comprises:

the debug message;

signaling information generated when processing the debug message; and

information identifying an invocation of an ancillary service during the

processing of the debug message.
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33. A signal for distributed diagnostics in a communication network,
comprising:
a transmission medium; and
a debug message carried on the transmission medium, the debug message
associated with a test and comprising:
an indicator operable to activate a debugging feature in a plurality of
network components;
communication instructions identifying how and where the plurality of
network components may communicate debugging information; and
an identifier operable to distinguish the debug message from at least

one of other debug messages and other debug messages associated with other tests.

34.  The signal of Claim 33, wherein the debug message further comprises:
a source address representing an address associated with a calling party; and

a destination address representing an address associated with a called party.

35.  The signal of Claim 33, wherein the communication instructions
comprise a debug address identifying a communication type and a target location, the
communication type identifying a mechanism used to communicate the debugging

information to the target location.

36.  The signal of Claim 35, wherein the target location contained in the
debug address comprises a Uniform Resource Indicator, the Uniform Resource
Indicator comprising at least one of:

an electronic mail address;

a web page address;

a syslog address; and

a file transfer protocol address.

37.  The signal of Claim 33, wherein the identifier is different than a call

identifier used by a signaling protocol to establish a call.
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38.  The signal of Claim 33, wherein the debug message comprises at least

one of a Session Initiation Protocol (SIP) INVITE message, a SIP UPDATE message,

a SIP RE-INVITE message, a SIP INFO message, a SIP MESSAGE message, a SIP

SUBSCRIBE message, a SIP NOTIFY message, a SIP BYE message, an International

5  Telecommunication Union - Telecommunications H.323 SETUP message, an H.323

ARQ message, an H.323 UII message, a Bearer Independent Call Control (BICC)
IAM message, a BICC APM message, and a BICC ACM message.
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39. A system for distributed diagnostics, comprising:

a source client operable to generate and communicate a debug message, the
debug message comprising communication instructions identifying how and where to
communicate debugging information;

a network comprising a plurality of network nodes, each network node
operable to receive the debug message, identify the communication instructions
contained in the debug message, collect debugging information, and communicate the
debugging information in accordance with the communication instructions contained
in the debug message; and

a destination client operable to receive the debug message from the network,
identify the communication instructions contained in the debug message, collect
debugging information, and communicate the debugging information in accordance

with the communication instructions contained in the debug message.

40.  The method of Claim 39, wherein the debug message is associated
with a test and further comprises:

a source address representing an address associated with the source client;

a destination address representing an address associated with the destination
client; and

an identifier operable to distinguish the debug message from at least one of

other debug messages and other debug messages associated with other tests.

41. The method of Claim 39, wherein the communication instructions
comprise a debug address identifying a communication type and a target location, the
communication type identifying a mechanism used to communicate the debugging
information to the target location, the target location comprising at least one of:

an electronic maii address;

a web page address;

a syslog address; and

a file transfer protocol address.
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42.  The method of Claim 39, further comprising a remote station operable
to communicate a remote request over the network, the remote request comprising the
communication instructions and operable to invoke the generation of the debug
message at the source client, wherein the source client and the network nodes that

5  receive the remote request are operable to identify the communication instructions
contained in the remote request, collect debugging information, and communicate the
debugging information in accordance with the communication instructions contained

in the remote request.
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43. A method for distributed diagnostics in a communication network,
comprising:
accessing a plurality of debug communications at a target location, each debug
communication comprising:
debugging information collected by a network component in response
to receiving a debug message associated with a test, the debug message operable to
initiate a debugging function in the network component and comprising a debug
address, the debug address identifying a communication type and the target location,
the communication type identifying a mechanism used to communicate the debugging
information collected by the network component to the target location; and
an identifier associated with the debug message and operable to
distinguish the debug message from at least one of other debug messages; and

correlating debug communications having a common identifier.

44, The method of Claim 43, wherein the identifier associated with the
debug message is different than a globally unique call identifier used by a signaling

protocol to establish a call in a network.

45.  The method of Claim 43, further comprising analyzing the correlated

debugging information to identify a problem in a network.



WO 2004/034638 PCT/US2003/031553

10

36

46. A system for distributed diagnostics in a communication network,
comprising:
logic encoded on at least one computer readable medium; and
the logic operable when executed to:
generate a debug message operable to initiate a debugging function in
a plurality of network components and comprising a debug address, the debug address
identifying a communication type and a target location, the communication type
identifying a mechanism used to communicate debugging information collected by
the plurality of network components to the target location; and
communicate the debug message to at least one of the network

components.
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47. A system for distributed diagnostics in a communication network,
comprising:
logic encoded on at least one computer readable medium; and
the logic operable when executed to:
5 receive a message from a network component;
identify the message as a debug message;
identify communication instructions contained in the debug message,
the communication instructions identifying how and where to communicate
debugging information;
10 process the debug message;
collect the debugging information; and
communicate the debugging information in accordance with the

communication instructions contained in the debug message.

15
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48. A system for distributed diagnostics in a communication network,
comprising:

means for receiving a message from a network component;

means for identifying the message as a debug message;

5 means for identifying communication instructions contained in the debug
message, the communication instructions identifying how and where to communicate
debugging information;

means for collecting the debugging information; and
means for communicating the debugging information in accordance with the

10 communication instructions contained in the debug message.
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