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QUALITY OF SERVICE MECHANISM

FIELD OF THE INVENTION

The present invention relates to communications and more particu¬

larly to a communication system that comprises different networks providing

varying transmission capacities.

BACKGROUND OF THE INVENTION

In the fields of packet-switched networks and computer networking,

a traffic engineering term Quality of Service (QoS) refers to the probability of

the telecommunication network to meet a given traffic contract. In many cases

it is used informally to refer to the probability of a packet succeeding in passing

between two points in the network within its desired latency period

(http://en.wikipedia.org/wiki/Qos). Basically QoS works by slowing unimportant

packets down, or in the cases of extreme network traffic, throwing them away

entirely. This leaves room for important packets to reach their destination as

quickly as possible.

Numerous communication technologies provide a wide range of

mechanisms to maintain appropriate quality of service. A primitive approach to

quality of service problem is generous over-provisioning of capacity so that

interior finks are considerably faster than access links. In larger scale systems

and complex communication environments it is, however, not possible to rely

only on such extravagant approach. One method of balancing the capacities is

to apply subscriber-based quality of service. Network customers and providers

may enter into a contractual agreement (a Service Level Agreement), which

specifies in detail the ability of a network/protocol to give guaranteed

performance/throughput/latency bounds based on mutually agreed measures.

These specifications are mapped into subscriber specific quality of service

profiles that are distributed and applied in implementing the communication

access.

Advanced communication systems define subscriber-based quality

of service system functionalities that are highly sophisticated and enable ad¬

justment of the transmission parameters with local policies in several network

domains. As a downside, the resulting complexity of these mechanisms is

high and latencies related to signaling are high. Optimized sofutions for quick

and straightforward subscriber-based quality of service are needed.



SUMMARY

An object of the present invention is thus to provide an improved

communication solution. The objects of the invention are achieved by a

method, an apparatus, a system, a computer program product and a computer

program distribution medium, which are characterized by what is stated in the

independent claims. The preferred embodiments of the invention are disclosed

in the dependent claims.

According to an aspect of the invention, there is provided a method,

comprising receiving in an anchor gateway of an access service network a

quality of service profile for a subscriber, determining, on the basis of the qual¬

ity of service profile, a first set of transmission control parameters for the sub¬

scriber, and applying in the anchor gateway the first set of transmission control

parameters to user data packets addressed to the subscriber.

According to an aspect of the invention, there is also provided an

apparatus comprising a basic functionality unit configured to implement func¬

tionality of an anchor gateway of an access service network, a receiver unit

configured to receive user data packets addressed to subscribers anchored to

the access service network, wherein the receiver unit is configured to receive a

quality of service profile for a subscriber, a processing unit configured to de-

termine, on the basis of the received quality of service profile, a first set of

transmission control parameters for the subscriber; and apply the first set of

transmission control parameters to user data packets addressed to the sub¬

scriber.

According to an aspect of the invention, there is also provided an

apparatus comprising a basic functionality unit configured to implement func¬

tionality of a base station of an access service network, a receiver unit config¬

ured to receive user data packets from a subscriber station, a processing unit

configured to check a user data packet from the subscriber station for at least

one predetermined classification characteristic of the user data packet; and

mark the user data packet on the basis of the existence of the at least one

characteristic, each marking corresponding to a set of transmission control pa¬

rameters.

According to an aspect of the invention, there is also provided a sys¬

tem comprising a subscriber station and a network, the network comprising an

access service network and a connectivity service network, the access service

network including an apparatus comprising: a basic functionality unit config-



ured to implement functionality of an anchor gateway of an access service

network; a receiver unit configured to receive user data packets addressed to

subscribers anchored to the access service network, wherein the receiver unit

is configured to receive a quality of service profile for a subscriber; a process-

ing unit configured to determine, on the basis of the received quality of service

profile, a first set of transmission control parameters for the subscriber; and

apply the first set of transmission control parameters to user data packets ad¬

dressed to the subscriber.

According to an aspect of the invention, there is also provided a

computer program product encoding a computer process of instructions for

executing a computer process for receiving in an anchor gateway of an access

service network a quality of service profile for a subscriber; determining, on the

basis of the quality of service profile, a first set of transmission control parame¬

ters for the subscriber; applying in the anchor gateway the first set of transmis-

sion control parameters to user data packets addressed to the subscriber.

According to an aspect of the invention, there is also provided a

computer program distribution medium readable by a computer and encoding

a computer program of instructions for executing a computer process for com¬

munication, the process including: receiving in an anchor gateway of an ac-

cess service network a quality of service profile for a subscriber; determining,

on the basis of the quality of service profile, a first set of transmission control

parameters for the subscriber; applying in the anchor gateway the first set of

transmission control parameters to user data packets addressed to the sub¬

scriber.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following the invention wil ϊ be described in greater detail by

means of preferred embodiments with reference to the attached drawings, in

which

Figure 1 illustrates a network reference model of the embodied

communication system;

Figure 2 illustrates a system-level signalling flow related to the em¬

bodiment of Figure 1;

Figure 3 illustrates the embodied solution from the point of view of

the anchor ASN-GW;

Figure 4 comprises a functional description of communication de-



vice, i.e. a network node or a mobile station applicable for the present inven¬

tion;

Figure 5 illustrates the elements described in Figure 1, elements

relevant to the present embodiment being marked;

Figure 6 illustrates a system-level signalling chart associated with

the optimized service flow creation according to a further embodiment; and

Figure 7 illustrates the embodied solution from the point of view of

the network node responsible of packet marking.

DETAILED DESCRIPTION OF SOME EMBODIMENTS

The following embodiments are exemplary. Although the specifica¬

tion may refer to "an", "one", or "some" embodiments) in several locations, this

does not necessarily mean that each such reference is to the same embodi¬

ments), or that the feature only applies to a single embodiment. Single fea¬

tures of different embodiments may be combined to provide further embodi-

ments.
The invention is applicable to communication systems that comprise

a network infrastructure and a plurality of user stations. The network infrastruc¬

ture comprises at least one or more core networks that provide network ser¬

vices, and one or more access networks through which users stations access

these core network services. Core network typically represents an ample

transmission facility that interconnects lower-speed distribution networks. Ac¬

cess networks provide a final transmission lap to the user stations and are of¬

ten limited in transmission capacity. Various combinations of core and access

networks create situations where transmitted traffic tends to exceed the access

speed of the target interface and congest the data flow. Transmission control is

used to eliminate bottlenecks in topologies with data-rate mismatches by pro¬

viding control functions that optimize computer network traffic performance,

latency and/or bandwidth. Transmission control is typically implemented with

mechanisms that control the volume of traffic being sent to a network

(bandwidth throttling), and/or the rate at which the traffic is being sent {rate

limiting).

In the following, a communication system according to the invention

is embodied using WiMAX network architecture. WiMAX is a standards-based

technology designed to enable delivery of last mile wireless broadband access

as an alternative to wired broadband like cable and DSL. Basically the term



WiMAX stands for standard, interoperable implementations of IEEE 802.16

wireless networks. WiMAX technology is currently being designed to fixed,

nomadic, portable and mobile wireless broadband connectivity in a typical cell

radius deployment of three to ten kilometers. It is predicted that in the near fu-

ture WiMAX technology will be incorporated in various mobile communication

equipment to allow at least urban areas and cities to become zones for port¬

able outdoor broadband wireless access. It should be noted that even if the

specific network configuration with mobile access is used to describe the in¬

vention, the scope must not be interpreted restrictively in view of the specific

terms of the WiMAX technology or of WiMAX mobile access as such.

Figure 1 illustrates a simplified network reference model of WiMAX

communication system, as specified by the WiMAX Forum

(http://www.wimaxforum.org). The configuration shown in Figure 1 is a logical

representation of the WiMAX network architecture and identifies functional

entities and reference points over which interoperability is achieved. Each of

the shown entities represents a grouping of functional entities. On the other

hand, each of the functions may be realized in a single physical entity or be

distributed over multiple physical entities.

A subscriber station 100 is a device that functions within a network

infrastructure together with the software, applications, and content directly re-

fated to the device, and thereby provides to its user connectivity to the network

infrastructure. The network infrastructure comprises access service networks

(ASN) 102, 104 and connectivity service networks (CSN) 106, 108. A n access

service network may be defined herein as a complete set of network functions

needed to provide radio access to a WiMAX subscriber. A connectivity service

network may correspondingly be defined as a set of network functions that

provide IP connectivity services to one or more WiMAX subscribers.

A network access provider (NAP) 110 illustrates a business entity

that provides WiMAX radio access infrastructure to one or more WiMAX net-

work service providers (NSP) 112, 114. NAP implements this infrastructure

using one or more ASNs. Network service provider may be considered as a

business entity that provides IP connectivity and WiMAX services to WiMAX

subscribers. The characteristics of the connectivity and services are defined in

a Service Level Agreement NSP establishes with WiMAX subscribers. From a

WiMAX subscriber standpoint, an NSP may be classified as Home NSP (H-

NSP) 116 or Visited NSP (V-NSP) 118. Application service providers (ASP)



120, 122 denote here business entities that provide applications or services via

V-NSP or H-NSP.

ASN comprises at least one instance of a base station (BS) 124,

126 and at least one instance of an ASN gateway (ASN-GW) 128. WiMAX

base station is a logical entity that implements a full instance of WiMAX media

access controller (MAC) and a physical layer in compliance with the IEEE

802.16 suite of standards. A BS instance represents one sector with one fre¬

quency assignment, and incorporates scheduler functions for uplink and

downlink resources. In 802.16 standards the media access controller (MAC)

uses a scheduling algorithm, where the subscriber station competes once for

initial entry into the network. After this the subscriber station is allocated a time

slot by the base station. The time slot can enlarge and contract, but it remains

assigned to the subscriber station. The WtMAX scheduling algorithm thus pro¬

vides a possibility to control quality of service parameters of separate sub-

scriber stations.

ASN-GW represents an aggregation of control plane functional enti¬

ties that are either paired with corresponding function in ASN (for example, BS

instance), a resident function in the CSN or a function in another ASN. For

every MS, a BS is associated with exactly one ASN-GW. In Figure 1, the ASN

functions hosted in ASN-GW are shown divided into two groups of functions,

the decision point (DP) that includes non-bearer-plane functions of the ASN-

GW, and the enforcement point (EP) that includes the bearer-plane functions

of the ASN-GW.

Figure 1 shows also reference points R 1 to R6. A reference point is

a conceptual point between two groups of functions that reside in different

functional elements on either side of the reference point. In case the functional

entities surrounding the reference point exist in different physical entities, the

reference point becomes a physical interface. Reference points R 1 to R6 com¬

prise the protocols and procedures specified for the communication between

the respective surrounding functional units.

From basic IP connectivity perspective, towards CSN this WiMAX

Forum architecture is by far analogous to public Wireless Local Access Net¬

work (PWLAN) with mobile IP mobility. In Figure 1, v-AAA denotes functions

130 in the visited NSP and h-AAA functions 132 in the home NSP for authenti-

cation, authorization, and accounting associated with a user, his/her subscriber

station and subscribed services across different access technologies. Accord-



ing to mobile IP, a home agent (HA) 134 of CSN represents an entity of the

home network of the subscriber that encapsulates incoming datagrams des¬

tined to the subscriber station and sends them to the care-of address of the

subscriber station. In WrMAX ASN-GW acts as the foreign agent that assists

the mobile node in receiving datagrams delivered to the care-of address.

It should be noted that only elements relevant to the invention are

shown in Figure 1. For a person skilled in the art it is clear that communication

system implementations within the scope of protection typically comprise ele¬

ments not necessarily disclosed herein.

The embodiment requires also a subscriber database DB 136 ac¬

cessible to the h-AAA 132 of the home NSP 116. Figure 1 shows the data¬

base located in the home NSP. It should be noted that the location is exem¬

plary only, and the database can exist in other networks, as long as it is avail¬

able to the entity that makes access authorization decisions regarding the sub-

scriber. The database 136 stores a plurality of records that associate a sub¬

scriber identity to a default quality of service profile defined for the subscriber.

The default quality of service profiles of subscribers are configurable, so that

default profiles of two different subscribers may be the same or different. Gen¬

erally the quality of service profile comprises one or more quality of service

parameters to specify the collective effect of service performance. In this em¬

bodiment the quality of service profile of a subscriber comprises information

through which an access network node may determine a set of transmission

control parameters to be applied for packets to or from the subscriber, for ex¬

ample in form of rate limitation parameters.

Especially, consider that the primary purpose of WiMAX would be to

merely provide best-effort broadband access to the Internet. In view of this, the

default quality of service profile in the embodiment of Figure 1 is set to com¬

prise information that associates the subscriber by default to best effort ser¬

vice, i.e. high transmission rate service with minimal performance guarantees,

which allows an unspecified variance in the measured performance criteria.

Due to the inherently limited nature of radio resource, the conven¬

tional bottleneck of systems providing wireless access has been the air inter¬

face. Along the progress of new radio access techniques and introduction of

bandwidth allocation schemes, the obvious bottleneck is not necessarily in the

air interface. A ubiquitous but at the same time simple control mechanism is

necessary.



Figure 2 illustrates a system-level signalling flow related to the em¬

bodiment of Figure 1 in an exemplary case where the subscriber is registering

into a visited ASN. It should be noted that only steps essential for disclosing

the invented functionality are shown in Figure 2 . For a person skilled in the art

it is clear that other steps not specifically disclosed herein may be included in

the actual signalling flow implementations without deviating from the scope of

protection.

The procedure of Figure 2 starts at a stage where the h-AAA server

in the service provider's home network has received from the subscriber sta-

tion a conventional access authorization request, made the specified checks

and deemed that the subscriber station is allowed to access the WiMAX ser¬

vice. In such a situation h-AAA sends to the database (step 2-1) a request that

comprises identity of a subscriber and requests information on the default qual¬

ity of service profile of the subscriber. In case such information is provisioned

for the subscriber, the database forwards (step 2-2) the requested information

to h-AAA. H-AAA generates a response message for authorizing the access,

includes the received quality of service profile into the response message and

sends the message towards the current ASN of the subscriber station. Since

the current ASN is a visited ASN, the access authorization message is first

transmitted to v-AAA of the visited network (step 2-3) and from there to the

current anchor ASN-GW (step 2-4).

ASN anchored mobility refers to a set of procedures associated with

the movement of the subscriber station between base stations such that the

anchor point for the subscriber station in the serving ASN does not change.

Reference point R4 comprises a set of control and bearer plane protocols

originating/terminating in functional entities of ASN that co-ordinate subscriber

station mobility between ASNs and ASN.GWs. For a given ASN/NAP assigned

to each subscriber station there exists a service flow authorization (SFA) logi¬

cal entity that does not change for the duration of the subscriber station au-

thentication session. A relay SFA that directly communicates with the base

station is called the serving SFA. The identity of the serving SFA, if different

from the anchor, is known by the anchor SFA at all times. Similarly, the serving

SFA knows the identity of the anchor SFA.

The associated procedures of anchored mobility involve transferring

the context of service flows from the previous base station to the new base

station. Since these are non-bearer plane functions, the access authorization



message is delivered to the decision point (DP) of ASN-GW. In the pre-

provisioned service flow example of Figure 2, DP creates a RR-Request mes¬

sage intended to be delivered from the anchor SFA to the serving SFA (if dif¬

ferent from anchor), and finally, from the serving SFA to the SFM in order to

request reservation of resources for one or more identified unidirectional traffic

flows from/to the subscriber station.

DP includes the received quality of service profile in it, and forwards

the RR-Request message (step 2-5) to EP. EP sends the RR-Request mes¬

sage (step 2-7) conventionally to the serving SFA (i.e. the serving ASN-GW) 1

which forwards the message to the base station (step 2-8) that acts as a ser¬

vice flow management (SFM) logical entity in the ASN and is thus responsible

for the creation, admission, activation, modification and deletion of 802.16 ser¬

vice flows. The base station performs admission control (step 2-9) to decide

whether a new service flow can be admitted based on existing radio and other

local resource usage, and creates a service flow by exchanging a dynamic

service addition (DSA) request and response messages with the subscriber

station (steps 2-10 and 2-1 1) . If the service flow is successfully created, the

base station generates an RR-Response message that is delivered to the DP

(step 2-12 to 2-14).

According to the current specification, the rate limitation for the up¬

link and downlink is performed in the base station, for example in a base sta¬

tion MAC scheduler, which is quite natural in view of conventional conception

of the air interface being the most capacity-limited leg of the transmission path.

It has been noted, however, that in several implementations the capacity

across the R 1 radio interface may not be the only bottleneck of the system. As

a matter of fact, the R4 interface between the functional entities of ASN that

co-ordinate MS mobility between ASNs and ASN-GWs and the R6 interface

between the base station and ASN-GW are often last-hop microwave transport

links that are likely to become congested with the considerably increased

broadband traffic. According to the invention, in step 2-6 EP extracts the in¬

cluded quality of service profile of the subscriber from the RR-Request mes¬

sage, determines parameters for rate limitation and begins downlink rate limit¬

ing, advantageously implemented in addition to the downlink rate limitation of

the base station. The parameters for rate limitation depend on the selected

rate limitation scheme. In case of token bucket, the parameters comprise, for

example, the mean rate, the burst size and/or the time interval of the token



bucket. Other rate limitation mechanisms are applicable without deviating from

the scope of protection.

It is possible to include the actual rate limitation parameters to the

quality of service profile transferred in the system within access authorization

response. Alternatively, rate limitation sets may be pre-provisioned into the

base station and/or the EP, for example as a record comprising a group of pre¬

defined indexes and rate limitation sets corresponding to the indexes. The

quality of service profile can then only refer to a predefined index and the con¬

trolling node (BS or ASN-GW) can retrieve the rate limitation set from the re-

cord. This optimally reduces the amount of information that has to be ex¬

changed in order to accomplish the improved control.

The embodied rate limitation scheme provides a significantly simpli¬

fied method to implement subscriber-based quality of service and at the same

time effectively alleviate the possibility of congestion in transmission. The pro-

cedure provides a quicker and more robust method for implementing transmis¬

sion flows for a subscriber selected default traffic type. In addition, the invented

solution also serves as a basis for an optimized way to provide additional qual¬

ity of service schemes appropriate for other traffic types.

Figure 3 illustrates the embodied solution from the point of view of

the anchor ASN-GW (EP) responsible of additional downlink transmission con¬

trol in form of rate limiting. At the beginning, EP receives (step 30) from DP a

RR-Request message that comprises the default quality of service profile ini¬

tially received from the h-AAA. EP extracts the quality of service profile from

the RR-request message (step 31) and maps it to a set of rate limitation pa-

rameters (step 32). After this, EP is ready to initiate rate limitation and thereby

apply the derived rate limitation parameters in the bearer plane for downlink

traffic targeted to the subscriber station.

It should be noted that the invention is not limited to pre-provisioned

service flow creation, but is applicable also to dynamic service flow creation. In

an alternative example, at any time after the subscriber station has registered

into the visited ASN, it will dynamically initiate a service flow by forwarding a

DSA request to the base station. As above, the quality of service profile has

been delivered to the anchor ASN-GW during access authorization procedure

and is thus available for downlink rate limitation. In such a case it is possible to

use the quality of service profile as a basis for the admission control in the

ASN-GW.



Figure 4 comprises a functional description of communication de¬

vice, i.e. a network node or a mobile station applicable for the present inven¬

tion. All modifications and configurations required for implementing functional¬

ity of an embodiment may be performed as routines, which may be imple-

mented as added or updated software routines, application circuits (ASIC)

and/or programmable circuits. Software routines, also called program products,

including applets and macros, can be stored in any device-readable data stor¬

age medium and they include program instructions to perform particular tasks.

Software routines may also be downloaded into an apparatus.

The communication apparatus of Figure 4 comprises at least one

processing unit 4 1, an element that comprises an arithmetic logic unit, a num¬

ber of special registers and control circuits. Connected to the processing unit is

a memory unit 42, a data medium where computer-readable data or programs

or user data can be stored. The memory means typically comprise memory

units that allow both reading and writing (RAM), and a memory whose contents

can only be read (ROM). The communication apparatus also comprises a user

interface block 43 with user input unit 44 for inputting data by the user for in¬

ternal processing in the unit, and user output unit 45 for outputting user data

from the internal processes of the unit. Examples of apparatuses that may be

included in said user input units comprise a keypad, or a touch screen, a mi¬

crophone, or the like. Examples of apparatuses in said user output units com¬

prise a screen, a touch screen, a loudspeaker, or the like. The communication

apparatus also comprises a network access unit 46 that is connected to the

processing unit 4 1, and configured with a receiving unit 47 for receiving infor-

mation from the network interface and processing it for inputting to the proc¬

essing unit 41, as well as with a transmitting unit 48 for receiving information

from the processing unit 4 1, and processing it for sending via the network inter¬

face. The implementation of such a network access unit is generally known to

a person skilled in the art. The profile access types cover various mobile and

fixed access technologies, generally known to a person skilled in the art. The

communication apparatus also comprises a basic functionality unit 49 that

comprises the functionality specific for the network element role the communi¬

cation apparatus implements. The processing means 4 1, memory means 42,

user interface block 43, network access unit 46 and basic functionality unit 49

are electrically interconnected for performing systematic execution of opera¬

tions on the received and/or stored data according to predefined, essentially



programmed processes of the apparatus. In a solution according to the inven¬

tion, the operations comprise the functionalities of communication apparatuses

as will be disclosed with the embodiments herein.

For the cases where other than pre-provisioned quality of service

profile is needed, current technologies provide sophisticated systems that are

designed for dynamic flow-based quality of service support and enable check¬

ing of the traffic against local policies in several domains. Their use in less

complex environments results in unnecessarily high complexity and increased

latency in signalling. In the communication system according to the invention

these problems may be overcome by a simple mechanism where the sub¬

scriber-based default quality of service profile is applied as disclosed above,

and the determination of the quality of service treatment is trusted to be made

on the basis of communication decisions made in the originating ends (for ex¬

ample, subscriber stations or application servers). Easy-to-implement and fast

mechanisms are used to eliminate misuse or abuse of the system.

The embodiment is described again using the WiMAX technology

without limiting the scope to this particular technology. Figure 5 illustrates the

elements described in Figure 1. Figure 5, however, shows also the division of

ASN-GW to serving ASN-GW and anchor ASN-GW 1 and the further division

of anchor ASN-GW to bearer-related part EP and non-bearer related part DP

as disclosed above. The embodiment is based on the capability of the ASN

network element (for example, base station or EP) to detect in a received data

packet a defined marking that points to a set of rate limitation parameters for

the base station MAC scheduler other than the applied set associated with the

default profile. Due to a set of protective measures incorporated into the packet

marking procedure, the ASN network element may trust the appropriateness of

the marking and treat the packet according to the marking without a sequence

of further policy checks.

Packet marking is typically performed by an ASN node that is capa-

ble of analyzing a defined character of a received packet, on the basis of the

character to categorize the packet within a specific service group, and include

a traffic descriptor that indicates the service group association within the

packet. In the embodiment of Figure 5, the uplink packet marking is performed

in the ASN node that is responsible of downlink packet classification and there-

fore capable of recognizing the data packet to belong to a particular data flow.

The defined character thus depends on a particular application. For example, a



base station (marked with lineation) may detect that the uplink packet carries

an established VoIP connection identifier and is thus able to determine that the

uplink packet is VoIP traffic and to mark the packet as VoIP packet. On the

other hand, ASN-GW (also marked with lineation) is able to associate an uplink

packet with an existing VoIP generic routing encapsulation (GRE) tunnel flow,

and mark the uplink packets accordingly.

As discussed above, the base station MAC scheduler maintains a

separate set of rate limitation parameters for the VoIP traffic. Since the VoIP is

low-latency service, the VoIP packets need to have priority over the best effort

packets. A potential way to abuse priority would be to delude the system to

interpret all traffic from a particular subscriber as VoIP traffic and thus guaran¬

tee prioritized transmission for one's own communication. In the embodied sys¬

tem this is avoided by adjusting the rate limitation sets such that the mean rate

for the VoIP traffic is considerably smaller than the mean rate of the default

best effort traffic. Considerably smaller in this context means that the mean

data rate associated with the token bucket for the best effort traffic should be

30 to 50 times the data rate associated with the token bucket of the VoIP traf¬

fic. Exemplary values for the mean data rates of the VoIP traffic and the best

effort traffic could be 50 kb/s versus 2 MB/s, respectively. This way the user

might be able to prioritize also his/her best effort traffic, but such prioritization

would not be worth its while since the delivery times for any bandwidth de¬

manding traffic would be disturbingly high. Additionally, due to the lesser

bandwidth, the best effort transmissions would not be able to congest the ASN.

The negative effect of abusive choices by the user may be complemented with

charging schemes that accumulate charges quickly for non-appropriate trans¬

mission schemes. Examples of these comprise a flat-rate with a cap and pro¬

gressive charging in steps, among others.

In the downlink packet marking is performed in the EP of Anchor-

ASN-GW (marked with dots). In the embodiment downlink packets arriving

from the same ASN network have been appropriately marked in the uplink as

VoIP traffic and due to the inherent mechanism to eliminate abuse, the mark¬

ing may be trusted as is. In addition, EP may be configured to recognize traffic

coming from one or more trusted servers and trust the VoIP marking of such

server as is. An example of such server is a multimedia gateway (MGM) con-

trolled by the same network service provider. Any other traffic that comes from

other networks, also called as external networks, cannot be trusted and is re-



marked as best effort traffic.

An example of applicable traffic type identificator is Differentiated

Services (DiffServ) code point (DSCP). DiffServ is a model in which traffic is

treated by intermediate systems with relative priorities based on the type of

services field. DSCP typically is used by routers to provide the correct quality

of service (QoS) according to the defined traffic class. Based on DSCP, traffic

can be put into a particular service class, and packets within a service class

may be treated the same way.

Figure 6 illustrates a system-level signalling chart associated with

the optimized service flow creation according to a further embodiment. It

should be noted that Figure 6 illustrates an exemplary signalling related to pre-

provisioned service flow creation. As discussed with Figure 2 , the service flow

creating party is not essential to the invention as such, and the scope covers at

least the pre-provisioned service flow creation as well as the dynamic service

flow creation, and possible other creation mechanisms that provide the sub¬

scriber station with access to connectivity service network through the access

service network. In the embodiment VoIP traffic is enabled in addition to the

pre-provisioned best effort traffic. Steps 6-2 to 6-5, 6-8, and 6-10 to 6-14 of

Figure 6 correspond directly with steps 2-2 to 2-5, 2-8, and 2-10 to 2-14 of FIg-

ure 2 and their description will not be unnecessarily repeated here. When EP

receives the quality of service profile, as in Figure 2, it extracts the included

quality of service profile of the subscriber from the RR-Request message, de¬

termines parameters for rate limitation and begins downlink rate limitation (step

6-61). In addition, EP begins marking (step 6-62) downlink data packets ac-

cording to marking scheme described above. Furthermore, EP begins check¬

ing uplink packets, and whenever able to associate the uplink packet with a

particular VoIP GRE tunnel, marking (step 6-63) the packet with VoIP DSCP.

As in Figure 2, in receiving the RR-Request, the base station per¬

forms admission control (step 6-91) to decide whether a new service flow can

be admitted based on existing radio and other local resource usage, and cre¬

ates a service flow by exchanging a dynamic service addition (DSA) request

and response messages with the subscriber station (steps 6-10 and 6-1 1). Ac¬

cording to the invention, the base station also begins checking uplink packets,

and whenever able to associate the uplink packet with a particular VoIP con-

nection identifier, marking (step 6-92) the packet with VoIP DSCP.

The embodied quality of service scheme of Figure 6 is significantly



simpler and therefore quicker than the 3GPP based quality of service architec¬

ture of WiMAX but is, however, able to provide adequately differentiate trans¬

mission of the two traffic types (best effort and VoIP traffic) essential to Wi-

MAX. The solution provides simple and therefore easily applicable support for

quality of service in 3GPP/3GPP2 (3rd Generation Partnership Project/ 3rd

Generation Partnership Project 2) IP multimedia subsystem and for other peer-

to-peer communication types, like Skype, GoogleTalk etc.

Figure 7 illustrates the embodied solution from the point of view of

the network node responsible for packet marking. In terms of the embodiment

of Figure 6, the network node may be the base station or the anchor ASN-GW

for the uplink packet marking, or the anchor ASN-GW for the downlink packet

marking. In the beginning, the network node is configured with a criterion (step

60) that enables the network node to detect a VoIP packet for marking. In case

of base station uplink traffic, the criterion comprises recording the current con-

nection identifiers of current VoIP flows. In case of ASN-GW uplink traffic, the

criterion comprises recording the current VoIP GRE tunnel identifications. In

case of ASN-GW downlink traffic, the criterion of the present embodiment

comprises recording the trusted and non-trusted data packet sources.

When the network node receives (step 7 1) a data packet, it ana-

lyzes (step 72) the content of the packet, checks (step 73) whether a

characteristic fulfilling the criterion exists in the data packet. In case the

criterion is not met, the network node does not mark the packet (step 74) and

the uplink rate limitation will occur normally in the base station according to the

rate limitation set of the default quality of service profile. In case the criterion is

met, the network node marks the packet with VoIP DSCP (step 75). When the

need for marking is checked, the network node will check whether the

definition of the characteristic needs to be updated (step 76). In case of

dynamic definitions, for example the ones based on existing VoIP flows, the

update is necessary on a continuous basis, and the procedures moves back to

step 70. In case of more static definitions, for example the ones based on

identifying the sources data packets, update is not necessarily needed and the

procedure may move directly back to step 6 1 of receiving a new data packet.

It should be noted that the exemplary characteristics and criteria

used in describing the solution of Figure 7 may be modified in various ways

without deviating from the scope of protection. In addition to the best effort and

VoIP traffic, the traffic may comprise other types, like real time traffic. The



analysis of received data packets may be based on alternative criteria, config¬

ured according to the application environment. For example, a network node

may be configured to determine the size of the incoming data packet and mark

data packets that do not exceed a defined threshold size as real-time traffic.

This enables rapid delivery of small data packets, and especially provides low

measured packet Internet groper (PING) values to represent response times in

the network.

In an aspect, the invention provides a computer program product

encoding a computer program of instructions for executing a computer proc-

ess.

In another aspect, the invention provides a computer program distri¬

bution medium readable by a computer and encoding a computer program of

instructions for executing a computer process.

The distribution medium may include a computer readable medium,

a program storage medium, a record medium, a computer readable memory, a

computer readable software distribution package, a computer readable signal,

a computer readable telecommunications signal, and/or a computer readable

compressed software package.

Embodiments of the computer process are shown and described in

conjunction the attached signaling and flow charts. The computer program may

be executed in the processing unit of the respective apparatus.

It will be obvious to a person skilled in the art that, as the technology

advances, the inventive concept can be implemented in various ways. The in¬

vention and its embodiments are not limited to the examples described above

but may vary within the scope of the claims.



CLAIMS

1. A method, comprising:

receiving in an anchor gateway of an access service network a qual¬

ity of service profile for a subscriber;

determining, on the basis of the quality of service profile, a first set

of transmission control parameters for the subscriber;

applying in the anchor gateway the first set of transmission control

parameters to user data packets addressed to the subscriber.

2. A method according to claim 1, further comprising receiving the

quality of service profile during an access authorization procedure of the sub¬

scriber.

3. A method according to claim 1, further comprising

checking in the anchor gateway user data packet addressed to the

subscriber for at least one predetermined classification characteristic of the

user data packet;

marking in the anchor gateway the user data packet on the basis of

the existence of the at least one characteristic, each marking corresponding to

a set of transmission control parameters.

4. A method according to claim 3, further comprising using an origin

of the packet as the predetermined classification characteristic of the user data

packet.

5. A method according to claim 4, further comprising trusting mark¬

ings in user data packets originating from subscribers under the same anchor

gateway.

6. A method according to claim 4, further comprising

maintaining for the anchor gateway a list of trusted network nodes;

trusting markings in user data packets originating from any of the

trusted network nodes.

7. A method according to claim 4 , further comprising re-marking

user data packets originating from external networks to correspond with the

first set of transmission control parameters corresponding to the quality of ser¬

vice profile of the subscriber.

8. A method according to claim 1, further comprising adjusting the

available transmission parameter sets such that a transmission parameter set

providing queuing priority enables considerably smaller transmission rate.



9. A method according to claim 8, further comprising:

applying transmission control parameter sets by means of a token

bucket;

adjusting the token bucket mean data rate associated with a trans-

mission parameter set providing the lowest queuing priority to be 30 to 50

times the mean data rate associated with the highest queuing priority.

10. An apparatus comprising:

a basic functionality unit configured to implement functionality of an

anchor gateway of an access service network;

a receiver unit configured to receive user data packets addressed to

subscribers anchored to the access service network, wherein the receiver unit

is configured to receive a quality of service profile for a subscriber;

a processing unit configured to determine, on the basis of the re¬

ceived quality of service profile, a first set of transmission control parameters

for the subscriber; and apply the first set of transmission control parameters to

user data packets addressed to the subscriber.

11 . A n apparatus according to claim 10, wherein the receiver unit is

configured to receive the quality of service profile during an access authoriza¬

tion procedure of the subscriber.

12. An apparatus according to claim 10, wherein

the processing unit is further configured to check user data packet

addressed to the subscriber for at least one predetermined classification char¬

acteristic of the user data packet; and

mark the user data packet on the basis of the existence of the at

least one characteristic, each marking corresponding to a set of transmission

control parameters.

13. An apparatus according to claim 12, wherein the processing

unit is further configured to use an origin of the packet as the predetermined

classification characteristic of the user data packet.

14. An apparatus according to claim 12, wherein the processing unit

is further configured to trust markings in user data packets originating from

subscribers anchored by the apparatus.

15. An apparatus according to claim 12, wherein the processing

unit is further configured to

maintain for the anchor gateway a list of trusted network nodes;

trust markings in user data packets originating from any of the



trusted network nodes.

16. An apparatus according to claim 12, wherein the processing unit

is further configured to re-mark user data packets originating from external

networks to correspond with the first set of transmission control parameters

corresponding to the quality of service profile of the subscriber.

17. An apparatus according to claim 10, wherein the processing unit

is further configured to adjust the available transmission parameter sets such

that a transmission parameter set providing queuing priority enables consid¬

erably smaller transmission rate.

18. An apparatus according to claim 17, wherein the processing unit

is further configured to:

apply transmission control parameter sets by means of a token

bucket;

adjust the token bucket mean data rate associated with a transmis-

sion parameter set providing the lowest queuing priority to be 30 to 50 times

the mean data rate associated with the highest queuing priority.

19. An apparatus according to claim 12, wherein

the processing unit is further configured to check user data packet

from the subscriber for at feast one predetermined classification characteristic

of the user data packet; and

mark the user data packet on the basis of the existence of the at

least one characteristic, each marking corresponding to a set of transmission

control parameters.

20. An apparatus according to claim 19, wherein the predetermined

classification characteristic comprises identification of a tunnel for a service

flow, the tunnel being associated with a defined set of transmission control pa¬

rameters.

2 1. An apparatus comprising;

a basic functionality unit configured to implement functionality of a

base station of an access service network;

a receiver unit configured to receive user data packets from a sub¬

scriber station;

a processing unit configured to check a user data packet from the

subscriber station for at least one predetermined classification characteristic of

the user data packet; and

mark the user data packet on the basis of the existence of the at



least one characteristic, each marking corresponding to a set of transmission

control parameters.

22. An apparatus according to claim 2 1, wherein the predetermined

classification characteristic comprises identification of a connection for a ser-

vice flow, the connection being associated with a defined set of transmission

control parameters.

23. A system comprising a subscriber station and a network, the

network comprising an access service network and connectivity service net¬

work, the access service network including an apparatus comprising:

a basic functionality unit configured to implement functionality of an

anchor gateway of an access service network;

a receiver unit configured to receive user data packets addressed to

subscribers anchored to the access service network, wherein the receiver unit

is configured to receive a quality of service profile for a subscriber;

a processing unit configured to determine, on the basis of the re¬

ceived quality of service profile, a first set of transmission control parameters

for the subscriber; and apply the first set of transmission control parameters to

user data packets addressed to the subscriber.

24. A computer program product encoding a computer process of

instructions for executing a computer process for

receiving in an anchor gateway of an access service network a qual¬

ity of service profile for a subscriber;

determining, on the basis of the quality of service profile, a first set

of transmission control parameters for the subscriber;

applying in the anchor gateway the first set of transmission control

parameters to user data packets addressed to the subscriber.

25. A computer program distribution medium readable by a com¬

puter and encoding a computer program of instructions for executing a com¬

puter process for communication, the process incfuding:

receiving in an anchor gateway of an access service network a qual¬

ity of service profile for a subscriber;

determining, on the basis of the quality of service profile, a first set

of transmission control parameters for the subscriber;

applying in the anchor gateway the first set of transmission control

parameters to user data packets addressed to the subscriber.

26. The computer program distribution medium of claim 25, the dis-



tribution medium comprising a computer readable medium, a program storage

medium, a record medium, a computer readable memory, a computer readable

software distribution package, a computer readable signal, a computer read¬

able telecommunications signal, and a computer readable compressed soft¬

ware package.
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