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DIFFERENTIAL CLIENT-SIDE ENCRYPTION OF INFORMATION
ORIGINATING FROM A CLIENT

Related Applications

The present application claims priority to U.S. Provisional Application No. 61/541,875
entitled “Systems and Methods for Differential Client-Side Encryption of Information
Originating from a Client” and filed September 30, 2011, the contents of which are hereby

incorporated by reference in its entirety.

Background

Information such as personal data and other sensitive information may be passed across a
network such as the Internet, for example to provide credential information, payment
information, or personal account management information. To protect sensitive information, the
information can be transmitted over a secure transmission connection, such as Transport Layer
Security (TLS) or Secure Socket Layer (SSL).

To secure information from unauthorized review, the information can be digitally
encrypted. One example of digital encryption is public key cryptography. In the public key
cryptography scheme, two separate but mathematically-connected keys (e.g., numeric values) are
used to secure the information. The first, a public key, is used to encrypt the data using an
encryption algorithm. The second, a private key, can be used by the receiver of the data to
decrypt the encrypted information. The receiver supplies the sender with the public key such
that the sender is capable of securely transmitting information to the receiver.

The receiver of sensitive information may be obligated to secure the privacy of the user
from unauthorized access to the sensitive information. Information may be sensitive if the
information is confidential (e.g., industry and/or professional standards indicate that only
designated parties should have access to the information). Information may be sensitive if a
party incurs regulatory obligations for handling the information due to exposure to the
information. Information may be sensitive if a party incurs potential liability due to handling of
and/or exposure to the information.

The receiver of the sensitive information, in some circumstances, may request the sensitive

information from the user, not for use by the requestor, but for processing by a third party, such
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as a credit card system or a health insurance authorization system. There is a desire for a method
and apparatus capable of enabling the conveyance of sensitive information through the system of
the requestor without the requestor having access to the contents of the conveyance. If the
requestor is incapable of rendering and/or interpreting the sensitive information, the requestor

may avoid obligation to protect the sensitive information.

Summary

In one aspect, the present disclosure is directed to a method including allocating, by a
processor of a first computing device, a number of public keys, where each respective public key
of the number of public keys is allocated to a respective entity of a number of entities. The
method may include storing, in a memory of the first computing device, a number of private
keys, where each respective private key of the number of private keys corresponds to a
respective public key of the number of public keys. The method may include storing, in the
memory of the first computing device, one or more decryption algorithms, where each respective
decryption algorithm of the one or more decryption algorithms is configured to decrypt data
previously encrypted using at least one encryption algorithm of one or more encryption
algorithms. Each respective encryption algorithm of the one or more encryption algorithms may
be configured to encrypt data using at least one public key of the number of public keys. Each
respective decryption algorithm of the one or more decryption algorithms may be configured to
decrypt data using at least one private key of the number of private keys. The method may
include receiving encrypted data, where the encrypted data is encrypted using a first public key
of the number of public keys and a first encryption algorithm of the one or more encryption
algorithms, and the encrypted data is provided over a network. The method may include
determining, by the processor of the first computing device, a first private key of the number of
private keys, where the first private key corresponds to the first public key, and the first public
key is allocated to a first entity of the number of entities. The method may include decrypting,
by the processor of the first computing device, the encrypted data using the first private key and
at least one decryption algorithm of the one or more decryption algorithms, where decrypted data
is obtained by decrypting the encrypted data. The method may include providing a portion of the
decrypted data for processing by a processing engine, where a second computing device includes

the processing engine. The method may include receiving a processing result generated by the
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processing engine, where the processing result relates to the portion of the decrypted data. The
method may include providing, over the network, the processing result to the first entity.

In some embodiments, the method may further include, prior to providing the portion of
the decrypted data for processing by the processing engine, queueing, by the processor of the
first computing device, the decrypted data for processing.

The method may further include, prior to receiving the encrypted data, receiving a
download request for the first encryption algorithm, where the download request is received
across the network from a third computing device, and providing the first encryption algorithm,
via the network. to the third computing device. The download request may include a hypertext
transfer protocol request. The method may include storing, in the memory of the first computing
device, the one or more encryption algorithms as one or more encryption subprograms, where
providing the first encryption algorithm includes providing a first encryption subprogram of the
one or more encryption subprograms, where the first encryption subprogram includes the first
encryption algorithm. The first encryption subprogram may include runtime interpreted
instructions.

In some embodiments, the method may include storing at least one of the decrypted data
and the encrypted data in a storage archive accessible to the first computing device. The method
may include receiving, over the network, unencrypted data, where the unencrypted data is related
to the encrypted data, and providing a portion of the unencrypted data for processing by the
processing engine, where the portion of the unencrypted data is provided with the portion of the
decrypted data.

In some embodiments, the method may further include receiving, over the network, an
indication of a type of processing to be performed on the encrypted data, where the indication of
the type of processing is provided by a third computing device controlled by the first entity. The
type of processing may include at least one of a credit card authorization and a background
check. The encrypted data may include one or more of credit card information, medical history
information, Social Security number, bank account number, and driver’s license number. The
encrypted data may be provided over the network from a third computing device controlled by
the first entity, and the first entity may be incapable of decrypting the encrypted data.

In one aspect, the present disclosure describes a method including storing, in a memory

of a first computing device, one or more encryption algorithms; providing, to a requestor across a
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network, a first encryption algorithm of the one or more encryption algorithms; and storing, in
the memory of the first computing device, one or more decryption algorithms, where each
respective decryption algorithm of the one or more decryption algorithms is configured to
decrypt data previously encrypted using at least one encryption algorithm of the one or more
encryption algorithms. The method may include receiving a processing request, where the
processing request includes encrypted data, non-encrypted data, and an indication of a type of
processing to be performed, where the processing request is provided over a network from a
second computing device controlled by an entity, and the encrypted data is encrypted using the
first encryption algorithm. The method may include determining, by a processor of the first
computing device, that the encrypted data is associated with the entity; determining, by the
processor of the first computing device, a first decryption algorithm of the one or more
decryption algorithms; decrypting, by the processor of the first computing device, the encrypted
data using the first decryption algorithm, where decrypted data is obtained by decrypting the
encrypted data; determining, by the processor of the first computing device, a processing engine
configured to process the decrypted data using the type of processing; and providing, via a
second network, a portion of the decrypted data and a portion of the unencrypted data to a third
computing device, where the third computing device includes the processing engine. The
method may include receiving a processing result from the third computing device, and
providing the processing result to the second computing device.

In some embodiments, the first encryption algorithm may be an asymmetrical encryption
algorithm. The method may further include allocating, by the processor of the first computing
device, a public key to the entity; providing the public key to the second computing device,
where the encrypted data is encrypted using the public key; and storing, in the memory of the
first computing device, a private key. The private key may be paired with the public key, and
decrypting the encrypted data may include decrypting using the private key.

In one aspect of the present disclosure, a method may include storing, in a memory of a
first computing device, one or more encryption algorithms as one or more encryption
subprograms; receiving, via a network, a download request for a first encryption subprogram of
the one or more encryption subprograms; providing, via the network, the first encryption
subprogram; and receiving, via the network, a processing request, where the processing request

includes encrypted data, where the encrypted data is encrypted using the first encryption
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subprogram. The method may include determining, by a processor of the first computing device,
that the encrypted data is associated with an entity; determining, by the processor of the first
computing device, a first decryption algorithm, wherein the first decryption algorithm is
configured to decrypt the encrypted data; and decrypting, by the processor of the first computing
device, the encrypted data using the first decryption algorithm, where decrypted data is obtained
by decrypting the encrypted data. The method may include determining, by the processor of the
first computing device, a processing engine for processing the decrypted data; providing, via a
second network, a portion of the decrypted data to a second computing device, where the second
computing device includes the processing engine; receiving a processing result from the second
computing device; and providing, across the network, to a third computing device, the processing
result, where the third computing device is controlled by the entity.

The processing request may be received from the third computing device. The
processing result may include an indication of at least one of approval and denial. The download
request may be received from a fourth computing device controlled by an end user, where the
fourth computing device is different from the second computing device and the third computing
device.

In one aspect, the present disclosure describes a method including receiving a public key
allocated by a service provider for use by an entity, where the service provider maintains a
private key paired to the public key; determining, by a processor of a first computing device, an
interactive program including the public key; and providing the interactive program for an end
user, where the interactive program is configured to enable a processor of a second computing
device to encrypt data using the public key, where the second computing device is controlled by
the end user. The method may include receiving encrypted data from the second computing
device, across a first network, where the processor of the second computing device encrypted the
encrypted data using the public key; forwarding the encrypted data to the service provider, across
a second network, where the service provider is configured to determine the private key and
decrypt the encrypted data, and the first computing device lacks access to the unencrypted data;
and receiving, from the service provider, a processing result related to the decryption of the

encrypted data.
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The interactive program may be a mobile computing device application, and the second
computing device may be a mobile computing device, where the mobile computing device
application is configurable to install upon the processor of the second computing device.

The interactive program may contain instructions that, when executed, cause the
processor of the second computing device to encrypt data using the public key. The interactive
program may contain instructions that, when executed, further cause the processor of the second
computing device to download an encryption subprogram from one of the entity and the service
provider. The interactive program may include instructions capable of being rendered within an
Internet browser application. The method may further include providing result information to
the second computing device, where the result information is configured for presentation upon a
display of the second computing device.

In one aspect, the present disclosure describes a method including receiving one or more
encryption algorithms and a public key, where the one or more encryption algorithms are
configured to encrypt data using the public key to obtain encrypted data, where the encrypted
data is configured to be decrypted using a private key paired with the public key, and the one or
more encryption algorithms and the public key are provided by a service provider over a
network, where the service provider allocated the public key for use by an entity, and the service
provider stores the private key. The method may include generating, by a processor of a first
computing device, a mobile device application including the one or more encryption algorithms
and the public key; providing the mobile device application for download over the network; and
receiving encrypted data, where the data is encrypted by the one or more encryption algorithms
and the public key by a processor of a mobile computing device, where the mobile device
application is installed upon the mobile computing device. The method may include forwarding
the encrypted data to a second computing device, where the second computing device is
controlled by the service provider, and the service provider is configured to decrypt the
encrypted data to obtain decrypted data, and manage processing of the decrypted data to obtain a
processing result. The method may include receiving, from the second computing device, the
processing result.

In some embodiments, the method may further include generating, by a processor of a
third computing device, result information, where the result information is based upon the

processing result; and providing, via the network, the result information to the mobile device
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application executing on the mobile computing device. The first computing device may be the
third computing device.

The method may further include providing, to the second computing device, an indication
of a processing type, where the processing type is associated with the encrypted data, and the

service provider manages processing of the decrypted data based upon the processing type.

Brief Description of the Figures

The foregoing and other objects, aspects, features, and advantages of the disclosure will
become more apparent and better understood by referring to the following description taken in
conjunction with the accompanying drawings, in which:

FIG. 1 is a block diagram of an exemplary system enabling client-side encryption of
information originating from the client;

FIG. 2A is a block diagram of an exemplary system for enabling client-side encryption of
information originating from the client in a payment processing context;

FIG. 2B is a swim lane diagram of an example operation flow through a system, such as
the system of FIG. 2A, for enabling client-side encryption;

FIG. 3 is a swim lane diagram of an example operation flow for providing and using a
wireless computing device application that enables client-side encryption of information;

FIG. 4 is a flow chart of an example method for enabling client-side encryption of
information originating from the client;

FIG. 5 is a block diagram of an example network environment for collecting and
manipulating transaction data at point of sale;

FIG. 6 is a block diagram of a computing device and a mobile computing device.

The features and advantages of the present disclosure will become more apparent from
the detailed description set forth below when taken in conjunction with the drawings, in which
like reference characters identify corresponding elements throughout. In the drawings, like
reference numbers generally indicate identical, functionally similar, and/or structurally similar
elements.

Detailed Description
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An intermediary party may receive information from an end user. The intermediary party
may transmit at least part of the information to a backend service provider for processing.
Access and/or exposure to the information may result in potential liability for the intermediary
party.

In general overview, the systems and methods of the present disclosure may enable an
entity to obtain information from end users and transfer at least part of the information to
backend service providers without exposure to the underlying payload information. The entity or
an intermediary party may enable computing devices operated by end users to encrypt
information prior to transmission. The entity may send the encrypted information to backend
service providers via an intermediary party, where the information may be decrypted. Because
the entity and the intermediary party receives encrypted information, not interpretable, human-
renderable, and/or plain text information, the entity may provide assurance to end users that the
information is secure. Similarly, the intermediary party may provide assurance to backend
service providers that information is secure. Additionally, since the security risks regarding
storage of encrypted information may be low, the entity and/or intermediary party may store
encrypted information to asynchronously process information received from end users. Overall,
the entity, in cooperation with the intermediary party, may alleviate the risk of undesirable
exposure to received information by entity’s own members, the intermediary party’s own
members, or third parties that may access the entity’s or intermediary party’s systems (e.g.,
hackers), and leverage the gained security to manage information processing.

In some examples, the systems and methods of the present disclosure may be deployed
for payment systems. A payment system (e.g., an intermediary party server) may receive
encrypted credit card information from an entity, such as a credit card number and credit
verification value (CVV), and verify with the credit card company that the card number’s user is
authorized to make a purchase from the entity. Because the entity cannot access, interpret, or
render the credit card information (e.g., as textual information, etc.), the entity may store the
encrypted information in long-term memory (e.g., compact disk, hard drive) and still comply
with some of the requirements set forth by standards, such as the Payment Card Industry (PCI)
Data Security Standard (DSS). In some examples, the systems and methods of the present
disclosure may be deployed in health care systems, thereby enabling confidential patient

information to be transferred securely among electronic systems. The systems and methods of
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the present disclosure may be deployed for background investigation services. Confidential
information desired for a background check, such as a person’s Social Security Number, may be
transferred securely among electronic systems until the information reaches an authorized user.
Applications for the systems and methods described herein are not limited to the aforementioned
examples, but may be deployed in any number of contexts, as would be understood by one of
ordinary skill in the art. Contents of the background are not to be considered as an admission of
the contents as prior art.

Referring now to FIG. 1, a system 100 for enabling client-side encryption of information
originating from the client is shown and described. The system 100 includes an intermediary
party server 105 in communication with a back end processing system 110. The intermediary
party server 105 may be in communication with entity servers 115a, 115b (collectively, “115”).
Each entity server 115 may be in communication with client computing devices, such as mobile
computing devices 120a, 120b, 120c and personal computing devices 122a, 122b, and 122c¢,
which may be operated by end users.

In operation, entities may hold accounts with the intermediary party. In some
implementations, the intermediary party may provide access to a library 125 of security-related
subprograms that may be executed by a processor on a computing device. The library 125 may
contain encryption subprograms for use on client computing devices 120, 122 that may be used
to transmit sensitive information. The library 125 of subprograms may be located on or
associated with the intermediary party server 105. The entity servers 115 may access the library
125 when logged into their accounts. In some implementations, the entity servers 115 may
obtain copies of the library 125 of subprograms through their accounts. The entities may store
copies of the library 125 on their respective entity servers 115.

In some implementations, the library 125 of subprograms may be a Javascript library,
although libraries with subprograms in other programming languages may be used. In some
implementations, the subprograms of the library 125 may be executed in web browsers, such as
Mozilla Firefox ™ offered by Mozilla Corporation of Mountain View, CA; Google Chrome™
offered by Google, Inc. of Mountain View, CA; or Safari™ offered by Apple Inc. of Cupertino,
CA. In some implementations, the subprograms of the library 125 may be included within
mobile device applications provided by the entity for installation by a user (e.g., on a smart

phone, tablet computer, or other mobile computing device).
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In some implementations, each entity account may include a copy of a public key of a
keypair usable with an asymmetrical encryption algorithm (e.g., RSA, Diffie—Hellman key
exchange protocol, Digital Signature Standard (DSS), ElGamal, Paillier). The public key may be
available as a base-64 encoded string, a hexadecimal encoded string, or any other format. An
entity may copy the public key into any computer program the entity may use. In some
implementations, when an entity opens an account with the intermediary party, the intermediary
party server 105 may deliver a copy of the public key to the respective entity server 115.

In operation, in some implementations, a user at a client computing device 120, 122 may
access a web site associated with an entity. The user may visit the Uniform Resource Locator
(URL) associated with the entity’s web site. The client computing device 120, 122 may make a
Hypertext Transfer Protocol (HTTP) request over a computer network to access the web site.

In response, the entity server 115 may transmit a web page to the client computing device
120, 122 for display. The client computing device 120, 122 may view the web page using a web
browser. The web page may include Hypertext Markup Language (HTML).

In some implementations, the entity’s web page may include a form. The form may
include fields to receive information from a user of the client computing device 120, 122. In
some implementations, a portion of the fields may be configured to receive information such as
the user’s billing address, credit card number, credit card expiration date, and/or credit card
security code (e.g., credit verification value, or CVV). In some implementations, a portion of the
fields may be configured to receive information such as the user’s home address, date of birth,
driver’s license number, and Social Security number. In some implementations, a portion of the
fields may be configured to receive information related to a person’s health history. In some
implementations, a portion of the fields may be configured to receive information such as a
username, account password, and contact information (e.g. mailing address, e-mail address,
mobile phone number).

In some implementations, one or more fields may be configured to receive sensitive
information. Information may be sensitive if the information is confidential (e.g., industry
and/or professional standards indicate that only designated parties should have access to the
information). Information may be sensitive if a party incurs regulatory obligations for handling
the information due to exposure to the information. Information may be sensitive if a party

incurs potential liability due to handling of and/or exposure to the information.
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The web page may identify the fields that are configured to receive sensitive information,
thereby identifying the fields for which received information should be encrypted. In some
implementations, the web page may include HTML identifying fields that are configured to
receive sensitive information. In some implementations, the web page may include a script tag.
The script tag may identify the library 125 of encryption-related subprograms the web page may
use and the location of the library 125. The web page may include a copy of the public key
provided by the intermediary party server 105.

The web page may include a control that a user may activate to submit information
provided in the form’s fields to the entity server 115 (e.g., a “Submit” button). A process
subprogram from the library 125 may begin executing in the web browser on the client
computing device 120, 122 in response to the activation of the submission control. The process
subprogram may hook into the web page’s submission process.

In some implementations, the process subprogram may obtain a value from a random
number generator (e.g., a generator available through an open source library). The process
subprogram may process the value to obtain an encryption key for use with a symmetrical
encryption algorithm, such as Advanced Encryption Standard (AES) or Data Encryption
Standard (DES). The web page may access an encryption subprogram from the library 125 to
encrypt the values in fields that may receive sensitive information using the encryption key (also
referred to herein as “symmetrical encryption key”).

In some implementations, the web page may include two forms with the same fields.
One of the forms may be hidden from the user (e.g., not displayed). The information in the
hidden form may be the information to be transmitted to the entity server 115. HTML in the
displayed form may indicate if the field is configured to receive sensitive information. The
process subprogram may analyze the HTML to identify field values for encryption. If a field is
not configured to receive sensitive information, values in the field may be copied to the
corresponding field on the hidden form. Ifa field is configured to receive sensitive information,
values in the field may be encrypted and the encrypted values may be inserted in the
corresponding field on the hidden form. In some implementations, a user of the client computing
device 120, 122 may not see entered values change to their encrypted counterparts, which may

avert alarm or confusion on the part of the user.
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In some implementations, the web page may include a single form. The form may have
hidden fields corresponding to the fields that receive sensitive information. In some
implementations, only one of a hidden field or its corresponding visible field may be activated
(e.g., if the visible field is active, the hidden field may not be configured to receive a value, and
vice versa). The encryption subprogram from the library 125 may encrypt a value in a field that
receives sensitive information. The process subprogram may deactivate the field, activate the
corresponding hidden field, and insert the encrypted value in the hidden field. The visible field
may appear, ¢.g., grayed out. In some implementations, a user of the client computing device
120, 122 may not see entered values change to their encrypted counterparts.

In some implementations, the web page may include a form that may be hidden and/or
disabled. The web page may include code that may display and/or enable the form. In some
implementations, if the web browser on a client computing device 120, 122 cannot execute the
code that displays and/or enables the hidden form (e.g., cannot run Javascript), the form may
remain hidden and/or disabled. In some implementations, web browsers that cannot execute
code in a particular programming language may not be capable of receiving a web page by which
a user may enter sensitive information (e.g., credit card number). In some implementations, the
web page may include a noscript tag indicating that the ability to execute a particular
programming language is required.

An encryption subprogram from the library 125 may encrypt the symmetrical encryption
key according to an asymmetrical encryption algorithm (e.g., RSA). The encryption subprogram
may be configured via receipt of the public key in the web page. The web page may send the
symmetrical encryption key to the encryption subprogram to be encrypted using the public key.

The web page may encode the encrypted values from the fields, the unencrypted values
from the fields, and the encrypted symmetrical encryption key. In some implementations, the
web page may encode the information by serializing the information. Exemplary formats for
serialization may include base 54 or hexadecimal (base 16), although other formats may be used.
The client computing device 120, 122 may send the information to the entity server 115.

In other operations, the client computing device 122 (e.g., mobile device) may download
and install a mobile device application including algorithms for providing user information and
other data to one of the entity servers 115. For example, the user may download a mobile device

application for purchasing products from a particular merchant entity maintaining the entity
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server 115. The mobile device application, in this circumstance, may include one or more
algorithms for encrypting sensitive information for transmission to the entity server 115 (as
described above in relation to the web browser based model). For example, the mobile device
application may include a public key and/or encryption algorithm allocated to the merchant from
the intermediary server 105 (e.g., from the library 125). In other implementations, the mobile
device application may contain code for retrieving information, such as an encryption algorithm
and/or public key information, from the intermediary server 105. The mobile device application
may receive data from a user, encrypt at least a portion of the information, and supply the
information to the entity server 115 in a similar manner as described above in relation to the
browser based model.

The entity server 115 may store information received from client computing devices 120,
122. In some implementations, the entity server 115 may not receive sensitive information in
interpretable, readable, and/or renderable form (e.g, plain text). Storing the encrypted
information in persistent memory (e.g., hard drive, compact disk) presents fewer security risks
and may remain within information security standards. Thus, the entity server 115 may not be
compelled to send the information to the backend system 110 immediately for processing.

Storage of end user information may enable asynchronous processing. For example, the
entity server 115 may place encrypted information in a queue and determine the order in which
information from users may be processed (e.g., priority, or other metrics). Thus, the client-side
encryption may result in greater flexibility for entity servers 115 to manage information received
from client computing devices 120, 122.

The entity server 115 may send information from the client computing device 120, 122 to
the intermediary party server 105 for processing. The entity server 115 may indicate the type of
processing to be performed on the information. In some implementations, the entity server 115
may send the information via an HTTP request, such as a POST request. In some
implementations, the entity server 115 may make an application programming interface (API)
call to the intermediary party server 105.

In some implementations, the intermediary party server 105 may include a copy of the
private key of the key pair, usable with an asymmetrical encryption algorithm, which
corresponds to the public key the intermediary party server 105 has provided to account holders

(e.g., entity servers 115). The intermediary party server 105 may decrypt encrypted data (e.g.,
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values from the form fields or values collected by the mobile application) using the private key.
In some implementations, the encrypted values may not be decrypted without the private key. In
some implementations, neither the client computing devices 120, 122 nor the entity servers 115
have access to the private key.

With access to interpretable (e.g., renderable, plain text, etc.) versions of all information
received via the form, the intermediary party server 105 may process the information.
Processing may create a result. In some implementations, the intermediary party server 105 may
communicate with the back end processing system 110 (e.g., associated with a third party) to
process the information.

For example, the intermediary party server 105 may communicate with the backend
processing system 110, such as, e.g., a credit card company’s server, to authorize use of the
credit card number for a requested dollar amount (e.g., the price of a good or service). If the
credit card number used is authorized by the credit card company’s server, the intermediary party
server 105 may return a result of “approved” to the entity server 115. If the number is not
authorized, the intermediary party server 105 may return a result of “denied.” In some
implementations, the result may include a reason for the denial (e.g., insufficient funds, invalid
credit card number, invalid CVV).

In another example, the intermediary party server 105 may communicate with the
backend processing system 110, such as, e.g., background investigation service to verify the
identity of a person. The intermediary party server 105 may decrypt information. In some
implementations, the intermediary party server 105 may send identifying information in plain
text to a server for a background investigation service. In some implementations, the
intermediary party server 105 may encrypt identifying information according to an encryption
algorithm used to secure information between the intermediary party server 105 and the backend
processing system 110.

In some examples, the intermediary party server 105 may send the person’s name,
residential addresses for the past 5 years, Social Security number, back account numbers, and
driver’s license number to the back end processing system 110 for background investigation
service. The back end processing system 110 may determine that the received information is
consistent with the information stored in its database for the person and return a result of

“verified” to the intermediary party server 105. If the received information is inconsistent with
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the database information, the background investigation service may return a result of
“unverified.”

In any of these examples, the intermediary web server 105 may send the result from the
backend processing system 110 (e.g., credit card company server, background investigation
server) to the entity server 115. The entity server 115 may send a web page with the result or an
indication of the result (e.g., verified/not verified, authorized/not authorized) for display on the
client computing device 120, 122. In some implementations, the entity server 115 may log the
information with an account of the user (e.g., accessible using the mobile application installed
upon the client computing device 122). For example, the entity server 115 may cause an alert
mechanism to alert the user of the client computing device 122 of the result information.

The entity server 115 may flexibly determine when and how information shall be
collected (e.g., number of forms, information to be collected via any given form or mobile
application information entry page, organization of information to be collectively obtained
through the forms or mobile application information entry pages, etc.) and which information
shall be encrypted. In some implementations, after the entity server 115 receives information
from a browser form or mobile application, the entity server 115 may send another form to the
client computing device 120, 122 or cause the presentation of another information entry page
within the mobile application. The form or entry page may contain different fields requesting
different information from the previously sent form.

In the circumstance of an HTML form, the form may include HTML tags or coding flags
identifying different fields that may receive sensitive information. For example, the entity server
115 may send a form for registering a user with the website. The entity server 115 may send a
different form to enable receipt of the user’s payment information for a good and/or service. In
the circumstance of a mobile application, the data entry pages may be configured to identify
information fields designated to receive sensitive information. In some implementations, at least
a portion of the information may be auto-filled using stored data. For example, user data may be
collected using web browser cookies or retrieved from a user account associated with a mobile
device application. Alternatively, based upon user-supplied information (e.g., username and
password, etc.) a portion of the form or mobile application data entry fields may be auto

populated by the entity server 115 with stored user information.
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Referring now to FIG. 2A, a block diagram of an exemplary system 200 for enabling
differential client-side encryption of information originating from the client in a payment
processing context is shown and described. In operation, a client computing device 220
controlled by a customer may be used to order a good and/or service from an entity via a
network. While placing the order, the customer may enter information into a form on a web
page. The form may include fields for the customer’s name, telephone number, shipping
address, billing address, credit card number, and card verification value, by way of example.

The customer may activate a control to submit form data 225 to an entity server 215 (e.g.,
a merchant server). Upon activation of the control, an encryption subprogram accessed by the
web browser may execute on the client computing device 220. In some implementations, the
encryption subprogram may encrypt information such as the credit card number and/or the card
verification value. In some implementations, the encryption subprogram may not encrypt
information such as the customer’s name, telephone number, shipping address, and/or billing
address.

In some implementations, the web browser may send the form data 225, including the
non-encrypted customer’s name, telephone number, shipping address, and/or billing address to
the entity server 215. The entity server 215 may access and/or store the non-encrypted
information in, for example, a persistent memory. In some implementations, the web browser
may send, within the form data 225, encrypted information 230, such as credit card information,
to the entity server 215. The entity server 215 may access and/or store the encrypted information
230, for example, in a persistent memory. In some implementations, the entity server 215 may
store the encrypted information 230 on a hard drive or compact disk, by way of example.
Because the entity server 215 lacks the encryption key to decrypt the encrypted information 230,
the entity server 215 may not obtain plain text values of the encrypted information 230. In some
implementations, the inability to access plain text values of credit card information may enable
the entity server 215 to store the encrypted information 230 without concern that the encrypted
information 230 may be decrypted and recovered by an unauthorized party.

The entity server 215 may send the form data 225, including at least a portion of the non-
encrypted information as well as the encrypted information 230 to an intermediary party server
205 (e.g., a payment gateway). The intermediary server 205 may run the transaction for the

ordered good and/or service. For example, the intermediary server 205 may determine if the
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customer can make the payment for the good and/or service. The intermediary server 205 may
recover the credit card information from the encrypted information 230 by decrypting the
encrypted credit card information. The intermediary server 205 may request that a backend
processing system 210 (e.g., a credit card company server in a credit card network) determine
whether the customer may use the credit card information for the amount in the order. For
example, the intermediary server 205 may forward credit card data 235 to the backend
processing system 210. In some implementations, the credit card data 235 may be encrypted
and/or supplied to the backend processing system 210 via a secure information, for example to
protect the credit card data 235 from unauthorized access.

The backend processing system 210 may receive the credit card data 235 and analyze the
credit card data 235 to determine whether the customer may use the credit card information for
the amount in the order. The backend processing system 210 may send a verification result 240a
(e.g., approved, denied, etc.) back to the intermediary server 205. The intermediary server 205
may forward the verification result 240b result obtained from the backend processing system 210
to the entity server 215. The entity server 215 may format the verification result 2400 for display
at the client computing device 220. For example, the entity server 215 may provide web page
information 245 containing the verification result 240 for review by the customer on the client
computing device 220.

FIG. 2B is a swim lane diagram of an example operation flow 250 through a system, such
as the system of FIG. 2A, for enabling client-side encryption. The operation flow 250 illustrates
example information passed between the intermediary server 205, entity server 215, client
computing device 220, and back end processing server 210, as described in relation to FIG. 2A.
In some implementations, the operation flow 250 may be used to process and verify payment
information for an online vendor. The operation flow 250, in some implementations, may be
used to process and authenticate patient information in a health information network. In some
implementations, the operation flow 250 may be used to process and verify background
information for investigation purposes.

In some implementations, the operation flow 250 begins with accessing, through a web
browser executing upon a client computing device 220, an online entity web site (252). For
example, a user may browse to the web site using a web browser application. The user may

access the web site, for example, to request information (e.g., patient information, background
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check information, etc.). In other examples, the user may access the web site to purchase goods
or services.

In response to accessing a request form web page (e.g., order page, patient information
page, personal information identification page, etc.), the entity server 215, in some
implementations, provides browser-renderable information including a public key for encryption
of sensitive information (254). The browser-renderable information, for example, may include a
fillable form, or a pair of fillable forms including a visible form and a hidden form. At least a
portion of the fields of the fillable form, for example, may be configured to receive sensitive
information.

In some implementations, the browser-renderable information includes instructions for
downloading an encryption algorithm provided by the intermediary server 205. In some
implementations, the client computing device 220 downloads the encryption algorithm (256)
from the intermediary server 205 via the online entity server 215. In other implementations, the
client computing device 220 downloads the encryption algorithm directly from the intermediary
server 205 (not illustrated). Although illustrated as being performed after receiving the browser-
renderable information including the public key, in some implementations (not illustrated), the
web browser 220 may have previously received the encryption algorithm from the intermediary
server 205. For example, the client computing device 220 may have received the encryption
algorithm upon logging into a user account associated with the entity server 215. The encryption
algorithm, in some implementations, may be associated with the public key. For example, the
intermediary server 205 may associate a particular encryption algorithm with a particular public
key allocated to a particular entity.

In some implementations, the client computing device 220 (e.g., within scripting
language or other browser-executable language executing within a browser application) encrypts
user data using an encryption algorithm and the public key (258). For example, the encryption
algorithm may be programmed into a browser-executable language such as Javascript
programming language. In some implementations, the encryption algorithm identifies one or
more fields configured to accept sensitive information and encrypts the information entered into
those fields.

In some implementations, the client computing device transmits data, including the

encrypted data, to the entity server 215 (260a). The encryption algorithm or another algorithm,
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for example, may transmit data to the entity server 215. The encrypted data, in some
implementations, is provided to the entity server 215 separately from unencrypted data (e.g, in a
separate transmission). In addition to encryption, in some implementations, encrypted and,
optionally, unencrypted data may be provided to the entity server 215 from the client computing
device 220 via a secure connection, such as a Secure Socket Layer (SSL) connection.

In some implementations, the entity server 215 forwards the encrypted data and,
optionally, a portion of the unencrypted data (e.g., identification information such as a user name
and zip code, etc.) to the intermediary server 205 (260b). Rather than immediately forwarding
data, in some implementations, the entity server 215 queues the encrypted data for later
transmission to the intermediary server 205. In addition to forwarding the encrypted data, in
some implementations, the entity server stores a copy of the encrypted data locally, for example
as a temporary backup in case the initial request to the intermediary server 205 fails or for
transaction history purposes. If the entity server 215 stores the encrypted data locally, in some
implementations the entity server 215 stores the information within a secure storage region, such
as a secure database.

At the intermediary server 205, in some implementations, the encrypted data is decrypted
(262). The intermediary server 205, for example, may match the online entity with a private key
that is paired with the public key issued to the entity server 215. In some implementations, the
private key is identified based in part upon a transmission signature of the entity server 215 (e.g.,
internet protocol (IP) address, domain name server (DNS) name, etc.). The private key, in some
implementations, is identified based in part upon header information contained within the
transmission from the entity server 215. For example, a transmission algorithm may embed
identifying information within the transmission provided by the entity server 215 to the
intermediary server 205 (e.g., in step 260b). In some implementations, the public key itself or an
identifier identifying the public key is transmitted with the encrypted information.

Upon decryption of the encrypted information, in some implementations, the
intermediary server 205 stores at least a portion of the information (264). The information may
be stored, for example, for audit purposes.

The data, in some implementations, is queued for data processing (266). Depending upon
the type of data (e.g., credit card information, patient information, background verification

information, etc.) the data may be queued to one of a number of back end servers, including the
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back end server 210. The back end server 210, in some examples, may be a medical system
server, credit card server, electronic payment processing server, law enforcement server, or
government bureau server.

At some point in time, in some implementations, the data is forwarded by the
intermediary server 205 to the back end server 210 for processing (268). In some
implementations, the data is encrypted prior to transmission to the back end server 210. The
data, in some implementations, is provided to the back end server 210 via a secure transmission
or via a secure network connection.

In some implementations, at the back end server 210, the data is processed (270) to
obtain a result. Depending upon the type of data and/or the type of the back end server 210, the
result may vary. For example, if the back end server 210 is a credit card payment processing
server, the result may include a status message (e.g., approved, denied, etc.).

In some implementations, the back end server 210 provides the result related to
processing the user data to the intermediary server 205 (272a). For example, a medical system
server may provide a result of “approved” in relation to a request of a patient for clearance for a
service, procedure, or medication.

The intermediary server 205, in some implementations, forwards the result to the entity
server 215 (272b). In some implementations, the intermediary server 205 stores the result for
audit purposes (e.g., along with the user data formerly stored at step 264).

Upon receipt of the result, in some implementations, the entity server 215 processes the
result (274). Processing, in some implementations, may include associating the result with a
previous request, for example a request for purchase of a good. If, for example, credit card
information has been authorized, the entity server 215 may initiate the delivery of the good to the
user of the client computing device 220.

In some implementations, based upon the results of processing in step 274, the entity
server 215 provides information related to the result to the client computing device 220 (276).
For example, upon receiving an indication that credit card information has been denied, the
entity server 215 may present a message regarding the denial within the web browser application
executing upon the client computing device 220.

Often, a significant amount of time (e.g., minutes, hours, a day, etc.) has lapsed between

the transmission of the user data (at step 260a) and processing of the result (at step 274). In this
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circumstance, rather than providing information related to the result to the client computing
device 220 (e.g., within the browser application), in some implementations, the entity server 215
identifies contact information associated with the user (e.g., email address, telephone number for
text messaging, social media account information, etc.). The entity server 215, further to the
example, may provide information related to the result to the user using the contact information.
Although illustrated as a particular series of steps, in some implementations, more or
fewer steps may be implemented, or one or more of the steps may be performed in a different
order. For example, in some regions, a credit card payment may not be processed until day of
shipment of an order. In this circumstance, the entity server 215 may provide the encrypted user
data to the intermediary server 205 (260b) a first time to verify that the credit card information is
valid, and a second time (e.g., hours or days later) to initiate processing of payment.
Furthermore, in some implementations, the credit card information, stored at the
intermediary server 205, may be accessed for reuse, for example based upon identifying
information provided during a subsequent transaction. For example, a shopper, upon making a
subsequent purchase, may select an “on record” credit card within a payment form (e.g., fillable
form including sensitive and public data). In some implementations, the subsequently
transmitted user data (e.g., sent from the client computing device 220 to the entity server 215,
where it is forwarded to the intermediary server 205) may include a portion of a credit card
number (e.g., banking information number (BIN) plus the last four digits), or a flag, tag, or code
recognized by the entity server 215. For example, within the browser-renderable information
provided within step 254, the entity server 215 may supply the client computing device 220 with
partially encoded credit card information usable to identify a particular “on file” credit card (e.g.,
American Express card with last four digits 7890). Upon selection of the “on file” credit card,
the user data transmitted at step 260a may include the text American Express and 7890 or
another identifier code (e.g., unique identifier) used to identify the selected “on file” credit card.
The entity server 215, in response, may forward information used to identify the “on file” credit
card to the intermediary server 205 at step 260b. The intermediary server 205 may use the
identifying information to retrieve archived credit card information. Alternatively, the entity
server 215 may archive the encrypted credit card information and forward the (still encrypted)

credit card information to the intermediary server 205 in response to recognizing the “on file”
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credit card identification information received in the transmitted user data in step 260a. Other
modifications of the operation flow 250 are possible.

FIG. 3 is a swim lane diagram of an example operation flow 300 for providing and using
a wireless computing device application that enables client-side encryption of information. The
operation flow 300 illustrates example information passed between a mobile computing device
302 (e.g., such as the client computing devices 122 described in relation to FIG. 1), an
application store 304, an entity server 306 (e.g., such as the entity servers 115 described in
relation to FIG. 1), and intermediary server 308 (e.g., such as the intermediary server 105
described in relation to FIG. 1). In some implementations, the operation flow 300 may be used to
provide and utilize a mobile application affiliated with an online vendor for purchase of goods
and services as processed via the entity server 306. The operation flow 300, in some
implementations, may be used to provide and utilize a mobile application affiliated with a health
care system for authentication of patient information in a health information network. In some
implementations, the operation flow 300 may be used to provide and utilize a mobile application
affiliated with a law enforcement system for verification and background information for
investigation purposes.

In some implementations, the operation flow 300 begins with the intermediary server 308
providing the entity server 306 with a public encryption key and one or more encryption
algorithms (310). The public encryption key, for example, may be paired with a private
encryption key, maintained by the intermediary server 308. The public encryption key, for
example, may be used to encrypt data using one or more of the encryption algorithms. At the
intermediary server, the encrypted data may be decrypted using the paired private encryption key
and one or more decryption algorithms maintained by the intermediary server 308. In some
implementations, the public key is unique to the entity server 306. For example, the
intermediary server 308 may allocate a different public key to each entity utilizing the services of
the intermediary server 308 for secure transmission and processing of sensitive data.

In some implementations, the entity server 306 may bundle the public key and at least
one of the security algorithms provided by the intermediary server 308 into a mobile device
application (312). For example, a developer, supplied with the public key and one or more
security algorithms, may incorporate encryption algorithms within an application for the

collection and secure transmission of user data. Alternatively, the mobile device application
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may be configured to request one or more of a public encryption key and a security algorithm
from the entity server 306 or the intermediary server 308 at time of encryption of sensitive data.

Upon development of the mobile device application, the entity may provide the mobile
application for user consumption at an application store (314). For example, a mobile device
application developed for the iPhone™ platform may be made available for download through
the Apple application store, while a mobile device application developed for the Android™
platform may be made available for download through the Google application store. In other
implementations, an application may be available for direct download and installation, for
example via the entity server 306.

An end user may download the entity application from the application store 304 for
installation upon the mobile computing device 302 (316). For example, an entity may provide
information upon a web site for a user to download an application. The application, in some
examples, may be an application for shopping with a merchant entity, an application for
managing patient information via a healthcare organization entity, or an application for
managing background information of candidates via a human resources support entity.

As a user interacts with the installed mobile device application using the mobile
computing device 302, in some implementations, a user may enter sensitive information for
transmission to the entity server 306. For example, the user may be presented with a user
interface including one or more information fields for entering data related to an order,
information request, or authentication request. Prior to providing the information to the entity
server 306, the mobile computing device, in some implementations, encrypts at least a portion of
the data with the public key and at least one of the security algorithms previously provisioned to
the entity server 306 by the intermediary server 308 (318).

In some implementations, the encrypted data is transmitted from the mobile computing
device 302 to the entity server 306 (320a). The mobile device application, in some
implementations, is programmed to communicate with the entity. The encrypted data, for
example, may be provided via a secure or insecure transmission to the entity server 306.

The entity server 306, in response, may forward at least a portion of the user data,
including the encrypted data, to the intermediary server 308 (320b). The intermediary server 308
may decrypt the user data, for example using the private encryption key and decryption
algorithm (322). As described earlier in relation to steps 262 through 272a of FIG. 2B, for
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example, the data may be stored for audit purposes and provided to a back end server for
processing. The back end server may supply a result to the intermediary server 308 related to the
processing of the previously encrypted data.

In some implementations, the intermediary server 308 supplies the result related to the
processing of the data to the entity server 306. The result, for example, may be identified for
recognition by the entity server 306 using a transaction identifier, a portion of the user
information, or an identifier related to the end user of the mobile computing device. For
example, upon forwarding the encrypted user data for processing (320b), the intermediary server
308 may receive a unique transaction identifier. Alternatively, in response to the receipt of the
encrypted user data, the intermediary server 308 may supply the entity server 306 with a unique
transaction identifier related to the encrypted data.

In some implementations, information related to the result may be provided to the mobile
account of the end user (326). For example, using the mobile computing device 302, the end
user may receive the result information via the mobile device application.

Although illustrated as a particular series of steps, in some implementations, more or
fewer steps may be implemented, or one or more of the steps may be performed in a different
order. Other modifications of the operation flow 300 are possible.

FIG. 4 is a flow chart of an example method 400 for enabling client-side encryption of
information originating from the client. The method 400, for example, may be implemented by
an intermediary server such as the intermediary server 105 described in relation to FIG. 1.

In some implementations, the method begins with providing an encryption algorithm for
encrypting user data (402). The encryption algorithm, for example, may be provided to an entity
for use in encrypting sensitive information.

In some implementations, a public key is allocated to an entity for use with the
encryption algorithm (404). The public key, for example, may be used in combination with the
encryption algorithm. In some implementations, the public key is paired with a private key
maintained by the allocator (e.g., the intermediary server).

In some implementations, encrypted user data encrypted with the public key and the
encryption algorithm is received (406). The entity server, for example, may forward encrypted

data encrypted upon a client computing device using the encryption algorithm and the public
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key. In some implementations, the unencrypted user data may be included in the same
transmission as the