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A METHOD, SYSTEM, AND COMPUTER PROGRAM PRODUCT
FOR SEARCHING FOR, NAVIGATING AMONG, AND RANKING OF
DOCUMENTS IN A PERSONAL WEB

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application contains subject matter related to U.S. patent application
10/687,602 filed on October 29, 2003 and U.S. patent application 10/918,713 filed on
August 25, 2004, the entire contents of both are incorporated herein by reference. This
application also claims priority to provisional application 60/610,221, filed on September

16, 2004, the entire contents of which has been incorporated by reference.

BACKGROUND OF INVENTION

Field of Invention

A method, device, and computer program product to aid in searching and
navigating among files. The method allows for the building up of a web of links
connecting the documents, and is suitable at least for cases where such a web is not pre-

existing, for example, a single user, or small groups sharing documents.

Discussion of the Background Art

The current situation for any user of a personal computer is frustrating. A user is
accustomed to finding, essentially instantly, almost anything of interest that exists on the
| Web, on any topic, plucked out from a set of Web documents that currently exceeds 8
billion in number, with the results ranked so well that usually the few highest-ranked hits
give the user what is asked for. Also, it is easy for this user, having found a good hitt, to

follow hyperlinks from that hit and so discover related documents.

Now the same user has perhaps thousands or millions of files on his/her PC. This
user needs also to search and navigate through these files. The reason is, of course, that the

number of files makes it impossible to remember what they all are, where they are in the
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hierarchical file system, and what they contain. Hence the user needs help: a) in finding
specific files, and b) in finding files related to a topic or theme. This is of course precisely
the kind of help one gets—in the case of the Web—from current Web search engines. The

frustrated user then asks, “Why is it so much harder to find things on my own PC?”

The present invention is aimed at meeting just this need. That is, this invention
offers methods for searching and navigating among personal files. It is also suited to

supporting the same functions for files that are shared by groups.

The current state of the art in technologies to aid search and navigation over
personal files is rather limited. As noted above, at present there is a clear gap between the
need of users to search through ever-growing amounts of personal content, and the
capabilities of present technology to meet this need. Recently, many different firms have
recognized this gap, and are working hard to fill it—since a large, unmet need represents a
large business opportunity. Hence in discussing the current state of the art, we will include
both the limited technological solutions that may be bought and used today, and also those
that are announced or hinted at in the public media. The point is that the field is in a state

of rapid growth and change.

The idea for desktop search—meaning a search appliance to run locally on a user's
own PC—has existed for some time now. One of the first Internet search engines,
AltaVista, gave away free software for personal PC search in 1998, called AltaVista
Discovery. Here we see an early recognition of a fact which is now understood by many:
the sheer number of digital documents that even a single user must relate to has grown so
large that the old, hierarchical method of organizing and navigating among files is

hopelessly inadequate.

Microsoft has been aware of the problem facing PC users searching for
information in computer files for more than a decade. Microsoft's vision of a unified data
store in its Windows operating system (Cairo, with OFS — Object File System; ideas date
back to at least 1990) has been the source of many public announcements. These
announcements have continued up to now, and are revised often. (After several
postponements, the current announced launch date for the next version of Windows, code-

named Longhorn, is 2006.) The solution offered by Microsoft is to replace the basic
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plumbing of its Windows operating system with technology borrowed from its SQL
Server database software. Currently, documents, Web pages, e-mail files, spreadsheets and
other information are stored in separate, mostly incompatible software. The new
technology, code-named WinF$S, promises to unify storage in a single database built into
Windows that's more easily searchable, more reliab%e, and accessible across corporate

networks and the Internet.

In October, 2004, Google released a beta version of its Google Desktop Search
engine. In contrast to the Microsoft ‘total-overhaul® approach, Google Desktop Search
consists of a relatively small and easily downloaded set of software modules, which scan
and index the contents of a user’s PC. The index is then used to support fast searches.
Documents which are indexed include text files, Word files, Powerpoint, excel, Outlook

mail files, and browsed Web documents.

Subsequently (in December 2004), Microsoft released a beta version of its
Microsoft Toolbar Suite, which includes both desktop search and Web search. Microsoft
had previously purchased the Lookout desktop search technology; Lookout (as evidenced
by its name) focused on searching through Outlook files.

Also in December 2004, Ask Jeeves introduced a beta version of a downloadable
desktop search engine. This engine likely integrates technology acquired from the firm
Tukaroo, which was bought by Ask Jeeves. In the same month, Yahoo announced that it
would release a test version in early 2005. Yahoo has purchased a large number of earlier
technologies, most notably Overture—which had itself purchased several engines,

including AllTheWeb. Yahoo is developing its desktop search engine in cooperation with
X1.

There are many other firms offering desktop search products. The brief summary
above is certain to be rapidly outdated; hence we do not try here for completeness. An
overview of desktop search firms and products may be found at

http://www.goebelgroup.com/desktopmatrix.htm.

An important question is, “What technology do these new players use?” Little information

is disclosed in the publicly available announcements by these firms; and it is very hard to
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find any details about the actual search technology that are used. The vast majority of
these firms seem clearly to offer keyword-based search, using indexing over various file
types; and many offer both desktop and enterprise search. However, we have not found
any firm which clearly bases its ranking of search results on link analysis. In fact, it is not

clear whether any of the above firms use links at all—either for ranking or for navigation.

A technology that does apparently make some use of links is that of the Autonomy
Corporation. Autonomy has recently launched IDOL Enterprise Desktop Search.
Autonomy technology includes symmetric “similarity links” between documents. The
similarity measure is sophisticated, using probabilistic measures of concept similarity.
Also, the concept analysis is used in the searching process, replacing the reliance purely
on keywords. However, there is no sign of the use of one-way hyperlinks such as proposed
in the present invention, and no evidence of the use of link analysis. In fact, Autonomy
explicitly rejects the use of any kind of page ranking technique. That is, as noted in a
press release available at

http://www.autonomy.com/content/Press/Archives/2004/1206.html: “Instead of page

ranking, an approach which has been proven to be ineffective in the link free enterprise,

Automatic Query Guidance uses conceptual clustering ...”

Thus, as discovered by the present inventors, in order to be able to build good
searching, ranking, and navigation tools for a wide variety of documents, it is preferable to
have a proper link structure on the local file system that can be exploited in a link analysis.
The kind of link structure that is present on the World Wide Web represents the way
people relate to information far better than does the traditional hierarchical file system,
with each document forced into a single place in a hierarchical tree. If such a link structure
already had been present on today's PCs, a link-analysis based search-and-ranking device
for local hard disks would probably already exist.

None of the solutions pfoposed to date build the necessary link infrastructure to
enable link analysis-based ranking for search and navigation among files of a single user
or a small group. The present invention remedies this by proposing a way for generating a
local link structure.
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As explained in more detail below, hyperlinks can provide two types of
information: they can indicate a similarity between two files (symmetric), and/or they can
imply a 7ecommendation that a viewer starting at file A may find file B interesting (one-
way or asymmetric). Also, links can be used for two purposes: they can help in searching

(viaranking), and in navigation.

Current technologies for non-WWW document systems either lack hyperlinks
entirely—thus missing both the ranking and the navigation benefits—or they use only
similarity (e.g., Autonomy). In the latter case, the option of exploiting human judgment to
provide zecommendations about files, and about relationships between files, is lacking.

Without such recommendations, both search (ranking) and navigation will suffer in

quality.

Link analysis has played a crucial role in the enormous success of the Google Web
search engine. Before Google, main approaches to ranking of hits from a search used one
or more of: text relevance, “link popularity”, and human judgment (Yahoo). Text
relevance is always important, but not sufficient in itself to give good ranking results. Link
popularity is characterized by counting the links pointing to a page. Link popularity is the
crudest form of link analysis, and is too easily fooled by fake links. Finally, human
judgment, though always useful, is too slow and costly for distributed document systems

with many documents and a high turnover rate.

Google was the first Web search engine known to the inventors to make use of
nontrivial link analysis by way of the well-known PageRank algorithm. An advantage of
PageRank—along with other forms of nontrivial link analysis, such as those cited in U.S.
patent application 10/687,602 and U.S. patent application 10/918,713 —is that PageRank
makes use of a collective form of human judgment. That is, most of the huge number of
links, connecting billions of Web pages, are laid down by millions of humans (Web page
designers). Hence nontrivial link analysis is a clever way to harness the free labor of these

millions of humans, extracting their collective judgment, in order to find the best Web

pages.

For the most part, when a Web designer lays down a link from his own page A to

another page B, it means that (in the Web designer’s opinion) a reader interested in page A
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is likely also to be interested in page B. That is, such a link may be interpreted as implying
some mixture of two things: (i) that page B is similar to page A; and/or (ii) that page B is

likely to be interesting to someone interested in page A.

In short: link analysis is valuable because links convey two things: similarity and

recommendation.

While these approaches have been applied to networked environments, consumers
are faced with the dilemmma of how to deal with thousands or millions of files located on

their personal computer.

What is desired, as recognized by the present inventors, are tools to develop a
Personal Web of links, enabling a user to rank hits from a keyword search, and to
navigate through these files. The term “Personal Web” refers to the network of linkages
between documents that are built up by the current invention. The Personal Web includes
the combination of: (i) undirected, weighted links, based on similarity; (ii) directed,
weighted links, which may or may not be anchored to text on the pointed or pointed-to
document, and which represent recommendation; and (iii) weights (impbrtance scores)

assigned to the documents themselves—again representing recommendation.

Ranking and navigating will always be important functions in the world of large
masses of information. The Personal Web supports both of these functions in a unique and
effective way—aby incorporating the two crucial aspects of similarity and

recommendation—as discussed in some detail next.

First we address similafity. The present invention uses machine algorithms to
evaluate similarity between documents or files. As noted above, at least one other
approach (that of Autonomy) uses similarity analysis between documents to aid the user in
finding and navigating between these documents. This measure of similarity is different
from that of Autonoiny- Another difference is the use weighted similarity links, which are
generated by the previously described similarity analysis, as a component in the total link
analysis approach—which in turn supports the ranking of hits from a search. Also, the

similarity links play an important role in aiding navigation.
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Next we come to recommendation. Recommendation is often best done by
humans. However the case of a single user evaluating his/her own files is rather different
from the case of evaluating files on the Web. On the Web, millions of users contribute to
recommendations among billions of Web pages. In this situation, each user only makes
recommendations for a relatively small number of other documents. In the one-user case,
it is often not realistic or practical for a user to go through many thousands of pre-existing
files, and attempt to lay down links pointing to other related and/or interesting files. That
is, one cannot simply create “a Web on the desktop” by attempting to make a personal
Web just like the World Wide Web—because the burden of labor on the single user is too
great.

Another difference from the WWW is also relevant. That is, the single user is often
in fact the only person who is qualified to evaluate the quality or interest of his/her own
files—no one else can do this, and no machine can do this. The user has read—or at least
has some knowledge of-—all of these files. In contrast, on the WWW, there is no way that

any one person can evaluate all pages on the Web.

Summing up these two differences: on the Web, many individuals do the job of
reading; and many individuals do the job of recommending/evaluating, via hyperlinks. In
the single-user case, one individual can be expected to do (albeit of course imperfectly) the
job of reading the files; and yet this one individual is not expected to be willing to do the
labor of laying down links from each file to others. This mismatch between the resources
of the recommender(s) and the number of documents to be reviewed/recommended has so
far prevented any systematic application of hyperlinks to document systems other than the
World Wide Web.

To address this mismatch, the present invention includes a hybrid form of
recommendation. This hybrid provides to the user the option of laying a hyperlink from
any file to any other. This hybrid also however provides another mechanism for
recommendation; each file will be given a “file quality score” or FQS. Each file will have
a default value, which is rather low on the scale of possible FQSs. This value may be
modified automatically, based on measures such as recentness and/or frequency of use ofa
document. Also, the user can increase (or decrease) this FQS at will, whenever it is

convenient—for example, after opening/reading the file. The FQS is the least labor-
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intensive possible method for including recommend ations into a system of documents.
The present invention adds even greater flexibility by including also the possibility of
user-chosen hyperlinks. It is in this sense that one exmbodiment of the recommendation
system is hybrid: it includes both weights on the nodes of the graph (the documents, with
their FQSs), and directed links between the nodes (thus recommending the pointed-to

document from the pointing document).

SUMMARY OF THE INVENTION

A method, apparatus, and computer program product for a personal search engine
that includes a Personal Web composed of: the similarity web, hyperlinks (generated
manually and automatically), and file quality scores which are updated both manually and
automatically. Components include a parser (extracting words from documents); a text
relevance analyzer; a link analysis method; the similarity web; a similarity analyzer; and
hyperlinks applied to personal files on a PC. Other components include a navigation
window; and FQSs. The combination of all the above may be incorporated into a working

personal search engine.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 illustrates two types of hyperlinks between documents used in the present

invention.

Figure 2 is a flow diagram for a search engine according to one embodiment of the

present invention.

Figure 3 is a representation of a hybrid Web according to one embodiment of the

invention.

Figure 4 is a flow diagram for navigation according to one embodiment of the

invention.

Figure 5 is an illustration of a structure of a single group, from the perspective of a

single user, according to one embodiment of the invention.
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Figure 6 is an illustration, according to one embodiment of the invention, of two
possible ways of defining a subset of files, to be used for building a subgraph and

performing link analysis, for the case of several groups.

Figure 7 is an illustration, according to one embodiment of the present invention,

of two possible subgraphs to be used for link analysis for the case of several groups.

Figure 8 is a block diagram of a computer used in one embodiment of the

invention.
DETAILED DESCRIPTION OF THE INVENTION

The present invention involves the building of a “Personal Web” among
documents which otherwise would have little or no link structure. The Personal Web
includes the combination of: (i) undirected, weighted links, based on similarity; (ii)
directed, weighted links, which may or may not be anchored to text on the pointed or
pointed-to document, and which represent recommendation; and (iii) weights
(importance scores) assigned to the documents themselves—again representing

recommendation.

We also use the term “hybrid Web” to describe this structure. The Personal Web is
a hybrid in two senses. First, it uses a hybrid mixture of weighted, symmetric similarity
links and weighted, directed recommendation links. Secondly, the important function of
recommendation is accomplished using a hybrid mixture of directed links and file quality
scores (FQSs).

Next we elaborate on the hybrid form of recommendation used in the present
invention. This hybrid approach provides to the user the option of laying a hyperlink from
any file to any other. (As seen below, this hyperlink may or may not be anchored to
specific text, at either end.) In this context we offer a precise definition of the term
“hyperlink”, so as to avoid ambiguity. Logically, a hyperlink is a pointer which péints
firom a file (say, file A) fo another file (say, file B). In addition, one may associate a
hyperlink weight (HL.W) with this pointer. This logical definition (pointer plus weight) is
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implied whenever we use the term hyperlink in describing the present invention.
Physically, such hyperlinks are typically implemented in the form of metadata, which is
typically included in (stored with) the metadata of file A—the pointing file. Also, anny
weight associated with the hyperlinks is also stored as metadata—typically (again) for file
A.

In addition to hyperlinks, the hybrid recommendation approach provides anOther
mechanism for recommendation: each file will be given a file quality score or FQS.
Initially, each file is given a default value for its FQS, which is rather low on the scale of

possible FQSs. The user can then increase (or even decrease) this FQS at will.

Also, in one embodiment of the invention, automatic methods for altering FQSs
may be used. For example, the computer itself can log the number of times a file is opened
and/or edited over a period of time, and give higher FQS scores to files which are opened

frequently. Also, recentness of access may be a used as a measure of importance.

The rationale for this hybrid system is as follows. First, no exhaustive labor is
required. Only files for which the user is motivated to do so, get recommendations.
Second, choosing an FQS is easier than laying down links—it is perhaps the most
minimally demanding form of recommendation possible. Yet even here, only a minimal
user effort is needed. Files start with a default FQS; this in turn may be modified by
certain machine-measurable indicators of importance. Only those files which the user

judges are “worth the bother” will get a user-modified (typically enhanced) FQS value.

Hence the following picture is developed. The user comes no doubt to his/her first
use of the “personal Web search engine” with a large backlog of files. The engine itself
then takes on the job of crawling the user’s file system, scanning the text of the files,
building an inverted index, and building a “similarity web” which places a weighted,
symmetric link between each pair of files. The weight on the link is the similarity measure.
Also, the engine assigns a low, default FQS to every file, possibly modifying this d efault

value based on information from file logs.

Hence, without any effort at all, the user acquires a similarity web connecting all

files, an importance score for each file, and an inverted index. These features alreacly

10
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allow for search and navigation. The user can then supplement this starting picture by
laying in recommendations. The motivation for doing so is that they are “reminders to
oneself”. If the user lays down a hyperlink from file A to file B, it is a reminder that says,
“Once I have opened A, I am likely to want to jump to B”. Furthermore, the hyperlinks
used here, like those on the Web, can be embedded in the text, so that they point from

specific places in the text in file A, and/or to specific places in file B.

The reader/owner of the file can also lay in recommendations (to him- or herself)
using FQSs. For example, if the reader instead chooses to raise the FQS of file C from its
given value, this is a reminder of the form, “I want file C to have a higher than average
chance of turning up when I do a search for files”. Similarly, the reader may wish to
downgrade the FQS of a file which is judged to be of little interest, even though it should
not be deleted.

The resulting hybrid web will have both symmetric (undirected) links, and one-
way or directed links. Mathematically, such a graph is still a directed graph, and so can be
handled by methods (such as those described in previously incorporated U.S. patent
application 10/687,602 filed on October 29, 2003, and U.S. patent application 10/918,713
filed on August 25, 2004) appropriate to directed graphs.

A tuning parameter is involved here, in determining how much weight a directed,
user-written hyperlink shall have, in comparison to the similarity weights on the
symmetric similarity links. That is: one embodiment of the present invention uses link
analysis to rank documents; and the input to the link analysis is the hybrid Web, composed
of both undirected similarity links, and directed hyperlinks. The relative weights of these
two types of links will thus affect the results of the link analysis. In a preferred
embodiment of the invention, the similarity weights will fall in a range from 0 to 1. Then,
in one embodiment of the invention, the hyperlinks are given a default weight of 1.
Alternatively (holding the similarity weights to the same range of 0 to 1), the hyperlinks
can be given a default, but runable (i.e., adjustable by the user) weight HLW.

FQSs give yet a third score for each document, which may be used in addition to
scores from link analysis and text relevance analysis. That is, ranking of hits after a search

is based on a combination of (i) text relevance score, (ii) link analysis weight, and (iii)

11
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FQS. Again one has two tuning parameters here, to be used in determining the relative

strengths to be given to these three weights.

Finally we come to navigating. The present embodiment incorporates three

mechanisms to aid in navigating.

First, there are those hyperlinks which are anchored in text. Anchored hyperlinks
work for the user in a way analogous to the use of hyperlinks for navigating on the WWW:
text in a document is highlighted, thus conveying to the user that the text is coupled to a
hyperlink to another document (or to another point in the same document). Second, the
embodiment allows the user to lay down non-anchored hyperlinks, which point from file

A to file B. Thirdly, the similarity web provides links to every other file, from file A.

We note here that the term “hyperlink™ is commonly used to refer to that
highlighted text which is used to present to the user (in an interface) an anchored
hyperlink. In this document, the term “hyperlink” refers to the logical pointer (with
weight) as discussed above. Hence we will use the term “active icon” for any highlighted
text (or other symbol) which is presented to the user in an interface, such that the user can
activate the icon and so open the pointed-to file. That is, the icon in the interface is not a
hyperlink by our definition; rather, the logical (weighted) pointer “behind” the icon is the
hyperlink.

As shown in Figure 1, an anchored hyperlink is anchored to text in the pointing
document 3 and pointing to the pointed-to document 4. A non-anchored hyperlink 2
points from the pointing document 3 to the pointed-to document 4. It is also possible to
have the hyperlink anchored to specific text in the pointed-to document. For instance, in
Figure 1, an anchored hyperlink 5 points from text “text1” in the pointing document 3 to

the text “important” in the pointed-to document 4.

To support navigation, the present invention allows the user, who has opened file
0, to pull up a navigation window showing files which O links to. This window will have
up to three ranked lists. One list will be the top-ranked similarity links. These links will be
ranked by the similarity weight, by the link analysis score, and by the FQS of the file
linked to. A second list will have the top-ranked files which are pointed to by hyperlinks

12
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from O—ranked according to their FQS values, their link analysis scores LA, and their
hyperlink weights. A third list will then have the top-ranked files which point to O—again
ranked by their FQSs, their LA scores, and by the hyperlink weights.

Now we address, in more detail, the components of the invention described above
by referring to Figure 2, which describes both the search process, and the present

invention, in the form of a search engine and its components.

The user initiates a search 225 by inputting keywords 223 to a search interface.
The keywords are fed to the hit list generator 235. The hit list generator uses the keywords
to extract a hit list 237 from the inverted index 233.

The inverted index is a file that takes one keyword as input, and then gives a list of
files, containing that keyword, as output. This is standard technology and uses techniques
which are well known to practitioners of the art. For multiple-keyword searches, one also
needs the ability to pull out, from the inverted index, all files satisfying some Boolean
combination of keywords. Here again one can use known techniques. This kind of

Boolean sorting function is included in the component termed “inverted index”.

To build the inverted index, one needs a parser (221 in Figure 2). This component
scans files 201 and recognizes words in those files. Many file types currently allow the use
of parsers—for example, Word files, pdf files, text files, html files, Outlook mail files. The
action of the parser, and the building and updating of the inverted index, takes place in a

background process which is not initiated by the search.

Note here that personal files typically have a large number of non-text files—in
particular, music files and digital picture files. One embodiment of the invention will be
able to handle non-text file, assuming they have metadata which can be parsed to yield

words. This assumption holds for a many types of non-text files, but not for all.

Text relevance analysis will also be used in the present invention, in the text
relevance computer 239. This module takes keywords 223 as its input, along with the
unranked hit list 237, and outputs a list of the same hits, accompanied by their text

relevance score TR, to the relevance score DB 241. The text relevance score TR is

13
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computed, for each document on the hit list, and relative to the given keywords, using

known technology.

It is worth noting here that simple forms of text relevance analysis are not desirable
for Web search, because they are susceptible to being fooled by “spamming”—that is, a
devious Web page designer inserting into the page many copies of certain keywords,
which are détected by the Web crawler but nevertheless invisible to the human reader.
Spamming is likely ot to be a problem however for a personal search engine over
personal content. The user will certainly not spam him- or herself. Also, any files
containing spam which find their way into the user’s collection are dealt with by the user.
Hence simple forms of text relevance analysis can be quite adequate for a personal search

engine. However, more complex forms may also be used.

Next we address the similarity computer 205. This process also runs in the
background. The problem of similarity measurement is very close to the text relevance
problem. In the former, one is given a set of keywords and a document; and one tries to
determine how relevant the document is to the concept represented by the keywords. For
computing a similarity measure, one is given two documents, and must determine how
much overlap there is between the concepts addressed in one document with the concepts
addressed in the other. One embodiment of the present invention uses a parser 203 to
examine documents 201 pairwise in the background process. The parser recognizes the

words in the pair of documents, and feeds its results to the similarity computer 205.

Measuring concepts is far more challenging than parsing and counting keywords.
However (again), there exist simple methods which are adequate for a personal search
engine. The following is a simple method for similarity measurement which will be used

in one embodiment of the invention.

Start with the “dictionary”, namely, the set of words which is used in the inverted
index. These are the useful words which are found in the files. (Examples of non-useful
words are “stop” words such as: the, and, he, if, etc.) Then, for each word w and for each

file £, the parser counts the number of times N ,(w) that word w occurs in file £ Then
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divide N, (w) by N ,—the total number of words in the file—denoting the result 7, (w).

The term 7, (w) is called the “word profile” of file 1.

The similarity S(/,2) between file 1 and file 2 is defined as follows:

§1,2) =K Jmmmw) .

Here the constant X is another tuning parameter, which sets the scale of the similarity
measures. In a preferred embodiment of the invention, the constant X is 1. In this case, the
similarity is a positive number between zero and one. Furthermore, the similarity of two

identical files, for K = 1, is exactly 1.

As noted above, simplicity is not necessarily a disadvantage in searching and
navigating over a personal file system. Spamming of word frequencies is in any case not

expected to be a problem.

Every file in the system 201 will have a similarity weight with respect to every
other file. Thus one might expect the graph formed from the similarity links to be
complete. (For a complete graph, every node (document) is linked to every other).
However, it may happen that the similarity weight for two files can be exactly zero (when
the two files have o dictionary words in common). One can expect such cases to be rare.
However, if there are any similarity links with zero weight, then the similarity graph
ceases to be complete. (It remains non-negative—i.e., all similarity links have a positive or
zero weight.) Completeness of the graph is not however a necessary condition for
obtaining a positive link analysis weight for all nodes. Instead, the necessary condition is
that the graph be “strongly connected”. In a strongly connected graph, for any two nodes
A and B, there is at least one path from A to B, and at least one path (not necessarily the
same path) from B to A. A symmetric graph, such as the similarity graph, will be strongly
connected as long as it is connected—that is, as long as the graph cannot be broken up into

disconnected pieces, with no links between the pieces.

The occurrence of zero similarity measure is expected to be so rare that the

similarity graph will always be connected, and hence strongly connected. As a backup
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measure, however, in one embodiment of the invention, one can impose a minimum

similarity measure 6> 0. That is, when K Z n (w)n,(w) <6 , one can set S(1,2)=6 .

This ensures that the similarity graph is complete, and hence connected.

The similarity measures are stored in the similarity database 207. Now one can
address the addition of directed hyperlinks—which, in combination with the similarity
links, form the basis for the link analysis 213. The (undirected) similarity links, along with
the directed hyperlinks, form a hybrid Web connecting the documents 201.

One embodiment of the invention allows the user 217, at any time, to lay in
hyperlinks, using the manual interface of the hyperlink generator 209. As shown in Figure
1, these hyperlinks can be anchored in text in the pointing document, and/or in the
pointed-to document. They can also be non-anchored hyperlinks, which point from File A
to File B. All such manually generated hyperlinks are stored in the hyperlink DB 211. As
noted above, these hyperlinks are given a weight HLW—which, in one embodiment of the

invention, is one. In another embodiment of the invention, the user may choose the value

of HLW.

Hyperlinks are also generated automatically by the hyperlink generator 209, using
an automatic interface to the files 201 which runs in the background. That is, the hyperlink
generator can in some cases recognize that File A refers explicitly to File B. For example,
in one embodiment of the invention, a mail file MF2 which is an answer to, or a
forwarding of, another mail file MF1, will trigger the hyperlink generator to lay in a
hyperlink pointing from MF2 to MF1. Automatically generated hyperlinks are also sent to
the hyperlink DB 211. ‘

Regarding the nature of the graph formed by the hybrid Web in the present
invention, as noted above, the similarity links (for §>0) form a complete graph, since
every node (file) is connected to every other. (For 8=0, one can still expect the graph to be
strongly connected.) Furthermore, the graph is weighted (with non-negative weights) and
symmetric. When one-way hyperlinks are added to this graph, the resulting hybrid graph
~ loses the property of symmetry; but it is still weighted, still non-negative, and still strongly

connected. Since it is strongly connected, it has no sinks. (A sink in a directed graph is a
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set of nodes for which there is a way in, but no way out.) Sinks are undesirable for link

analysis algorithms, as they make it impossible to compute a useful link analysis weight

for all nodes. The PageRank algorithm, for example, inserts many extra artificial links so

as to make the graph complete. Also, U.S. patent application 10/918,713, filed on August
25, 2004, describes other kinds of “sink remedies™ for graphs with sinks.

Here it is important to note that the hybrid graph has two properties which are

sufficient to give a meaningful link analysis weight to every node: the hybrid graph is

strongly connected, and its weights are non-negative. Hence no “sink remedy” is expected

to be needed for this graph. Nevertheless, in those case where such a remedy is needed,

application of sink remedies such as those described in U.S. patent application 10/918,713

may be used.

Regarding the hyperlinks, there are two types.

Non-anchored hyperlinks. These are those hyperlinks from file A to file B which

are not attached to any particular text in the pointing file A. (See for example item

2 in Figure 1.) There is no technical problem to be solved in laying in such
hyperlinks in a personal file system. The hyperlink becomes a type of metadata for
file A. The target for the hyperlink (corresponding to the URL of a pointed-to Web
page) is the path name for the pointed-to file. A path name is a standard object in
file systems; it is used to specify a unique logical address for a file (which other

utilities then translate into the physical blocks where the file is stored).

Hyperlinks anchored in the pointing file. These hyperlinks (item 1 in Figure 1) can

also be expressed as a form of metadata for the pointing file A. However, to be
useful, hyperlinks which are anchored to text in the pointing file A should be
displayed to the user, in the graphical presentation of file A that the user sees.
Also, the display should be interactive—i.e., coupled to a user input (typically the
mouse) so that the user can activate a jump to the pointed-to file. That is, the
anchor text becomes an “active icon” by our above definition. Many file types (for
example, pdf, Word, and PowerPoint files) support the expression of hyperlinks in
this form.
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e Hyperlinks anchored in the pointed-to file. Some file types, such as html, allow for

the anchoring of hyperlinks to a place in the text of the pointed-to file. For such file
types it is straightforward to allow a hyperlink from file A to file B to point to a
specific location in file B. (See item 5 in Figure 1.)

All of these types of hyperlinks are stored in the hyperlink database 211. This
database has entries of the form {A = B; HLW}, i.e., it lists all hyperlinks, and their
weights, without regard to whether they are anchored or not. In an alternative embodiment
of the invention, the anchor text (if any) in the pointing file and/or pointed-to file is also
stored in the hyperlink: DB; this information may be used in conjunction with keywords in

a search.

The hyperlinks, plus the similarity web, form the hybrid web. Figure 3 shows two
documents from the hybrid web. Document 1 (item 3) has a directed hyperlink 5 pointing
to Document 2 (item 4). Also, as with all pairs of documents in the hybrid web, these two
documents are related by an undirected similarity link 6. (Some similarity links may have
zero weight.) This hybrid web (graph, with nodes = documents) is the starting point for
link analysis (213 in Figure 2). As noted above, the hybrid web is a form of directed graph
(since it is not fully symmetric). Hence, methods of link analysis which are suitable for

directed graphs may be used here.

Link popularity is not a suitable choice. The reason is that the similarity web,
which makes up much of the hybrid web, gives each node (document) many links; hence it

is not sensible to associate node importance (centrality) with number of links.

The preferred embodiment of this invention uses the algorithms described in'U.S.
patent application 10/687,602, filed on October 29, 2003, for link analysis. There are
actually two distinct algorithms in this patent application. Each has been shown, in tests, to

give good results; yet the results are significantly different.

The two algorithms may be briefly termed ‘Forward” and ‘Backward’. These two

methods differ when the graph is directed. Hence, in the extreme case in which the user
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lays down few or no hyperlinks, the graph is nearly symmetric, and the two methods will

give nearly the same results.

Thus, one embodiment of this invention, which still gives good performance, is to
use the Forward operator. Another embodiment of the invention calculates fwo link
analysis weights (using both methods) for each document, and then presents the user with
a choice of which result (or both) s/he wishes to see in the final, ranked results. This
alternative embodiment is likely mo st suitable for a user with a strong and active interest
in effective searching. Such a user is likely to lay in many hyperlinks (giving a meaningful
difference between the two methods), and also to be interested in trying different

algorithms, towards the goal of finding the best possible search results.

Finally, what occurs for a user who is at the opposite extreme. That is, suppose a
user has no interest in hyperlinks—s/he wants good results in searching and navigating.
Without hyperlinks, the hybrid graph becomes the (symmetric) similarity graph, plus the
automatically generated hyperlinks. These latter links are likely to be a small minority of
the total. Hence, in this case, the Forward and Backward methods give the nearly same
results, which in turn are roughly equivalent to a method known from social science as
‘eigenvector centrality’. Eigenvector centrality still gives a meaningful measure of

importance; hence results will still be useful for this kind of user.

The link analysis module 21 3 also runs as a background process, i.e., it is not
dependent on the initiation of a search. It takes as inputs the similarity DB 207 and the
hyperlink DB 211. Its output is a set of link analysis scores L4, one for each document.
These LA scores are stored in the link analysis scores DB 215.

The file quality score or FQS is stored for each file in the FQS DB 219. The scale
of the FQS is not fixed by this invention; but any scale which is convenient for the user
(e.g., from 1 to 10) is suitable, since the relative weights of FQS, similarity, and link
analysis centrality will be determined by tuning parameters (see below). The FQS is
determined both by user input 217 and by information from the Log component 240. In
one embodiment of the invention, the user is prompted, each time s/he closes an opened
file, for a choice of FQS for that file. In another embodiment, machine-readable measures

such as dates and frequency of access may be used to alter FQS values from the default
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value. In any case, the user will always have the option of overwriting the FQS for any

chosen file.

Returning to the description of the search process, recall that the user starts the
search 225 with one or more keywords 223. The hit generator 235 then uses the keywords
223 and the inverted index 233 to generate an unraraked hit list 237. This unranked hit list
is fed to the text relevance computer 239, along with the keywords 223. The output of the
text relevance computer is then a set of text relevance scores 7R for each file on the hit

list. These scores are stored in the text relevance scores DB 241.

Now one can rank the hits, based on three different scores. The merging module
229 fetches the text relevance scores from the relevance DB 241, the link analysis scores
LA from the link analysis DB 215, and the FQS values FOS from the FQS DB 219. The

net, composite, weight W for each hit is then
W = a(TR) + b(LA) + c(FOS).

There appear to be three tuning parameters here; but since only relative weights
matter for ranking, one of these three can be chosen completgly freely; only the other two
then influence the ranking results. In one embodim ent of the invention, the user can
choose the weight c—that is, the user can decide how much weight s/he wants to give to

his/her own evaluations of the files.

The merging module calculates the net weight 7 according to the above formula.
It then rearranges the hit list 237 into a ranked list, in order of decreasing net weight .
The resulting ranked list is truncated to a size 227 given by the search, and then stored in
the merged ranking DB 231. These search results can then be presented in a suitable
format, with (as with a Web search engine) the results presented as active icons which are

linked to the corresponding file.
The present search procedure allows for a simple form of refinement of the search.

That is, one can take the hit list of a previous search, and build the subgraph composed of
all these hits and the links between them (both similarity links and hyperlinks). A new
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search over this subgraph will then give new results—even if the same keywords are
input—because the link analysis will score the documents in the subgraph relative to one
another. One can represent this change symbolically as follows: for each file, the link
analysis score L4 (based on the whole graph) will be replaced with a new link analysis
score LA(sub) (which comes from performing link analysis on the subgraph defined by the
hits). In any subsequent search which is restricted to the hits subgraph, new hits are thus

ranked according to
W = a(TR) + b(LA(sub)) + c(FOS) .

It can be very useful for a user to be able to refine a search in this way. After an
initial search, the user can confine followup searches to a restricted universe of documents.
This restricted universe is defined by a previous hit list, and is thus focused on a topic of
interest. Note finally that this approach can be quite practical, as the subgraph is either not
too large to begin with, or can be made of manageable size by truncation (keeping, for
example, only the highest-ranked documents from the starting hit list). Hence iterated,
refined searches, supported by real-time link analysis, can be practically implemented in

the present invention.

This completes the description of the search process, and of the components
involved (Figure 2). Figure 4 shows how the present invention aicls in navigation. Assume
the user has a file O open (41 in Figure 4), and wishes to find related files. One method—
already described in the above—is to click on any active icon (representing an anchored
hyperlink) which appears in the display of the file. However, one can present three ofher
sets of files, to which one may hop from the open file O: (i) all files which lie at the end of
outbound hyperlinks from O; (ii) all files which point to O using inbound hyperlinks; and
(iif) all files connected to O via similarity links. Each of these navigation options can be

presented in a corresponding window, which is called up by invoking a “navigate” button.

e All files which are connected to O by hyperlinks (in or out) may be fetched from
the hyperlink DB 47. (This is the same database as that mambered 211 in Figure 2.)
One can rank these files (for navigation purposes) according to the weight HLW of
the hyperlink connecting them to O; according to their FQS values; and also
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according to their link analysis scores L4. The FQS scores are fetched from the
FQS DB 45 (219 in Figure 2), and the LA scores are fetched from the LA score DB
48 (215 in Figure 2). A suitable ranking parameter for navigation may then be
defined by:

HNW =d(HLW W e(LA)+ f(FOS),
where ‘HNW stands for ‘hyperlink neighbor weight’, and d, e, and fare tuning
parameters. The ranking module 495 then performs the ranking operation (based
on the weights HNW), and sends the result to the linked files ranked list DB 497.
The resulting ranked list of files may be presented as active icons, along with their
FQS values, via an interface to the user. Thus the user can find and hop to the most

important files which point 7o the open file O, or which are pointed to by the open
file O.

There will always be many similarity links. However, they will be ranked, since
the similarity scores S(I,2) may be expected to vary over a wide range.
Furthermore, one can expeét the user to be interested again—that is, in the context
of navigation as well as of search—in measures of file quality as well as
similarity—measures such as his/her own FQS scores for these files, and scores
LA from link analysis. Hence one can rank the similarity-linked files according to
all of these scores. A simple way of doing this is to define the similarity

navigation weight SN from O to file B to be
SNW(0,B)=g-S(0O,B)+h-LA(B)+m-FQS(B).

The parameters g, /, and m are again tuning parameters.

The navigation similarity computer 491 thus takes inputs from the simil arity DB
43 (207 in Figure 2), the FQS DB 45 (219 in Figure 2), and the LA score DB 48
(215 in Figure 2), and generates the similarity navigation weight SN for each file
B. In one embodiment of the invention, the number of files fetched from the
similarity DB is restricted, by only taking those files whose similatity to O is
greater than some threshold value S .

Finally, given the similarity navigation weights SN, the navigation similarity

computer 491 ranks the resulting list of similar files B, and sends the result to the
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similar files ranked list DB 493. This list, again, may be presented as active icons,

along with their corresponding FQS values, via an interface to the user.

Note that, in one embodiment of the invention, navigation can be restricted to a
limited domain of files, just as search can. That is: the user may input one or more
keywords in the navigation interface. These keywords are used, in real time, to generate a

hit list as for search. This hit list then defines the nodes of a topic-focused subgraph.

In one embodiment of refined navigation, the scores SNW are not changed from
their full-graph values—but the documents displayed in the ranked navigation list are
taken solely from the nodes of the topic-focused subgraph, or in other words, from the hit

list generated by the keywords.

In another embodiment of refined navigation, eligible neighbors of O are again
restricted to those documents in the subgraph; but also link analysis scores LA(sub) are
obtained, relative to the topic-focused subgraph, for each such eligible neighbor. These
link analysis scores may then be used in ranking the linked files to be presented to the

user, by generating the new neighbor weights as follows:

HNW (sub) = d(HLW Y+ e(LA(sub))+ f (FOS)
for hyperlink neighbors, and
SNW (sub)(O,B) = g-S(O,B)+ h- LA(sub)(B)+ m- FQS(B)
for similarity-linked neighbors.

Scenarios other than single user

In all of the above, the invention is described for use in a scenario in which there is
a single user, who seeks help in searching and navigating through personal files. This
scenario is common, and has a great unmet need. However the present invention may also
be applied in other scenarios. The following discusses four other scenarios here, namely (i)
small collaborative groups, (ii) network storage, (iii) enterprise search, and (iv) physical

objects.
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(i) Small groups

A common situation with computer files is the case that the files are “nearly”
personal—that is, only a small group of people has access to a given set of files. The
people in this small group almost invariably have some sort of relation to one another—for
example, a working relationship, or a family relationship—and the shared set of files is

then relevant to that relationship.

Shared access comes in two forms: permission to read, and permission to write.
The latter is a stronger permission than the former (since having write permission implies
having read permission, but not vice versa). Hence a sensible way to define the set of files
for a given small group is to choose that set for which the group has common read
permission. Since both searching and navigating require only read permission, this
definition ensures that every group member can search and navigate through the common

set of files. We term this set of files the ‘group files’.

There can of course be more than one such group, with all groups using a common
file system (physical storage and logical path name structure). Then there can be several,
possibly overlapping, sets of group files. Hence one can consider both the case of one
group, and the case of several groups sharing a common file system. Each group must

have some form of unique group ID (name), which we will call its gid.

One grou

First one can consider the case of a file system composed of a single group. Since
the group set is defined by a common read permission, any process involving only reading
of the files can be implemented essentially as for a single user. For example, those
processes which do not require user input—in particular, the scanning and parsing of the
files, the building up of the inverted index, the generation of similarity scores, the
automatic updating of FQSs, and the automatic generation of hyperlinks—can be done on
the entire set of files as with a single user. Any keyword search can then use the entire
inverted index; and all files will be ranked in a common ranking scheme. Searching and

navigating may then be done freely over the entire file system.

24



WO 2006/033763 PCT/US2005/030220

Differences from the single-user picture arise for operations requiring write
permission. One embodiment of the above-described personal search engine has two such
operations (beyond the obvious one of editing the files): the writing of hyperlinks, and the
assigning of FQSs.

Hyperlinks are not a problem, as they are not exclusive in nature. That is, user-
written hyperlinks are recommendations. Hence it is reasonable to allow all users with
write permission for file F to lay in hyperlinks pointing from F to any file in the group set.
This is the same situation as for the Web: it is allowed to recommend files to which one

cannot write, and to lay the pointer in files to which one can write.

The ranking algorithm requires a single FQS; but one can assume that every user
with write permission can have input to the FQS. Many solutions are possible for the
generation of a composite FQS from several inputs. One solution is to store, for each file,
one FQS for each user with write permission—storing the machine-determined value for

those users giving no input—and then to take the average of these.

A picture of a single small group is shown in Figure 5. The whole group 51 is
defined by having common read permission. In one embodiment of the invention, read
permission then entails permission to find the file in a search or navigation request, and
permission to point to the file with a hyperlink. Each user will also have write permission
for some subset 53 of the group files 51. For those files for which the user has write
permission, s/he can lay in hyperlinks pointing from these files, and can also alter the FQS

value for these files.

Finally in an alternative embodiment of the invention, all users with read

permission may submit FQS values for a given file.

In summary, there are no significant problems with extending the above-described

personal Web search engine embodiment to the case of one group with a few users.

Several groups
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Now one can assume that there are several groups sharing a single file system. One
can assume that the groups’ member lists can overlap, as can the sets of group files.
However, in the spirit of this section, one can assume that there are not very many groups,

nor very many users in total.

Both the inverted index and the similarity database can be implemented for the
entire set of files as before—with the additional requirement of storing, for each file, the
gids for the groups which have read permission for that file. The inverted index can for
example have entries of the form:

keyword filel gidl,gid2, ...

file2 gid5, gid7, ...
while the similarity database can have entries of the form
filel gidl,gid2,... file2 gid5, gid7, ... simscore(1,2) .

(One can picture the same databases for a single group by removing all gid entries.)

With this database structure, a keyword search can always include the implicit
requirement that, in addition to the keyword(s), at least one of the gids of the searcher
must be present for a file to be included. Thus a user can only search through (i.e., only

see hits from) those files for which s/he has read permission.

A similar statement holds for navigation. A user seeking navigation help will only
see links (hyperlinks and similarity links—presented as active icons) to those files for

which s/he has read permission.

Operations involving write permission are essentially like those for the one-group
case. That is, regarding the laying of hyperlinks, it is allowed to recommend files which
one can read but cannot write to, and to lay the pointer in files to which one can write. And

FQSs can be handled in the same way as for the one-group case.

Finally one comes to the question of ranking of files. In the one-user case, ranking
is based on comparing all files to one another, using text relevance, link analysis, and
FQSs. Text relevance is the same, whether there is one user, or many users and groups;
and the previous paragraphs discuss how to handle FQSs. For link analysis, there is a more

complicated situation however. Because groups can overlap, and users can belong to more
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than one group, it can happen for some users that a hyperlink points from a file that user U
can read, to one that U cannot read. Similarly, the similarity web spans all groups. In short,
the different subgraphs for different groups will be connected by links. Furthermore, link
analysis gives results which depend on properties of the whole graph. The problem then is
to choose which ‘whole graph’ (i.e., which subgraph, taken from the entire graph) should

be the starting point for link analysis, relative to a search by user U.

To rephrase the question: each user U wants to rank files. If the ranking were based
on a single FQS-like score which is attached to each document, then the relative ranking
of file A and file B would be independent of what other files are included in the ranked
list. However, because of the nature of link analysis, changing the topology of the graph—
by for example changing which files and links are present—can change the relative
ranking of any two given files A and B. Therefore the question must be asked, for each
user U, which is the ‘reference set’ of files that is to be used for producing link analysis
weights LA?

The following discusses three possible answers:
1. Use the whole graph, i.e., that based on every file in the common file system.
2. Choose a truncated graph which is built from all files for which a single group
has read permission.
3. Choose a truncated graph which is built from all files taken from all groups for
which user U is a member with read permission.
Figure 6 shows choices 2 and 3. In this figure, there are three groups (G1, G2, and
G3) sharing files; and user U is a member of G1 and G3. The left-hand side 61 of Figure 6
shows choice 2: the subgraph is built from all files (shaded) for which group G1 has read
permission. On the right side 63 of Figure 6, all files for which U has read permission (ie,
files in groups G1 and G3) are shaded; these files are used to make a subgraph for user U.
In Figure 7, the process of truncating a graph is shown. Suppose that one wishes to
build a subgraph only from the shaded nodes in the left-hand side 71 of Figure 7; hence
the white node, and all links connecting to the white nodes, must be removed. The result is
shown in the right-hand side 73 of Figure 7: only the shaded nodes, and the links
connecting them, are retained in the truncated graph. For illustration, one can imagine that
choice 3 is being used—so that the white files are files for which U does not have read

permission, while U has read permission for the shaded files.
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Choice 3 seems to suggest building a subgraph for each user. In fact, it amounts to
building a subgraph for each combination of groups that some user is a member of. Often,
more than one user will have the same combination of groups; also, often, there will be
many combinations of groups which represent no user. Thus the number of subgraphs
entailed by choice 3 will in general be less than either the total number of users, or the

total number of possible combinations of groups.

The following is a discussion of the apparent advantages and disadvantages of

each choice.

Choice 1 has the advantage that there is a single, unique link analysis weight LA
for each node, obtained from the whole-graph link analysis. This reduces both the
computational burden and the data storage requirements of link analysis. Furthermore, one
can implement “hit filters”, as described above, so that hit lists resulting from search and

navigation queries only display files that user U may read.

On the other hand, if user U has read access to only a small number of files relative
to the total, it may be that this user will get unsatisfying ranking results—ail the files that
s/he can see will receive link analysis weights L4 which are computed relative to a large,
invisible (to U) set of files. Hence choice 1 seems undesirable for this case-——which may
arise if there are very many groups of roughly equal size (in terms of number of files), or if
there is a large disparity among the size of the groups. The former case is ruled out by
assumption—in this section one can assume a small number of groups. However, even
with a small number of groups and of users, it may happen that some users have read
access only to a small fraction of the total set of files; and in such a case, choice 1 is likely

to be unsatisfactory for such users.

Choice 3 requires several link analysis calculations—one for each combination of
groups that represents some user. Hence both the computational and storage burdens of
choice 3 are greater than those for choice 1. However, both this choice and choice 1 avoid
the burden of computing a link analysis ranking for every search. Instead, one can update
the LA scores whenever a change (or a sufficient number of changes) occurs in the set of
files and/or links for the relevant subgraph. Also, if there are not many users, then there

are not many combinations of groups for which the link analysis calculation must be done.
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The advantage of choice 3 is that each user gets a ranking that considers only and
all files that that user can see. This is probably a desirable feature for most searches.
Hence one finds that choice 3 is likely a good choice, whenever there are sufficient

computational and storage capacities to support this choice.

One can also imagine cases for which choice 2 is advantageous. Suppose for
example that a user U has both family- and job-related files, and groups, residing on the
same file system; that the keywords which U can think of give files that are found both in
the family group, and in one or more job groups; and that U only wants to search family-
related files. In this case, it may be easy and effective to narrow the search by specifying
only the family group—that is, by using choice 2. Thus one can see (also see Figure 6) that

choice 2 offers a novel way of focusing a search.

(ii) Network storage

Now one can consider the case that the personal files in question are not stored on
a single private PC. Instead, they are stored by a commercial provider of such services.
Examples, which exist now, are a portal such as Yahoo, or a search provider such as
Google. These firms currently only offer to store mail files; but it is a short step from there
to offering storage of all kinds of personal files. This kind of storage is called ‘network

storage’.

One advantage of network storage is reliable backup. Another is the fact that one
can access such files from anywhere in the world that has Internet access. Also, using
network storage makes it easy to set up the kinds of small-group sharing described in the
previous section. For instance, families can store photo albums, which are then accessible
by any member of the defined family group, from any of several homes, and also by

traveling family members.

Thus, network storage of personal files allows for higher mobility—the content is
not pinned to a single hard disk—rather, they are available to the user wherever and
whenever the user has network access. In this sense, network storage of files is the analog

(for content) of the mobile telephone: the connection stays with the user, not with the
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device. And in fact this reasoning suggests a promising use of the current invention, when
applied to personal files stored on the network: access to these files, including search and
navigation sexvices over them, may be made accessible, using a suitable interface, via a

mobile telephone or WLAN-equipped device.

Yet another advantage of network storage is that the storage provider can offer
ancillary services—such as the search and navigation services described in the present
invention—to the user. This frees the user from the current near-monopoly situation in
which s/he must wait for Microsoft to introduce the desired feature. Furthermore, the user
can take advantage of such new services in a painless way, without having to buy and
learn an entirely new operating system—and with no chance of being confronted with a

new monopoly.

Next the technical considerations involved in providing search and navigation are
addressed, using the ideas in the present invention, for personal files with network storage.
The main point to make here is that all of the previous technical considerations are
essentially independent of where the files are physically stored. Hence one can consider
the search and navigation technology described thus far in this section—both the single-
user case and the small-group case—to be applicable to network storage, as well as to

storage on a single PC.

One can see at least one technical advantage of network storage over private-PC
storage for search and navigation. That is, one can expect economies of scale to be
realized in the former case. For instance, software for text relevance analysis, similarity
calculation, and link analysis need not be present on every PC. Also, the databases
involved may be impractically large for a single PC; and/or there may be more efficient

ways of storing many such personal databases at a single centralized installation.

Picture files are one of the most likely applications of network storage. Picture
files are large; users have an appetite for large numbers of them; and there is a clear need
for good management tools to help such users in organizing, finding, and navigating
among these files. Hence picture files are briefly discussed here. One should note that
most of the Following discussion also holds for other kinds of non-text files, such as videos

or music files; but for brevity the following discusses pictures.
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All of the previous discussion has been aimed at text or text-based files. In
particular, search in the present invention is guided by keywords and the inverted index.
The present invention is then applicable to picture files, only if these files have metadata
in the form of text (or which. may at least be recognized as text by a parser). This is a
limitation that appears to be shared by all existing systems for searching through picture
files.

Future technology may be expected to offer one or both of the following
developments: (i) software to improve, for the user, the ease of the writing of metadata for
picture files; or (ii) software to automate the writing of metadata, by machine analysis of
the pictures. The first impro-vement is certain to happen. A development which is similar
to the second is the recent progress by StreamSage in using machine voice analysis to
generate text from video files. Machine analysis of pictures is a more difficult problem,

which is expected to give progress at a slower rate.

In short: as long as the input by the user is in the form of words, searching through
picture files (and other kinds of non-text files such as videos and music files) will be
dependent on metadata. The present invention thus depends on some component—an
interactive interface, or a more sophisticated approach—to provide that metadata for
pictures. Given that metadata, it is then straightforward to build the inverted index and the

similarity web.

Two other aspects of the present invention are independent of the nature of the file
involved. First, the use of FQSs is independent of the nature of the file; hence they can be
used with picture files as with any other. Second, users can lay down hyperlinks pointing
to and from picture files. However, the notion of anchoring hyperlinks to relevant text may

not be useful when the only text is metadata.

In summary: assuming a mechanism to provide metadata, picture (and other non-
text) files may still be incorporated into the hybrid personal web described here, with
similarity links, manual and/or automatic hyperlinks, and file quality scores, to aid in both
search and navigation. Note also that there is no need to build a separate web for the non-

text files: as long as one has meaningful metadata for non-text files—even if only a few
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words—useful similarity scores can still be computed, on the same scale as all other

similarity scores.

(iii) Enterprise search

The present invention has been discussed so far in terms of private users or small
groups. Enterprise search has however many common aspects with these previously
discussed cases. Hence, for completeness, one must consider the possibility of using the
present invention in the context of enterprise search here. Thus, one may focus on the set
(presumably large) of documents that are readable by all members of the company, as the

case of smaller and more restricted groups has been discussed above.

The enterprise search environment is similar to the Web in that (for many if not
most files), there are many users with read permission, but still relatively few with write
permission. Logistically, then, it seems that conditions are right for the application of user-
written (recommending) hyperlinks: many users, each able to comment on (recommend)

many files. Also, as with the Web, not all files are readable by all users; but many are.

It seems that the principal difference between Web search and enterprise search is
the motivation of these many users. That is, writers of Web pages are motivated to lay
down hyperlinks, and not only to their own pages; while it is not clear that writers of
documents for the enterprise have the same motivation. It is difficult to answer this
question however without giving these users the opportunity to lay down hyperlinks

themselves.

If this picture is correct, then a hybrid web such as described in the present
invention may offer an excellent way to bridge the transition from non-participatory to
participatory enterprise search. A search and navigation system which is guided by a
similarity web, by automatically-generated hyperlinks, and by user-written hyperlinks
allows for a painless startup—since the similarity links and the automatic hyperlinks |
already provide a great deal of aid in both search (ranking) and navigation. Users who use
this system may also learn that they themselves benefit by laying down hyperlinks to files

that they perceive as valuable. In this fashion, conceivably, a strong level of participation
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in the laying down of hyperlinks may be built up gradually, with the similarity links
providing the foundation to get the process started.

It also seems that, in this picture, the use of FQS s is not necessary. Also, FQSs
have disadvantages in this many-user, few-write, many-read environment: for example,
who gets to score a given file? And how does one avoid “spam” scores supporting one’s
own files? FQSs are useful and needed when it is not logistically possible to use
hyperlinks to perform completely the recommending fumnction. In the case of enterprise
search, the logistics are right for hyperlinks; it is rather & question of building up a culture
of use for them. The hyperlinks themselves offer a decentralized, democfatic, participatory
way for users to express their recommendations—and the hyperlinks have the further

advantage of forcing the user to place the recommendation in the context of the pointing
file.

(iv) Physical objects

Another application of the present invention is in the support of searching and

navigating through a set of physical objects.

The basis for this idea is as follows. Technologies such as RFID (radio frequency
identification) tags allow for large numbers of physical objects to be tagged with
electronically readable metadata. Reading such metadata gives one a digital representation
of the collection of physical objects. Hence one can apply the present invention to
searching through this collection, in much the same wayy as discussed for non-text files
(such as pictures) above. All of the features of the hybrid web may be employed: the
similarity web, hyperlinks expressing recommendation., and quality scores for each object.

The resulting hybrid web may be used for both search and navigation as described above.

As an illustrative example, consider the case of a store selling wines at the retail
level. When presented with a customer request—where the customer is open to more than
one possible wine—the store employee may use the search engine described here to bring
up a ranked list of wines matching the customer’s criteria. The ranking may be based on
“text relevance™ (the degree of match to the customer’s request), link analysis, and quality

scores. Link analysis may incorporate both types of links: similarity links (generated using
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the metadata), and hyperlinks. The latter again express recommendation, and may be laid
in by knowledgeable humans, who can, given a wine (or an accompanyying dish),

recommend other wines that are also likely to be of interest.

Finally, navigation is also possible in this context. Given an object (a type of
wine), one may be interested in information on other wines, which are related to the given

wine by similarity or recommendation.

Figure 8 illustrates a computer system 1201 upon which an em’bodiment of the
present invention may be implemented. Computer design is discussed. in detail in
STALLINGS, W., Computer Organization and Architecture, 4th ed., Upper Saddle River,
NJ, Prentice Hall, 1996, the entire contents of which is incorporated herein by reference.
The computer system 1201 includes a bus 1202 or other communication mechanism for
communicating information, and a processor 1203 coupled with the bus 1202 for
processing the information. The computer system 1201 also includes a main memory
1204, such as a random access memory (RAM) or other dynamic storage device (e.g.,
dynamic RAM (DRAM), static RAM (SRAM), and synchronous DRAM (SDRAM)),
coupled to the bus 1202 for storing information and instructions to be executed by
processor 1203. In addition, the main memory 1204 may be used for storing temporary
variables or other intermediate information during the execution of instructions by the
processor 1203. The computer system 1201 further includes a read onaly memory (ROM)
1205 or other static storage device (e.g., programmable ROM (PROM), erasable PROM
(EPROM), and electrically erasable PROM (EEPROM)) coupled to the bus 1202 for

storing static information and instructions for the processor 1203.

The computer system 1201 also includes a disk controller 1206 coupled to the bus
1202 to control one or more storage devices for storing information and instructions, such
as a magnetic hard disk 1207, and a removable media drive 1208 (e.g-, floppy disk drive,
read-only compact disc drive, read/write compact disc drive, compact disc jukebox, tape
drive, and removable magneto-optical drive). The storage devices may be added to the
computer system 1201 using an appropriate device interface (e.g., small computer system
interface (SCSI), integrated device electronics (IDE), enhanced-IDE (E-IDE), direct
memory access (DMA), or ultra-DMA).
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The computer system 1201 may also include special purpose logic devices (e.g.,
application specific integrated circuits (ASICs)) or configurable logic devices (e. g., simple
programmable logic devices (SPLDs), complex programmable logic devices (CPLDs), and
field programmable gate arrays (FPGAS)).

The computer system 1201 may also include a display controller 1209 coupled to
the bus 1202 to control a display 1210, such as a cathode ray tube (CRT), for displaying
information to a computer user. The computer system includes input devices, such as a
keyboard 1211 and a pointing device 1212, for interacting with a computer user and
providing information to the processor 1203. The pointing device 1212, for exarmple, may
be a mouse, a trackball, or a pointing stick for communicating direction information and
command selections to the processor 1203 and for controlling cursor movement on the
display 1210. In addition, a printer may provide printed listings of data stored annd/or
generated by the computer system 1201.

The computer system 1201 performs a portion or all of the processing steps of the
invention in response to the processor 1203 executing one or more sequences of one or
more instructions contained in a memory, such as the main memory 1204. Such
instructions may be read into the main memory 1204 from another computer readable
medium, such as a hard disk 1207 or a removable media drive 1208. One or moxe
processors in a multi-processing arrangement may also be employed to execute the
sequences of instructions contained in main memory 1204. In alternative embodiments,
hard-wired circuitry may be used in place of or in combination with software instructions.

Thus, embodiments are not limited to any specific combination of hardware circuitry and
software.

As stated above, the computer system 1201 includes at least one computer readable
medium or memory for holding instructions programmed according to the teachings of the
invention and for containing data structures, tables, records, or other data described herein.
Examples of computer readable media are compact discs, hard disks, floppy disks, tape,
magneto-optical disks, PROMs (EPROM, EEPROM, flash EPROM), DRAM, SRAM,
SDRAM, or any other magnetic medium, compact discs (e.g., CD-ROM), or any other
optical medium, punch cards, paper tape, or other physical medium with patterns of holes,

a carrier wave (described below), or any other medium from which a computer can read.
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Stored on any one or on a combination of computer readable media, the present
invention includes software for controlling the computer system 1201, for driving a device
or devices for implementing the invention, and for enabling the computer system 1201 to
interact with a human user (e.g., print production personnel). Such software may include,
but is not limited to, device drivers, operating systems, development tools, and
applications software. Such computer readable media further includes the computer
program product of the present invention for performing all or a portion (if processing is

distributed) of the processing performed in implementing the invention.

The computer code devices of the present invention may be any interpretable or
executable code mechanism, including but not limited to scripts, interpretéble programs,
dynamic link libraries (DLLs), Java classes, and complete executable programs.
Moreover, parts of the processing of the present invention may be distributed for better

performance, reliability, and/or cost.

The term “computer readable medium” as used herein refers to any medium that
participates in providing instructions to the processor 1203 for execution. A computer
readable medium may take many forms, including but not limited to, non-volatile media,
volatile media, and transmission media. Non-volatile media includes, for example,
optical, magnetic disks, and magneto-optical disks, such as the hard disk 1207 or the
removable media drive 1208. Volatile media includes dynamic memory, such as the main
memory 1204. Transmission media includes coaxial cables, copper wire, and fiber optics,
including the wires that make up the bus 1202. Transmission media also may also take the
form of acoustic or light waves, such as those generated during radio wave and infrared

data communications.

Various forms of computer readable media may be involved in carrying out one or
more sequences of one or more instructions to processor 1203 for execution. For example,
the instructions may initially be carried on a magnetic disk of a remote computer. The
remote computer can load the instructions for implementing all or a portion of the present
invention remotely into a dynamic memory and send the instructions over a telephone line
using a modem. A modem local to the computer system 1201 may receive the data on the

telephone line and use an infrared transmitter to convert the data to an infrared signal. An
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infrared detector coupled to the bus 1202 can receive the data carried in the infrared signal
and place the data on the bus 1202. The bus 1202 carries the data to the main memory
1204, from which the processor 1203 retrieves and executes the instructions. The
instructions received by the main memory 1204 may optionally be stored on storage

device 1207 or 1208 either before or after execution by processor 1203.

The computer system 1201 also includes a communication interface 1213 coupled
to the bus 1202. The communication interface 1213 provides a two-way data
communication coupling to a network link 1214 that is connected to, for example, a local
area network (LAN) 1215, or to another communications network 1216 such as the
Internet. For example, the communication interface 1213 may be a network interface card
to attach to any packet switched LAN. As another example, the communication interface
1213 may be an asymmetrical digital subscriber line (ADSL) card, an integrated services
digital network (ISDN) card or a modem to provide a data communication connection to a
corresponding type of communications line. Wireless links may also be implemented. In
any such implementation, the communication interface 1213 sends and receives electrical,
electromagnetic or optical signals that carry digital data streams representing various types

of information.

The network link 1214 typically provides dataA communication through one or more
networks to other data devices. For example, the network link 1214 may provide a
connection to another computer through a local network 1215 (e.g., a LAN) or through
equipment operated by a service provider, which provides communication services
through a communications network 1216. The local network 1214 and the
communications network 1216 use, for example, electrical, electromagnetic, or optical
signals that carry digital data streams, and the associated physical layer (e.g., CAT 5 cable,
coaxial cable, optical fiber, etc). The signals through the various networks and the signals
on the network link 1214 and through the communication interface 1213, which carry the
digital data to and from the computer system 1201 maybe implemented in baseband
signals, or carrier wave based signals. The baseband signals convey the digital data as
unmodulated electrical pulses that are descriptive of a stream of digital data bits, where the
term “bits” is to be construed broadly to mean symbol, where each symbol conveys at
least one or more information bits. The digital data may also be used to modulate a carrier

wave, such as with amplitude, phase and/or frequency shift keyed signals that are
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propagated over a conductive media, or transmitted as electromagnetic waves through a
propagation medium. Thus, the digital data may be sent as unmodulated baseband data
through a “wired” communication channel and/or sent within a predetermined frequency
band, different than baseband, by modulating a carrier wave. The computer system 1201
can transmit and receive data, including program code, through the network(s) 1215 and
1216, the network link 1214, and the communication interface 1213. Moreover, the
network link 1214 may provide a connection through a LAN 1215 to a mobile device 1217

such as a personal digital assistant (PDA) laptop computer, or cellular telephone.

A successful implementation of the invention, on personal PCs, on private contents
stored on the network, or on enterprise document systems, will enable users to more
effectively search for relevant documents in a manner comparable to searching and
navigating on the World-Wide Web. The present invention represents the bridging
building block to a full utilization of link analysis-based ranking, along with link-based

navigation, in any environment which currently lacks a link structure.

The present invention also can be applied to distributed (network) storage of
personal content. Envision a network storage that the user can access from any type of
terminal, and that the network operator administrates and backs up. The user can upload
all his/her content (pictures, documents, presentations, videos, MP3s, etc) to this network
storage. The present invention represents a key ingredient in implementing a search and
navigation application, using link analysis-based ranking to search a user's content in the
network storage. The present invention may also provide a new and significantly better

way to do enterprise search.

Numerous modifications and variations of the present invention are possible in
light of the above teachings. It is therefore to be understood that within the scope of the
appended claims, the invention may be practiced otherwise than specifically described

herein.
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IN THE CLAIMS

1. A method for searching electronic material stored in a computing
environment, comprising:

determining an undirected, weighted link between at least two documents, based
on similarity;

determining a directed, weighted link between said at least two documents; and

calculating a weight each of said at least two documents.

2. The method of Claim 1, further comprising:

scoring each of said at least two documents via at least one of
link analysis,
text relevancy analysis, and

file quality analysis.

3. The method of Claim 2, wherein said link analysis is based on a hybrid web,
said hybrid web consisting of two kinds of links between documents, that is,
directed links , and
undirected links.

4. The method of Claim 3, further comprising:
establishing a hyperlink between a first document and a second document, wherein
said step of establishing a hyperlink comprises one of:
anchoring said hyperlink in text of one of said first and second documents,
linking said first and second document with an unanchored hyperlink,
wherein
said step of establishing a hyperlink further comprises one of:
entering said hyperlink via an input terminal, and

establishing said hyperlink automatically.

5. The method of Claim 4, wherein said directed, weight link may or may not

be anchored to text on a pointing or a pointed-to document.

6. The method of Claim 4, further comprising:
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storing hyperlink information (pointing file, pointed-to file, hyperlink weight, and

anchoring text) in a link structure database.

7. The method of Claim 3, further comprising:

performing at least one of forward and backward link analysis.

8. The method of Claim 3, further comprising:
crawling a file system;
scanning text of files within said file system; and

building an inverted index.

9. The method of Claim 8, further comprising:
comparing documents pairwise; and

developing a similarity score.

10. The method of Claim 9, further comprising:

storing said similarity score in a similarity score database.

11.  The method of Claim 9, wherein said step of comparing documents
pairwise comprises:

counting a number of times N ,(w) that a word w occurs in a document f; and
dividing N,(w) by a total number of words in the document N, to develop a

profile of document f 7, (w) .

12. The method of Claim 11, wherein said step of developing a similarity
score comprises:
calculating a similarity S(7,2) between a first document and a second document as

follows:

SL2)=K Z NI (W)n,(w)

where K is a tuning parameter.
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13.  The method of Claim 12, further comprising:

establishing a minimum similarity measure &> 0 so that when

K> Jm(wn,(w) <5, S12)=6.

14. The method of Claim 2, wherein said text analysis comprises:

scoring a document on the basis of a relevance to a set of keywords.

15.  The method of Claim 2, wherein said file quality analysis comprises:

assigning a default value to a file quality score.

16.  The method of Claim 15, further comprising:

automatically or manually adjusting said file quality score.

17.  The method of Claim 16, wherein said step of adjusting comprises:
determining when a file was last opened or edited; and

assigning a higher file quality score to a file which is opened or edited recently.

18.  The method of Claim 16, wherein said step of adjusting further comprises:
logging a number of times a file is opened or edited over a period of time; and

assigning a higher file quality score to a file which is opened or edited frequently.

19.  The method of Claim 2, further comprising:

inputting a keyword into a search interface;

feeding the keyword to a hit list generator; and

outputting a hit list of same hits, accompanied by a corresponding list of text

relevance scores.

20.  The method of Claim 19, further comprising:
crawling a file system;
scanning text of files within said file system; and

building an inverted index.
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21. The method of Claim 20, wherein said step of outputting a hit list of same hits
comprises:

using the keyword to extract said hit list from said inverted index.

22. The method of Claim 20, wherein said inverted index includes text

extracted from the metadata of non-text files.

23. The method of Claim 21, further comprising:

calculating a weight W for each document, wherein
W = a(TR)+ b(LA) + c(FOS),

TR = text relevance score from text analysis,

LA = link analysis score,

FQS = file quality score, and

a, b, and ¢ are tuning parameters.

24. The method of Claim 23, further comprising:

adjusting any of the weights a, b, or c.

25.  The method of Claim 24, further comprising:
rearranging said hit list into a ranked list.

26.  The method of Claim 235, further comprising:
truncating said ranked list.

27.  The method of Claim 26, further comprising:
displaying said ranked list.

28 . The method of Claim 21, further comprising:

inputting a second keyword into a search interface;

feeding the second keyword to said hit list generator; and

outputting a second hit list of same hits, accompanied by a corresponding second

list of text relevance scores.
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29. The method of Claim 28, wherein said step of outputting a hit list of same hits
comprises:

using the second keyword to extract said second hit list from said inverted index.

30. The method of Claim 29, further comprising:

forming a subgraph from said second hit list and all links among the documents in
said second hit list,

obtaining restricted link analysis scores L4 (sub) for each of said documents in said
second hit list by performing link analysis on the subgraph, and

calculating a second weight W for each document, wherein

W = a(TR) + b(LA(sub)) + c(FQOS),

TR = text relevance score from text analysis,

LA(sub) = subgraph link analysis score,

FQS = file quality score, and

a, b, and ¢ are tuning parameters.

31.  The method of Claim 30, further comprising:

adjusting any of the weights g, b, or c.

32.  The method of Claim 31, further comprising:

rearranging said second hit list into a second ranked list.

33.  The method of Claim 32, further comprising:

truncating said second ranked list.

34.  The method of Claim 33, further comprising:
displaying said second ranked list.

35. The method of Claim 2, further comprising:

navigating between documents scored in said scoring step.

36. The method of Claim 35, wherein said step of navigating comprises:
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starting at a start file O, said start file O being one of an initial file or a currently

open file.

37. The method of Claim 36, wherein said step of navigating further comprises:
identifying neighbors B of the start file O, said neighbors B having a similarity
score S(O, B) with respect to file O which is greater than a threshold value S, .

38. The method of Claim 37, wherein said similarity score S(O,B) is non-zero.

39. The method of Claim36, wherein said step of identifying neighbors B
comprises:
identifying neighbors of the start file O, said neighbors B having at least one of:
a directed link pointing from B to O, and
a directed link pointing from O to B.

40. The method of Claim 37, wherein said step of navigating further comprises:
comparing documents pairwise; and

developing a similarity score.

41.  The method of Claim 40, wherein said step of comparing documents
pairwise comprises:

counting a number of times N ,(w) that a word w occurs in a document f; and
dividing N ,(w) by a total number of words in the document N, to develop a

profile of document f 7, (w).

42. The method of Claim 41, wherein said step of developing a similarity score
comprises:
calculating a similarity S'(7,2) between a first document and a second document as

follows:

SL2) =K [mwn,(w) .
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43.  The method of Claim 42, further comprising:

establishing a minimum similarity measure 6> 0 so that when

KZ«/nl(w)nz (w) <68, S1,2)=6.

44. The method of Claim 40, further comprising:

storing said similarity score in a similarity score database.

45.  The method of Claim 44, further comprising:

calculating a similarity navigation weight SNW(O,B), where
SNW(O,B)=g-S(0,B)+h-LA(B)+ m-FQS(B),

LA(B) is the link analysis score of B, FQS(B) is the file quality score of B, and

g, h, and m are tuning parameters.

46.  The method of Claim 45 , further comprising:
ranking similarity-linked files to provide ranked similarity-linked files.

47.  The method of Claim 46, further comprising:
truncating said ranked similarity-linked files.

48.  The method of Claim 47, further comprising:
displaying said ranked similarity-linked files.

49.  The method of Claim 48, further comprising:
jumping to a similarity-linked file.

50. The method of Claim 37, further comprising:

inputting keywords,

obtaining a hit list for said keywords, and

restricting the neighbors to be displayed to those neighbors which are found on the
hit list.

51. The method of Claim 50, further comprising:
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forming a subgraph from said hit list and all links among the documents in said hit
list,

obtaining restricted link analysis scores LA (sub) for each of said documents by
performing link analysis on said subgraph, and

ranking the neighbors according to the subgraph similarity neighbor Welght

SNW (sub)(O, B) = g -S(O, B)+ h- LA(sub)(B)+m-FOS(B) .

52.  The method of Claim 51, further comprising:
ranking similarity-linked files to provide ranked similarity-linked files.

53.  The method of Claim 52, further comprising:
truncating said ranked similarity-linked files.

54,  The method of Claim 53, further comprising:
displaying said ranked similarity-linked files.

55.  The method of Claim 54, further comprising:
jumping to a similarity-linked file.

56. The method of Claim 39, further comprising:
establishing a hyperlink between a first document and a second document, wherein
said step of establishing a hyperlink comprises one of:

anchoring said hyperlink in text of one of said first and second documents,
and

linking said first and second document with an unanchored hyperlink,
wherein
said step of establishing a hyperlink further comprises one of:

entering said hyperlink via an input terminal, and

establishing said hyperlink automatically.

57.  The method df Claim 56, wherein said directed, weight link may or may

not be anchored to text on a pointing or a pointed-to document.
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58.  The method of Claim56, further comprising:
storing hyperlink information (pointing file, pointed-to file, hyperlink weight, and

anchoring text) in a link structure database.

59. The method of Claim 58, further comprising:
identifying a hyperlink neighborhood of a start file O, said hyperlink neighborhood
being composed of at least one of:
all files B having directed links pointing to O, and
all files B which are pointed to by O.

60. The method of Claim 59, wherein a hyperlink neighbor weight (HNW) is
calculated for each file in said hyperlink neighborhood, according to the following
formula:

HNW =d(HLW Y+ e(LA)+ f(FOS),
where HLW = a hyperlink weight, LA is a link analysis score for the neighbor, FQS

equals a file quality score for the neighbor, and 4, e, and f are tuning parameters.

61. The method of Claim 60, further comprising:
ranking said hyperlink neighborhood according to a corresponding hyperlink
neighbor weight.

62.  The method of Claim 61, further comprising:
truncating said hyperlink neighborhood.

63.  The method of Claim 62, further comprising:
displaying said hyperlink neighborhood.

64.  The method of Claim 63, further comprising:
jumping to a file within said hyperlink neighborhood.

65. The method of Claim59, further comprising:

inputting a keyword,
obtaining a hit list for said keyword, and
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restricting neighbors to be displayed to those neighbors which are found on thae hit
list.

66. The method of Claim 65, further comprising:
crawling a file system;
scanning text of files within said file system; and

building an inverted index.

67. The method of Claim 66, wherein said step of obtaining a hit list comprises:

using the keyword to extract said hit list from said inverted index.

68. The method of Claim66, wherein said inverted index includes text extracted

from the metadata of non-text files.

69.. The method of Claim 67, further comprising:

forming a subgraph from said second hit list and all links among the documemts in
said second hit list,

obtaining restricted link analysis scores L4 (sub) for each of said documents in said
second hit list by performing link analysis on the subgraph, and

ranking the neighbors according to the subgraph hyperlink neighbor weight

HNW (sub) = d(HLW Y+ e(LA(sub))+ f(FQS) .

70. The method of Claim 69, further comprising:
ranking said hyperlink neighborhood according to a corresponding subgraph
hyperlink neighbor weight.

71.  The method of Claim 70, further comprising:
truncating said hyperlink neighborhood.

72.  The method of Claim 71, further comprising:
displaying said hyperlink neighborhood.

73.  The method of Claim 72, further comprising:
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jumping to a file within said hyperlink neighborhood.

74.  The method of Claim 19, further comprising:

searching shared-access files of one or more defined groups co-hosted in a
common environment;

searching files which are stored on a network;

searching files of an enterprise; and

searching physical objects.

75.  The method of Claim 35, wherein said step of navigating comprises:

navigating among shared-access files of one or more defined groups co-hosted in a
common environment;

navigating among files which are stored on a network;

navigating among files of an enterprise; and

navigating among physical objects.

76.  The method of Claim 74 or Claim 75, wherein said step of searching or
navigating over shared-access files of one or more defined groups comprises:
connecting a first subgraph of said one or more defined groups with a second

subgraph of said one or more defined groups

77. The method of Claim 76, further comprising:

establishing hyperlinks which point from a selected file; and

modifying a file quality score of the selected file, wherein

said steps of establishing and modifying are restricted to a user with write

permission for the selected file.
78. The method of Claim 77, wherein said step of modifying a file quality score
comprises:

averaging a plurality of file quality scores.

79. The method of Claim 77, further comprising:

modifying said file quality score by any user having file read permission.
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80. The method of Claim 77 wherein said user is a member of at least two groups

each with distinct read and write privileges

81. The method of Claim 80, further comprising:
performing link analysis of a graph that encompasses all documents available to

said at least two groups.

82. The method of Claim 80, further comprising:

performing link analysis of a subgraph that encompasses all documents available to
a first of said at least two groups under a corresponding first read permission; and

performing link analysis of a subgraph that encompasses all documents available to

a second of said at least two groups under a corresponding second read permission.

83. The method of Claim 80, further comprising:
performing link analysis of a subgraph that encompasses all documents available to

a uscr.

84, A computer program product comprising a computer readable medium
including instructions for searching electronic material stored in a computing environment,
said instructions comprising instructions for:

determining an undirected, weighted link between at least two documents, based
on similarity;

determining a directed, weighted link between said at least two documents; and

calculating a weight each of said at least two documents.

85.  The computer program product of Claim 84, further comprising
instructions for:
scoring each of said at least two documents via at least one of
link analysis,
text relevancy analysis, and

file quality analysis.
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86. The computer program product of Claim 85, wherein said link analysis is
based on a hybrid web, said hybrid web consisting of two kinds of links between
documents, that is,

directed links , and
undirected links.

87. The computer program product of Claim 85, wherein said text analysis
comprises:

scoring a document on the basis of a relevance to a set of keywords.

88.  The computer program product of Claim 85, wherein said file quality
analysis comprises:

assigning a default value to a file quality score.

89.  The computer program product of Claim 85, further comprising
instructions for:

inputting a keyword into a search interface;

feeding the keyword to a hit list generator; and

outputting a hit list of same hits, accompanied by a corresponding list of text

relevance scores.

90. The computer program product of Claim 85, further comprising instructions
for:

navigating between documents scored in said scoring step.

91. A search device configured to search electronic material stored in a
computing environment, comprising:

means for determining an undirected, weighted link between at least two
documents, based on similarity;

means for determining a directed, weighted link between said at least two
documents; and

means for calculating a weight each of said at least two documents.

92.  The search device of Claim 91, further comprising instructions for:
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means for scoring each of said at least two documents via at least one of
link analysis,
text relevancy analysis, and

file quality analysis.

93. The search device of Claim 92, wherein said link analysis is based on a hybrid
web, said hybrid web consisting of two kinds of links between documents, that is,
directed links, and
undirected links.

94. The search device of Claim 92, wherein said text analysis comprises:

means for scoring a document on the basis of a relevance to a set of keywords.

95.  The search device of Claim 92, wherein said file quality analysis

comprises:

means for assigning a default value to a file quality score.

96.  The search device of Claim 92, further comprising:
means for inputting a keyword into a search interface;
means for feeding the keyword to a hit list generator; and

means for outputting a hit list of same hits, accompanied by a corresponding list of

text relevance scores.

97. The search device of Claim 92, further comprising:

means for navigating between documents scored in said scoring step.
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Figure 6
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Figure 7
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