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ITERATIVE OBJECT SCANNING FOR INFORMATION LIFECYCLE
MANAGEMENT

BACKGROUND
The disclosure generally relates to the field of data processing, and more particularly to database
and file management or data structures.
The Storage Networking Industry Association (SNIA) defines Information Lifecycle
Management (ILM) as comprising ““The policies, processes, practices, services and tools used to
align the business value of information with the most appropriate and cost-cffective
infrastructure from the time information is created through its final disposition. Information is
aligned with business requirements through management policies and service levels associated
with applications, metadata, and data.” An organization specifies a set of ILM rules to be applied
to data. A collection of ILM rules can be specified in an ILM policy. Some factors that influence
an ILM policy include cost of managing enterprise data, compliance with various laws and
regulations across various jurisdictions and data domains (¢.g., health related data), litigation
readiness, and enterprise scale content management. Generally, accessibility requirements and
value of data wears as time passes. Thus, an ILM policy will typically store less valuable data in
a manner that reflects the decreasing value of the data (e.g., fewer copies, less resource intensive
data protection, higher latency, etc.).
BRIEF DESCRIPTION OF THE DRAWINGS
Embodiments of the disclosure may be better understood by referencing the accompanying
drawings.
Figure 1 is a conceptual diagram of a distributed storage system with distributed scanners for
continuous evaluation of objects for information lifecycle object conformity.
Figures 2-5 are flowcharts of example operations for different aspects of the iterative object scan
for ILM evaluation. Figure 2 is a flowchart of example operations for iterative scanning of a self-
assigned range of object namespace for information lifecycle management. Figure 3 is a
flowchart of example operations for applying an ILM rule set to object metadata enqueued from
the iterative scanning. Figure 4 is a flowchart of example operations for determining an ILM rule
set to apply. Figure 5 is a flowchart of example operations for self-assigning a range of an object
namespace.
Figure 6 is a conceptual diagram of storage nodes temporarily self-assigning sub-regions of a
region of object namespace of a failed storage node.
Figure 7 depicts an example computer system with an information lifecycle management

iterative scanner.
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DESCRIPTION

The description that follows includes example systems, methods, techniques, and program flows
that embody embodiments of the disclosure. However, it is understood that this disclosure may
be practiced without these specific details. In other instances, well-known instruction instances,
protocols, structures and techniques have not been shown in detail in order not to obfuscate the
description.

Overview

The complexity of evaluating stored data against the ILM policies of an organization increases
for a large-scale geographically distributed storage system managing a vast amount of data.
Research by the International Data Corporation (IDC) estimated that the amount of data
produced in 2014 was 4.4 zetabytes and forecasts a tenfold increase by the year 2020. As data
production continues to grow from a variety of devices, the scale and capacity of storage systems
will also grow. A large-scale distributed storage system comprises non-homogenous components
or nodes of varying age. This variety of components/nodes, geographic distribution, and
use/manufacture of lower cost higher capacity storage devices introduces unreliability (e.g.,
network partitioning, hardware failure, human error, ¢tc.) as a factor in implementing ILM
policies. Due to the unreliability factor, implementing ILM policies with a centralized paradigm
for billions of data objects in a geographically distributed large-scale system is at least difficult,
if not untenable.

To effectively implement ILM policies and account for unreliability in a geographically
distributed large-scale storage system (“‘storage system™), “scanners” and “ILM rules appliers”
can be deployed on nodes throughout the storage system for large scale ILM implementation.
Each scanner is programmed to deterministically self-assign a region of object namespace and
scan that region of object namespace. To “scan” a region, a scanner accesses metadata of each
object that has an identifier within the scanner’s region and inserts the object metadata into one
of a set of queues for ILM evaluation. An ILM rules applier dequeues object metadata for
evaluation against ILM rules and determines whether an ILM task is to be performed for ILM
rule compliance. A task can involve multiple operations — for example a move task can involve a
copy operation and a delete operation.

To meet the demands of ensuring compliance for a vast amount of data (¢.g., billions of objects),
cach scanner iteratively scans across the storage system. To address unreliability, each scanner
periodically or intermittently assesses its responsible region since it’s region(s) may change
based, at least partly, on state of the storage system. Storage system states at least include states

related to storage system infrastructure, such as storage node states and states of communication
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links. The time for a single scanning iteration of a region can take an amount of time that allows
the possibility of multiple scanners having overlapping object namespace ranges due to changes
in storage system state (e.g., lost storage node or added storage node). Overlapping ranges can
lead to an ILM policy being applied on a same object by multiple nodes, which can result in
violation of the ILM policy. To avoid violations in this distributed paradigm, the ILM rules
appliers are programmed to retrieve object metadata at a higher level of consistency if an ILM
rule triggers a “risky” task (i.c., a task that has been identified as possibly leading to an undesired
state of data).

Example Ilustrations

Figure 1 is a conceptual diagram of a distributed storage system with distributed scanners and
ILM rule appliers for continuous evaluation of objects for information lifecycle management
conformity. The distributed storage system (“grid”) is geographically distributed across multiple
sites that include sites 105, 133, 135, and 137, which communicate via a wide area network
(WAN). Each of the sites houses multiple storage nodes and storage devices. A storage node is
the collection of processes (application processes, services, etc.) that store object data and
metadata to storage devices and access object data and metadata in storage devices. The
collection of processes can be encapsulated by a virtual machine and/or a physical host machine.
Storage nodes at any of the sites 105, 133, 135, and 137 can ingest objects into the grid. Ingest
refers to the operations by one or more storage nodes to store an object in the grid according to a
client request and any governing ILM policy(ies). The ingest process includes assigning an
object identifier to an object based on an object namespace defined for the grid. Ingest can
include an object being divided into its content data and metadata, caching, replication, erasure
coding, etc.

Storage nodes of the grid apply a ILM policy 120 to objects at ingest and throughout the life of
the objects in the grid. Each storage node of the grid is responsible for a different region of an
object namespace 123. In this illustration, a subset of storage nodes (“administrative nodes™) at
cach site in the distributed storage system maintains a copy of the ILM policy 120. A
modification or replacement of the ILM policy can be made at one of the administrative nodes
and communicated throughout the storage system to the other administrative nodes at the
different sites. The constituent ILM rules are distilled from the ILM policy 120 and accessed by
the ILM rules applier 125. To address the case of change in ILM policy, the grid maintains
proposed and current ILM indications (ILM policy identifiers 122) in a distributed data store (or
distributed database) 131 accessible to the storage nodes of the grid. To enhance utility, the ILM

policies, current and proposed, are identified with identifiers derived from the constituent rules
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(e.g., hash values) to capture differences in rules. Examples of ILM rules include replication
rules, storage grade or tier rules, data protection rules, etc. An ILM rule set is usually expressed
as an ILM policy for coherent organization of the rules including prioritization. To apply an [LM
policy or rule set, a storage node evaluates metadata of objects against each of the rules in the
rule set in order of priority and determines whether an ILM task is to be performed based on the
rule evaluation. To illustrate, a placement rule and storage grade rule may be triggered based on
size and age of an object resulting in the object content data being moved to storage nodes at
different sites assigned to a lower grade storage pool. The distributed data store 131 hosts the
object metadata, although different distributed data stores can be used for the object metadata
and the ILM policy identifiers 122. Since an ILM policy can be changed and the distributed data
store 131 may be an eventually consistent distributed data store, the storage node across the grid
may be applying different versions of an ILM policy or different ILM policies.

For this example illustration, a storage node 107 at the site 105 includes a content transport
service 107, a storage subsystem 115, a distributed data store service 117, an ILM scanner 121,
and an ILM rules applier 125. The content transport service 109 is a service that manages the
initial operations for ingest of an object. The initial ingest operations handled by the content
transport service 109 can include request handling, data storing, storage management, data
transfer to another storage node, and operations of storage protocol interfaces. The data storing
operations can include local caching of object content data and routing or storing of object
metadata. The storage subsystem 115 interfaces with storage devices and/or external storage
services for storing data to storage devices (physical or virtual) in response to commands or
requests from the content transport service 109. The distributed data store service 117 performs
operations corresponding to the distributed data store 131, including managing a local instance
119 of the distributed data store 131 that includes metadata of objects in the grid. The distributed
data store service 117 handles requests from the content transport service 109 and the ILM
scanner 121 that target the distributed data store 131. The ILM scanner 121 continuously scans
object metadata of objects within a region(s) of the object namespace 123 self-assigned to the
ILM scanner 121. The ILM scanner 121 requests object metadata from the distributed data store
service 117, and enqueues object metadata into a set of queues 127 (“ILM metadata queues™)
based on evaluation priority. The ILM rules applier 125 selects object metadata from the ILM
metadata queues 127, evaluates object metadata against the ILM rule set of the ILM policy 120,
and performs a resulting ILM task depending on whether the task is risky.

For the Figure 1 illustration, a client 101 requests storing of an object 103 into the grid. The
storage node 107 of the site 105 receives this request and the object 103. The content transport
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service 109 determines an object identifier for the object 103 within the object namespace 123.
The content transport service 109 divides the object 103 into object metadata 111 and content
data 113 and associates both with the object identifier of the object 103. The object metadata 111
may indicate data size, data type, date of creation, time/date of ingest, data owner, etc. The
metadata 111 can include metadata created by the storage node 107 (¢.g., site identifier
corresponding to the ingesting storage node) in addition to the metadata already indicated in the
object 103. The content transport service 109 locally stores the data content 113 in storage
devices of the site 105 via the storage subsystem 115 prior to an initial ILM evaluation (e.g.,
prior to fragmentation and fragment distribution across the code according to an erasure coding
scheme). Thus, the metadata 111 will initially indicate the storage node 107 as location of the
content data 113. However, this local caching is not necessarily implemented as part of ingest.
The content transport service 109 requests the distributed data store service 117 to store the
metadata 111 into the local instance 119 of the distributed data store 131. The content transport
service 109 also inserts the metadata 111 into the ILM metadata queues 127. The content
transport service 109 can be programmed to evaluate the object metadata 111 against the ILM
policy 120 at ingest and perform the ILM tasks determined from the rule evaluation instead of
delegating to the ILM rules applier 125. For this illustration, the ILM metadata queues 127
include a first priority queue and a second priority queue. The content transport service 109
inserts metadata for objects at ingest into the higher priority queue (i.e., first priority queue) of
the queues 127. The ILM rules applier 125 can dequeue in a manner that biases to the first
priority queue without starving the second priority queue (e.g., weighted round robin).

In the background, the ILM scanner 121 continuously scans the metadata of objects with
identifiers within a region 151 self-assigned to the ILM scanner 121/storage node 107. The self-
assignment can be considered as self-assignment to the storage node 107 since it can be based on
an identifier of the storage node 107. The ILM scanner 121 iterates over each object identifier
within the range 151 at a configured scan rate. The scan rate can be defined as a time period for
retrieving metadata of a single object. The ILM scanner 121 can be programmed to adapt the
scan rate to a number of objects within a self-assigned region(s) within defined boundaries (e.g.,
a minimum and maximum time periods for scanning a single object or a minimum and maximum
time periods for scanning » objects). As already mentioned, the ILM scanner 121 will enqueue
metadata of one or more objects into the queues 127. Furthermore, the ILM scanner 121 can
enqueue metadata into the queues 127 based on prioritization driven by heuristics. The number
or levels of priority will vary by implementation. For instance, third priority queue may be

allocated for objects that have been deleted. When the ILM scanner 121 detects object metadata
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with a deletion marker, the ILM scanner can enqueue that object metadata into the third priority
queue.

Independently, the ILM rules applier 125 iterates over the object metadata in the queues 127
according to the established priority scheme. In addition to different prioritics for objects, some
ILM tasks may be indicated as “risky,” such as location changes, deletes, or tasks that impact the
ILM rule set applied to the objects. “Risky” tasks can be identified in a configurable list of tasks
against which the ILM rules applier 125 compares ILM tasks triggered by rule evaluation. These
risky tasks are identified based on the potential for negatively impacting a data guarantee or
availability when an ILM task is performed multiple times to a same object. As previously
mentioned, the scale and transient aspects of the grid (e.g., decommissioning nodes, network
partitions, hardware failures) allows the possibility of multiple storage nodes to scan and
evaluate a same object as the grid adapts to a change, failure, and/or interruption. ILM tasks that
lead to excess content data (¢.g., superfluous replicas) can be resolved in subsequent scans
without violating a fundamental data guarantee of availability. In contrast, repeating a delete can
result in data loss. As an additional safeguard to avoid storage nodes from deleting too many
copies of an object, the storage nodes/ILM rule set appliers are programmed to consistently
select the same location/copy of an object for deletion. For instance, the ILM rule set appliers
can be programmed to delete the copy of an object at a last identified location. However, the
storage nodes/ILM rule set appliers are also programmed to order the object copies according to
a canonical location ordering (i.e., pre-defined or previously agreed upon ordering). The
canonical location ordering is based on each object (e.g., object identifier). This quasi-randomly
distributes deletes throughout the grid. As an example, an ILM rule set applier can apply a
logical combination (exclusive OR) to an object identifier and each of the location identifiers of
the object. The ILM rule set applier then sorts the resulting list and selects for deletion the agreed
upon ordinality. The quasi-random aspect of the object identifier generation allows the deletion
in accordance with the canonical location ordering to be deterministically random.

Figures 2-5 are flowcharts of example operations for different aspects of the iterative object scan
for ILM evaluation. Each of the figures refers to an ILM scanner or an ILM rules applier as
performing the operations for consistency with Figure 1.

Figure 2 is a flowchart of example operations for iterative scanning of a self-assigned range of
object namespace for information lifecycle management. After launch of an ILM scanner, the
ILM scanner can continue scanning as a background process to retrieve and prioritize object

metadata for ILM rule evaluation.
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At block 203, the ILM scanner self-assigns one or more ranges of an object namespace. The
object namespace is predefined for the storage node of the ILM scanner. The ILM scanner
deterministically self-assigns the range(s) to facilitate ordered adaptation to grid events (e.g.,
node failure) without requiring coordination among the storage nodes. For example, the ILM
scanner self-assigns one or more ranges of the object namespace based on an identifier
associated with the ILM scanner (¢.g., an identifier of the ILM scanner’s storage node). The self-
assignment at the beginning of each scan accommodates grid infrastructure changes (¢.g., change
in number of nodes, availability of nodes, connectivity among nodes, etc.), state changes,
network events, etc. Figure 4 provides example operations related to the self-assignment of one
or more ranges of object namespace.

At block 205, the ILM scanner begins scanning within each range that has been self-assigned.
An ILM scanner may self-assign more than one range for various reasons, such as temporarily
scanning a part of a range of a scanner of a failed storage node in addition to a range for which
the ILM scanner is primarily responsible. The ILM scanner will enqueue metadata of each object
within each range ILM rule set application. A range being scanned is referred to as the selected
range.

At block 207, the ILM scanner determines an object identifier within the selected range at which
to start the scan. The ILM scanner can request a list of all object identifiers within the selected
range. For example, the ILM scanner can invoke a distributed data store function with arguments
that specify a minimum and maximum possible object identifier corresponding to the selected
range. As another example, the ILM scanner can invoke a distributed data store function for the
first object identifier within the selected range. The particular technique for determining and
traversing the object identifiers within a range will depend upon the distributed data store, such
as the functions defined by an application programming interface (API) of the distributed data
store. The ILM scanner does not necessarily begin at the lowest object identifier within the
selected range. The ILM scanner could begin each scan with the highest object identifier, begin
in the middle of the range and alternate, or alternate between the lowest and highest between
cach scan.

At block 209, the ILM scanner retrieves metadata corresponding to the object identifier. With the
determined object identifier, the ILM scanner requests the object metadata. To avoid the
overhead of an API function call in subsequent scans, the ILM scanner can maintain retrieved
object metadata in memory with an age or staleness indicator to trigger a refresh. If the cached

object metadata competes with currently or recently retrieved object metadata for memory, the
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ILM scanner can give preference to the current/more recently retrieved object metadata in a
replacement scheme.

At block 211, the ILM scanner determines an evaluation priority for the object of retrieved
object metadata. As previously mentioned, the ILM scanner can determine an evaluation priority
based on the object metadata alone or the object metadata and information about the grid. For
instance, heuristic data can indicate previously observed conditions that can be represented in
object metadata that led to performance of a repair task, which is attributed higher priority than
other ILM related tasks. To make the priority determination, the ILM scanner may access
topology information about the grid from an administrative service. As an example of the ILM
scanner determining prioritization based on metadata alone, the ILM scanner can determine a
low priority for an object if the object metadata indicates the object has been marked for
deletion. In the case of ingest, the ILM scanner can determine highest priority for an object with
metadata that indicates an ingest time within a defined time period (e.g., 1 minute window). In
addition, the ILM scanner can defer evaluation for an object that has been recently updated. The
ILM scanner can determine whether the retrieved object metadata indicates an update time that
falls within a defined time period (¢.g., preceding 10 minutes). If so, then the ILM scanner can
disregard the object metadata (i.€., not enqueue the object metadata) and proceed to the next
object identifier.

At block 213, the ILM scanner identifies a queue for enqueueing the object metadata based on
the determined evaluation priority. The determined evaluation priority has a defined
correspondence to a particular queue of a set of queues. For instance, a mapping of priority level
to queue name or address. Embodiments can merge the determination of evaluation priority and
identification of queue into a single determination — ¢.g., determination of priority queue for
object metadata without a mapping between a priority indicator and queue identifier.

At block 215, the ILM scanner determines whether the identified queue is full. Since the
configuration of nodes across the grid will vary, storage nodes can have different queue
capacities. Storage nodes can implement a uniform replacement scheme or have heterogeneous
replacement schemes that correspond to their queue capacities. If the identified queue is not full,
then the ILM scanner enqueue the object metadata into the identified queue at block 219. If the
identified queue is full, then the ILM scanner will process the object metadata according to the
replacement scheme of the storage node. This can involve discarding the object metadata,
overwriting other object metadata in the queue, and/or re-prioritizing objects. As one example,
the ILM scanner can overwrite a most recently enqueued object metadata with the retrieved

object metadata. Assuming age markers are maintained within the queue entries, the ILM
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scanner can overwrite object metadata that has persisted in the queue across the most scans. If a
lower priority queue is not full, the ILM scanner could be programmed to move most recently
enqueued object metadata or oldest object metadata to a lower priority queue to free an entry in
the identified queue for the retrieved metadata. After either block 217 or block 219, control flows
to block 221.

At block 221, the ILM scanner determines the next object identifier within the self-assigned
range. If the ILM scanner has a list of object identifiers, it proceeds to the next in the list. As
another example, the ILM scanner may request for a next object identifier relative to the current
object identifier and within the range boundaries.

At block 227, the ILM scanner determines whether it has reached the end of the selected range.
As examples, the ILM scanner may determine that it has reached an end of list or retrieve a null
or failed response from the distributed data store. If the ILM scanner has reached the end of the
selected range, then the ILM scanner determines whether there is another self-assigned range at
block 229. If the ILM scanner has not reached the end of the selected range, then flow continues
to block 209 to retrieve the metadata corresponding to the object identifier determined at 221. If
there is an additional self-assigned range, then flow returns to block 205, If there is no additional
self-assigned range, then flow returns to block 201 and the ILM scanner begins a new scan.
Figure 3 is a flowchart of example operations for applying an ILM rule set to object metadata
enqueued from the iterative scanning. Figure 3 refers to the ILM rule set applier for consistency
with Figure 1. The ILM rule set applier will dequeue object metadata or iterate over the queue
entries to evaluate the object metadata against the ILM rule set. If the ILM rule set applier
evaluates a rule to a risky ILM task, then the ILM rule set applier can retrieve the object
metadata at a higher consistency level.

At block 301, the ILM rule set applier determines an ILM rule set to apply. The ILM rule set
applier loads the ILM rule set if not already loaded. For instance, an administrative service on a
designated node or set of nodes at a site can maintain an authoritative rule set. Thus, the rule set
applier requests/loads the rule set maintained by the rule set authority. Since an ILM rule set can
be modified or replaced, the ILM rule set has an identifier that compactly expresses rule set
content to allow efficient distinction between rule sets within a grid (e.g., identifiers for a current
rule set and a proposed new/modified rule set). Figure 4 provides example operations for
determining an ILM rule set.

At block 303, the ILM rule set applier sets a reference to a queue entry based on a queue
prioritization scheme being used. As described previously, the storage node may use multiple

queues of different priorities for object metadata to be evaluation for ILM
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compliance/enforcement. The ILM rule set applier can initially set a pointer to the first entry of
each queue and progress through each queue based on a weighted round robin scheme to ensure
limited or finite bypass of lower priority queues. Other techniques of scheduling can be
employed for the ILM rule set applier to progress through the queues.

At block 305, the ILM rule set applier begins evaluating each rule of the determined ILM rule
set. A rule currently being evaluated is referred to as the selected rule. The ILM rule set applier
traverses the rules according to an indicated order of evaluation.

At block 307, the ILM rule set applier reads the object metadata in the referenced queue entry.
At block 313, the ILM rule set applier determines whether an ILM task is to be performed based
on evaluation of the selected rule. The ILM rule set applier evaluates the selected rule based on
the object metadata. For instance, the selected rule may specify movement of an objectto a
lower latency storage pool 5 years from ingest and/or if a lifetime access count doesn’t satisfy an
access threshold. If a condition of the rule is satisfied that resolves to an ILM task, then flow
proceeds to block 315. Otherwise, flow proceeds to block 323 at which the ILM rule set applier
proceeds to evaluate the next ILM rule of the ILM rule set, if any.

At block 315, the ILM rule set applier determines whether the ILM task indicated for the
selected rule based on the evaluation is a “risky” task. For instance, the ILM rule set applier
determines whether the ILM task is indicated in a list of risky tasks or list of types of tasks that
are risky. Determination of risk may not be static and can be dependent upon state of the
corresponding object. For instance, a delete task can be indicated as conditionally risky.
Parameters can be set that allow for the delete task to proceed as not risky if the object metadata
indicates at least # replicas of the object exist and only an object replica with a replica indication
greater than 7 can be deleted. This presumes a distributed data store that maintains indications of
a copy or replica number with an object replica. If the task is not risky, then flow proceeds to
block 321. If the task is determined to be risky, then flow proceeds to block 317.

At block 317, the ILM rule set applier retrieves the object metadata again. However, the ILM
rule set applier includes an indication of a consistency level. This indication of the consistency
level may require that all nodes of the grid indicate the same metadata, for example. This may
involve a comparison of hashes of the metadata depending upon the distributed data store
implementation. The consistency level indicated in the retrieval request is higher than the
consistency level of the earlier retrieval request, assuming one was indicated when the ILM
scanner retrieved the object metadata. The ILM rule set applier does not use cached metadata if

retrieving metadata for a risky task.
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At block 319, the ILM rule set applier determines whether evaluation of the selected rule against
the metadata retrieved with the higher consistency level requirement still resolves to the risky
task. For example, the rule may be to reduce the number of copies of an object to 2 from 3 after a
specified time period. If the metadata at the higher consistency level indicates that 3 copies exist,
then the rule still resolves to the delete task. However, inconsistency of the object metadata that
fails the indicated consistency level can lead to deferring the rule evaluation for the object and
skip further rule evaluation for the object until the next scan. In that case, flow proceeds to block
323.

If the task was determined to not be risky at 315 or the rule evaluation still resolved to the task
with the higher consistency requirement for the object metadata at 319, then the ILM rule set
applier performs the ILM task at block 321. After task performance, the ILM rule set applier
determines whether there is another rule in the ILM rule set to evaluate at block 323. If there is
an additional rule in the rule set to evaluate, then flow proceeds to block 305. Otherwise, flow
proceeds to block 325.

At block 325, the ILM rule set applier updates the queue entry reference to progress through the
queues. With multiple queues, the ILM rule set applier can maintain a reference for each queue
to indicate a current entry and a reference or identifier that indicates which of the queues are
currently selected. The ILM rule set applier may proceed to a lower priority queue according to
the scheduling scheme and update the queue indicator/reference accordingly. If the ILM rule set
applier has reached the end of a queue, then the ILM rule set applier may reset the reference to
the first entry of the queue and update the queue indicator to a different queue.

At block 319, the ILM rule set applier determines whether an ILM rule set update trigger has
occurred. This trigger may be periodic — i.¢., expiration of a time period for ensuring the ILM
rule set is current. The trigger may be detection of an event or notification of a rule set change.
For instance, an administrative service may notify storage nodes of a new ILM policy or change
to an ILM policy. The trigger can be interrupt driven instead of a periodic check. If a rule set
update trigger has occurred, then flow returns to block 301. Otherwise, flow proceeds to block
305.

Figure 4 is a flowchart of example operations for determining an ILM rule set to apply. As
already mentioned, a change can be made to an ILM rule set to apply to objects of the grid. Since
this can take time to propagate across the grid, ILM rule set appliers may be applying different
rule sets. Because applying different rule sets can be problematic, the grid can maintain state
information for the rule set(s) across the grid to safe application of rule sets through a rule set

transition.
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At block 401, an ILM rule set applier obtains a current state of a grid’s ILM rule set. This data
and the ILM rule set itself can be maintained in the distributed data store with the object
metadata and/or a different distributed data store. The grid ILM rule set state data includes two
ILM rule set identifiers for each storage node in the grid. An ILM rule set identifier compactly
expresses content of the rules in a rule set. For instance, the rule set identifier can be a checksum
derived from the rule set. Additional information, such as temporal information can also be
maintained to further identify an ILM rule set to address concerns of collision The two identifiers
will be referred to as a proposed rule set identifier and a current rule set identifier. If there has
been no change, then these rule set identifiers will match. If there has been an ILM rule set
change, then the proposed ILM rule set identifier identifies the updated ILM rule set until a
condition (¢.g., a majority of nodes are applying the proposed ILM rule set) is satisfied to update
the current ILM rule set identifier to be the proposed rule set identifier. The ILM rule set applier
can retrieve the ILM rule set identifiers with a high consistency requirement, such as a majority
or quorum level of consistency.

At block 403, the ILM rule set applier determines whether the obtained grid ILM rule set state
data indicates an ILM rule set change. The ILM rule set applier examines the proposed rule set
identifiers of the storage nodes to determine whether any one has a different identifier than the
current rule set identifier of the ILM rule set applier’s storage node. Assuming checksums/hash
values, this can be an efficient comparison operation. If the ILM rule set applier detects a
different proposed rule set identifier, the different indicates a change or update. If temporal
information is also used, the ILM rule set applier can compare temporal information to ensure
the change/update is more recent than the current rule set being applied by the ILM rule set
applier. If no change/update is detected, then the ILM rule set applier proceeds with applying
the currently loaded rule set. If the ILM rule set applier detects a change/update of the ILM rule
set, then flow proceeds to block 405.

At block 405, the ILM rule set applier loads the ILM rule set identified with the proposed rule set
identifier corresponding to the detected change. For example, the ILM rule set applier requests
from the administrative service of the grid the ILM rule set identified with the proposed rule set
identifier.

At block 407, the ILM rule set applier updates its entry in the grid ILM rule set state data. The
ILM rule set applier updates its proposed rule set identifier to be the proposed rule set identifier
corresponding to the detected ILM rule set change. The ILM rule set applier may also indicate

the creation/modification time of the loaded rule set.
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At block 409, the ILM rule set applier determines whether a threshold number of storage nodes
are applying the loaded rule set. The ILM rule set applier examines the grid ILM rule set state
data to determine a count of the number of storage nodes that indicate the proposed rule set
identifier. The threshold can be a configurable threshold. For example, the threshold can be a
dynamic value, such as a percentage of the available nodes or nodes represented in the state data.
If the threshold is satisfied, then the ILM rule set applier proceeds to safely apply the loaded
ILM rule set.

If the threshold is not satisfied, then the ILM rule set applier records an indication that the loaded
rule set should be applied in a safe mode at block 411. Applying the rule set in a safe mode
allows the ILM rule set applier to proceed with the loaded ILM rule set despite the probability
that another ILM rule set applier will be applying a different rule set. While in the safe mode, the
ILM rule set applier does not perform risky ILM tasks. For instance, the ILM rule set applier
may use a different or additional listing of risky ILM tasks or ILM task types as risky while in
the safe mode. After indicating safe mode, the ILM rule set applier proceeds with applying the
loaded ILM rule set in the safe mode.

Figure 5 is a flowchart of example operations for self-assigning a range of an object namespace.
At the beginning of each scan, an ILM scanner will reassess its responsible region(s) to be
scanned. The ILM scanner self-assigns a primary region for iterative scanning and then self-
assigns additional regions of the object namespace in light of node failures, partitions,
interruptions, etc.

At block 501, the ILM scanner obtains a current grid topology state. The ILM scanner requests
the grid topology state from a topology service of the grid, which may be part of an
administrative service. The grid topology service maintains a current state of the grid topology
that indicates storage nodes that are available or unavailable. The grid topology state may also
indicate locations of storage nodes and planned events (¢.g., time periods of maintenance when
nodes will be unavailable).

At block 503, the ILM scanner determines a count of nodes that are members of the grid as
indicated in the grid topology state. The ILM scanner counts the number of storage nodes
indicated in the grid topology state as members of the grid to establish the number of regions to
divide the object namespace of the grid.

At block 505, the ILM scanner self-assigns a range of the object namespace of the grid based on
the storage node identifier associated with the ILM scanner and based on the count of available
storage nodes in the grid. With the number of member nodes in the grid, the ILM scanner

determines the number of regions that the object namespace is to be divided. With the storage
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node identifier, the ILM scanner self-assigns one of those regions. The self-assignment depends
upon how the grid assigns storage node identifiers. For example, a grid that assigns identifiers as
storage nodes join the grid, either as a new node or a replacement node, can correlate the
identifiers to the region (e.g., storage node 50 self-assigns the 50 region of the object
namespace spanning from object identifier O to object identifier 254).

After self-assigning a primary region, the ILM scanner begins self-assigning sub-regions
corresponding to unavailable nodes, if any, at block 507. The ILM scanner can also self-assign a
sub-region of a region corresponding to a node with a planned unavailable event to account for
future events impacting availability if indicated in the grid topology state. Assuming there is an
unavailable node indicated in the grid topology state, the description refers to an unavailable
node of an iteration as a selected unavailable node.

At block 509, the ILM scanner self-assigns a sub-range of a range corresponding to a selected
unavailable node. The ILM scanner selects an object identifier indicated as unavailable in the
grid topology state. The ILM scanner determines a range of the object namespace that would be
scanned by the selected unavailable node based on the object identifier of the selected
unavailable node. The ILM scanner then determines a part of that range to self-assign, similar to
block 505. The ILM scanner determines a count of sub-ranges to divide the selected unavailable
node’s range based on a count of available storage nodes. The ILM scanner then determines
which of the sub-ranges to self-assign based on the corresponding storage node identifier.

At block 511, the ILM scanner determines whether there is an additional unavailable node
indicated in the grid topology state. If there is an additional unavailable node, then flow returns
to block 507. Otherwise, the self-assignment process ends.

Figure 6 is a conceptual diagram of storage nodes temporarily self-assigning sub-regions of a
region of object namespace of a failed storage node. Due to size constraints, Figure 6 only
depicts 4 storage nodes instead of a more likely scenario of hundreds of storage nodes. Although
ranges of the object namespace seem to be distributed in a coordinated manner, the storage nodes
do not coordinate and avoid the overhead of numerous storage nodes of a dynamic storage
system (i.¢., storage nodes can be added, removed, fail, etc.) coordinating range assignments.

In Figure 6, storage nodes of a grid have self-assigned different regions of the grid’s object
namespace 600. Each of the storage nodes includes an ILM scanner that continuously scans a
corresponding range(s) of the object namespace 600. A storage node 611 has self-assigned a
region 601 for continuous scanning. A storage node 613 has self-assigned a region 603 for
continuous scanning. A storage node 615 has self-assigned a region 605 for continuous scanning.

A storage node 609 has self-assigned a region 607 for continuous scanning. In the state depicted
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in Figure 6, an ILM rule set 627 and an ILM rule set 629 exist for the grid. One rule set may be a
replacement or modification of the other rule set that has not yet propagated throughout the grid.
A structure 625 indicates an ILM rule set state for the grid. The structure 625 indicates node
identifiers, a proposed rule set identifier for each node identifier, and a current rule set identifier
for each of the storage nodes. When a storage node begins applying an ILM rule set
communicated from an application or service that manages ILM policies for the grid (previously
referred to as an administrative service), the storage node will update its proposed rule set
identifier in the structure 625 to be the identifier of the communicated ILM rule set. A storage
node may begin applying a proposed ILM rule set based on detection of another storage node
applying the proposed ILM rule set with the data in structure 625 or detection of the ILM rule set
from the administrative service. In this illustration, the ILM rule set 627 has identifier B57911
and the ILM rule set 629 has an identifier C26785. As represented by the structure 625, the
storage nodes 611, 613, 615 are applying the rule set 627 and the storage node 609 is applying
the rule set 629 in a safe mode.

At some point, the storage node 615 becomes unavailable. When the ILM scanner of each of the
other storage nodes performs range self-assignment at the beginning of a scan while the storage
node 615 remains unavailable, the ILM scanners each self-assign a portion of the range 605. The
ILM scanner of the storage node 611 self-assigns the range 601 and a sub-range 619 of the range
605 corresponding to failed storage node 615. As previously mentioned, the ILM scanner will
determine that the storage node 615 is unavailable, determine the range 605 of the object
namespace 600 based on the identifier of the storage node 615, and then determine the sub-range
619 based on the identifier of the storage node 611. The same process is done by the ILM
scanner of the storage node 613 to self-assign a sub-range 621 and by the ILM scanner of the
storage node 609 to self-assign a sub-range 623. Each ILM scanner then scans the self-assigned
ranges. At the beginning of the next scan, each ILM will again self-assign, which may change
based on a variety of events in the grid. Examples of the grid events include addition of a storage
node, return of the storage node 615 to being available, loss of another storage node, a network
partition, etc.

Variations

The determination of whether an ILM task resolved to from a rule evaluation is not static.
Whether an ILM task is risky may not be determined solely on indication of the task or task
category in a list. Determination of whether a task is risky can also be based on state of the grid.
For instance, a move task may be risky if a network partition is detected but not risky if all sites

are visible to a storage node according to topology state. In addition, the consistency requirement

15



10

15

20

25

30

WO 2018/201103 PCT/US2018/030040

for retrieving metadata can vary based on grid state. For instance, a metadata retrieval that would
require majority consistency during normal grid state (normal being administratively defined,
such as a percentage of grids available) can increase to 100% consistency if the grid is at less
than optimal operating capability .

The ILM queues have been described as a set of priority queues. The ILM scanner can be
programmed to weigh each queue corresponding to priority. The weights can be modified to
account for changes in resources for performing ILM tasks, number of deferred tasks, load on a
part of the grid corresponding to an ILM scanner, etc. Furthermore, sizes of queues can vary
based on resources of a host storage node.

Although the example illustrations describe an ILM scanner as determining number of grid
nodes to determinges its region and then determining additional regions for unavailable nodes, the
series of determinations can be avoided when the grid topology state remains unchanged from a
previous scan. The ILM scanner can initially perform an expedited determination of whether grid
topology state has changed. If it has not, then the ILM scanner can proceed scanning the same
region or regions of the previous scan. For instance, the ILM scanner can compute a hash of the
grid topology state to efficiently determine whether grid topology state has changed. In addition,
embodiments do not necessarily self-assign a region of the object namespace based on numbers
of storage nodes and storage node identifier. A storage node can evaluate object metadata that
can be accessed with lower latency based on object layout in the distributed storage system (e.g.,
evaluate metadata on storage devices locally accessible or located within a same site). The
storage node can augment a determined region for iterative scanning. The storage node may
determine the region based on the locally accessible object metadata.

The description describes the determination of riskiness as a comparison between a determined
ILM task and a listing of risky tasks or task types. However, the determination of whether an
ILM task is risky can be dynamic and/or storage nodes can handle an ILM task differently to
decrease the likelihood of the ILM task being risky. A storage node can determine whether an
ILM task is risky based on the corresponding object metadata and state of the distributed storage
system (“system state”). After resolving an ILM rule to an ILM task, an ILM rules applier can
compare the object metadata and system state against time thresholds to accommodate eventual
consistency of the object metadata. For example, the ILM rules applier can determine an ILM
task to be risky if the amount of time between a timestamp on the object metadata and local
clock of the ILM rules applier exceeds a threshold. The ILM rules applier can also delay action
when object metadata has been recently updated — “recently” being a configurable time window.

For example, the ILM rules applier can delay performing an ILM task to allow further
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propagation of the object metadata update throughout the distributed storage system before
performing the ILM task. The ILM rules applier can delay requesting the object metadata at the
higher consistency level if the already retrieved metadata has a recent update timestamp.
Furthermore, the ILM rules applier can determine that an ILM task is risky based on detection of
an inconsistency or potential issue between the distributed storage system and the host device.
For example, the ILM rules applier can evaluate a current time indicated by one or more storage
nodes of the grid and a local clock. Deviation in either direction beyond an acceptable threshold
suggests applying the ILM task may be problematic. The ILM rules applier can also compare a
timestamp in object metadata against a local clock to determine whether the local clock is behind
the object metadata and deem a corresponding ILM task risky based on the negative deviation.
The flowcharts are provided to aid in understanding the illustrations and are not to be used to
limit scope of the claims. The flowcharts depict example operations that can vary within the
scope of the claims. Additional operations may be performed; fewer operations may be
performed; the operations may be performed in parallel; and the operations may be performed in
a different order. For example, In Figure 3, the ILM rule set applier determines the ILM rule set
to apply at the beginning of each iteration and prior to beginning a new iteration. Embodiments
can determine the ILM rule set to apply at other times during a scan and/or based on detection of
events. For instance, the ILM scanner may determine the ILM rule set to apply when a change
event is communicated from a service that manages the ILM policies. The ILM scanner can also
determine the rule set to apply at given intervals that can be based on time and/or number of
objects evaluated within an iteration. It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of blocks in the flowchart illustrations
and/or block diagrams, can be implemented by program code. The program code may be
provided to a processor of a general purpose computer, special purpose computer, or other
programmable machine or apparatus.

As will be appreciated, aspects of the disclosure may be embodied as a system, method or
program code/instructions stored in one or more machine-readable media. Accordingly, aspects
may take the form of hardware, software (including firmware, resident software, micro-code,
etc.), or a combination of software and hardware aspects that may all generally be referred to

9 <

herein as a “circuit,” “module” or “system.” The functionality presented as individual
modules/units in the example illustrations can be organized differently in accordance with any
one of platform (operating system and/or hardware), application ecosystem, interfaces,

programmer preferences, programming language, administrator preferences, etc.
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Figure 7 depicts an example computer system with an information lifecycle management
iterative scanner. The computer system includes a processor 701 (possibly including multiple
processors, multiple cores, multiple nodes, and/or implementing multi-threading, ¢tc.). The
computer system includes memory 707. The memory 707 may be system memory (¢.g., one or
more of cache, SRAM, DRAM, zero capacitor RAM, Twin Transistor RAM, eDRAM, EDO
RAM, DDR RAM, EEPROM, NRAM, RRAM, SONOS, PRAM, etc.) or any one or more of the
above already described possible realizations of machine-readable media. The computer system
also includes a bus 703 (¢.g., PCI, ISA, PCI-Express, HyperTransport® bus, InfiniBand® bus,
NuBus, etc.) and a network interface 605 (e.g., a Fiber Channel interface, an Ethernet interface,
an internet small computer system interface, SONET interface, wireless interface, etc.). The
system also includes a set of storage devices 715 which can be magnetic storage device, optical
storage devices, solid state storage devices, and/or a hybrid of storage devices. The computer
system may submit read and write requests via the network interface 705 or a separate interface
(e.g., a small computer system interface). The system also includes an ILM iterative scanner 711.
The ILM iterative scanner 711 is one of many instances throughout a grid that will collectively
scan a grid’s object namespace, with potential overlapping scans between scanners. To adapt to
changes in the grid, the ILM iterative scanner 711 will self-assign one or more ranges of the
object namespace for scanning, and then scan the self-assigned range or ranges. Concurrently, an
ILM iterative applier 713 will apply an ILM rule set of the grid to objects based on object
metadata obtained from the iterative scanning by the ILM iterative scanner 713. Any one of the
described functionalities may be partially (or entirely) implemented in hardware and/or on the
processor 701. For example, the functionality may be implemented with an application specific
integrated circuit, in logic implemented in the processor 701, in a co-processor on a peripheral
device or card, etc. Further, realizations may include fewer or additional components not
illustrated in Figure 6 (¢.g., video cards, audio cards, additional network interfaces, peripheral
devices, etc.). The processor 701 and the network interface 705 are coupled to the bus 703.
Although illustrated as being coupled to the bus 703, the memory 707 may be coupled to the
processor 701.

Embodiments include a first storage node of a plurality of storage nodes of a distributed storage
system performing a method comprising iteratively determining a region of an object namespace
to self-assign and the first storage node evaluating object metadata of objects within the self-
assigned region for information lifecycle management. Each iteration comprises determining the
region based on states of the plurality of storage nodes and an identifier of the first storage node.

For each determined object identifier within the region, the first storage node retrieves object
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metadata corresponding to the object identifier and evaluates a set of one or more information
lifecycle management rules against the retrieved object metadata. Based on an evaluation
resolving to an information lifecycle management task determined not to be risky, the first
storage node performs the information lifecycle management task. Based on an evaluation
resolving to an information lifecycle management task determined to be risky, the first storage
node requests, from the distributed data store object, metadata corresponding to the object
identifier at a consistency level. Based on receipt of the object metadata in satisfaction of the
consistency level, the first storage node evaluates the set of one or more information lifecycle
management rules against the received object metadata.

Determining the region based on states of the plurality of storage nodes can comprise
determining a plurality of regions of the object namespace that includes the region based on a
count of the plurality of nodes and selecting the region from the plurality of regions based on the
identifier of the storage node.

The method performed by the first storage node can also comprise, in each iteration, determining
those of the storage nodes of the plurality of storage nodes indicated as unavailable by the states
of the plurality of storage nodes and, for each of the unavailable storage nodes, determining a
second region of the object namespace corresponding to the unavailable storage node and a sub-
region of the second region based on the identifier of the storage node to also self-assign.

The method performed by the first storage node can also comprise determining whether an
information lifecycle management task resolved to from evaluation of a rule of the set of one or
more information lifecycle management rules is risky.

Determining whether an information lifecycle management task is risky can comprise
determining whether the information lifecycle management task is indicated in a defined set of
tasks indicated as risky or is of a task type indicated in a defined set of task types indicated as
risky.

Determining whether an information lifecycle management task is risky after requesting the
object metadata at the consistency level can comprise determining whether the consistency level
is satisfied, determining the information lifecycle management task to be risky based on the
consistency level not being satisfied, and determining the information lifecycle management task
not to be risky based on the consistency level being satisfied.

The method performed by the first storage node can also comprise, in each iteration, selecting
one of a set of queues based on a priority attributed to the retrieved object metadata and

enqueueing the retrieved object metadata into the selected one of the set of queues, wherein the
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evaluating comprises selecting for evaluating object metadata from the set of queues based, at
least in part, on prioritization of the set of queues.

The method performed by the first storage node can also comprise determining the priority
based, at least in part, on whether an object corresponding to the retrieved object metadata is
being ingested into the distributed storage system, the object metadata includes an indication of
delete, or retrieved object metadata corresponds to a repair task based on heuristics.
Embodiments also include one or more non-transitory machine-readable media comprising
program code for iteratively scanning objects in a distributed storage system for information
lifecycle management. The program code comprises executable instructions to perform a set of
operations a and a set of operations b. The instructions corresponding to the set of operations a
comprise instructions to determine a part of an object namespace to self-assign for information
lifecycle management based, at least in part, on state data of the distributed storage system. The
instructions corresponding to the set of operations b comprise instructions to, for each
determined object identifier within the part of the object namespace, retrieve metadata
corresponding to the object identifier and evaluate an information lifecycle management rule
with the retrieved metadata to determine whether to perform an information lifecycle
management task on an object identified by the object identifier. Based on a determination to
perform the information lifecycle management task, there are executable instructions to
determine whether the information lifecycle management task is indicated as risky. Based on a
determination that the information lifecycle management task is indicated as risky, there are
executable instructions to request from the distributed data store metadata corresponding to the
object identifier with an indication of a consistency level, to skip the information lifecycle
management task if the consistency level could not be satisfied, and to re-evaluate the
information lifecycle management rule with metadata returned from the distributed data store
satisfying the consistency level to determine whether to perform the information lifecycle
management task on the object identified by the object identifier. Based on a determination that
the information lifecycle management task is not indicated as risky or a determination that the
lifecycle management task is to be performed based on the metadata returned that satisfied the
consistency level, there are instructions to perform the information lifecycle management task.
The program code also comprises instructions to repeat execution of the instructions
corresponding to the operations of a and b.

The instructions to determine a part of an object namespace to self-assign for information

lifecycle management based, at least in part, on state data of the distributed storage system
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comprise the instructions to determine the part of the object namespace also based on an
identifier of the program code.

The instructions to determine the part of the object namespace based on state data of the
distributed storage system comprise the instructions to determine a count of storage nodes in the
distributed storage system indicated by the state data of the distributed storage system and divide
the object namespace according to the count of storage nodes in the distributed storage system.
The self-assigned part corresponds to the identifier of the program code.

The instructions to determine the part of the object namespace based on state data of the
distributed storage system further comprise the instructions to determine storage nodes indicated
as unavailable in the state data and to determine an additional part of the object namespace to
self-assign based, at least in part, on identifiers of the unavailable storage nodes and the identifier

of the program code.

21



WO 2018/201103 PCT/US2018/030040

WHAT IS CLAIMED IS:

1. A method comprising:

a first storage node of a plurality of storage nodes of a distributed storage system
iteratively determining a region of an object namespace to self-assign and
evaluating object metadata of objects within the self-assigned region for

5 information lifecycle management, wherein each iteration comprises,
determining the region based on states of the plurality of storage nodes and an
identifier of the first storage node;
for each determined object identifier within the region,
retrieving object metadata corresponding to the object identifier;
10 evaluating a set of one or more information lifecycle management rules
against the retrieved object metadata;
based on an evaluation resolving to an information lifecycle management
task determined not to be risky, performing the information
lifecycle management task;
15 based on an evaluation resolving to an information lifecycle management
task determined to be risky, requesting from the distributed data
store object metadata corresponding to the object identifier at a
consistency level; and
based on receipt of the object metadata in satisfaction of the consistency
20 level, evaluating the set of one or more information lifecycle

management rules against the received object metadata.

2. The method of claim 1, wherein determining the region based on states of the plurality of
storage nodes comprises determining a plurality of regions of the object namespace that
includes the region based on a count of the plurality of nodes and selecting the region from

25 the plurality of regions based on the identifier of the storage node.

3. The method of claim 1 further comprising, in each iteration, determining those of the
storage nodes of the plurality of storage nodes indicated as unavailable by the states of the
plurality of storage nodes and, for each of the unavailable storage nodes, determining a
second region of the object namespace corresponding to the unavailable storage node and a

30 sub-region of the second region based on the identifier of the storage node to also self-assign.
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4. The method of claim 1 further comprising determining whether an information lifecycle
management task resolved to from evaluation of a rule of the set of one or more information

lifecycle management rules is risky.

5. The method of claim 4, wherein determining whether an information lifecycle
management task is risky comprises determining whether the information lifecycle
management task is indicated in a defined set of tasks indicated as risky or is of a task type

indicated in a defined set of task types indicated as risky.

6. The method of claim 4, wherein determining whether an information lifecycle
management task is risky after requesting the object metadata at the consistency level
comprises:
determining whether the consistency level is satisfied;
determining the information lifecycle management task to be risky based on the
consistency level not being satisfied; and
determining the information lifecycle management task not to be risky based on the

consistency level being satisfied.

7. The method of claim 1, further comprising, in each iteration, selecting one of a set of
queues based on a priority attributed to the retrieved object metadata and enqueueing the
retrieved object metadata into the selected one of the set of queues, wherein the evaluating
comprises selecting for evaluating object metadata from the set of queues based, at least in

part, on prioritization of the set of queues.

8. The method of claim 7, further comprising determining the priority based, at least in
part, on whether an object corresponding to the retrieved object metadata is being ingested
into the distributed storage system, the object metadata includes an indication of delete, or

retrieved object metadata corresponds to a repair task based on heuristics.

9. One¢ or more non-transitory machine-readable media comprising program code for
iteratively scanning objects in a distributed storage system for information lifecycle
management, the program code comprising executable instructions to:
a) determine a part of an object namespace to self-assign for information lifecycle
management based, at least in part, on state data of the distributed storage system;
b) for each determined object identifier within the part of the object namespace,
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retrieve metadata corresponding to the object identifier,

evaluate an information lifecycle management rule with the retrieved metadata to
determine whether to perform an information lifecycle management task
on an object identified by the object identifier,

5 based on a determination to perform the information lifecycle management task,
determine whether the information lifecycle management task is indicated
as risky,

based on a determination that the information lifecycle management task is
indicated as risky,
10 request from the distributed data store metadata corresponding to the
object identifier with an indication of a consistency level;
skip the information lifecycle management task if the consistency level
could not be satisfied;
re-evaluate the information lifecycle management rule with metadata
15 returned from the distributed data store satisfying the consistency
level to determine whether to perform the information lifecycle
management task on the object identified by the object identifier,
based on a determination that the information lifecycle management task is not
indicated as risky or a determination that the lifecycle management task is
20 to be performed based on the metadata returned that satisfied the
consistency level, perform the information lifecycle management task; and

¢) repeat the operations of a and b.

10. The non-transitory machine-readable media of claim 9, wherein the instructions to
determine a part of an object namespace to self-assign for information lifecycle management

25 based, at least in part, on state data of the distributed storage system comprise the instructions
to determine the part of the object namespace also based on an identifier of the program

code.

11. The non-transitory machine-readable media of claim 10, wherein the instructions to
determine the part of the object namespace based on state data of the distributed storage
30 system comprise the instructions to determine a count of storage nodes in the distributed

storage system indicated by the state data of the distributed storage system and divide the

24
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object namespace according to the count of storage nodes in the distributed storage system,

wherein the self-assigned part corresponds to the identifier of the program code.

12. The non-transitory machine-readable media of claim 11, wherein the instructions to
determine the part of the object namespace based on state data of the distributed storage
system further comprise the instructions to determine storage nodes indicated as unavailable
in the state data and to determine an additional part of the object namespace to self-assign
based, at least in part, on identifiers of the unavailable storage nodes and the identifier of the

program code.

13. An apparatus comprising a processor, a network interface, and a machine-readable
medium having program code executable by the processor to cause the apparatus to perform

the method of any one of claims 1-8.

25
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