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FAIL-SAFE APPARATUS AND METHOD FOR DISPOSAL OF
AUTOMOBILE PYROTECHNIC SAFETY DEVICES

BACKGROUND

[0001] The present invention relates generally to pyrotechnic safety device disposal and
more particularly to fail-safe automotive pyrotechnic safety device disposal.

[0002] Automotive vehicles typically contain a passive restraint system that includes a
variety of pyrotechnic safety devices (PSD’s) and an array of crash sensors. In the event of a
vehicle crash, the PSD’s are activated or deployed in response to signals received from the
crash sensors in order to mitigate injury to vehicle occupants. Examples of PSD’s include air
bags, seat belt pretensioners, deployable roll bars, deployable knee bolsters, deployable anti-
submarining devices, and “pop-up” pedestrian safety hoods.

[0003] At the end of a vehicle’s useful life, a number of undeployed “live” PSD’s may remain
in the vehicle. Due to their pyrotechnic nature, government regulations in many countries
prohibit the removal, storage, and reuse of PSD’s for safety reasons. Recently, many
governments have also implemented regulations prohibiting disposal of vehicles containing
undeployed PSD’s, and now require that all undeployed PSD’s be deployed prior to disposal of
the vehicle. One such regulation is embodied in the ISO 26021 draft protocol, which requires
the vehicle’s restraint system controller to receive and act upon PSD disposal commands from
an external device.

[0004] Because the primary objective of an automatic restraint system is to mitigate injury to
vehicle occupants during a crash, it is desirable to activate PSD’s only in certain vehicle impact
conditions, when a collision event is identified to be significant enough to cause injury to the
occupant(s).

[0005] In order to prevent inadvertent or unwanted deployments of PSD’s, automatic
restraint system controllers are typically designed to be “fail-safe,” such that no single
component of the system can fail in a way that would cause deployment current to flow to the
PSD. Generally, this fail-safe configuration is achieved by arranging a plurality of independent
impact sensors, evaluation logic circuits, and deployment control hardware to only allow
deployment current to flow when each individual component achieves a predetermined
deployment state. However, the fail-safe configuration of the automatic restraint system

controllers make it difficult to manually dispose of PSD’s safely prior to disposal of the vehicle
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because the predetermined deployment state is typically achieved by sensory input indicating a
crash event.

[0006] Thus, typical restraint system architecture runs contrary to regulations such as the
ISO 26021 draft protocol, which requires PSD disposal deployments to be controlled through a
single communication port. In order to achieve deployment through a single communication
port, the associated control logic essentially bypasses many of the automatic restraint system
controller’s built-in interlocks and redundancies, which may potentially introduce additional risk
of inadvertent deployment into the system if the individual components’ failure modes are not
properly managed.

[0007] Therefore, a need presently exists for a fail-safe method and apparatus for disposing
of a pyrotechnic safety device that is compliant with new government regulations, such as the
ISO 26021 draft protocol.

SUMMARY

[0008] In one aspect of the present invention, a method for disposing of a pyrotechnic safety
device may include providing an electronic control unit having a primary control unit and an
auxiliary control unit. The auxiliary control unit includes a safing mode and a scrap mode, and
operates in the safing mode in an initial state. When the auxiliary control unit receives a first
predetermined signal from the primary control unit, the auxiliary control unit is switched from the
safing mode to the scrap mode. The auxiliary control unit is armed only if it receives a second
predetermined signal from the primary control unit while the auxiliary control is operating in the
scrap mode. A single PSD is deployed by sending a deployment signal to the PSD while the
auxiliary control unit is armed.

[0009] In another aspect, the deployment signal is sent from the primary control unit to the
PSD, based on signals received from an external source. The primary control unit sends the
first predetermined signal to the auxiliary control unit after receiving a first signal from an
external signal source. The primary control unit sends the second predetermined signal to the
auxiliary control unit after receiving a second signal from the external signal source. The
external signal source may be a CAN based tester, which may not be in communication with the
auxiliary control unit.

[0010] In yet another aspect of the present invention, a method of disposing of a

pyrotechnic safety device may include storing encrypted data in a memory of a primary control
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unit. The encrypted data corresponds to a plurality of predetermined signals. A decryption key
is determined based on multiple signals received by the primary control unit from an external
signal source, and at least a portion of the encrypted data corresponding to a first and second
predetermined signal is decoded using the decryption key.

[0011] In another aspect of the present invention, the auxiliary control unit is reset to the
safing mode when a disposal session is terminated, and the decryption key and decrypted data
may be destroyed.

[0012] Another method for disposing of a pyrotechnic safety device in accordance with this
invention includes providing an electronic control unit comprising a primary control unit and an
auxiliary control unit, where the auxiliary control unit is operable in a safing mode and a scrap
mode. A disposal seed is sent from the auxiliary control unit to the primary control unit when the
auxiliary control unit operates in the scrap mode. A disposal key is calculated based on the
disposal seed, and the auxiliary control unit is armed when the primary control unit sends the
disposal key to the auxiliary control unit. A single pyrotechnic device is deployed by sending a
deployment signal to the pyrotechnic device while the pyrotechnic device is armed. The
disposal key may be a unigue periodic message.

[0013] In one embodiment, the auxiliary control unit may be disarmed after deployment, and
may be rearmed if another disposal signal is received by the primary control unit. A second
pyrotechnic device may be deployed when the auxiliary control unit receives the disposal signal,
and the primary control unit sends a deployment signal to the pyrotechnic device while the
auxiliary control unit is armed.

[0014] A system for disposing of a pyrotechnic safety device may include an electronic
control unit having an auxiliary control unit and a primary control unit. The primary control unit is
in electronic communication with the auxiliary control unit, and the auxiliary control unit is
configured to operate in a safing mode and a scrap mode. The system also includes a
pyrotechnic safety device that is in electronic communication with the auxiliary control unit and
the primary control unit, and an external signal unit that is in electronic communication with the
primary control unit. The external signal unit is not in electronic communication with the
auxiliary control unit. In one embodiment, the external signal unit may be a CAN based tester.
[0015] The auxiliary control unit is configured to change from the safing mode to the scrap
mode when the auxiliary control unit receives a first predetermined signal from the primary

control unit, and the auxiliary control unit is configured to arm the pyrotechnic safety device

-3-



WO 2009/142997 PCT/US2009/044069

when the auxiliary control unit receives a second predetermined signal from the primary control
unit and the auxiliary control unit is operating in the scrap mode.

[0016] In yet another aspect, upon arming, the auxiliary control unit may remain armed only
for a fixed duration.

[0017] The foregoing paragraphs have been provided by way of general introduction, and
are not intended to limit the scope of the following claims. The presently preferred
embodiments, together with further advantages, will be best understood by reference to the

following detailed description taken in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] The invention may be more fully understood by reading the following description in

conjunction with the drawings, in which:

Figure 1(a) is a system diagram for an electronic control unit according to an embodiment of the
present invention;

Figure 1(b) is a timing diagram for the electronic control unit of Figure 1(a);

Figure 2 is a flow chart of a fail-safe method for disposing of a pyrotechnic safety device;

Figure 3 is a detailed flow chart of a process of deploying a pyrotechnic safety device when the
auxiliary control unit is operating in the safing mode of Figure 2;

Figure 4 is a detailed flow chart of a process of deploying a pyrotechnic safety device when the
auxiliary control unit is operating in the scrap mode of Figure 2;

Figure 5 is a flow chart of a process of deploying a second pyrotechnic safety device when the
auxiliary control unit is operating in the scrap mode of Figure 2;

Figure 6 is an exemplary timing diagram for a deployment of a first and second pyrotechnic
safety device when an embodiment of an auxiliary control unit is operating in a scrap
mode; and

Figure 7 is a logic diagram of an embodiment of an auxiliary control unit according to the

present invention.

DETAILED DESCRIPTION

[0019] The term “pyrotechnic safety device” or “PSD” refers to any vehicular automatic
safety restraint containing pyrotechnics, including for example and without limitation air bags,

seat belt pretensioners, deployable roll bars, deployable knee bolsters, deployable anti-

-4-



WO 2009/142997 PCT/US2009/044069

submarining devices, and “pop-up” pedestrian safety hoods. The terms “deploy,” “deployed,”
“dispose” and derivations thereof refer to a post-firing state of the pyrotechnic safety device in
which substantially all the pyrotechnic gas generate has been oxidized.

[0020] Modern pyrotechnic safety devices contain electronic control units (ECU) that
typically use two hardware controllers, a main microcontroller (MCU) and an independent
auxiliary control unit, also referred to as safing logic, to identify a crash event and deploy PSD'’s.
Typically, the MCU utilizes microcontroller crash algorithms to analyze crash signals and
determine the location and severity of a crash. If the crash algorithms determine the crash is
severe enough, the MCU sends a deployment signal to the PSD(s) corresponding to the
detected crash location. The auxiliary control unit simultaneously and independently analyzes
the same crash signals in order to validate the crash signal and enable safing (arming). Both
the deployment signal and the safing must occur simultaneously to achieve deployment of the
PSD.

[0021] Government regulations and industry standards, such as the ISO 26021 draft
protocol, require the ECU to have a mechanism to dispose of undeployed, or “live” PSD’s when
a vehicle loses road-worthiness and the vehicle is scrapped. Under these regulations, in a
scrap event, a tester sends messages (signals) over a Controller Area Network (CAN) to the
ECU requesting it to dispose of the PSD’s. However, CAN messages are only received by the
MCU; the auxiliary control unit has no external input to validate the tester messages in parallel.
Thus it is an object of the present invention to independently validate the signals sent from the
external signal source and received only by the MCU, thereby achieving independent safing and
deployment of a PSD in a “scrap event.”

[0022] Referring now to the Figures, wherein like reference numerals denote like elements,
Figure 1(a) illustrates an electronic control unit (ECU) 100 according to an embodiment of the
present invention. The ECU 100 includes an auxiliary control unit 110, and a primary
microcontroller (MCU) 120, and an AND gate 180. The auxiliary control unit 110 includes two
operating modes stored in a memory: a safing mode 112, and a scrap mode 114. The MCU
120 includes crash algorithms 122 and scrap management data 124 stored in a memory. The
scrap management data 124 is preferably encoded and stored in the memory of the MCU 120 in
a non-executable format. The auxiliary control unit 110 and the MCU 120 are in bi-lateral
electrical communication with each other, and both the auxiliary control unit 110 and the MCU

are in electrical communication with the vehicle’s PSD’s (not shown). The AND gate 180 is also
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in electrical communication with the vehicle’s PSD’s, as well as the MCU 120 and the auxiliary
control unit 110.

[0023] The auxiliary control unit 110 is configured to arm or disarm the vehicle’s PSD’s in
one of two modes, the safing mode 112 and the scrap mode 114. The auxiliary control unit 110
is also configured to send a disposal seed 130 to the MCU 120 when the MCU 120 sends a
request for the disposal seed 130 to the auxiliary control unit 110. The disposal seed 130 is
preferably sent over a serial peripheral interface (SPI) at a speed greater than or equal to 2
KHz. Preferably, the auxiliary control unit 110 cannot receive signals sent over a CAN, or other
communication line from a source external to the ECU 100, such as a tester.

[0024] The MCU 120 is configured to receive signals from a plurality of vehicle crash
sensors (not shown), as well as signals from an external signal source, such as a tester (not
shown), and signals, including the disposal seed 130, from the auxiliary control unit 110.
Preferably, the MCU 120 receives the external signals over a CAN, however, it should be
understood that any currently existing or later developed electronic communication line may be
used to transmit signals, including for example and without limitation, an intranet, a K-line or
wireless protocol. The MCU 120 is also configured to send signals to the vehicle’s PSD’s and
to send signals, such as the disposal key 140, to the auxiliary control unit 110. Preferably, the
signals are sent through a serial peripheral interface (SPI).

[0025] In operation, a disposal seed/key method may be used to arm the auxiliary control
unit 110 when it is operating in the scrap mode 114, the details of which are described below in
reference to Figures 2-5.

[0026] Figure 1(b) illustrates the timing behavior of the auxiliary control unit 110 and the
MCU 120 of the ECU 100. At time to the disarm function 150 is high and the arm function is low,
in order to prevent inadvertent deployments. The auxiliary control unit 110 only activates the
arm function 160 at t; upon independent validation that a crash sensor signal meets PSD
deployment requirements, when operating in the safing mode 112, or upon receipt of a disposal
key signal, when operating in the scrap mode 114. When the auxiliary control unit 110 is armed
at t,, disarm is low and arm is high. During the time that the auxiliary control unit 110 is armed,
i.e. between t; and t,, the MCU 120 sends a deployment signal 170 that is high between t; and
ty. The PSD may only be deployed if the deployment signal is high while the auxiliary control
unit 110 arm function 160 is high. If the deployment signal is high while the arm function 160 is

low and the disarm function 150 is high, the PSD cannot be deployed. As shown in Figure 1(b),
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upon arming, the auxiliary control unit 110 may remain armed for a predetermined amount of
time. For example, a safing window (arming window) between t; and t,, which defines the
period the auxiliary control unit may remain armed, may be between about 0.5 milliseconds and
about 2 (two) milliseconds. Preferably, the period for which the auxiliary control unit 110 is
armed is calculated by the equation:

Arming Time= Arming Lead Time + Firing Current Time + Arming Lag Time
[0027] where the Arming Lead Time is determined such that the auxiliary control unit 110 is
armed before a deployment signal is sent to a PSD. The Arming Lead Time may be, for
example and without limitation, from about 2 (two) milliseconds to about 5 (five) milliseconds.
The Firing Current Time is a hardware dependant, and pyrotechnic device dependant fixed
parameter and may be set between about 0.5 milliseconds and about 2 (two) milliseconds. The
Arming Lag Time (post fire arming) is additional time for which the auxiliary control unit 110 is
allowed to remain armed in order to ensure that the deployment of the PSD is complete, in the
event that the time required to deploy the PSD exceed the specified Firing Current Time. The
Arming Lag Time may be a multiple of the Firing Current Time. For example and without
limitation, the Arming Lag Time may be double the Firing Current time. Of course, it should be
understood that the safing window may be calculated by other means or may be a fixed period
of time. For example, the Arming Lag Time may be a fixed value from about 2 (two)
milliseconds to about 3 (three) milliseconds.
[0028] The firing current may be supplied by a capacitor that is charged by a battery.
Because the charge stored in the capacitor is decreased each time a new firing current is sent
to a PSD, the capacitor may become discharged after, for example, firing a 12" PSD out of 16
PSD’s. In this case, although the firing command is sent via SPI, the actual firing current is only
sent to the PSD after the capacitor recharges to a sufficient voltage. Thus, in order to ensure
that the firing signal can be sent to the PSD while the auxiliary control unit 110 is armed and
ensure deployment of the PSD, it is preferable that the Arming Time of the auxiliary control unit
110 exceed the Firing Current Time. Additionally, because capacitors typically degrade over
time, the Arming Lag Time may also act to offset the diminished performance of the capacitor.
[0029] Figure 2 illustrates an example of a flow chart for a fail-safe method of disposing of a
pyrotechnic safety device, according to the embodiment of Figure 1(a). In Step 210, the ECU
100 including the auxiliary control unit 110, the MCU 120, and the AND gate 180 is powered on.

The auxiliary control unit 110 is configured to operate in two modes, the safing mode 112, and
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the scrap mode 114. The MCU 120 may include a memory, preferably a ROM, which stores
encrypted data 124 required to enable the scrap mode of the auxiliary control unit 110 and
command pyrotechnic deployment of a PSD, preferably in a non-executable format. As shown
in Step 220, upon power up, the auxiliary control unit 110 is set to safing mode 112 and the
crash algorithms 122 are enabled. In Step 230, the MCU 120 determines whether it has
received an external signal from a tester or the like to enter the scrap mode 114.

[0030] As shown in Step 240, if an external signal has not been received, the auxiliary
control unit 110 remains in safing mode, and the MCU 120 continues to monitor for an external
signal to enter the scrap mode 114. However, if the MCU 120 determines that it has received
an external signal to enter the scrap mode 114, the MCU 120 then determines whether the
conditions defined by the ISO 26021 draft protocol for entering the scrap mode 114 have been
met, as shown in Step 250. If the predetermined conditions have not been met, the auxiliary
control unit remains in safing mode 112, and the MCU 120 continues to monitor for a new
external signal to enter the scrap mode 114.

[0031] If the predetermined conditions for entering the scrap mode 114 have been met, the
MCU 120 begins to assemble the decryption key (not shown) based on accumulated data the
MCU 120 has received through signals sent by the external signal source over the CAN, as
shown in Step 260. Preferably, the decryption key is derived solely from the hexadecimal
values of the CAN signals (messages) sent to the MCU 120 by the external signal source. It is
also preferable that no portion of the decryption key is contained or stored in the memory of the
MCU 120 prior to receiving the external CAN signals from the external signal source.
Preferably, the decryption key is selected such that all the CAN messages required to
comprehensively identify a scrap event are included.

[0032] In Step 270, once the decryption key is completely assembled the MCU 120 decodes
the encoded data 124 stored on the ROM of the MCU 120 into instructions in an executable
format, and loads the instructions into the RAM. The decoded executable instructions may
include an algorithm to periodically manage deployment control in safing hardware, instructions
to command pyrotechnic deployment, instructions to calculate the disposal key 140, and
predetermined signals for controlling the operating mode of the auxiliary control unit.
Preferably, the MCU 120 cannot validate the correctness of the decryption key, and

consequently, cannot validate the correctness of the decoded executable instructions. The
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MCU 120 simply assembles the decryption key from the CAN signals and decodes the encoded
data 124.

[0033] Once the instructions are loaded into the RAM, the MCU 120 sends a predetermined
signal decoded from the encrypted data 124 using the decryption key, to the auxiliary control
unit 110 commanding it to enable the scrap mode 114. Upon entering the scrap mode 114, all
of the crash algorithms 122 are suspended and the auxiliary control unit 110 stops monitoring
signals from crash sensors. The predetermined signal commands the auxiliary control unit 110
to arm only upon receiving the disposal key 140 from the MCU 120, as will be described below
in conjunction with Figure 4.

[0034] Turning to Figure 3, Figure 3 illustrates a flow chart of the safing mode execution 220
of Figure 2, which is the normal operating mode of auxiliary control unit 110 in a non-scrap
event, as well as the initial mode when the ECU 100 is powered on. As shown in Step 300,
when the auxiliary control unit 110 is operating in the safing mode 112, the auxiliary control unit
110 monitors signals from an array of crash sensors located throughout the vehicle (not shown),
and the MCU 120 uses crash algorithms 122 to monitor incoming signals from the array of crash
sensors. The array of sensors is configured to relay information to the ECU 100 regarding
decelerative forces and the location or locations of the forces.

[0035] In Steps 310, 320 if the MCU 120 receives a crash sensor signal, the crash
algorithms 122 determine whether the signal meets predetermined parameters for PSD
deployment, while the auxiliary control unit 110 simultaneously and independently verifies
whether the signal meets the predetermined parameters, as is known in the art. If the
predetermined requirements are not met, the PSD is not deployed, and the MCU 120 continues
monitoring for crash sensor signals.

[0036] As shown in Steps 330, 340, if the MCU 120 crash algorithms determine, and the
auxiliary control unit 110 independently verifies, that the crash signal meets the predetermined
parameters for deployment, the MCU 120 sends a deployment signal to the AND gate 180. If
the auxiliary control unit 110 verifies the crash signal, the auxiliary control unit 110 is armed, and
the auxiliary control unit 110 sends an arming signal to the AND gate 180. If the AND gate 180
receives both the deployment signal from the MCU 120 and the arming signal from the auxiliary
control unit 110 while the auxiliary control unit 110 is armed, a deployment signal is sent to the
PSD’s specified by the crash algorithms 122 and the specified PSD’s are deployed (Steps 350,
360).
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[0037] Figure 4 illustrates a flow chart for executing the scrap mode 114 shown in Step 280
of Figure 2. The auxiliary control unit 110 is configured to enter into the scrap mode 114 only
upon receipt of the predetermined signal decoded by the MCU 120 using the decryption key.
When the auxiliary control unit 110 receives the decoded predetermined signal from the MCU
120, as shown in Step 400, the crash algorithms 122 of the safing mode 112 are suspended,
and the auxiliary control unit 110 is only able to arm upon receipt of the disposal key 140. Note
that once the auxiliary control unit 110 has entered the scrap mode 114, the auxiliary control
unit 110 is preferably unable to arm through any means other than receipt of the disposal key
140.

[0038] In Step 410, when the auxiliary control unit 110 enters the scrap mode 114, the MCU
120 preferably continually monitors the CAN for a disposal signal from the external signal
source. When the MCU 120 receives a disposal signal from the external signal source, the
MCU 120 sends a signal to the auxiliary control unit 110 requesting the disposal seed 130
(Step 420). The disposal seed 130 may be a random number that is generated by the auxiliary
control unit 110 every power cycle or at a predetermined time interval.

[0039] In Step 430, the MCU 120 receives the disposal seed 130 from the auxiliary control
unit 110 and calculates a disposal key 140 based on the disposal seed 130. The MCU 120 then
sends the disposal key 140 to the auxiliary control unit 110, and sends a deployment signal to
the AND gate 180 (Steps 450, 440). The disposal key 140 may be a unique periodic message.
The deployment signal may be an executable instruction decoded in Step 260, or may be
contained in the disposal signal received from the tester. Preferably, the deployment signal and
the disposal key 140 are sent in parallel from the MCU 120 through a serial peripheral interface
(SPI).

[0040] Once the auxiliary control unit 110 receives the disposal key 140, the auxiliary
control unit 110 determines whether the disposal key 140 received from the MCU 120 is correct
(Step 460). If the disposal key 140 is incorrect, the auxiliary control unit 110 remains unarmed,
and continues to monitor for a correct disposal key 140 (Step 465). However, if the auxiliary
control unit 110 receives a correct disposal key 140, the auxiliary control unit 110 is armed, and
as shown in Step 470, the auxiliary control unit 110 sends an arming signal to the AND gate
180.

[0041] As shown in Steps 480, 490, if the AND gate 180 receives both the deployment

signal from the MCU 120 and the arming signal from the auxiliary control unit 110 while the
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auxiliary control unit 110 is armed, a deployment signal is sent to the PSD(s) requested by the
external signal source. It should be noted that when the auxiliary control unit 110 operates in
scrap mode 114, the ECU 100 is preferably limited to deployment of a single PSD upon receipt
of the disposal signal from the external signal source. However, multiple PSD’s may be
deployed upon receipt of a single disposal signal, if the disposal signal requests multiple
simultaneous deployments.

[0042] The process described above in conjunction with Figures 2 and 4 are repeated each
time the MCU 120 receives a new disposal request from the external signal source.
Additionally, because the MCU 120 is unable to verify the correctness of the decryption key and
therefore, the correctness of the decoded instructions/predetermined signals, the external signal
source sending the CAN messages (tester) is the sole means of commanding the auxiliary
control unit 110 to enable the scrap mode 114. Thus, the auxiliary control unit 110 is armed
independently of the MCU 120, thereby minimizing the risk of inadvertent deployments.

[0043] Figure 5 illustrates a flow chart of a method for disposing of multiple pyrotechnic
devices when the auxiliary control unit 110 is operating in the scrap mode 114, and the ECU
100 is limited to deployment of a single PSD per disposal signal received from the external
signal source. Following deployment of the single PSD of Step 490, the auxiliary control unit
110 is temporarily disabled in Step 510. The auxiliary control unit 110 may be disabled by
sending an incorrect signal (e.g. a signal other than the correct deployment key) to the auxiliary
control unit 110. After the auxiliary control unit 110 has been temporarily disabled, the MCU
120 monitors whether the scrap event has been terminated. Examples of events that would
result in termination of the scrap event include resetting the ECU 100, loss of communication
between the ECU 100 and the external signal source, or loss of power. If the scrap event has
been terminated, the auxiliary control unit 110 is set to safing mode 112, as shown in Step 530,
and the decryption key and decoded executable instructions stored in the RAM may be
destroyed. Once the auxiliary control unit 110 has been set to the safing mode 112, the
auxiliary control unit 110 preferably can only be set to scrap mode by the process described
above in conjunction with Figures 2 and 4.

[0044] If, however, the scrap event has not been terminated, the MCU 120 continues to
monitor for a valid disposal signal from the tester (Step 540). In the event a valid disposal signal

is received by the MCU 120, the auxiliary control unit 110 is armed and the next PSD is
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deployed as described above in Steps 410-490. This process may be repeated until all
undeployed PSD’s have been disposed of.

[0045] Figure 6 illustrates a logic diagram for an embodiment of the auxiliary control unit
110. As described above, initially, the auxiliary control unit 110 operates in the safing mode
112. Upon receiving the predetermined message, the auxiliary control unit 110 enters the scrap
mode 114, which has a default position in which arming (safing) is disabled. If the auxiliary
control unit 110 receives a correct unique periodic message (disposal key 140), arming is
enabled. If the auxiliary control unit 110 receives an incorrect unique message (e.g. an
incorrect disposal key 140), or if the auxiliary control unit 110 does not receive any message
while the auxiliary control unit 110 is armed, arming is disabled. Finally, in the event that the
auxiliary control unit receives a reset command, the auxiliary control unit 110 returns to its initial
state, and the safing mode 112 is enabled.

[0046] Figure 7 is a timing diagram illustrating the timing function of the auxiliary control unit
110 and the MCU 120 when sequentially deploying multiple PSD’s in the scrap mode 114, as
discussed above with regard to Figure 5. At t; a new disposal request signal sent from the
tester is received by the MCU 120. The MCU 120 sends the disposal key 140 to the auxiliary
control unit 110, and the auxiliary control unit 110 enables a safing window between t, and ts by
arming the auxiliary control unit 110. The safing window includes an Arming Lead Time
between t, and t3;, which may be, for example and without limitation, 5 (five) milliseconds, and
an Arming Lag Time between t, and ts, which may be, for example and without limitation, from
about 2 (two) milliseconds to about 3 (three) milliseconds. If a deployment signal (Firing Current
Time), represented by the PSD deploy window between t; and {4, is sent by the MCU 120 to a
PSD within this safing window, a first PSD will be disposed of. The deployment signal between
tz and t4 may be, for example and without limitation, 2 (two) milliseconds.

[0047] At t5, the MCU 120 temporarily disables arming of the auxiliary control unit 110 by
sending an incorrect message or signal, and the ECU is capable of receiving a new disposal
request signal from the tester at ts. The incorrect key may be a data element of the message
sent from the MCU 120 to the auxiliary control unit 110. Note that the auxiliary control unit 110
does not reset to safing mode when an incorrect signal or message is sent to the auxiliary
control unit 110, it merely disables safing temporarily. Once the new disposal request is
received at t5, the process is repeated for the new disposal request, and the PSD deploy

window defined by t; and tg must be sent to the requested PSD within the safing window
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between t; and tio. However, it should be understood that the auxiliary control unit 110 may be
configured to reset to the safing mode upon receipt of the incorrect signal or message.

[0048] Thus, the present invention provides a fail-safe method for disposing of a pyrotechnic
safety device that is compliant with new government regulations, such as the ISO 26021 draft
protocol. Further, the present invention does not require crash sensor emulation to activate
crash algorithms and safing in order to safely dispose of a PSD

[0049] While preferred embodiments of the invention have been described, it should be
understood that the invention is not so limited, and modifications may be made without
departing from the invention. The scope of the invention is defined by the appended claims,
and all processes and devices that come within the meaning of the claims, either literally or by
equivalence, are intended to be embraced therein. Furthermore, the advantages described
above are not necessarily the only advantages of the invention, and it is not necessarily
expected that all of the described advantages will be achieved with every embodiment of the

invention.
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WE CLAIM:

1. A method for disposing of a pyrotechnic safety device, said method comprising:

providing an electronic control unit comprising a primary control unit and an auxiliary
control unit, wherein said auxiliary control unit comprises a safing mode and a scrap mode;

enabling said scrap mode, when said auxiliary control unit receives a first predetermined
signal from said primary control unit;

arming said auxiliary control unit only if a second predetermined signal is received by
said auxiliary control unit from said primary control unit, when said auxiliary control unit is
operating in said scrap mode; and

deploying at least one pyrotechnic device by sending a deployment signal to said

at least one pyrotechnic device while said auxiliary control unit is armed.

2. The method of claim 1, wherein said deployment signal is sent from said primary control

unit after said primary control unit receives a signal from an external source.

3. The method of claim 2, wherein said external source is a CAN based tester.

4. The method of claim 3, wherein said primary control unit sends said first predetermined
signal after receiving a first signal from an external source, and said primary control unit sends

said second predetermined signal after receiving a second signal from said external source.

5. The method of claim 4, wherein said external source is a CAN based tester, and said

CAN based tester is not in communication with said auxiliary control unit.

6. The method of claim 1, wherein said second predetermined signal and said deployment

signal are sent in parallel.
7. The method of claim 1, further comprising:

storing encrypted data in a memory of a primary control unit, said encrypted data

corresponding to a plurality of predetermined signals;
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determining a decryption key based on a plurality of signals received by said primary
control unit from an external source; and
decoding at least a portion of said encrypted data using said decryption key, said at least

a portion of said encrypted data corresponding to said first and second predetermined signals.

8. The method of claim 7, wherein said decryption key is determined based on
hexadecimal values of each of said plurality of signals received by said primary control unit from

said external source.

9. The method of claim 7, wherein said encrypted data is decrypted to an executable

format.

10. The method of claim 7, further comprising:
reseting said auxiliary control unit to said safing mode when a disposal session is
terminated; and

destroying said decryption key and said decrypted data.

11. The method of claim 10, wherein said disposal session is terminated by performing an
act consisting of resetting said electronic control unit, losing power to said electronic control unit

or losing communication with said external source.

12. The method of claim 1 further comprising:

disarming said auxiliary control unit after a first pyrotechnic device of the at least one
pyrotechnic devices is deployed when said primary control unit receives said deployment signal
while said auxiliary control unit is armed;

rearming said auxiliary control unit only if a second disposal signal is received by said
primary control unit; and

deploying a second pyrotechnic device when said primary control unit receives said

second disposal signal from said external source.

13. The method of claim 12, wherein said auxiliary control unit is disarmed by sending any

non-disposal signal to said primary control unit.
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14. The method of claim 12, wherein said auxiliary control unit is armed for a predetermined

period of time.

15. A system for disposing of a pyrotechnic safety device, comprising:

an electronic control unit comprising an auxiliary control unit and a primary control unit,
wherein said primary control unit is in electronic communication with said auxiliary control unit,
and said auxiliary control unit is configured to operate in a safing mode and a scrap mode;

a pyrotechnic safety device in electronic communication with said auxiliary control unit
and said primary control unit;

an external signal unit in electronic communication with said primary control unit and not
in electronic communication with said auxiliary control unit;

wherein said auxiliary control unit is configured to change from said safing mode to said
scrap mode when said auxiliary control unit receives a first predetermined signal from said
primary control unit, and said auxiliary control unit is configured to arm said pyrotechnic safety
device when said auxiliary control unit receives a second predetermined signal from said

primary control unit and said auxiliary control unit is operating in said scrap mode.
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Fig. 2
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Fig. 4
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