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METHOD OF PERSONALIZING AND
IDENTIFYING COMMUNICATIONS

CLAIM OF PRIORITY

[0001] This application claims priority from U.S. provi-
sional patent application “METHOD OF GENERATING
UNIQUELY IDENTIFIABLE WORKS OF ART,” Applica-
tion No. 60/355,264, filed Feb. 8, 2002, incorporated herein
by reference.

BACKGROUND OF THE INVENTION
[0002] 1. Field of the Invention

[0003] The present invention relates to a computer soft-
ware application and system for creating and distributing
digital works of art.

[0004] 2. Description of the Related Art

[0005] The era of digital media is changing the way
original content is created, used and distributed. Because of
its nature, digital content can be copied any number of times,
without its quality being substantially effected. For example,
a digital version of a song can easily be extracted from the
original CD, copied and compressed on a user’s hard disk
and/or published on the Internet through readily available
peer-to-peer software applications, such as Napster and
Kazaa. Using such peer-to-peer software applications, any-
body with the appropriate equipment can download and
listen to songs, with the same or near-same sound quality as
contained on the original CD.

[0006] Alarge part of the media industry’s current success
is based on the duplication and selling of large quantities of
unique works of arts. Millions of copies of a single original
version are made and sold. With the proliferation of com-
puting and networking, content creators and owners of
digital products like music, movies, software and the like are
facing critical piracy problems. Currently, the music and the
software industries are being particularly impacted by
piracy. Despite the fact that digital products have never been
distributed in larger quantities than today, revenues are
decreasing. This is at least in part due to an increasing
number of products being illegally copied and distributed. In
order to protect revenues, the media industry is trying to stop
or at least limit illegal copying of their products.

[0007] Multiple solutions to arrest piracy problem have
already been attempted.

[0008] One solution that attempts to solve the piracy
problem is to encrypt content. In an encryption system, the
content is encrypted before it is distributed to a user. The
user can use the music, software, video or other media with
a decoder. The decoder verifies the existence of a valid
copyright for the product and, if the user is authorized, the
content is decrypted and may be accessed.

[0009] Although an encryption system offers some pro-
tection, this kind of system can easily be bypassed. As an
example for music and movies, because a user must hear
and/or see the decrypted content, the user can always record
the content from the digital or analog stream after the media
has been decoded. In the case in which a user captures the
analog signal, this is well known in the art as an “analog
hole.” After been recorded, the content can be freely dis-
tributed in any convenient format. Moreover, since typically
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a single encryption algorithm is used to encrypt the content,
if any one person is able to ‘crack’ the algorithm, he or she
can publish the method on the Internet, thus allowing anyone
to make use of it.

[0010] Another attempted solution to the piracy problem is
to embed a digital watermark (for example, a serial number)
in the host content. Most commonly, digital watermarking is
applied to media such as images, audio signals, and video
signals. However, it may also be applied to other types of
media, including documents (e.g., through subtle line, word
or character shifting), software, multi-dimensional graphics
models, and surface textures of objects.

[0011] For software, a serial number or a CD key is
embedded into the code of a software application.

[0012] For music protected by watermark technology, an
imperceptible digital watermark signal is embedded in the
host content. In fact, robust watermark systems have been
developed in order to even be persistent with content quality
degradation (compression, analog recording,). However,
according to Professor Edward Felton of Princeton Univer-
sity, all the watermarks techniques have been or can be
broken. I has been shown that, if some imperceptible signal
is introduced into the content, it is possible to disturb or
remove the signal without altering the quality of the per-
ceptible content. Professor Felton further indicated that in
theory, a good psycho perceptive compression could remove
a watermark from a watermarked file without altering the
perception of the content.

[0013] The solution to the problem of piracy is extends
beyond content codification. To continue to ensure that the
media industry continues to generate revenue by controlling
the duplication and distribution of their products, the media
industry must actively seek out solutions to address the
problem of piracy. Currently, thanks the proliferation of
computer hardware and software in the duplication, process-
ing and communication arenas, the media industry is losing
its monopoly on the duplication and distribution of its
products.

[0014] What is needed is a system and method of creating
and distributing works of art that takes advantage of the
possibilities of duplication and distribution offered by mod-
ern computing and telecommunication, while preserving the
rights of the authors

SUMMARY OF THE INVENTION

[0015] The present invention proposes a process for cre-
ating and distributing works of art to users, while protecting
the rights of the authors. A work of art is any piece of
information digitally encoded or available as an analog
signal. An author is an individual or group of persons
involved in the creation of an original digital work of art: By
way of example only, an author may be a composer, writer,
player, musician, engineer, producer, actors, singer, mixer,
programmer, analyst or any other individual or group
involved in the creation of a digital work of art. A user is any
person or entity that received the right to use a digital work
of art: By way of example only, a user may be a consumer,
a DJ, a Movie theater, a radio station, a Television station or
network, a promoter, or any other person or entity that will
view, listen to or in any other way perceive the digital work
of art.
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[0016] In one simplified embodiment, a different version
of the work of art is delivered to each user. Each version is
slightly, yet perceptibly different in content. Therefore, each
version is an original and unique or fixed work of art. Each
version may then be delivered and assigned to a single user.
Information identifying the features of each version and the
associated user may be stored.

[0017] By later analyzing the content of a fixed or unique
version and reviewing the stored version/user data, the user
associated with a given version the user of a specific version
can be readily identified. If a user illegally copied and
distributed a fixed or unique version, the original user can be
identified from the content of the fixed or unique version.
The fixed version need not contain hidden tagging, water-
marking or additional identification data. However in alter-
nate embodiments, such tags, watermarks or additional
information may be included in the fixed or unique version.

[0018] The identification information is the content of the
version itself and therefore cannot be removed without
degrading the content. Since the content of the work of art
is different for each version, the author can provide limita-
tion on the variations in the preparation of the multiple
versions. However, in alternate embodiments, the author
may not provide any guidance or limitations.

[0019] Various aspects of one embodiment of a system are
described paragraphs, (a), (b), (¢) and (d), below. However,
various other embodiments are contemplated.

[0020] (a) An author creates a variable work of art that can
be used to generate multiple versions. This variable work of
art is a creation with a broader content than a classical work
of art. In a variable work of art, the content is not completely
determined, but prepared with some non-fixed options. That
is, the variable work of art can contain specific locations in
the content where the author will permit modifications or
deviations from a the base work. However in alternate
embodiments, the author may specify the entire content as
being variable or any specific segment or segments of the
content as being variable. This variable work of art is used
to generate the multiple versions of the work art for distri-
bution.

[0021] (b) From the variable work of art described in
above, a plurality of different, fixed versions can be auto-
matically generated. The content of each fixed version is
perceptibly different for all other fixed versions in at least
one place. In this way, each generated version is unique.
Generally, the fixed versions are generated in such a way
that removal or modification of the perceptible difference in
each version would degrade the content of the fixed version.
However, in alternate embodiments fixed versions can be
generated such that removal or modification of the percep-
tible do not substantially impact the content of the fixed
version. In one embodiment, generation of a fixed version
can occur at the time a user requests a version.

[0022] (c) After generation of each fixed version, the rights
for each unique version can be assigned and/or delivered to
one or more users. In one embodiment, each fixed version
can be assigned and/or delivered to only one user. In the
one-fixed-version-one user embodiment, each fixed version
is reserved for private use by the assigned user. In one
embodiment, each unique version is delivered to the
assigned user via any convenient method. In an alternate
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embodiment, a record of each delivery can be kept in a rights
management database. The database can contain informa-
tion sufficient to identify the delivered fixed version and
information identifying the user associated with the specific
fixed version.

[0023] (d) To identify unauthorized distribution of a fixed
version, publicly available data sources such as Internet
transmissions, Web sites, Peer-to-peer networks, Intranets,
company networks and the like can be scanned to determine
if a previously assigned fixed version is being transmitted or
is located on a system. From the content of the fixed version,
unique characteristics can be extracted and compared to the
characteristics of fixed versions stored in a database. When
the version is identified, the assigned user of a fixed version
can be identified.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] The invention will be described with respect to the
particular embodiments thereof. Other objects, features, and
advantages of the invention will become apparent with
reference to the specification and drawings in which:

[0025] FIG. 1 is a simplified overview of the a fixed
version generation system and associated components.

[0026] FIG. 2 is an schematic representation of the tools
and components used to generate and distribute fixed ver-
sions.

[0027] FIG. 3 is a diagram showing the stream of events
contained in a digital work of art.

[0028] FIG. 4 is a schematic diagram showing the com-
ponents used by an author to create and test a variable work
of art.

[0029] FIG. 5 is a diagram showing an embodiment of a
creation component for a variable work of art.

[0030] FIG. 6 is a diagram showing a component for
generating a fixed version from a variable work of art.

[0031] FIG. 7 is an overview of a version generation
component applied to work of art.

[0032] FIG. 8 is a diagram showing an embodiment of a
version generation component for a musical work of art.

[0033] FIG. 9 is a diagram depicting a dual phase iden-
tification component for fixed or unique version and/or user
identification

[0034] FIG. 10 is a diagram showing a simple example of
a variable musical work of art.

[0035] FIG. 11 shows a simplified example of user inter-
face for the selection of a musical work of art.

DETAILED DESCRIPTION

[0036] FIG. 1 shows an overview of one embodiment of
a method implemented by the present invention. In the
embodiment shown in FIG. 1, an author [101] can create a
variable work of art. A variable work of art is a creation that
has a broader content than a classical or fixed work of art.
The content of a variable work of art is not completely
determined, but contains open options. That is, a variable
work of art includes places in the content where multiple
possibilities are available. In alternate embodiments, any
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portion of the variable work of art may contain multiple
available options. The creation of a variable work of art is
accomplished through the variable work creation process
[102].

[0037] In the embodiment shown in FIG. 1, once a
variable work of art exists, multiple fixed or unique versions
of the variable work of art can be generated from it either
automatically or on demand. The step of generating unique
works of art from the variable work of art is the unique
version generation process [103]. In the embodiment shown
in FIG. 1, the generation of a unique version is performed
in response to a user [104] request for a copy of the work of
art. However in alternate embodiments, multiple unique
versions may be generated without a user request. The
generated unique versions are “copies” of the variable work
of art in which the variable portions have been uniquely
fixed. Thus, the generated unique versions are classical work
of arts, in which the content is completely determined. In the
embodiment shown if FIG. 1, the differences between two
unique versions are perceptible and the unique versions are
generated in a manner such that the removal or modification
of the unique differences would degrade the content of the
work of art. In the embodiment shown in FIG. 1, each
generated version is unique. That is, no two versions are ever
fixed the same way, so that the contents of any 2 unique
versions is never the same. Additionally, in the embodiment
shown in FIG. 1, user [104] input can be used to specify
preferences for some characteristics of the unique version or
the unique version can be generated without any user input.

[0038] In the embodiment shown in FIG. 1, when a
unique version is generated it is delivered to a single user
[104]. Thus, each unique version is reserved for the use by
a single user. However in alternate embodiments, a single
unique version may be delivered to multiple users [104]. In
the embodiment shown in FIG. 1, the unique version is
delivered via a secured digital communication method.
However, in alternate embodiments, the unique version may
be delivered to a user in any convenient manner. In alternate
embodiments this may include downloading the unique
version via the internet, custom creation of digital or analog
media or any other method for delivery of works of art
known in the art. In the embodiment shown in FIG. 1, the
communication is secured to ensure identification of the user
and the safe delivery of the unique version.

[0039] In the embodiment shown in FIG. 1, a record
identifying the user and the characteristics of the unique
version associated with the user is stored in a rights man-
agement database [105]. This database can contain informa-
tion on all unique versions that have been generated and the
identity information for each user associated with a unique
version. Thus, if the user improperly makes a unique version
publicly available or improperly distributes a unique version
via the internet, web sites, peer-to-peer networks, intranets,
company networks or the like, the user associated with the
improperly used unique version can be identified by com-
paring the content of the unique version to the rights
management database.

[0040] In one embodiment, networks can be continuously
or periodically scanned for publicly available or publicly
distributed works of art. The contents of discovered works of
art can be analyzed through the unique version identification
process [106] and the users associated with any improperly
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available unique versions can be identified. In the embodi-
ment shown in FIG. 1, the unique version identification
process compares characteristics of the content of discov-
ered works of art with unique version and user information
available in the rights management database [105]. If a
match between a discovered work of art and a unique
version is found, the user associated with the unique version
can be identified.

[0041] FIG. 2 shows the components and tools used to
implement one embodiment of the present invention. In the
embodiment shown in FIG. 2, an author [201] creates a
variable work of art by using the variable authoring com-
ponent [202] and a classical digital authoring tool [203].
There are numerous authoring tools that are able to handle
data of any kind such as music, movies, books, software,
drawing and the like. These authoring tools allow an author
to create a fixed work of art. To specify variable parts within
the authors variable work of art, additional software or
hardware components can be added, such as a variable
authoring tool [202], which allows the author to establish
limitations on part and attributes of the variable work of art
that can be modified [206]. Once the variable work of art is
completed, it may be stored in a storage medium [205] for
later retrieval and/or use. In the embodiment shown in FIG.
2, a commercially available database tool is used to store the
variable work of art. However, in alternate embodiments,
any searchable data structure may be used.

[0042] In the embodiment shown in FIG. 2, to publish the
work of art, a selection interface is presented to the user
[210]. In one embodiment, this interface can be an applica-
tion that identifies the user [211] and allows the user to
specify various attributes of the variable the work of art
[204]. This interface can be achieved using various available
content management software applications which can be
deployed over the internet, an intranet network, or various
other software or hardware combinations. In one embodi-
ment, when a user [211] requests a “copy” of the work of art,
a unique version of the variable work of art [213] is
generated. To generate the unique version, information
regarding the variable work of art, previously generated
unique versions and the user are obtained. Once the infor-
mation is compiled, generation of a new unique version is
commenced with the aid of a classical authoring tool. With
this information, the unique version generation component
[212] can fix variables parts and attributed within the content
and generate a unique version [213], with the help of a
classical authoring tool [203]. As with the creation of the
variable work of art, the authoring tool can be a standard
work of art authoring tool known in th art. In one embodi-
ment, the authoring tool can be configured such that it can
generate unique version automatically either with or without
human intervention.

[0043] In the embodiment shown in FIG. 2, a version
generation component [212] initiates the generation process
with the determined fixed values for the variable parts and
attributes of the variable work of art. Once a unique version
is generated, the unique version is delivered to the user [211]
through a delivery tool [210]. In the embodiment shown in
FIG. 2, the delivery tool delivers a digital version of the
unique version of the work of art to the user. However in
alternate embodiments, other delivery methods are contem-
plated, such as custom generation, via a hardware compo-
nent, of a tangible product, such as a CD, video cassette or
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the like, that may be delivered to the user. In the embodiment
shown in FIG. 2, the delivery function is handled by the
content management software. However in alternate
embodiments, the delivery function may be handled by a
separate delivery tool.

[0044] In the embodiment shown in FIG. 2, the version
generation component [212] can store the selected attribute
values for the unique versions into the rights management
database [208].

[0045] For the detection of improperly publicly available
works of art, a retrieval tool [219] may be used to retrieve
the suspected versions [219]. The retrieval process depends
on the type of work of art and the digital data source of the
work or art. In the embodiment contemplated in FIG. 2, the
data source would be the internet, an intranet or a company
network. However, various tools known in the art may be
used to search other sources of improperly available works
of art. The embodiment described with regards to FIG. 2
relates to searching sources such as Web bots and Peer-to-
peer applications. The scanning tool [217] can continuously
or periodically scan the publicly available digital data
sources [218] to locate publicly available works of art. In the
embodiment shown in FIG. 2, suspect works of art [219]
that are found can be sent to the version identification
component [220]. This component can use reference ver-
sions [221] and/or reference attribute data from the unique
version generation component [212] to determine if the
suspect version is being improperly distributed. A reference
version is a generated version that is not delivered to a user,
but that is used internally by the present invention to serve
as a reference when analyzing and comparing unique ver-
sion contents. In alternate embodiments, the version identi-
fication component [220] can also use content analysis tools
[222] to uniquely identify a unique version.

[0046] If a suspect work of art is identified as having
attributes matching a unique version contained in the rights
management database, the version identification component
[220] can retrieve the identification information for the user
that the unique version was originally distributed to.

[0047] FIG. 3 is a generic representation of digital content
that may be contained in a digital work of art. This diagram
is provided by way of example only for better understanding
of the nature of a variable work of art. In alternate embodi-
ments, the work of art may be in any other convenient form.;
The present example is given for a music content, however,
the same description can be applied to any work of art.

[0048] An author creates a work of art by defining its
content. The content of a digital work of art is a continuous
binary stream (for example a music song in .WAV format)
[301]. This binary content is generated by the assembly and
combination of multiple binary sub-streams [302-310] in
known manners (combination might be a complex process
that involves transformation of the streams: for example in
a software application: the source code compilation). Each
sub-stream can be seen as the digital representation of an
event (for example the note C played on a piano [306]). Each
event results from the creative action of the author. Each
event possesses one or more attributes [311] that totally
characterize the event—for example, the length of the note
is an attribute of the event of the note C being played on a
piano. Different types of events have different values. Each
attribute has a corresponding value [312] (for example: 1.2
second for the length of the note C played on a piano).
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[0049] In classical digital authoring, the author fixes all
values for all attributes of all events in his work of art [312].
Therefore, the content of the author’s creation is fixed. The
present invention allows the author to select multiple pos-
sible values [312-315] for some or all attributes, instead of
requiring the author to fix all attribute values. Thus, the work
of art can have multiple variations based upon how the
attributes of the variable are fixed. By combining the values
of the different attributes, multiple versions of a work of art
can be generated.

[0050] To preserve the coherence of a work of art, logical
links between values of attributes of events can be defined
(for example: all piano note should be played 1.2 sec). These
links can establish a dependence between values depending
on how much variability the original author would like to
leave in the work of art. Logical links can also tie together
values of different attributes [316] (sustain only if piano note
is shorter than 1.2 sec.). In fact, links can be very generic
relationships between values that can be used to maintain
coherence of the variable work of art and the unique versions
by preventing conflicting attribute values from being
assembled. The links are constraint for the selection of valid
values and therefore decreases the number of generated
versions. Thus, the greater the number of links, the fewer the
number of unique versions can be generated from a variable
work of art.

[0051] FIG. 4 depicts the variable work creation compo-
nent. In the embodiment shown in FIG. 4, the component
[401] works with a classical digital authoring tool [402] to
produce a variable work of art [403]. There are numerous
authoring tools that are able to handle data of any kind:
Music, movies, books, software, drawing and the like. In the
embodiment shown in FIG. 4, the authoring tools present an
interface to the author to help him assemble the individual
pieces of the work of art.

[0052] Classical authoring tools only allow an author to
create a fixed work of art. In the embodiment shown in FIG.
4, author [406] interfacing is conducted through a specific
interface [404] for control of the variable parts of the work
of art and a classical interface [405] for the control of
assembly and combination [413] of the various components.

[0053] Inthe embodiment shown in FIG. 4, for generation
of the variable work of art, the content source [407] is
managed by the authoring tool [402] which will select,
transform, arrange and/or combine the content to prepare the
combined variable work of art [408]. However, at least since
some events have variable attributes, the assembly is not
finished. In one embodiment, the author [406] encodes the
variable content attributes and can provide ranges for pos-
sible values [413] through the variable content interface
[404]. Additionally, the author [406] can also encode the
logical links between values (for work of art coherence)
through the interface [404]. However, in alternate embodi-
ments, the author may leave all attributes independently
variable.

[0054] All the variable attribute information is stored into
a variable attribute definition [409]. The content of the
combined work of art [408] (unfinished assembly) and
variable attribute definition [409] makes together the vari-
able work of art [403] that can be stored.

[0055] For testing purposes, in one embodiment, the vari-
able authoring component [401] can produce sets of test
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values [410] for variable attributes. The test value sets can
be used to generate unique versions [411] through the
classical authoring tool. The author [406] can use them to
test and validate the selections of the variable values.

[0056] In another of embodiment, the author [406] can add
complementary information to the variable selection [412].
This information can characterize the possible values [413]
and can be used to help the user specify his preferences (user
preference are choices the user can make about the work of
art that will be generated for him).

[0057] In yet another embodiment, the authoring compo-
nent [401] can compute, in real time, the total number of
versions that can be safely generated from the current set of
variable attributes [403] and provide this information to the
author. In another embodiment, this information is displayed
to the author [406] through the variable content interface
[404], thus providing the author some feedback during the
variable work of art creation process.

[0058] In a still further alternate embodiment, the author
[406] can establish a limit on the total number of versions
that can be generated. This information is saved as part of
the variable attribute definition [409]. In this manner, the
author can limit the total number of copies of a given work
that are distributed.

[0059] FIG. 5 depicts an embodiment of the variable work
creation component applied to digital music. In the configu-
ration shown in FIG. 5, a classical audio mixing tool [501]
is used. In the process of creating a musical work of art, the
components of the work are recorded on separated tracks
(voice on one track, drums on another, . . . ) and a classical
audio mixing tool [501] is used to combine and arrange the
recorded tracks of the song [504]. This process is called
mixing and is the last step in the creation of a classical
musical work of art. In one embodiment, the mixing device
can be a software application. The mixing tool can take
musical tracks [504] as input and generate mixed content
[505] as an output. The author [507] can control the param-
eters of the mixing tool [501] to achieve a desired result.

[0060] In one embodiment, the mixing parameters can be
recorded by the tool [501] into a mixing configuration file
[512]. The mixing configuration file contains information
regarding the way tracks are to be combined.

[0061] During the mixing process, the mixing tool allows
content transformation through effects plugins [502] which
are designed to modify the resulting product. An effect
plugin can be a software or hardware sub-component that is
utilized by the mixing tool. It is designed to receive the
content [506] of one or multiple music tracks (channels)
from the mixing tool [501], to modify the content and to
return the transformed content to the mixing tool [501].

[0062] In the embodiment shown in FIG. 5, the content
[506] transferred to and from the plugin is simply the digital
representation of the track. A very wide range of effects
plugins can be used (volume, tone, panning, delay, echo and
others). The plugins are parameterized and exchange control
parameters information [ 503] with the mixing tool. Thus, the
author [507] is able to control the plugins by changing the
control parameters in the mixing software application [501].

[0063] The control parameters [503] can be seen as
attributes of the content [506] processed by the plugin. Thus,
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in one embodiment, the variable authoring tool [401] can be
implemented as multiple plugins [508] where the plugins
can be installed between the audio mixing tool [501] and the
classical effect plugin [502]. The mixing tool may not be
aware of the presence of the classical plugin [502] as the
mixing tool may only interact with the variable content
plugin [508]. Each plugin [ 508] may rely on the correspond-
ing plugin [502] for all the content [510] processing or may
operate independently.

[0064] In generation of the variable work of art, the
controls parameters contain the classical plugin control
parameters [503] plus extra information to define the range
of accepted values for the classical parameters [503]
(attribute values). The extra parameters are presented to the
author [507] as standard plugin parameters. The extra
parameters define the identification of the controlled plugin
[502], the range of allowed values, the links between values
(for musical coherence) and the time at which the variables
should change (variable attributes definition [FIG 4: 409]).
More generally, the variable content plugin [508] changes
the parameters of the controlled classical plugin [502]
according to the desired attribute variation. Examples of
attributes (parameters) definitions are:

[0065] Volume variation—The author [507] defines a
range of volume values for the track (-90 dB, +2 dB, by
steps of 2 dB). In one embodiment, the value can change
over time as a function or randomly.

[0066] Panoramic movement—The author [507] defines a
track position. The track is split into different output tracks
by the plugin [502]. The groups of values are the relative %
of the sound that goes to each output track. In one embodi-
ment, the values changes overtime to generate movement
function or randomly.

[0067] Tuning—The author [507] defines a range of tune
variation values (+10%, —-10%, increments of 1%) that the
plugin [502] will apply to the track. In one embodiment, he
value can changes over time as a function or randomly.

[0068] 3D. During the creation, the author defines a 3D
zone where a track can be placed. As for Panoramic move-
ment, the track is split by the plugin [502]. The values define
a window of possible positions for the track. In one embodi-
ment, the panoramic effect can be designed to move in
accordance with a function or randomly.

[0069] Sound dropping—The author [507] defines differ-
ent positions where a sound (sample) could be played as well
as the number of times the sound should be played. When
needed, the plugin [502] is ordered by the plugin [508] to
drop a sound into the content [506]. Additionally, in one
embodiment, a sample may be added to the content in
accordance with a function or randomly.

[0070] Example of linked values:

[0071] In an alternate embodiment, the author [507] can
define a set of exclusive tracks. The tracks can be switched
at different positions (cross points) during the generation of
a unique version. For each cross point the author can define
parameters for the crossover method. Additionally, the
involved plugins [502] can have exclusive volume param-
eters.

[0072] The parameters for generating unique versions can
also be defined by function calls. When the author [507]
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records valid mixing configuration, the extra parameters are
saved into a file [511]. This file represents the variable
attribute definition [FIG. 4: 409]. This information grouped
with the original music track [ 504] and mixing configuration
information [512] makes the variable song [513].

[0073] For testing purpose, the author [507] can generate
temporary unique outputs [505] utilizing the function calls.
In another embodiment, the author can lock the values of
variable attributes to be able to listen to a generated test
version [505] multiple times.

[0074] In yet another embodiment, the author [507] can
characterize the combinations of plugin [502] parameters
that will generate a particular type of version (For example
‘cooler’ music is achieved with lower value on volume
parameter for drums). This information is saved into the
parameter file [511].

[0075] FIG. 6 describes the unique version generation
component. In the embodiment shown in FIG. 6, the unique
version generation component [601] works in conjunction
with a classical authoring tool [602], a user interface tool
[603] and a version delivery tool [604]. However, in alter-
nate embodiments, the unique version generation compo-
nent may function independently.

[0076] In the embodiment shown in FIG. 6, the unique
version generation component [601] transforms the variable
work of art [605] into a user [606] specific unique version
[607]. Once a unique version is requested, the authoring tool
[602] assembles the various parts of the variable work of art
and fixes attribute values to generate a unique version.

[0077] In the embodiment shown in FIG. 6, the user
interface [603] is a software application that permits the user
to request a “copy” of the work of art and specify a limited
number of values for some attributes. In one embodiment,
this tool could be an content management tool deployed over
Internet. However, in alternate embodiments this tool may
be any convenient hardware or software device or a pro-
gram.

[0078] In the embodiment shown in FIG. 6, the delivery
tool [604] is a software application that will be used to
deliver the generated work of art to the user. In one embodi-
ment, this would be a service provided on internet. However,
as described above various distribution methods are con-
templated, such as custom generation, electronic delivery
and web access to the unique version without the ability to
download it.

[0079] As shown in FIG. 6, a user [606] requests a “copy”
through the user interface tool and provide identifying
information about him or herself. Additionally, the user may
provide preferences with regards to attributes that will be
included in the user’s unique version. The request and
identifying information together with any user preferences
[608] are passed to the generation component [601]. The
component [601] retrieves the variable work [605] and
selects attribute values for the generation of a unique version
[607] that will generate a unique version that conforms with
the user’s preferences, if possible.

[0080] For all the variable attributes, the values are chosen
and combined so that:

[0081] 1. the values of attributes used in the unique
version fall within those selected by the author for
those attributes
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[0082] 2. the values of attributes used in the unique
version respect the defined logical links between
values

[0083] 3. the values of attributes used in the unique
version provide sufficient difference form previously
generated versions

[0084] 4. the values of attributes used in the unique
version provide a protection against the removal of
the uniqueness of the unique version.

[0085] 5. The values of attributes used in the unique
version correspond, if possible, to the user’s choices
(user preferences)

[0086] Items 1 and 2 are accomplished by re-using the
information about variable attributes provided in the vari-
able work of art [605].

[0087] Item 3 is attained by choosing different attributes
for each generated version. The number of differences is
maximized with respect to the number of versions that will
be generated. The component [601] uses the list of already
generated versions [609, 610] for this work of art [605]. That
information is coming from the right management database
[FIG 2: 208].

[0088] Item 4 is provided by an algorithm of the genera-
tion component based on intertwined attributes links and the
perceptibility of the differences.

[0089] Item 5 is reached by using user preferences [ 608]
if received through the interface tool [603].

[0090] Once the a value set for the attributes is selected,
the corresponding binary sub-streams [612] are computed
with the help of the authoring tool [602] and combined into
the final content [607] or unique version. In the embodiment
shown in FIG. 6, this generation happens automatically,
without the need for the author intervention. However, in
alternate embodiment, an intermediate review step may be
included prior to generation of the unique version.

[0091] In the embodiment shown in FIG. 6, each gener-
ated versions [607] is different, yet logically coherent and in
line with the author’s choices. That is, each version is an
original work of art. Once a version [607] is generated, a 1
to 1 link is made between the identification of the user [610]
and the selected attributes of the generated version [609].
This information can be used to find a user from a version
or vice versa. This information is stored in the right man-
agement database [FIG 2: 208] for later use.

[0092] Although the system described above details a
one-to-one, relationship between unique versions and users,
in alternate embodiments, more that one user may be
assigned to a single unique version.

[0093] The unique version generation component [601]
also generates reference versions [611] to be used in the
identification processes(A reference version is an internally
generated version used as a reference when analysing and
comparing version contents)

[0094] In another embodiment of the present invention, all
the versions [607] are generated in advance. The user [606]
will only choose a version from the still available version list
presented in the user interface tool [603].
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[0095] In another embodiment, only some of the varia-
tions of the work [605] are fixed. In this case, the generated
version [607] is still partially variable. The user [606] can
then generate more versions from delivered version [607]. In
that case, the unique part of the generated version must
carefully respect the identification constraints to retain its
uniqueness.

[0096] In another embodiment, a version [607] can be
regenerated in case the version is lost by the user [606] or
during the communication process [613]. This regeneration
process uses the stored selected values

[0097] of the original version [607]. The regenerated ver-
sion is exactly the same as the lost version. This character-
istic is an advantage over encryption systems that do not
allow multiple deliveries of the work of art.

[0098] FIG. 7 shows an overview of the version genera-
tion component applied to digital music. In the music
environment, the last step in the creation of a song is the
mixing process. Each component of the song is recorded on
a different track [701). To generate the final song [703], the
tracks are combined in a process called mixing [702]. Just
before being combined, each track goes into a channel [704]
where its content can be transformed (volume, delay, pitch
or any other transformation). In the embodiment shown in
FIG. 7, the way transformations will be applied on in a
channel is defined by one or more parameters [705]. The
parameters can take a range of values (for example O for no
transformation to 10 for maximum transformation). For each
of those values, the output of the channel [704] is different,
so is the generated song. This process is handled by all the
existing mixing tools used in the music industry. The present
invention adds to this process a parameter generation com-
ponent [706] that will generate values for the channel
parameters. Thus, in one embodiment, the generated values
can be different for each generated version [703],. This
parameter generation process will respect the range of
possible values for the parameters [707] that have been
defined by the author in the variable work of art [708]. In one
embodiment, the parameter value generation component can
respect the 5 rules defined in the description of FIG. 6.
However, in alternate embodiments more, fewer or no rules
may be specified.

[0099] FIG. 8 shows an embodiment of the version gen-
eration component applied to digital music. In the configu-
ration shown a ‘CPU time’ audio mixing tool [801] is used.
Mixing tools are used by authors to create their works of art,
since the author can listen to the result of the mixing, mixing
process happens in ‘real time’. That is, the execution speed
is matched with the speed of music playback.

[0100] In the embodiment shown in FIG. 8, for the unique
version generation, listening to the result is not needed (no
one is listening—however, in alternate embodiments, the
unique version may be reviewed prior to delivery), but the
version must be mixed in an expedited manner, for a faster
delivery. This kind of mixing is called CPU time mixing
because the mixing process happens at the maximum speed
the CPU is capable of processing the information.

[0101] There are multiple audio mixing tools that provide
CPU time processing functionality that are known in the art.
The architecture for unique version generation is similar to
the plugins [802, 803] architecture found in FIG. 5, with the
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difference that the plugins will also work in CPU time. With
this configuration, the variable song [809] components are
split to provide the music tracks [804] and the mixing
configuration [805] to the mixing tool [801], and the mixing
configuration [805] and the variable attribute definition
[806] (extra parameters from the creation process plugin
[FIG 5: [508]) to the plugin [802].

[0102] Furthermore, the parameter values [807] inherent
to the currently generated version are provided to the plugin
[802]. The output of the mixing tool is the desired generated
version [808]. This process can be invoked either to deliver
a user version or a reference version (internally generated
version used when analysing and comparing version con-
tents). In the embodiment shown in FIG. 8, the parameters
[807] are provided by the invoker. However in alternate
embodiments, the parameters may be internally generated.

[0103] FIG. 9 shows the version identification compo-
nent. The actual data sources (internet, intranet, company
networks, and the like) [901] are excellent media for
exchanging information. Furthermore, searching and
retrieving tools [903] (like peer-to-peer systems) allows casy
publication of works of art. Since those system [903] tend to
provide more and more anonymity, it will soon be impos-
sible to know the source of an exchanged work of art.
However, by retrieving works of art [902] through those
systems [903] and by analysing their content and comparing
the retrieved works of art with the attributes of unique
versions [FIG 6: 607] stored in the rights management
database [FIG. 2: 208], the identification information of the
associated user [FIG. 6: 606] can be found.

[0104] In one embodiment, the analysis of suspect digital
works of art is conducted in 2 phases. Phase I [904] roughly
analyses the binary stream (content) of a suspected work of
art [905] provided by the scanning tool. The content is
checked to determine if it could correspond to a group of
unique versions, but not to find a specific version. In one
embodiment, phase I [904] is an automated process that is
conducted by a high speed processor and is fast.

[0105] Phase 1 selects possible candidates [906] for a
second phase analysis based on comparison with references
version [908]. A reference version is a version generated
with neutral values and used as a reference when analysing
and comparing version contents. A variable work of art can
have a plurality of reference versions [908]. The analysis
and comparison can be performed with the help of a digital
analysing tool [909] that is able to extract meaningful
information from a digital content. In one embodiment, a
specific digital analysis tool can be adapted to the kind of
content [910] being analyzed.

[0106] The second phase analysis [907] analyzes the digi-
tal content [906] in much more details to identify the exact
version that is being improperly distributed. Attribute values
associated with actual delivered unique versions [911, 912]
stored in the rights management database [FIG. 2: 208] are
used in phase 11. The analysis is eventually performed by
more precise tools [914] and, in one embodiment, human
intervention [915] is contemplated. Since a user ID [912] is
attached to each version, once a version is clearly identified,
the corresponding infringing user ID [916] can be found in
the rights management database [FIG. 2: 208].

[0107] In another embodiment, can use a fingerprint tool
to perform the version comparison [909, 914]. Fingerprint
tools extract a short but very significant ID from the content.
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The IDs of reference versions [908, 911] can be rapidly
compared to the IDs of suspect versions [905, 906].

[0108] FIG. 10 shows a simple example of the creation
and usage of a variable work of art related to the music
industry. The work of art is song entitled “Thank you”; the
author is a famous American artist. The song is divided into
one intro, two verses, one chorus, one verse, one chorus, one
verse, and two choruses (separated by cross points [1001]).
For the purpose of this example, the content of the song as
been recorded on 6 tracks (numbered from 1 to 6):

[0109] 1. Guitar 1 [1002]
[0110] 2. Guitar 2 [1003]
[0111] 3. Guitar 3 [1004]
[0112] 4. Drums [1005]
[0113] 5. Voice [1006]
[0114] 6. Bass[1007]

[0115] Tracks 1 to 3 are three different recordings of the
guitar. The other tracks are self-explanatory. At the time of
mixing, variable effects plugins are added on the tracks. The
configuration is done through the mixing application [FIG.
5: 501], with the variable content plugin [FIG 5: 508].
According to the present invention, an example of variable
attribute definition [FIG. 4: 409, FIG. 5: 511] for this song
would be:

[0116] On track 4 (drums) a ‘tuning’ effect is applied. This
effect is defined as variable by the author. The accepted
values for the effect are values from -10% to +10% by
increment of 1% (21 values: —-10%, -9%, -8%, . . . , 9%,
10%).

[0117] On track 5 (voice) a ‘volume’ effect is applied. The
accepted effect values are +5 dB, 0 dB, -10 dB, -30 dB, —¥
dB. This variation is defined as a user’s preferences param-
eter (for example, the user could select =¥ dB to receive a
karaoke version of the song).

[0118] On tracks 1, 2 and 3, a ‘volume’ effect is applied.
The only accepted values for this effect are 0 dB and —¥ dB
(Normal or mute). The values are linked so that only one
track at a time has a volume of O dB. Thus, in one
embodiment only 1 track of the 3 is played at any time.
However, a cross point [1001] is defined at the beginning of
the verse, chorus and intro (9 cross point). A those points, the
values are allowed to changed. The result is that the Guitar
is played randomly from each track (one track at a time).
Possible groups of values are (track # at 0 dB) {1,1,1,1,1,
1,1,1,1} {1,1,1,1,1,1,1,1,2}, . . ., {3,3,3,3,3,3,3,3,3,3}. For
this example, fixed position crossovers are used. The 6
tracks and the variable attribute definition, with their pos-
sible values, define the variable work of art [FIG. 4: 403,
FIG. 5: 513].

[0119] When a version of the song is to be generated, the
same mixing tool and plugins are used, but in CPU time. For
this simple example, there are 21*3°=413,343 unique ver-
sions that can be generated from this variable work of art
(Since the volume level for the voice is selected by the user,
it is not taken into account for uniqueness). For the sake of
this example, the parameter values generation [FIG. 7: 706]
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sequentially generate all the possible unique versions, num-
bering them from 1 to 413,343 and link the versions to the
user numbers.

[0120] In an alternate embodiment, the algorithm used for
the value generation is much more elaborate. When the
values for the version are fixed, the song is generated, stored
in a file and delivered to the user through, for example, the
internet.

[0121] FIG. 11 presents a simple example of a user
interface for the selection of a musical work of art. In this
example, an interface is shown to the user who want to
download a song via the internet. Through this interface the
user can view the selected song [1101]. The user has the
opportunity to select the digital audio format [1102] of the
song that will be delivered. Additionally, the user can select
preferences about the volume of the voice in the song with
the control [1103]. In alternate embodiments significantly
more controls may be added that are related to specific
variable attributes.

[0122] In the embodiment shown in FIG. 11, the user can
preview the unique version by triggering the button [1105]
to listen to a low quality version of the beginning or some
other portion of the song. If the user is satisfied with the
selection, the user can download the song by triggering the
button [1104]. In one embodiment, at the time the button
[1104] is triggered, the unique version generation tool is
invoked with the parameters selected (volume level of the
voice). The unique version is generated at that time and then
the unique version of the work of art is delivered to the user.

[0123] Inalternate embodiments, this user interface can be
any convenient interface. In one embodiment, it may be a
physical device directly associated with a CD burning
device that can be used to create a custom CD containing the
user’s unique version. In alternate embodiments, the user
interface may be virtual and implemented over the internet
or any other convenient communication mechanism.

What is claimed is:
1. A method of generating a uniquely identifiable work of
art comprising the steps of:

generating a variable work of art having at least one
perceptible component;

modifying said at least one perceptible component of said
variable work of art to create a first unique version of
said variable work of art; and

comparing said first unique version to alternate unique
versions of said variable work of art to ensure said first
unique version is perceptibly different from each of
said alternate unique versions.

2. The method of claim 1 further comprising the step of:

receiving user preferences; and

wherein said step of modifying said at least one percep-
tible component of said variable work of art is per-
formed in substantial conformance with said user pref-
erences.

3. The method of claim 1 wherein said step of comparing
said first unique version comprises the step of comparing a
predetermined set of attribute values associated with said
first unique version to predetermined sets of attribute values
associated with each of said alternate unique versions.
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4. A method of generating and distributing uniquely
identifiable works of art comprising the steps of:

receiving a variable work of art having at least one
perceptible component;

fixing said at least one perceptible component of said
variable work of art in a plurality of manners to
generate a plurality of unique versions of said variable
work of art, wherein each said unique version is per-
ceptibly different from all other unique versions.

distributing at least one of said unique versions to a user.

5. The method of generating and distributing uniquely
identifiable works of art of claim 4, wherein said step of
distributing at one of said unique versions to a user com-
prises the step of:
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magnetically encoding said at least one of said unique
versions on a magnetically encodable medium and
delivering said magnetically encodable medium to said
user.

6. The method of generating and distributing uniquely
identifiable works of art of claim 4, wherein said step of
distributing at one of said unique versions to a user com-
prises the step of:

optically encoding said at least one of said unique ver-
sions on a optically encodable medium and delivering
said optically encodable medium to said user.



