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EGRESS TRAFFIC POLICY ENFORCEMENT AT TARGET SERVICE
ON TRAFFIC FROM SERVICE TENANCY

CroOssS-REFERENCE TO RELATED APPLICATIONS

00601} This international patent application claims priornty to U.S. Patent Application
No. 18/375,366, filed on Septernber 29, 2023, entitied “EGRESS TRAFFIC POLICY
ENFORCEMENT AT TARGET SERVICE ON TRAFFIC FROM SERVICE TENANCY,”
18/375,374, filed on September 29, 2023, entitled “EGRESS TRAFFIC POLICY
ENFORCEMENT AT TARGET SERVICE,” 18/375,387, filed on September 29, 2023,
entitled “EGRESS TRAFFIC POLICY DEFINITION AND ENFORCEMENT AT
TARGET SERVICE,” which claims the benefit and priority under 35 US.C. 1{9%e) of US.
Provisional Patent Application No. 63/524,550, filed June 30, 2023, entitled, “EGRESS
TRAFFIC POLICY ENFORCEMENT AT TARGET SERVICE,” and of U.S. Provisional
Patent Application No. 63/324,5339, filed June 30, 2023, entatled, “EGRESS TRAFFIC
POLICY ENFORCEMENT AT TARGET SERVICE,” and 18/375,382, filed on
September 29, 2023, entitled “EGRESS TRAFFIC POLICY ENFORCEMENT AT
TARGET SERVICE ON TRAFFIC FROM CUSTOMER NETWORK,” which claims the
benefit and priority under 35 US.C. 11%(e) of U.S. Provisional Patent Application No.
63/324,539, filed June 30, 2023, the contents of which are hergin incorporated by reference in
their entirety for all purposes.
FIELD

6062}  The present disclosure relates to virtualized cloud environments. Techiugues are
described for egress traffic policy enforcement at a target service,

BACKGROUND
160031 The last fow years have seen a dramatic merease in the adoption of cloud services
and this trend is only going to increase. Various different cloud environments are being
provided by different cloud service providers (CSPs), each cloud environment providing a set

of one or more ¢loud services. The set of cloud services offered by a cloud environment may

include one or more different types of services including but not restricted to Software-as-a-
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Service (Saad} scrvices, Infrastructure-as-a-Service (IaaS) services, Platform-as-a-Service

{Paal} services, and others.

[600G4]  As organizations mereasingly rely on clous services for their operations, there is a
growing need for improved secority measures to control network traffic and ensure data

ntegrity.

BRIEF SUMMARY

[B805] Some embodiments of the prosent disclosure relate to performing an action on
traffic that onginates from a network and 1s destined to a service of a service tenancy. Such
traffic can be referred to as egress traffic because it egresses trom the network. Inan
example, the network is a virtual cloud of a customer that is associated with a customer
tenancy. {n another example, the network 1s an on-premise network of the customer. In both
examples, the egress traffic can correspond to a divect traffic flow because the traffic egresses
directly from a network of the customer. In yet another example, the network belongs to a
multi-customer ienancy that provides services to different customers. In this example, the
cgress traffic can correspond to an indirect traffic flow because the traffic cgresses from the
multi-customer tenancy on behalf of the customer. In all three examples, the customer can
define an cgress policy that specifies an action to be performed {¢.g., allow traffic, disallow
traffic, allow a write operation, etc.) based on a set of conditions being met. One of such
conditions can ndicate network location belonging to the network and from which the traffic
cgresses from the network. For example, the network location can correspond to a gateway
{c.z., aservice gateway ). As such, if the traffic egresses from the network location, the action
can be performed on the traffic. Enforcement of the egress policy can be performed by the
service to which the traffic is destined. For example, the service can determine the action to
be performed by making an application programming interface (AP call to a policy
evaluator, where this call can indicate some or all of the values of the conditions (e.g., by
including an identifier of the network location}. The policy evaluation can respond with an

ndication of the action o be performed.

[0086]  In the direct traffic flow exampies, the network location from which the traffic
egresses out of the network {e.g., the service gateway) can tag the traffic with information not
only about the network but also about the network location. For example, this information

can include an wdentificr of the network, a source internet protocol (IP) address, and an

2
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wdentifier of the network location {e.g., a data plane identifier (DPID) that 1s different from a
network address of the network location such as it IF address). This information can be

mcluded in one or more IP options ficlds i a packet that represents a portion of the traffic.

{0807}  In the mdirect traffic flow examples, the network location from which the traffic
5 egresses out of the network {¢.g., the service gateway) can also tag the traffic with similar
wformation. Here, however, the network location belongs to a multi-customer tenancy and,
thus, handles different traffic of multiple customers. As such, the network location can
determine an identifier of a compute resource executing inn the multi-customer tenancy for the
custorer and from which the traffic onginates. This identifier can be associated with the
10 customer. The network location can tag the traffic with the 1dentifier such that, when the
service receives the traffic, the customer’s egress policy can be determined and enforced.
[3808] Varous embodiments are described herein, mcluding methods, systems, non-
transitory computer-readable storage media storing programs, code, or mstructions
executable by one or more processors, and the fike.
15 BRIEF DESCRIPTION OF THE DRAWINGS
Featurcs, embodiments, and advantages of the present disclosure are better understood when
the following Detailed Description 1s read with reference to the accompanying drawings:
10609 FiG 1 depicts a distributed environment aceording o certain embodiments;
{0818} FIG. 2 depicts a simplified architectural diagram of physical components in a
20 physical network within cloud service provider infrastructure (CSP1) that provide an underlay
for a virtual network according to certain embodiments;
10611} FiG. 3 shows an example within CSP where a host machine is connected io
multiple network virtualization devices (NVDs);
6012} FIG. 4 depicts connectivity between a host machine and an NV for providing /0
25 wvirtualization for supporting nwltitenancy according to certain erobodiments;
16013} FIG. 5 depicts a simplified block diagram of a physical network according to certain
embodiments;
[0814] FIG. 6 ilhustrates an example of a cloud mfrastrocture that implements egress traffic
policy enforcement at a target service io prevent or nutigate the risk of data exfiltration

30 accordmng to embodiments of the present disclosure;

2
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[B815] FIG. 7 dlustrates another example of a cloud infrastructure that implements egress
traffic policy enforcement at a target service (o prevent or mitigate the risk of data exfiltration

according to embodiments of the present disclosure;

{0816} FIG. B dhustrates an example of data exfiliration when no egress policy enforcement

5 s performed at a target service according to crabodiments of the present disclosure;

{3617} FIG 9 illestrates an example of preventing data exfiltration by enforcing an cgress
policy at a target service;

{0618} FIG. 10 dlustrates ancther example of a cloud mfrastructure that implements egress

traffic policy enforcement at a target service to prevent or mifigate the risk of data exfiltration

10 according to embodiments of the present disclosure;

10619]  FIG 11 illustrates an example of data exfiliration when no egress policy
enforcement is porformed at a target service;
[0628] FIG. 12 dlustrates an example of preventing data exfiltration by enforcing an egress
policy at a target service according to crbodiments of the present disclosure;
15 (8621} FIG. 13 llustrates an example of egress traffic enforcement according to
embodiments of the present disclosure;
[0622] FIG. 14 18 a flowchart itlastrating a process for egress policy enforcement according
to embodiments of the present disclosure;
{3623} FIG. 15 15 a flowchart dlustrating a process for tagging traffic according to
0 embodiments of the present disclosure;

[6624] FIG. 1615 a flowchart iltustrating a process for tagging traffic according to

cmbodiments of the present disclosure;

[3025]  FIG. 17 is a flowchart illustrating a process for defining an ecgress policy according

to embodiments of the present disclosure;

25 [6626]  FIG. 18 1s a block diagram illustrating an example patiern of an 1aa8 architecture,

according to at least one embodiment;

[6027] FIG. 19 15 a block diagram iHlustrating another example pattom of an faad

architecture, according o at least one embodiment;
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[B828] FIG. 2015 a block diagram illustrating another example pattern of an faad

architecture, according o at least one embodiment;

(66291 FIG. 21 1s a block diagram illustrating ancther example pattern of an 1zaS

architecture, according to at least one embodiment; and

[B838] FIG 22 idlustrates an example computer system, in which various embodiments

may be implemented.
DrTAILED DESCRIPTION

(6031} In the following description, for the purposes of explanation, specific details are set
forth 1o order to provide a thorough understanding of certatn embodiments. However, 1t will
be apparent that various embodiments may be practiced without these specific details. The
figures and description are not intended to be restrictive. The word “exemplary™ is used
herein to mean “serving as an example, instance, or dlustration.” Any embodument or design
deseribed herein as “exemplary” is not necessarily to be construed as preferred or

advantageoas over other embodiments or designs.

A- Example Virtual Networkine Architectures

10632 The torm cloud service is generally used to refer to a service that is made available
by a cloud services provider (CSP} to users or customers on demand {¢.g., via a subscription
model) usmg systems and mfrastructure {cloud infrastructure) provided by the CSP.
Typically, the servers and systems that make up the CSP's infrastructure are separate from the
customer's own on-premuse servers and systems. Customers can thus avail themselves of
cloud services provided by the TSP without having to purchase separate hardware and
software resovrces for the services. Cloud services are designed to provide a subscribing
customer casy, scalable access to applications and computing resources without the customer

having to invest in procuring the infrastructure that i1s used for providing the services.

[B833] There are several cloud service providers that offer various types of cloud services.
There are varous different types or models of cloud services including Software-as-a-Service

{Saad}, Platform-as-a-Service (PaaS), Infrastracture-as-a-Service ({aal}, and others.

10634] A customer can subscribe to one or more cloud services provided by a TSP, The
customer can be any entity such as an mdividual, an organization, an enterprise, and the like.

When a customer subscribes to or registers for a servige provided by a C5P, atenancy oran

(4]
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account 18 created for that custorer. The customer can then, via this account, access the

subscribed-to one or more cloud resources associated with the account.

[6835] Asnoted above, infrastructure as a service (Jaal) 15 one particular type of cloud
computing service. In an Iaas model, the TSP provides infrastructure {referred to as cloud
services provider infrastructure or CSP) that can be used by customers to buid their own
customizable networks and deploy customer resources. The customer's resources and
networks are thus hosted mn a distnbuted environment by infrastructure provided by a CSP.
This is different from traditional computing, where the customer’s resources and networks are

hosted by infrastructure provided by the customer.

[0836] The CSPI may comprise mterconnected high-performance compuis resources
including various host machines, memory resources, and network resources that form a
physical network, which is also referred to as a substrate network or an underlay network.
The resources in CSPI may be spread across one or more data centers that may be
geographically spread across one or more geographical regions. Virtualization software may
be executed by these physical resources to provide a virtualized distaibuted environment. The
vittualization creates an overlay network (also known as a software-based network, a
softwarc-defined network, or a virtual network) over the physical network. The CSPE
phvsical network provides the underlying basis for creating one or more overlay or virtual
networks on top of the physical network. The virtual or overlay networks can include one or
more virtual cloud networks (VONs). The virtual networks are tmplemented using software
virtualization technologies (¢ .g., hypervisors, fenctions performed by network virtualization
devices {NVDs) (e g., smartNICs), top-of-rack { TOR) switches, smart TORs that implement
one or more functions performed by an NVD, and other mechanisms) to create layers of
network abstraction that can be run on top of the physical network. Virtual networks can take
on many forms, including peer-to-pecr networks, 1P networks, and others. Virtual networks
are typically erther Layer-3 1P networks or Laver-2 VLANs. This method of virtual or
overlay networking is often referred (o as virtual or overlay Laver-3 networking. Examples of
protocols developed for virtual networks include IP-in-1P {or Generic Routing Encapsulation
(GREY), Virtual Extensible LAN (VXLAN — [ETF RFC 7348}, Virtual Private Networks
{(VPNg) {e.g., MPLS Laver-3 Virtual Private Networks (RFC 43643}, VMware's NSX,

GENEVE (Generic Network Virtualization Encapsulation), and others.

PCT/US2024/036101
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[3837] For faaS, the infrastructure {CSPI) provided by a TSP can be configured 1o provide
virtualized computing resources over a public network (o.g., the Internet}. In an {aad model, a
cloud computing services provider can host the infrastructure comaponents {€.g., servers,
storage devices, network nodes (¢ g., hardware}, deplovment sofiware, platform virtualization
{c.g., a hypervisor layer), or the like). In some cases, an aa$ provider may also supply a
variety of sgrvices to accompany those mfrastructure componends {¢.g.. hilling, monitoring,
logging, security, load balancing and clustering, ctc.}. Thus, as these services may be policy-
driven, faa$ users may be able to implement policies to drive load balancing to maintain
application availability and performance. CSPI provides infrastractare and a set of
complementary cloud services that enable customers fo build and run a wide range of
applications and services n a highly available hosted distributed environment. CSPI offers
high-performance compate resources and capabilities and storage capacity in a flexible
virtual network that is securely accessible from various networked locations such as froma
customer's on-premises network. When a customer subscribes to or registers for an faaS
service provided by a USP, the tenancy created for that customer 13 a secure and isolated
partition within the CSPI where the customer can ¢reate, organize, and administer their cloud

TCSoUrCes.

{0838} Customers can build their own virtual networks using compuie, memory, and
networking resources provided by USPL One or more customer resources or workloads, sach
as compuie nstances, can be deploved on these virtual networks. For examaple, a customer
can use resources provided by CSPI to build one or multiple custiomizable and private virtaal
network(s) referred to as virtual cloud networks (VUNs). A customer can deploy one or more
customer resources, such as compute instances, on a customer VON. Compute instances can
take the form of virtual machines, bare metal instances, and the hike. The CSPI thus provides
mfrastructure and a set of complementary cloud services that enable customers to build and
run a wide range of applications and services 1o a bighly available virtual hosted
environment. The customer does not manage or control the underdying physical resources
provided by CSPI but has control over operating svstems, storage, and deployed applications;

and possibly fimited control of select networking components {¢.g., firewalls).

{6039} The C5P may provide a console that enables customers and network administrators
to configure, access, and manage rescurces deploved in the cloud using CSPI resources. In

certain embodiments, the console provides a web-based user inderface that can be used 1o

-3
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access and manage CSPL In some maplementations, the console is a web-based application

provided by the CSP.

16048}  CSPImay support single-tenancy or multi-tenancy architectures. In a single tenancy
architecture, a software {e.g., an apphcation, a database) or a hardware component (g.g., a
host machine or a server) serves a single customer or tenant. In a multi~tonancy architecture,
a software or a hardware component serves multiple customers or tenants. Thus, in a mulii-
tenancy architecture, CSPI resources are shared between multiple customers or tenants. Ina
multi-tenancy situation, precautions are taken, and safoguards put in place within 8Pl to

ensure that each tenant's data 1s 1solated and remains mvistble to other tenants.

{0841} In aphysical network, a network endpoint ("endpoint”} refers to a computing device
or system that is connected to a physical network and conumunicates back and forth with the
network to which it 1s connected. A network endpomt in the physical network may be
connected to a Local Area Network (LAN}, a Wide Area Network (WAN), or other type of
physical network. Examples of traditional endpoints in a physical network include modems,
hubs, bridges, swiiches, routers, and other networking devices, physical computers {or host
machines), and the like. Each physical device m the physical network has a fixed network
address that can be used to commumnicate with the device. This fixed network address can be a
Layer-2 address {(¢.g., a MAC address). a fixed Laver-3 address (e.g., an IP address), and the
like. In a virtualized environment or n a virtual network, the endpoints can include various
virtual endpoints such as virtual machines that are hosted by components of the physical
network {e.g., hosted by physical host machines). These endpoints in the virtual network are
addressed by overlay addresses such as oveday Laver-2 addresses (e.z., overlay MAC
addresses) and overlay Laver-3 addresses {¢.g., overlay IP addresses). Netwotk overlays
cnable flexibility by allowing network managers to move arcund the overlay addresses
associated with network endpoints using software management {¢.g., via software
implementing a control plane for the virtual network). Accordingly, unlike in a physical
network, in a virtual network, an overlay address {e.g., an overlay IP address} can be moved
from one endpoint to another using network management software. Since the virtual network
ig built on top of a physical network, communications between components o the virtual
network involves both the virtual network and the underlyving phyvsical network. In order to
facilitate such commumnications, the components of CSPI are configured to learn and store

mappings that map overlay addresses in the virtual network to actual physical addresses 1o

PCT/US2024/036101
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the substrate network, and vice versa. These mappings are then used to facilitate the

commnuncations. Customer traffic is encapsulated to facilitate routing in the virtual network.

[6042] Accordingly, physical addresses {e.g., phyvsical IP addresscs) are associated with
components in physical networks and overlay addresses {e.g., overlay IP addresses) are
associated with euntities in virtual networks. Both the phvsical 1P addresses and overlay 1P
addresses are types of real IP addresses. These are separate from virtual [P addresses, where a
virtual IF address maps to multiple real IF addresses. A virtual IP address provides a 1-to-

many mapping between the virtual P address and multiple real 1P addresses.

{6043} The cloud mfrastructure or CSPI is physically hosted in one or more data centers in
ong or more regions around the world. The CSPImay include components n the physical or
substrate network and virtualized components {¢.g., virtual networks, compute nstances,
virtual machines, ete.) that are i a virtual network built on top of the phvsical network
components. In certain embodiments, the CSPL is organized and hosted in realms, regions and
availabifity domains. A region 1s typically a localized geographic area that condains one or
more data conters. Regions are generally independent of each other and can be separated by
vast distances, for example, across countries or even continents. For example, a first region
may be in Australia, another one in Japan, yet another one m India, and the hke. CS5PI
resources are divided among regions such that cach region has its own independent subset of
CSPI resources. Each region may provide a set of core mnfrastructure services and resources,
such as, compute resources {¢.g., bare metal servers, virtual machine, containers and related
infrastructare, ic.); storage resources {¢.g., block volume storage, file storage. object storage,
archive storage); networking resources {e.g., virtual cloud networks (VCNs), load balancing
resources, connections to on-premise networks}, database resources; edge networking
resources {¢.g., DNS): and access management and monttoring resources, and others. Each

region gencrally has multipie paths connecting it to other regions i the realm.

3644} Generally, an application 1s deployed in aregion (1.e., deployed on infrastructure
associated with that region} where it is most heavily used, because using nearby resources is
faster than using distant resources. Applications can also be deploved in different regions for
various reasons, such as redundancy to mutigate the risk of region-wide events such as large
weather systems or carthquakes, to meet varving requirements for legal jorisdictions, tax

domains, and other business or social criteria, and the like.

PCT/US2024/036101



(4

1

[y
W

20

[ ]
[

WO 2025/006945

[3845] The data centers within a region can be further organized and subdivided into
availabifity domains (ADs}. An availability domain may correspond to one or more data
centers located within a region. A region can be composed of one or more avatlabilgy
domains. In such a distnbuted environment, CSPI resources are either region-specific, such
as a virtual cloud network (VON}, or availability domam-specific, such as a compute

instance.

[3846] ADs within a region are isolated from cach other, fault tolerant, and are configured
such that they are very unlikely to fail simaltaneously. This is achieved by the ADs not
sharing critical infrastructure resources such as networking, phvsical cables, cable paths,
cable entry points, etc., such that a failure at one AD within a region 1s unlikely to impact the
availability of the other ADs within the same region. The ADs within the same region may be
connected to each other by a low fatency, high bandwidth network, which makes 1t possible
to provide high-avatlability connectivity to other networks (¢ g, the bdemet, customers’ on-
premise networks, etc ) and to build replicated systems n multiple ADs for both high-
availabifity and disaster recovery. Cloud services use multiple ADs to ensure high availability
and to protect against resource fatlure. As the infrastructure provided by the faal provider
grows, more regions and ADs may be added with additional capacity. Traffic between

avatlabihity domaing is usually encrypted.

{30847} In certain embodiments, regions are grouped mto realms. A realm is a logical
collection of regions. Realms are isolated from cach other and do not share any data. Regions
in the same realm may communicaie with each other, but regions in different realms cannot,
A customer's tenancy or account with the CSP exists 1n a single realm and can be spread
across one or more regions that belong to that realm. Typically, when a customer subscribes
to an laas service, a tenancy or account is created for that customer in the customer-specified
region {referred to as the "home” region) within a realm. A customer can extend the
customer's tenancy across one ot raore other regions within the realm. A customer camnot

access regions that are not in the realm where the customer's tenancy exists.

I6048]  An laaS provider can provide multiple realms, each realm catered to a particular set
of customers or users. For example, a commercial realm may be provided for commercial
customers. As another example, a realm may be provided for a specific country for customers
within that country. As yet another example, a government realm mav be provided fora

government, and the tike. For example, the govemment realin may be catered for a specific

10
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government and may have a heightened level of security than a commercial realm. For
example, Oracle Cloud Ifrastructure (OC) currently offers a realm for commercial regions
and two realms (¢.g., FedRAMP authonzed and [L5 authonized) for govemment cloud

regions.

[0049] In certain embodiments, an AD can be subdivided wnto one or more fault domains.
A fanlt domam is a grouping of infrastructure resources within an AD to provide anti-affinity.
Fault domains allow for the distribution of compute instances such that the mstances are not
on the same physical hardware within a single AD. This 1s known as anti-affinity. A fault
domain refers to a set of hardware components {compuiers, switches, and more) that share a
single point of faiture. A compute pool s logically divided up into fault domains. Due (o this,
a hardwarg fatlure or compute hardware mamntenance event that affects one fault domam dogs
not affect mstances i other faslt domains. Depending on the embodiment, the munber of
fault domains for cach AD may varv. For instance, in certain embodiments each AD contains

three fault domains. A fault domamn acts as a logical data center within an AD.

{66581  When a cusiomer subscribes to an [aaS service, resources from CSPH are
provisioned for the customer and associated with the customer's tenancy. The customer can
use these provisioned resources to build private networks and deploy resources on these
networks. The cusiomer networks that are hosted o the cloud by the CSPT are referred to as
virtual cloud networks (VUNg). A customer can set up one or more virtual cloud networks
{(VCNs) using CSPI resources allocated for the customer. A VON is a virtual or software
defined private network. The customer resources that are deployed in the customer's VCN
can include corapuie instances {¢.g., virtual machines, bare-metal mnstances) and other
resources. These compute instances may represent various customer workloads such as
apphications, load balancers, databases, and the hke. A compute mstance deployed ona VON
can communicate with publicly accessible endpoints ("public endpoints™) over a public
network such as the Imternet, with other instances in the same VON or ather VONs (e.g., the
customer's other VONg, or VONs not belonging 1o the customer), with the customer's on-
premise data centers or networks, and with service endpoints, and other types of endpomnts,
(68311  The CSP may provide various services using the CSPL In some mstances,
customers of CSPI may themselves act like service providers and provide services using
C5PI resources. A service provider may cxpose a service endpoint, which is characterized by

wdentification information {¢.g., an IP Address, a DNS name and port). A cusiomer's resource
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{c.g., a compute mstance) can consume a parficular service by accessing a service endpoint
exposed by the service for that particular service. These service endpomts are generally

cndpoints that are publicly accessible by users using public IP addresses associated with the
endpoints via a public communication network such as the Intemet. Network endpoints that

are publicly accessible are also sometimes referred to as public endpoints.

[30532]  In certain embodiments, a service provider may expose a service via an endpoimnt
(sometimes referred to as a service endpoint} for the service. Customers of the service can
then use this service endpomnt to access the service. In cortam implomentations, a service
cndpoint provided for a service can be accessed by nwidtiple custorners that intend to consume
that service. In other implementations, a dedicated service endpoint may be provided fora
customer such that only that customer can access the service using that dedicated service

endpoint.

[3653]  In certam embodiments, when a VON is created, it is associated with a private
overlay Classless Inter-Domain Rouwting {CIDR) address space, which is a range of private
overlay TP addresses that are assigned o the VON {e.g, 10.0/16). A VCN includes associated
subnets, route tables, and gateways. A VUN resides within a single region bui can span one
or more or all of the region's availability domains. A gateway is a virtual interface that s
configured for a VUN and enables communication of traffic 1o and from the VCN 1o one or
more endpoints outside the VON. Une or more different tvpes of gateways may be configured

for a VCN 1o enable commumnication to and from different types of endpoints.

[6654] A VON can be subdivided into one or more sub-networks such as one or more
subnets. A subnet is thus a unit of configuration or a subdivision that can be created within a
VN, A VCN can have one or muliiple subnets. Each subnet within a VON is associated with
a contiguous range of overlay IP addresses {e.g., 16.0.0.0/24 and 16.0.1.0/24) that do not
overlap with other subnets in that VON and which represent an address space subset within

the address space of the VUM,

[6683]  Fach compute nstance 18 associated with a virtual network interface card {(VNIC),
that enables the compute mstance to participate 10 a subnet of a VON. A VNIC s a logical
representation of physical Network Interface Card (NICY. In gencral a VNIC is an interface
between an enfity {e.g., a compute instance, a serviee) and a virtual network. A VNIC exists
in a subnet, has one or more associated 1P addresses, and associated security rules or pohicies.

A VNIC is equivalent to a Layer-2 port on a switch. A VNIC s attached to a compate
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mstance and o a subnet within a VON, A ¥V NIC associated with a compute instance enables
the compute instance (o be a part of a subnet of a VON and enables the compute mstance {o
conmvmunicate {¢.g., send and receive packets) with endpoints that are on the same subnet as

the compute instance, with endpomts in differcnt subnets in the VON, or with endpoints

(4

outside the VON. The VNIC associated with a compute tostance thus determines how the
compute mstance connects with endpoints inside and cutside the VON. A VNIC fora
compute mstance 18 created and associated with that compute tnstance when the compuie
wnstance 1s created and added to a subnet within a VON. For a subnet comprising a set of
compute mnstances, the subnet contains the VNICs corresponding to the set of compute

10 instances, each VNIC attached to a compute instance within the set of computer instances.

[0886] Each compute mstance is assigned a private overlay IP address via the VNIC
associated with the compute instance. This private overlay [P address is assigned to the VNIC
that 1s associated with the compute instance when the compute instance 18 created and used

for routing traffic to and from the compute mstance. All VNICs m a given subnet use the

[y
W

samge route table, securnity lists, and DHCP options. As described above, cach subnet within a
YN is associated with a contiguous range of overlay IP addresses {e.g., 10.0.0.6/24 and
10.0.1.0/24) that do not overlap with other subnets 1 that VON and which represent an
address space subset within the address space of the VON. For a VNIC on a particular subnet
of a VUN, the private overlay 1P address that is assigned to the VNI 1s an address from the

20 contiguous range of overlay IP addresses allocated for the subnet.

106571 In certam embodimenis, a compute mstance may optionally be assigned additional
overlay 1P addresses in addition to the private overay 1P address, such as, for example, one
or more public IP addresses ifin a public subnet. These multiple addresses are assigned either

on the same VNIC or over multiple VNICs that are associated with the compuate instance.

[ ]
[

Each instance however has a primary VNIC that is created during instance launch and is
associated with the overlay private 1P address assigned to the instance—this primary VNIC
cannot be removed. Additional VNICs, referred to as secondary ¥YNICs, can be added to an
cxisting instance in the same availability domain as the pumary YNIC. All the YNICs are in
the same avatlability domain as the justance. A secondary VNIC can be in a subnet in the

30 same VON as the primary VNIC, or in a different subnet that 1s either in the same VONor a

different one.
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[B038] A compute mstance may optionally be assigned a public IP address ifitisma
public subnet. A subnet can be designated as either a public subnet or a private subnet at the
time the subnet is created. A private subnet means that the resources {¢.g., compuie mstances)

and associated VNICs in the subnet cannot have public overlay IP addresses. A public subnet

(4

means that the resources and associated VNICs in the subnet can have public IP addresses. A
customer can designate a subnet to exist either in a single avalability domain or across

guidtiple availability domaimns 1o a region or realm.

1065%9]  As described above. a VCN may be subdivided into one or more subnets. In certain
embodiments, a Virtual Router (VR) configured for the VON (referred to as the VON VR or

13 just VR) enables communications between the subnets of the VUN. For a subnet within a
VN, the VR represents a logical gateway for that subnet that enables the subnet (1.e | the
compute mstances on that subnet) to communicate with endpoints on other subnets within the
VON, and with other endpoints outside the YON. The VON VR is a logical entity that is
configured to route traffic between VNICs in the VON and virtual gateways ("gateways™)

15 associated with the YVCN. Gateways arg further described below with respectto FIG 1 A
YCON VR 1g a Laver-3/1P Laver concept. fn one crabodiment, there 1s one VON VR fora
VON where the VCN VR has potentially an unlimited number of ports addressed by IP
addresses, with one port for each subnet of the VCN. In this manner, the VON VR has a
different IP address for cach subnet in the VON that the VCN VR is aftached to. The VR is

20 also counected to the various gateways contigured for a VON. In certain embodiments, a
particular overlay IP address from the overlay 1P address range for a subnet 1s reserved fora
port of the VON VR for that subnet. For example, consider a VCN having two subnets with
associated address ranges 10.0/16 and 10.1/16, respectively. For the first sabnet within the

YN with address range 10.0/16, an address from this range is reserved for a port of the

]
(s

VN VR for that subnet. In some instances, the first IP address from the range may be
reserved for the VON VR, For example, for the subnet with overlay 1P address range 10.0/16,
1P address 10.0.0.1 may be reserved for a port of the VON VR for that subnet. For the second
subnet within the same VON with address range 10.1/16, the VON VR may have a port for
that second subnet with [P address 10.1.0.1. The VCN VR has a different IP address for each
360 of the subnets in the VON.

[0868] In some other embodiments, cach subnet within a VON may have its own associated
VR that is addressable by the subnet using a reserved or default 1P address associated with

the VR, The reserved or default IF address may, for example, be the first 1P address from the

14
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range of IP addresses associated with that subnet. The VNICs 1 the subnet can communicate
(e.g., send and receive packets) with the VR associated with the sobnet using this defaudt or
reserved IP address. In such an embodiment, the VR is the ingress/cgress point for that
subnet. The VR associated with a subnet within the VON can communicate with other VRs
associated with other subnets within the VON. The VRs can also communicate with gateways
associated with the VCN. The VR function for a subuet is running on or executed by one or

more NVDs execnting VINICs functionality for VINICs 1 the subnet.

10661] Route tables, security rules, and DHCP options may be configured for a VCN.
Route tables are virtual route tables for the VON and include rules to route traffic from
subnets within the VON to destinations outside the VON by way of gateways or specially
configured instances. A VCN's roate tables can be customized to control how packets are
forwarded/routed to and from the VCN. DHCP options refers to configuration information

that 1s automatically provided to the instances when thev boot up.

10662]  Sccurity rules configured for a VN represent overlay firewall rules for the VON.
The security rules can include mgress and egress rules, and specify the types of traffic {c.g.,
based upon protocol and port) that is allowed 1n and out of the mstances within the VON. The
customer can choose whether a given rule is stateful or stateless. For instance, the customer
can allow incoming SSH traffic from anywhere to a set of tnstances by setting up a statefil
wngress rle with source CIDR $.0.0.0/0, and destination TCP port 22, Security rules can be
implemenied using network scourity groups or securtty hisis. A network security group
consists of a set of security rules that apply only to the resources in that group. A security list,
on the other hand, includes rules that apply to all the resources i any subnet that uses the
security list. A VON may be provided with a detaudt secunty list with default secunity rules.
BHCP options configured for a VON provide configuration information that is automatically

provided to the instances in the VON when the instances boot up.

{3863} In certain embodiments, the configuration mformation for a VON is determined and
stored by a VEN Controd Plane. The configuration information for a VUN may wmclude, for
gxample, information about the address range associated with the VCN, subnets within the
YN and associated mformation, one or more VRs associated with the VON, compute
mstances in the VON and associated VNICs, NVDs executing the various virtaalization
network functions {e.g., VNICs, VRs, gateways) associated with the VN, state information

for the VCN, and other VCN-related mformation. In certain embodiments, a VON
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Dastribution Service publishes the configaration nformation stored by the VON Control
Planeg, or portions thereof, to the NVDs. The distnibuted toformation may be used to update
nformation {¢.g., forwarding tables, routing tables, etc.) stored and used by the NVDs to

forward packets to and from the compute mstances in the VON.

[0064] In certain embodiments, the creation of VCNs and subnets are handled by a VCN
Control Plane (CP) and the launching of compute instances is handled by a Compute Control
Plane. The Compute Conirol Plane is responsible for allocating the physical resources for the
compute instance and then calls the VON Contral Plane to create and attach VNIUs to the
compute mstance. The VON CF also sends VUN data mappings to the VON data plane that is
configured to perform packet forwarding and routing fimetions. In certain embodiments, the
VON CP provides a distribution service that 18 responsible for providing updates to the VON
data plane. Examples of a VUN Control Plane are also depicted 1n FIGs. 17, 18, 19, and 26
{sce reforences 1716, 1816, 1916, and 2016) and described below,

10665] A customer may create one or more Y{UNs using rescurces hosted by CSPL A
compute mstance deploved on a customer VON may conumunicate with different endpoints.

These endpoints can mclude endpoints that are hosted by CSPI and endpoints cutside CSPL

G066} Vanous different architectures for implementing cloud-based service using CSPR
are depicted m FiGs, 1, 2, 3,4, 5, 18, 19, 21, and 22 and are described below. FIG. s a hugh
level diagram of a distributed environment 100 showing an overlay or customer VCN hosted
by CSPI according o cortain embodiments, The distributed environment depicted in FIG. §
includes sultiple components 1 the overlay network. Distributed environment 100 depicted
m FIG. 1 is merely an example and 18 not mtended to unduly limit the scope of claimed
cmbodiments. Many vadations, alternatives, and modifications are possibie. For example,
some implementations, the distributed enviromment depicted m FIG. 1 may have more or
fewer systenms or components than those shown in FIG. 1, may combing two or more

systems, or may have a different configuration or arrangement of systems,

{66677  As shown m the example depicted n FIG. 1, distributed environment 100 comprises
CSPI 101 that provides services and resourees that customers can subscribe to and use to
build their virtual cloud networks (VCN3). In certain embodiments, CSPE 101 offers faas
services to subscribing customers. The data centers within TSP 101 may be organized into
one or more regions. One example region "Region US" 102 1s shown in FIG. 1. A customer
has configured a customer VON 104 for region 102, The customer may deploy various
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compute nstances on VON 104, where the compute instances may mclude virtual machines
or bare metal instances. Examples of mstances include applications, database, load balancers,

and the hke.

[0668] In the embodiment depicted e FIG. 1, customer VUN 104 comprises two subnets,
namelv, "Subnet-1" and "Subnet-2", cach subunet with tts own CIDR 1P address range. In FiG.
1, the overlay 1P addreas range for Subnet-| 1s 10.0/16 and the address range for Subnet-2 is
10.1/16. A VON Virtual Router 1035 represents a logical gateway for the VN that enables
communications between subnets of the YCN 104, and with other endpoints outside the
YON. VON VR 103 is contigured to route tratfic between VNICs in VUN 104 and gateways
associated with VCN 104, VCN VR 103 provides a port for cach subnet of VCN 104, For
example, VR 103 may provide a port with IP address 10.0.0.1 for Subnet-1 and a port with IP
address 10.1.0.1 for Subnet-2.

[3668] Multiple compute instances may be deploved on each subnet, where the compute
instances can be virtual machine instances, and/or bare metal mstances. The compute
mstances i a subnet may be hosted by one or more host machines within CSPY 101 A
compute instance participates in a subnet via a VNIC associated with the compute instance.
For example, as shown in FIG. 1, a compute instance C1 s part of Subnet-1 via 3 VNIC
associated with the compute mstance. Likewise, compute instance C2 s part of Subnet-1 via
a VNIC associated with €2, In a similar manner, multiple compute instances, which may be
virtual maching instances or bare metal nstances, may be part of Subnet-1. Via ifs associated
VNIC, cach compute instance is assigned a private overlay 1P address and a MAC address.
For example, m FIG. 1, compuie instance C1 bas an overlay 1P address of 10002 and a
MAC address of M1, while compute instance €2 has a private overlay IP address of 10.0.0.3
and a MAC address of M2, Each compute instance in Subnet-1, including compute instances
C1 and C2, has a defaolt route to VON VR 105 using P address 10.6.0.1, which 15 the [P
address for a port of VON VR 103 for Subnet-1.

10670]  Subunet-2 can have multipie compute instances deploved on it, including virtual
machine mstances and/or bare metal instances. For example, as shown in FIG. 1, compute
mstances D1 and D2 are part of Subnet-2 via VNICs associated with the respective compuie
mstances. In the embodiment depicted in FIG. 1, compute mstance D1 has an overday 1P
address of 10.1.0.2 and a MAC address of MM 1, while compute instance D2 has an private

overlay 1P address of 10.1.0.3 and 2 MAC address of MM2. Each compute mstance in
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Subnet-2, including compute mmstances D1 and D2, has a default route to VON VR 105 using

IP address 10.1.0.1, which is the IP address for a port of VON VR 105 for Subnet-2.

68711 VN A 104 may also include one or more load balancers. For example, a load
balancer may be provided for a subnet and may be configured to load balance traffic across
guidtiple compute mstances on the subnet. A load balancer may also be provided to load

balance traffic across subnets in the VN,

13672} A particular compute instance deploved on VCON 104 can conununicate with various
different endpoints. These endpoints reay mclude endpounds that are hosted by CSP1 200 and
endpoints cutside CSPI 200. Endpoints that are hosted by CSPI 101 mayv mclude: an endpoint
on the same subnet as the particular compute mstance {(¢.g., communications between two
compute mstances in Subnet-1); an endpomt on a difforent subnet but within the same VUN
{c.g.. commumication between a compute instance in Subnet-1 and a compule instance in
Subnet-2); an endpoint in a different VON in the same region {e.g., communications between
a compute nstance in Subnet-1 and an endpoint in a VCN in the same region 106 or 118,
communications between a corapute instance in Subnet-1 and an endpoint in service network
110 1n the same region}; or an endpoint in 3 VON 1 a different region {¢.g., communications
between a compute instance in Subnet-1 and an endpomt tn 8 VON in a different region 108}
A compute msiance 1 a subnet hosted by CSPL 101 may also communicate with endpomts
that are not hosted by CSPY 181 (e, are outside CSPI 101}, These outside endpomnts include
endpotnts in the customer's on-premise network 116, endpoints within other remote cloud
hosted networks 118, public endpoints 114 accessible via a public network such as the

Internet, and other endpoints.

[6873] Communications between compute instances on the same subnet are facilitated
using VNICs associated with the source compuie instance and the destination compute
instance. For example, compute instance C1 in Subnet-1 may want 1o send packets to
compute mstance C2 in Subnet-1. For a packet originating at a source compute instance and
whose destination is ancther compute instance in the same subnet, the packet s first
processed by the VNIC associated with the source compuie instance. Processing perfonmed
by the VNIC associated with the source compute instance can include determining
destination wnformation for the packet from the packet headers, identifying any policies {e.g.,
security listsy configured for the VINIC associated with the source compute nstance,

determining a next hop for the packet, performing any packet encapsulation/decapsulation
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functions as needed, and then forwarding/routing the packet to the next hop with the goal of
facilitating communication of the packet to its intended destination. When the destination
compute instance 15 in the same subnet as the source compute instance, the YNIC associated
with the source compute mstance 18 configured to identify the VNIC associated with the
destination compute instance and forward the packet to that VNIC for processing. The VNIC
associated with the destination compute mstance 1s then executed and forwards the packet o

the destination compuie nstance.

16674] For a packet to be conununicated from a compute nstance in a subnet 1o an
endpoint in a different subnet in the same VON, the cormamunication is facilitated by the
YMNICs associated with the source and destination compute mstances and the VCN VR, For
example, if compute instance €1 m Subnet-1 10 FIG. 1 wants to send a packet to compute
instance D1 i Subnet-2, the packet is first processed by the VNIC agsociated with compute
instance Cl. The VNIC associated with compute mstance Cl is configured to route the
packet to the VON VR 105 using defanlt route or port 10.0.0.1 of the VCN VR, VON VR 105
ig configured to route the packet to Subnet-2 using port 10.1.0.1. The packet is then received
and processed by the VNIC associated with D and the VNIC forwards the packet to

compute mstance DL

G075} For a packet to be communicated from a compute instance in VON 104 to an
endpoint that is outside VUN 104, the coromunication is facilitated by the VNIC associate
with the source compute wstance, VON VR 103, and gateways associated with VON 104,
One or more types of gateways may be associated with VON 104, A gateway is an wierface
between a VUN and anocther endpoint, where the other endpoint is outside the VON. A
gateway is a Layer-3/1P laver concept and enables a VON to commumicate with endpoints
outside the VUN. A gateway thus facilitates traffic flow between a VON and other VUNs or
networks, Various different types of gatewavs may be configured for a VUN to facilitate
dufferent types of communications with different types of endpoints. Dependimg upon the
gateway, the communications may be over public networks {¢.g., the Intemct) or over private

networks. Various communication protocols may be used for these communications.

[6876] For example, compute instance C1 may want to communicate with an endpoint
outside VUN 104. The packet may be first processed by the VNIC associated with source
compute mstance {1, The VNIC processing determines that the destination for the packet is

outside the Subnet-1 of C1. The YNIC associated with C1 roay forward the packet to VON
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VR 105 for VON 104, VON VR 105 then processes the packet and as part of the processing,
hased upon the destination for the packet, determines a particular gateway associated with
YON 104 as the next hop for the packet. VON VR 105 may then forward the packet to the

particular identified gateway. For exarnple, if the destination is an endpoint within the

(4

customer's on-premise network, then the packet may be forwarded by VCN VR 105 (o
Dynamic Routing Gateway {BRG) gateway 122 configured for VON 104, The packet may
then be forwarded from the gatoway to a next hop to facilitate communication of the packet

to it final intended destination.

{66777 Vanous different types of gateways may be configured for a VON. Examples of
1} gateways that may be configured for a VON are depicted 1n FIG. 1 and described below,
Examples of gateways associated with a VON are also depicted 10 FIGs. 17, 18, 19, and 20
{for example, gateways referenced by reference numbers 1734, 1736, 1738, 1834, 1836,
1838, 1934, 1936, 1938, 2034, 2036, and 2038} and described below. As shown n the

embodiment depicted in FIG. 1, a Dynanmuie Routing Gateway {BRG) 122 may be added to or

[y
W

be associated with customer VUN 104 and provides a path for private network traffic
commumcation between customer VUN 104 and another endpoint, where the other endpoint
can be the customer's on-premise network 116, a VON 108 in a different region of CSPY 101,
or other remote cloud networks 118 not hosted by CSPI 101, Castomer on-premise network
116 may be a customer network or a customer data center built using the customer's

20 resources. Access to customer on-premise network 116 15 generally very restricted. Fora
customer that has both a customer on-premise network 116 and one or more VONs 104
deployed or hosted in the cloud by CSPI 101, the customer may want their on-premise
network 116 and their cloud-based VN 104 1o be able to communicate with cach other. This
cnables a customer to build an exiended hybrid enviromment encompassing the customer's

VEN 104 hosted by CSPI 101 and their on-premises network 116, DRG 122 enables this

]
(s

communication. 1o cnable such communications, a communication channel 124 is set up
where one endpoint of the chanuel is 1n customer on-premise setwork 116 and the other
endpoint 1s in TSP 101 and connected to customer VON 104, Commumnication channel 124
can be over public communication networks such as the Intemet or private communication
3¢ networks. Various different communication protocols may be used such as Psec VPN
technology over a public communication network such as the Internet, Oracle's FastConrect
technology that uses a private network instead of a pablic network, and others. The device or

cquipment 1 customer on-premise network 116 that forms one end point for communication
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channel 124 s referred to as the customer premise equipment (CPE), such as CPE 126
depicted in FIG. 1. On the CSPI 1061 side, the endpoint may be a host machine executing

DRG 122.

{0878} In certain embodiments, a Remote Peering Connection (RPC) can be added to a
DRG, which allows a customer to peer one VON with another VON in a different region.
Usimg such an RPC, customer VON 104 can use DRG 122 to connect with a VON 108 in
another region. DRG 122 may also be used to commumicate with other remote cloud
networks 118, not hosted by CSPL 101 such as a Microsoft Azure cloud, Amazon AWS

cloud, and others.

[B879] As shown in FEG. 1, an Internet Gateway (IGW} 120 may be configured for
customer YON 104 the enables a compute instance on VUN 104 to conununicate with public
endpoints 114 accessible over a public network such as the Internet. FGW 120 15 a gateway
that connects a VCN to a public network such as the Internet. IGW 120 enables a public
subnet {where the resources 1n the public subnet have public overlay 1P addresses) within a
YN, such as VON 104, direct access to public endpoints 112 on a public network 114 such
as the Internet. Using IGW 120, connections can be initiated from a subnet within VCON 104

or {from the Intemnet.

[B888] A Network Address Translation (NAT) gateway 128 can be configured for
customer's VN 104 and enables cloud resources in the customer's VUN, which do not have
dedicated public overay IP addresses, access to the Internet and it does so without exposing
those resources to direct incoming Internct connections {c.g., L4-L7 connections). This
enables a private subnet within a VON, such as private Subnet-1 i VON 104, with private
access to public endpoints on the Internet. In NA'T gateways, connections can be initiated
only from the private subnet to the public fnternet and not from the Intornet to the private

subnet.

10681}  In certain embodiments, a Service Gateway (SGW} 126 can be configured for
custorner VON 104 and provides a path for private network traffic between VON 104 and
sapported services endpoints in a service network 110, In certain embodiments, service
network 110 may be provided by the CSP and may provide various services. An example of
such a service network is Oracle’s Services Network, which provides various services that
can be used by customers. For example, a compute nstance {¢.g., a database system}ina

private subnet of customer VON 104 can back up data to a service endpoint (e g, Object
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Storage} without needing public TP addresses or access to the Internet. In certain
embodiments, a VON can have only one SGW, and connections can only be mitiated from a
subnet within the VCN and not from service network 110, Ifa VON is pecred with ancther,
resources in the other VON tvpically cannot access the SGW. Resources in on-premises
networks that are connected to a VON with FastConnect or VEN Connect can also use the

service gateway configured for that VUN.

[3682] In certain implementations, SGW 126 uses the concept of a service Classless Inter-
Domain Routing {CIDR) label, which is a string that represents all the regional public iP
address ranges for the service or group of services of interest. The customer uses the service
CIDR label when they configure the SGW and related route rules to control traffic to the
service. The castomer can optionally utilize it when configuring security rules withoot

needing to adjust them if the service's public P addresses change in the future.

{3683} A Local Peering Gateway (LPG) 132 is a gateway that can be added to customer
YN 104 and epnables VON 104 to peer with another VON in the same region. Peening means
that the VCNs communicate using private TP addresses, without the traffic traversing a public
network such as the Internet or without routing the traffic through the customer's on-premises
network 116, In preferred embodiments, a VON has a separate LPG for each peenng i
cstablishes. Local Peering or VUN Peering is a comimon practice used to cstablish network

connectivity between different apphications or mfrastructure management functions.

10684] Scrvice providers, such as providers of serviees in service network 110, may
provide access to services using different access models. According to a public access model,
services may be exposed as public endpoints that are publicly accessible by compute nstance
in a customer YUN via a public network such as the Internet and or may be privately
accessible via SGW 126, According to a specific private access model, services are made
accessible as private IP endpoints 1n a private subnet i the customer’s VON. This 1s referred
to as a Prnvate Endpomt (PE) aceess and enables a service provider to expose their service as
an instance in the customer's privake notwork. A Private Endpoint resource ropresents a
servige witlun the customer's VUN. Each PE manifests as a VNIC (referred to as a PE-VNIC,
with one or more privale IPs) m a subnet chosen by the customer in the customer's VON. A
PE thus provides a way to present a service within a private customer VON subnet using a
VNIC. Since the endpoint is exposed as a VNIC, all the features associated with a VNIC such

as routing rules, secuniy lists, etc., are now available for the PE VNIC,
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[B885] A service provider can register their service to enable access through a PE. The
provider can associate policies with the service that restricts the service's visibihiy o the
custoruer fenancies. A provider can register roultipie services under a single virtual 1P address
(VIP}, especially for multi-tenant services. There may be multiple such private endpoints (in

mudtiple VCNs) that ropresent the same service.

[3086] Compute instances in the private subnet can then use the PE VNIC's private IP
address or the service DNS name to access the service, Compute instances m the customer
YN can access the service by sending traffic to the private 1P address of the PE in the
custorner VON. A Private Access Gateway (PAGW) 130 1s a gateway resourec that can be
attached to a service provider VON {e.g., 3 VON 1p service network 110} that acts as an
mngress/egress point for all traffic from/to customer subnet private endpoints. PAGW 130
cnables a provider to scale the number of PE connections without utdizing s internal P
address resources. A provider needs only configure one PAGW for any mumber of services
registered in a single VON. Providers can represent a service as a private endpoint in multiple
YCNs of onc or more customers. From the customer's perspective, the PE VNIC, which,
instead of being attached to a customer's instance, appears attached to the service with which
the customer wishes o interact. The traffic destined to the private endpoint is routed via
PAGW 130 to the service. These are referred to as customer-to-service private connections

{C28 connections).

{3687} The PE concept can also be used to extend the private access for the service to
customer's on-premises networks and data centers, by allowing the traffic to flow through
FastConnect/IPscc links and the private endpoint in the customer YON. Private access for the
service can also be extended to the customer’s peered VONSs, by allowing the tratfic to flow

between LPG 132 and the PE in the customer’'s VON.

[B888] A customer can control routing in a VUN at the subnet level, so the customer can
specify which sabnets 1 the customer's VON, such as VON 104, use each gateway. A VCN's
route tables are used to decide if traffic 15 allowed out of a VON through a particular gateway.
For example, n a particular mstance, a route table for a public subnet within customer VCN
104 may send non-local traffic through IGW 120, The route table for a private subnet within
the same customer VON 104 may send traffic destined for CSP services through SGW 126.
Al remaining traffic may be sent via the NAT gateway 128, Route tables only control traffic

going out of a VON.

o
(V8]
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[B888]  Secunty hists associated with a VUON are used to control traffic that comes into a
YN via a gateway via inbound connections. All resources in a subnet use the same route
table and security lists. Security lists may be used to control specific types of traffic allowed
in and out of instances in a subnet of 3 VON. Security list rules may comprise ingress
{inbouand) and egress (outbound} rules. For example, an mngress role may specify an allowed
source address range, while an egress rule may specify an allowed destination address range.
Security rules may specify a particular protocol {e.g., TCP, ICMP), a particular port {e.g., 22
for S58H, 3389 for Windows RDP), ete. In certain implementations, an mstance's operating
system may enforce its own firewall rules that are aligned with the security list rules. Rules
may be stateful {e.3., a connection is tracked, and the response is automatically allowed

without an exphicit security list rule for the response traffic) or statcless.

[B893]  Access from a customer VUN (1.2, by a resource or compute instance deploved on
VN 104) can be categorized as public access, private access, or dedicated access. Public
access refers 1o an access model where a public TP address or a NAT is used to access a
public endpoint. Private access enables customer workloads in VON 104 with private P
addresses {(¢.g., resources in a private subnet) to access services without traversing a public
network such as the Internet. In certam embodiments, CSPI 101 enables customer VON
workioads with private IP addresses to access the (public service endpoints of} services using
a service gatoway. A service gateway thus offers a private access model by establishing a
virtual Hink between the customer's VUON and the service's public endpoint residing outside

the customer's private network.

{66911 Addionally, CSPI may offer dedicated public access using technologies such as
FastConnect public peering where cusiomer on-premises instances can access one or more
services in a customer VUN using a FastConnect connection and without traversing a public
network such as the Internet. CSPI also may also offer dedicated private access using
FastConunect private peering where customer on-premisces mstances with private 1P addresses
can access the customer's VON workloads using a FastConnect connection. FastConnectis a
network connectivity alternative to using the public Internet to connect a customer's on-
premuse network to CSPI and 1ts services. FastConnect provides an casy, elastic, and
cconomical way to create a dedicated and private connection with higher bandwidth options
and a more reliable and consistent networking experience when compared to Internet-based

connections.
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[B892] FIG 1 and the accompanying description above describes various virtualized
components in an example virtual network. Ag described above, the virtual network 1s buelt
on the undertving physical or substrate network. FIG. 2 depicts a simplified architectural

diagram of the physical components in the physical network within CSPI 200 that provide the

(4

underlay for the virtual network according to certain embodiments. As shown, CSPIL 200
provides a distributed environment comprising components and resources {€.g., compute,
memory, and networking resources) provided by a cloud service provider {C5P). These
components and resources are used to provide cloud services {¢.g., Taa8 services) to
subscribing customers, 1.¢., customers that have sabscribed to one or more services provided
10 by the USP. Based upon the services subscribed to by a customer, a subset of resources {e.g.,
compute, memory, and networking resources) of CSPI 200 are provisioned for the customer.
Customers can then build their own cloud-based (i.e., CSPI-hosted} customizable and private
virtual networks using physical compute, memory, and networking resources provided by
CSPI 200, As previously mdicated, these customer networks are referred to as virtual cloud
15 networks (VCNs). A customer can deploy one or more customer resources, such as compute
instances, on these customer VUNs, Compuate wstances can be i the form of virtual
machines, bare metal instances, and the like. CSPI 200 provides mirasiructure and a set of
complementary cloud services that enable customers to build and run a wide range of

applications and services 1n a highly available hosted environment.

20 [0083]  Inthe cxample crobodiment depicted n FIG. 2, the phvsical components of CSPL
200 inclade one or more physical host machines or physical servers {e.g., 202, 206, 208},
network virtuahization devices (NVEs) {e.g., 210, 212}, top-ofrack {TOR) switches (2.g.,

214, 216}, and a physical network (e.g.. 218), and switches in physical network 218, The

physical host machines or servers may host and execute various compuie instances that

]
(s

participate in one or more subnets of 8 VUN. The compute instances may imchade virtual
machine instances. and bare metal instances. For example, the various compute instances
depicted 1w FIG. 1 may be bosted by the phvsical host machines depicted 10 FIG. 2. The
virtual machine compute mstances in a VN may be executed by one host machine or by
multiple different host machines. The physical host machines may also host virtoal host

3¢ machines, container-based hosts or functions, and the hke. The VNICs and VUN VR depicted
i F1G. 1 may be exccuted by the NVDs depicted in FIG. 2. The gateways depicted in FIG. 1

may be executed by the host machines and/or by the NVDBs depicted in FIG. 2.
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[3894] The host machines or servers may execute a hypervisor {also referred to as a virtual
machine monitor or VMM) that creates and enables a virtealized environment on the host
machines. The virtualization or viriualized environment facilitates cloud-based computing.
One or more compute instances may be created, executed, and managed on a host machine by
a hypervisor on that host machine. The hypervisor on a host machine enables the physical
computing resources of the host machine {¢.g., compute, memory, and networking resources)

to be shared between the varous compuie instances executed by the host machine.

10695]  For exampie, as depicted n FIG. 2, host machines 202 and 208 execute hypervisors
260 and 266, respectively. These hypervisors may be implersented using software, fumware,
or hardware, or combinations thereof, Typically, a hvpervisor is a process or a software laver
that sits on top of the host machine’s operating system {05}, which in turn executes on the
hardware processors of the host maching. The hypervisor provides a virtualized environment
by enabling the physical computing resources {¢.g., processing resources such as
processors/cores, memory resources, networking resources) ot the host machine to be shared
among the various virteal machine compute 1nstances executed by the host machine. For
exaraple, in F1G. 2, hypervisor 260 may sit on top of the O of host machine 202 and enables
the computing resources (e.g., processing, memory, and networking resources) of host
machine 202 to be shared between compute instances {g.g., virtual machines} executed by
host maching 202, A virtual machine can have its own operating system {referred foas a
guest operating system), which may be the same as or different from the OF5 of the bost
machine. The operating system of a virtual machine executed by a host machine may be the
same as or different from the operating system of another virtual machine executed by the
samg¢ host machine. A hypervisor thus enables multiple operating svstems to be executed
alongside cach other while shanng the same computing resources of the host machine. The

host machines depicted 1n FEG. 2 may have the same or different types of hypervisors.

[B096] A compute mstance can be a virtual machine instance or a bare metal instance. In
FIG. 2, compute instances 268 on host machine 202 and 274 on host machine 208 are
examples of virtual machine instances. Host machine 206 is an example of a bare metal

instance that is provided to a customer.

{0897} In certain instances, an entire host machine may be provisioned to a single
customer, and all of the one or more compute nstances {either virtual machines or bare metal

instance) bosted by that host machine belong fo that same customer. o other instances, a host

o
joa
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machine may be shared between mulbtiple customers {1.¢., multiple tenants). In such a multi-
tenancy scenario, a host machine may host virtual machine compute instances belonging to
different customers. These compute instances may be members of different VONsg of

different customers. In certain embodiments, a bare metal compute nstance 1s hosted by a

(4

bare metal server without a hypervisor. When a bare metal compute tostance is provisioned, a
single customer or tenant maintaios control of the physical CPU, memory, and network
interfaces of the host machme bosting the bare metal instance and the host machine is not

shared with other customers or {enants.

[0698]  As previously descenibed, cach compute mstance that is part of a VON is associated

10 with a VNIC that enables the compute mstance 1o become a member of a subnet of the VUN.
The VNIC associated with a compute instance facibitates the communication of packets or
frames to and from the compute instance. A VNIC is associated with a compute instance
when the compute 1nstance is created. o certain embodiments, for a compute nstance

executed by a host machme, the VNIC associated with that compute instance 13 executed by

[y
W

an NV connected to the host machine. For example, in FIG. 2, host machine 202 executes a
vittual machine compute nstance 268 that 1s associated with VNIC 276, and VNIC 276 1s
executed by NVD 210 connected to host machine 202, As another example, bare metal
mstance 272 hosted by host machine 206 is associated with VNIC 280 that 1s executed by
NV 212 connected to host machine 206, As yet ancther example, YNIC 284 15 associated
20 with compute instance 274 executed by host machine 208, and VNIC 284 s execuied by

NVD 212 connected to host machine 208.

160991 For compute instances hosted by a host machine, an NVD connected to that host
machine also executes VON VRs corresponding to VUNs of which the compute instances are

members. For example, in the embodiment depicted 1n FIG. 2, NVD 210 executes VEN VR

[ ]
[

277 corresponding to the VON of which compute instance 268 is a member. NVD 212 may
also execute one or more VON VRs 283 corresponding to VONs corresponding to the

compute nstances hosted by host machines 206 and 208,

[6108] A host machine may mclude one or more network mierface cards (NIC) that enable
the host machine to be connected to other devices. A NIC on a host machine may provide one
30 or more ports {or interfaces) that enable the host machine to be communicatively connected

to another device. For example, a host machine may be connected to an NV using one or
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more ports {or interfaces) provided on the host machine and on the NVD. A host machine

may also be connected to other devices such as another host machine.

16101} For example, in FIG. 2, host machine 202 is connected to NVD 210 using hink 22
that exicnds between a port 234 provided by a NIC 232 of host machine 202 and between a
port 236 of NV 210, Host machine 206 1s connected to NV 212 using link 224 that
extends between a port 246 provided by a NIC 244 of host machine 206 and between a port
248 of NVD 212. Host machine 208 is connected to NVD 212 using link 226 that extends
hetween a port 252 provided by a NIC 250 of host machine 208 and between a port 234 of

NVD 212,

{0162} The NVDs are in turn connected via communication links to top-of-the-rack (TOR)
switches, which are connected to physical network 218 {also referred to as the switch fabric).
In certain embodiments, the links between a host machine and an NVD, and between an
NVD and a TOR switeh are Ethernet links. For example, in FIG. 2, NVDs 210 and 212 are
connected to TOR switches 214 and 216, respectively, using links 223 and 230. In certain
embodiments, the links 220, 224, 226, 228, and 230 arc Ethemet hinks. The collection of host

machines and NVDs that are connected to a TOR 1s sometimes referred to as a rack.

{3103} Physical network 218 provides a communication fabric that coables TOKR switches
to communicate with each other. Physical network 218 can be a multi-ticred network. In
certamn implementations, physical network 218 15 a multi-tiered Clos network of switches,
with TOR switches 214 and 216 representing the leat level nodes of the multi-tiered and
multi-node physical switching network 218, Different Clos network configurations are
possible mcluding but not imited to a 2-tier network, a 3-tier network, a 4-tier network, a 5-
tier network, and m general a "n"-ticred network. An example of a Clos network is depicted

m FIG. 5 and described below.

[3164] Vanous different connection configurations are possible between host machines and
NVDs such as one-to-one configuration, many-to-onc configuration, one-to-many
contiguration, and others. In a onc-to-one configuration implementation, cach host machine 15
connected to its own separate NVD. For example, in FIG. 2, host machine 202 is connected
to NVD 210 via NIC 232 of host machine 202, In a many-to-one configuration, multiple host
machines are connected to one NVD. For example, i FIG. 2, host machines 206 and 208 are

connected to the same NVD 212 via NICs 244 and 250, respectively.

PCT/US2024/036101
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[3185]  In a onc-to-many configuration, one host machine 13 connected to multiple NV Ds,
FIG. 3 shows an example within CSPI 300 where a host machine is connected to multiple
NVDs. As shown m FIG. 3, host machine 302 comprnises a network intertace card (NIC) 304
that mcludes multiple ports 306 and 308, Host machine 300 18 connected 1o a first NVD 310
via port 306 and link 320 and connected 10 a second NV 312 via port 308 and hink 322
Ports 306 and 308 may be Ethernet ports and the links 320 and 322 between host machine
302 and NVDs 310 and 312 may be Ethemet links. NVD 3190 15 in tum connected to a first
TOR swiich 314 and NVD 312 15 connected to a second TOR switch 316, The links between
NVBs 310 and 312, and TOR switches 314 and 316 may be Ethernet links. TOR switches

314 and 316 ropresent the Tier-0 switching devices in multi-tiered physical network 318,

[0186] The arrangement depicted in FEG. 3 provides two separate physical network paths to
and from physical switch network 318 o bost machine 302: a first path traversing TOR
switch 314 1o NVD 310 to host machune 302, and a second path traversing TOR switch 316
to NV 312 to host machine 302, The separate paths provide for enhanced availability
{(referred to as high availabiiity) of host machine 302, If there are problems in one of the paths
{c.g.. a link in one of the paths goes down) or devices {¢.g., a particular NVD is not

functioning), then the other path may be used for communications to/from host machine 302,

{3107}  In the configuration depicted m FIG. 3, the host machine is connected to two
different NVDs using two different ports provided by a NIC of the host machine. In other
embodiments, a host machine may mclude multiple NICs that enable connectivity of the host

machine to multiple NVDs.

[6108] Referning back to FIG. 2, an NVD is a physical device or component that performs
ong or more network and/or storage virtualization functions. An NVD may be any device
with one or maore processing umits {e.g., CPUs, Network Processing Untts (NPUs), FPGAs,
packet proccssing pipelines, etc.), memory including cache, and ports. The various
virtualization functions may be porformed by software/firmware executed by the one or more

processing units of the NVD,

[B189] An NVD may be implemented in various different formas. For example, in certain
cmbodiments, an NVD is implemented as an wierface card referred to as a smartNIC oran
intelligent MNIC with an embedded processor onboard. A smartNIC is a separate device from

the NICs on the host machines. In FIG. 2, the NVDs 210 and 212 may be implemented as
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smartNICs that are connected to host machines 202, and host machines 206 and 208,

respectively.

(63181 A smantNIC i3 however just one example of an NVD implementation. Varnious other
mmplementations are possible. For example, in some other implementations, an NVD or one
or more functions performed by the NV mayv be meorporated into or performed by one or
more host machines, one or more TOR switches, and other components of CSPE 200, For
example, an NVD may be embodied in 3 host machine where the fimetions performed by an
NVD are performed by the host machine. As another example, an NVE may be part of a
TOR switch, or a TOR switch mayv be configured to perform functions performed by an NVD
that enables the TOR switch to perform various complex packet transformations that are used
for a public cloud. A TOR that performs the functions of an NVD 1s sometimes referred to as
a smart TOR. In vet other implementations, where virtual machines {VMs) instances, but not
bare metal (BM) instances, are offered to customers, functions performed by an NVD may be
mplemenied mside a hypervisor of the host machine. In some other implementations, some
of the functions of the NV D may be offloaded to a centralized service nimaing on a fleet of

host machines.

[B111} In certain embodiments, such as when implemented as a smartNIC as shown  FIG.
2, an NVD may comprise nwdtiple physical ports that enable 1t to be connected to one or
more host machines and to one or more TOR switches. A port on an NVD can be classified
as a host-facing port (also referred to as a "south port™) or a network-facing or TOR-facing
port {also referred to as a "north port™). A host-facing port of an NV D is a port that s used to
connect the NVD to a host machine. Examples of host-facing ports m FIG. 2 joclude port 236
on NVD 210, and ports 248 and 254 on NVD 212, A network-facing port of an NV is a port
that 18 used to connect the NVD o a TOR switch. Examples of network-facing ports in FIG.
2 maciude port 256 on NV 210, and port 258 on NV 212, As shown in FIG. 2, NVD 210 is
connected to TOR switch 214 using link 228 that extends from port 236 of NV 210 to the
TOR swiich 214, Likewise, NVD 212 1g connected to TOR switch 216 using hink 230 that
extends from port 258 of NVD 212 to the TOR switch 216,

[B112] An NVD receives packets and frames from a host machine {e.g., packets and frames
generated by a compuie instance hosted by the host machine) via a host-facing port and, afier
performing the necessary packet processing, may forward the packets and frames to a TOR

switch via a network-facing port of the NV An NVD may receive packets and frames from

30
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a TOR switch via a network-facing port of the NVD and, after performing the necessary
packet processing, may forward the packets and frames to a host machine via a host-facing

port of the NVD.

[0113] In certain embodiments, there may be multiple ports and associated links between
an NVD and a TOR switch. These ports and links may be aggregated to form a link
aggregator group of multiple ports or links (referred to as a LAG). Link aggregation allows
multiple physical links between two endpoints (e.g., between an NVD and a TOR switch) to
be treated as a single logical link. All the physical links in a given LAG may operate in full-
duplex mode at the same speed. LAGs help increase the bandwidth and reliability of the
connection between two endpoints. If one of the physical links in the LAG goes down, traffic
is dynamically and transparently reassigned to one of the other physical links in the LAG.
The aggregated physical links deliver higher bandwidth than each individual link. The
multiple ports associated with a LAG are treated as a single logical port. Traffic can be load-
balanced across the multiple physical links of a LAG. One or more LAGs may be configured
between two endpoints. The two endpoints may be between an NVD and a TOR switch,

between a host machine and an NVD, and the like.

[0114] An NVD implements or performs network virtualization functions. These functions
are performed by software/firmware executed by the NVD. Examples of network
virtualization functions include without limitation: packet encapsulation and de-capsulation
functions; functions for creating a VCN network; functions for implementing network
policies such as VCN security list (firewall) functionality; functions that facilitate the routing
and forwarding of packets to and from compute instances in a VCN; and the like. In certain
embodiments, upon receiving a packet, an NVD is configured to execute a packet processing
pipeline for processing the packet and determining how the packet is to be forwarded or
routed. As part of this packet processing pipeline, the NVD may execute one or more virtual
functions associated with the overlay network such as executing VNICs associated with cis in
the VCN, executing a Virtual Router (VR) associated with the VCN, the encapsulation and
decapsulation of packets to facilitate forwarding or routing in the virtual network, execution
of certain gateways (e.g., the Local Peering Gateway), the implementation of Security Lists,
Network Security Groups, network address translation (NAT) functionality (e.g., the
translation of Public IP to Private IP on a host by host basis), throttling functions, and other

functions.
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[0115] In certain embodiments, the packet processing data path in an NVD may comprise
multiple packet pipelines, each composed of a series of packet transformation stages. In
certain implementations, upon receiving a packet, the packet is parsed and classified to a
single pipeline. The packet is then processed in a linear fashion, one stage after another, until
the packet is either dropped or sent out over an interface of the NVD. These stages provide
basic functional packet processing building blocks (e.g., validating headers, enforcing
throttle, inserting new Layer-2 headers, enforcing L4 firewall, VCN
encapsulation/decapsulation, etc.) so that new pipelines can be constructed by composing
existing stages, and new functionality can be added by creating new stages and inserting them

into existing pipelines.

[0116] An NVD may perform both control plane and data plane functions corresponding to
a control plane and a data plane of a VCN. Examples of a VCN Control Plane are also
depicted in FIGs. 18, 19, 20, and 21 (see references 1816, 1916, 2016, and 2116) and
described below. Examples of a VCN Data Plane are depicted in FIGs. 18, 19, 20, and 21
(see references 1818, 1918, 2018, and 2118) and described below. The control plane
functions include functions used for configuring a network (e.g., setting up routes and route
tables, configuring VNICs, etc.) that controls how data is to be forwarded. In certain
embodiments, a VCN Control Plane is provided that computes all the overlay-to-substrate
mappings centrally and publishes them to the NVDs and to the virtual network edge devices
such as various gateways such as the DRG, the SGW, the IGW, etc. Firewall rules may also
be published using the same mechanism. In certain embodiments, an NVD only gets the
mappings that are relevant for that NVD. The data plane functions include functions for the
actual routing/forwarding of a packet based upon configuration set up using control plane. A
VCN data plane is implemented by encapsulating the customer's network packets before they
traverse the substrate network. The encapsulation/decapsulation functionality is implemented
on the NVDs. In certain embodiments, an NVD is configured to intercept all network packets

in and out of host machines and perform network virtualization functions.

[0117] As indicated above, an NVD executes various virtualization functions including
VNICs and VCN VRs. An NVD may execute VNICs associated with the compute instances
hosted by one or more host machines connected to the VNIC. For example, as depicted in
FIG. 2, NVD 210 executes the functionality for VNIC 276 that is associated with compute
instance 268 hosted by host machine 202 connected to NVD 210. As another example, NVD
212 executes VNIC 280 that is associated with bare metal compute instance 272 hosted by
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host machine 206 and executes VNIC 284 that is associated with compute instance 274
hosted by host machine 208. A host machine may host compute instances belonging to
different VCNSs, which belong to different customers, and the NVD connected to the host
machine may execute the VNICs (i.e., execute VNICs-relate functionality) corresponding to

the compute instances.

[0118] An NVD also executes VCN Virtual Routers corresponding to the VCNs of the
compute instances. For example, in the embodiment depicted in FIG. 2, NVD 210 executes
VCN VR 277 corresponding to the VCN to which compute instance 268 belongs. NVD 212
executes one or more VCN VRs 283 corresponding to one or more VCNs to which compute
instances hosted by host machines 206 and 208 belong. In certain embodiments, the VCN VR
corresponding to that VCN is executed by all the NVDs connected to host machines that host
at least one compute instance belonging to that VCN. If a host machine hosts compute
instances belonging to different VCNs, an NVD connected to that host machine may execute

VCN VRs corresponding to those different VCNs.

[0119] In addition to VNICs and VCN VRs, an NVD may execute various software (e.g.,
daemons) and include one or more hardware components that facilitate the various network
virtualization functions performed by the NVD. For purposes of simplicity, these various
components are grouped together as "packet processing components” shown in FIG. 2. For
example, NVD 210 comprises packet processing components 286 and NVD 212 comprises
packet processing components 288. For example, the packet processing components for an
NVD may include a packet processor that is configured to interact with the NVD's ports and
hardware interfaces to monitor all packets received by and communicated using the NVD and
store network information. The network information may, for example, include network flow
information identifying different network flows handled by the NVD and per flow
information (e.g., per flow statistics). In certain embodiments, network flows information
may be stored on a per VNIC basis. The packet processor may perform packet-by-packet
manipulations as well as implement stateful NAT and L4 firewall (FW). As another example,
the packet processing components may include a replication agent that is configured to
replicate information stored by the NVD to one or more different replication target stores. As
yet another example, the packet processing components may include a logging agent that is
configured to perform logging functions for the NVD. The packet processing components
may also include software for monitoring the performance and health of the NVD and, also

possibly of monitoring the state and health of other components connected to the NVD.
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[0120] FIG. 1 shows the components of an example virtual or overlay network including a
VCN, subnets within the VCN, compute instances deployed on subnets, VNICs associated
with the compute instances, a VR for a VCN, and a set of gateways configured for the VCN.
The overlay components depicted in FIG. 1 may be executed or hosted by one or more of the
physical components depicted in FIG. 2. For example, the compute instances in a VCN may
be executed or hosted by one or more host machines depicted in FIG. 2. For a compute
instance hosted by a host machine, the VNIC associated with that compute instance is
typically executed by an NVD connected to that host machine (i.e., the VNIC functionality is
provided by the NVD connected to that host machine). The VCN VR function fora VCN is
executed by all the NVDs that are connected to host machines hosting or executing the
compute instances that are part of that VCN. The gateways associated with a VCN may be
executed by one or more different types of NVDs. For example, certain gateways may be
executed by smartNICs, while others may be executed by one or more host machines or other

implementations of NVDs.

[0121] As described above, a compute instance in a customer VCN may communicate with
various different endpoints, where the endpoints can be within the same subnet as the source
compute instance, in a different subnet but within the same VCN as the source compute
instance, or with an endpoint that is outside the VCN of the source compute instance. These
communications are facilitated using VNICs associated with the compute instances, the VCN

VRs, and the gateways associated with the VCNs.

[0122] For communications between two compute instances on the same subnet in a VCN,
the communication is facilitated using VNICs associated with the source and destination
compute instances. The source and destination compute instances may be hosted by the same
host machine or by different host machines. A packet originating from a source compute
instance may be forwarded from a host machine hosting the source compute instance to an
NVD connected to that host machine. On the NVD, the packet is processed using a packet
processing pipeline, which can include execution of the VNIC associated with the source
compute instance. Since the destination endpoint for the packet is within the same subnet,
execution of the VNIC associated with the source compute instance results in the packet
being forwarded to an NVD executing the VNIC associated with the destination compute
instance, which then processes and forwards the packet to the destination compute instance.
The VNICs associated with the source and destination compute instances may be executed on

the same NVD (e.g., when both the source and destination compute instances are hosted by
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the same host machine) or on different NVDs (e.g., when the source and destination compute
instances are hosted by different host machines connected to different NVDs). The VNICs
may use routing/forwarding tables stored by the NVD to determine the next hop for the
packet.

[0123] For a packet to be communicated from a compute instance in a subnet to an
endpoint in a different subnet in the same VCN, the packet originating from the source
compute instance is communicated from the host machine hosting the source compute
instance to the NVD connected to that host machine. On the NVD, the packet is processed
using a packet processing pipeline, which can include execution of one or more VNICs, and
the VR associated with the VCN. For example, as part of the packet processing pipeline, the
NVD executes or invokes functionality corresponding to the VNIC (also referred to as
executes the VNIC) associated with source compute instance. The functionality performed by
the VNIC may include looking at the VLAN tag on the packet. Since the packet's destination
is outside the subnet, the VCN VR functionality is next invoked and executed by the NVD.
The VCN VR then routes the packet to the NVD executing the VNIC associated with the
destination compute instance. The VNIC associated with the destination compute instance
then processes the packet and forwards the packet to the destination compute instance. The
VNICs associated with the source and destination compute instances may be executed on the
same NVD (e.g., when both the source and destination compute instances are hosted by the
same host machine) or on different NVDs (e.g., when the source and destination compute

instances are hosted by different host machines connected to different NVDs).

[0124] If the destination for the packet is outside the VCN of the source compute instance,
then the packet originating from the source compute instance is communicated from the host
machine hosting the source compute instance to the NVD connected to that host machine.
The NVD executes the VNIC associated with the source compute instance. Since the
destination end point of the packet is outside the VCN, the packet is then processed by the
VCN VR for that VCN. The NVD invokes the VCN VR functionality, which may result in
the packet being forwarded to an NVD executing the appropriate gateway associated with the
VCN. For example, if the destination is an endpoint within the customer's on-premise
network, then the packet may be forwarded by the VCN VR to the NVD executing the DRG
gateway configured for the VCN. The VCN VR may be executed on the same NVD as the
NVD executing the VNIC associated with the source compute instance or by a different

NVD. The gateway may be executed by an NVD, which may be a smartNIC, a host machine,
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or other NVD implementation. The packet is then processed by the gateway and forwarded to
a next hop that facilitates communication of the packet to its intended destination endpoint.
For example, in the embodiment depicted in FIG. 2, a packet originating from compute
instance 268 may be communicated from host machine 202 to NVD 210 over link 220 (using
NIC 232). On NVD 210, VNIC 276 is invoked since it is the VNIC associated with source
compute instance 268. VNIC 276 is configured to examine the encapsulated information in
the packet and determine a next hop for forwarding the packet with the goal of facilitating
communication of the packet to its intended destination endpoint, and then forward the packet

to the determined next hop.

[0125] A compute instance deployed on a VCN can communicate with various different
endpoints. These endpoints may include endpoints that are hosted by CSPI 200 and endpoints
outside CSPI 200. Endpoints hosted by CSPI 200 may include instances in the same VCN or
other VCNs, which may be the customer's VCNs, or VCNs not belonging to the customer.
Communications between endpoints hosted by CSPI 200 may be performed over physical
network 218. A compute instance may also communicate with endpoints that are not hosted
by CSPI 200 or are outside CSPI 200. Examples of these endpoints include endpoints within
a customer's on-premise network or data center, or public endpoints accessible over a public
network such as the Internet. Communications with endpoints outside CSPI 200 may be
performed over public networks (e.g., the Internet) (not shown in FIG. 2) or private networks

(not shown in FIG. 2) using various communication protocols.

[0126] The architecture of CSPI 200 depicted in FIG. 2 is merely an example and is not
intended to be limiting. Variations, alternatives, and modifications are possible in alternative
embodiments. For example, in some implementations, CSPI 200 may have more or fewer
systems or components than those shown in FIG. 2, may combine two or more systems, or
may have a different configuration or arrangement of systems. The systems, subsystems, and
other components depicted in FIG. 2 may be implemented in software (e.g., code,
instructions, program) executed by one or more processing units (e.g., processors, cores) of
the respective systems, using hardware, or combinations thereof. The software may be stored

on a non-transitory storage medium (e.g., on a memory device).

[0127] FIG. 4 depicts connectivity between a host machine and an NVD for providing I/O
virtualization for supporting multitenancy according to certain embodiments. As depicted in

FIG. 4, host machine 402 executes a hypervisor 404 that provides a virtualized environment.
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Host machine 402 executes two virtual machine instances, VM1 4006 belonging to
customer/tenant #1 and VM2 408 belonging to customer/tenant #2. Host machine 402
comprises a physical NIC 410 that is connected to an NVD 412 via link 414. Each of the
compute instances is attached to a VNIC that is executed by NVD 412. In the embodiment in
FIG. 4, VM1 406 is attached to VNIC-VM1 420 and VM2 408 is attached to VNIC-VM2
422.

[0128] Asshown in FIG. 4, NIC 410 comprises two logical NICs, logical NIC A 416 and
logical NIC B 418. Each virtual machine is attached to and configured to work with its own
logical NIC. For example, VM1 406 is attached to logical NIC A 416 and VM2 408 is

attached to logical NIC B 418. Even though host machine 402 comprises only one physical
NIC 410 that is shared by the multiple tenants, due to the logical NICs, each tenant's virtual

machine believes they have their own host machine and NIC.

[0129] In certain embodiments, each logical NIC is assigned its own VLAN ID. Thus, a
specific VLAN ID is assigned to logical NIC A 416 for Tenant #1 and a separate VLAN 1D is
assigned to logical NIC B 418 for Tenant #2. When a packet is communicated from VM1
406, a tag assigned to Tenant #1 is attached to the packet by the hypervisor and the packet is
then communicated from host machine 402 to NVD 412 over link 414. In a similar manner,
when a packet is communicated from VM2 408, a tag assigned to Tenant #2 is attached to the
packet by the hypervisor and the packet is then communicated from host machine 402 to
NVD 412 over link 414. Accordingly, a packet 424 communicated from host machine 402 to
NVD 412 has an associated tag 426 that identifies a specific tenant and associated VM. On
the NVD, for a packet 424 received from host machine 402, the tag 426 associated with the
packet is used to determine whether the packet is to be processed by VNIC-VM1 420 or by
VNIC-VM2 422. The packet is then processed by the corresponding VNIC. The
configuration depicted in FIG. 4 enables each tenant's compute instance to believe that they
own their own host machine and NIC. The setup depicted in FIG. 4 provides for I/O

virtualization for supporting multi-tenancy.

[0130] FIG. 5 depicts a simplified block diagram of a physical network 500 according to
certain embodiments. The embodiment depicted in FIG. 5 is structured as a Clos network. A
Clos network is a particular type of network topology designed to provide connection
redundancy while maintaining high bisection bandwidth and maximum resource utilization.

A Clos network is a type of non-blocking, multistage or multi-tiered switching network,
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where the number of stages or tiers can be two, three, four, five, etc. The embodiment
depicted in FIG. 5 is a 3-tiered network comprising tiers 1, 2, and 3. The TOR switches 504
represent Tier-0 switches in the Clos network. One or more NVDs are connected to the TOR
switches. Tier-0 switches are also referred to as edge devices of the physical network. The
Tier-0 switches are connected to Tier-1 switches, which are also referred to as leaf switches.
In the embodiment depicted in FIG. 5, a set of "n" Tier-0 TOR switches are connected to a set
of "n" Tier-1 switches and together form a pod. Each Tier-0 switch in a pod is interconnected
to all the Tier-1 switches in the pod, but there is no connectivity of switches between pods. In
certain implementations, two pods are referred to as a block. Each block is served by or
connected to a set of "n" Tier-2 switches (sometimes referred to as spine switches). There can
be several blocks in the physical network topology. The Tier-2 switches are in turn connected
to "n" Tier-3 switches (sometimes referred to as super-spine switches). Communication of
packets over physical network 500 is typically performed using one or more Layer-3
communication protocols. Typically, all the layers of the physical network, except for the
TORs layer are n-ways redundant thus allowing for high availability. Policies may be
specified for pods and blocks to control the visibility of switches to each other in the physical

network so as to enable scaling of the physical network.

[0131] A feature of a Clos network is that the maximum hop count to reach from one Tier-
0 switch to another Tier-0 switch (or from an NVD connected to a Tier-0- switch to another
NVD connected to a Tier-0 switch) is fixed. For example, in a 3-Tiered Clos network at most
seven hops are needed for a packet to reach from one NVD to another NVD, where the
source and target NVDs are connected to the leaf tier of the Clos network. Likewise, in a 4-
tiered Clos network, at most nine hops are needed for a packet to reach from one NVD to
another NVD, where the source and target NVDs are connected to the leaf tier of the Clos
network. Thus, a Clos network architecture maintains consistent latency throughout the
network, which is important for communication within and between data centers. A Clos
topology scales horizontally and is cost effective. The bandwidth/throughput capacity of the
network can be easily increased by adding more switches at the various tiers (e.g., more leaf
and spine switches) and by increasing the number of links between the switches at adjacent

tiers.

[0132] In certain embodiments, each resource within CSPI is assigned a unique identifier

called a Cloud Identifier (CID). This identifier is included as part of the resource's
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information and can be used to manage the resource, for example, via a Console or through

APIs. An example syntax for a CID is:
ocidl <RESOURCE TYPE><REALM>[REGION][.FUTURE USE].<UNIQUE ID>
where,

ocidl: The literal string indicating the version of the CID;

resource type: The type of resource (for example, instance, volume, VCN, subnet, user,
group, and so on);

realm: The realm the resource is in. Example values are "c1" for the commercial realm, "c2"
for the Government Cloud realm, or "¢3" for the Federal Government Cloud realm, etc. Each
realm may have its own domain name;

region: The region the resource is in. If the region is not applicable to the resource, this part
might be blank;

future use: Reserved for future use.

unique ID: The unique portion of the ID. The format may vary depending on the type of

resource or service.

B- Eoress Traffic Policy Enforcement

[0133] Generally, data exfiltration occurs when, for example, a malicious actor carries out
an unauthorized data transfer from a network. Techniques to prevent data exfiltration are

disclosed herein and involve enforcing an egress traffic policy at a target service.

[0134] Techniques can be implemented to prevent data exfiltration via gateways to a
service of service tenancy. Data exfiltration can occur, when a user with proper user
credential unauthorizedly sends traffic out of a network (e.g., in the case of rogue principal
that has legitimate access to the customer’s data can push it outside the customer’s control) to
another tenancy using a different identity that has valid access to the target. Case in point is a
user in a tenancy who has access to sensitive data can access it from authorized network
locations and export it to a storage endpoint in a different tenancy that the user has access to
with a different identity. This can be executed from the same authorized network since the
network allows egress to multi-tenant storage endpoints in a region. There are other ways
data can be exfiltrated out of a customer’s network and cannot be properly blocked using
existing access controls via network access control lists (ACLs) and firewall rules. Secondary

(or indirect) exfiltration paths exist whereby a rogue principal could inject credentials into a
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service of a multi-customer tenancy, where the service accesses a shared endpoint via a

gateway.

[0135] As disclosed herein, controls are provided to a customer to monitor and restrict all
egress from network gateways in order to control traffic to specific target services identified
by the payloads regardless of whether the endpoints being accessed are multi-tenant or not, In
other words, the customer can restrict network access on a single multi-tenant endpoint
exposed via gateways to only allow access to specific targets. A multi-tenant endpoint can be
an endpoint providing access to a service to multiple customer tenancies, such as each
customer tenancy can have access to a set of target resources exposed by the multi-tenant
endpoint. The customer can exercise control over traffic flowing over their own egress points
regardless of whether it is intended for their own tenancy or another. Such approach can
supplement the use of access control lists, firewalls, and other techniques where such

techniques may not be sufficient to prevent the data exfiltration.

[0136] As disclosed herein, multi-tenant services (also referred to as multi-tenant endpoints
and/or multi-tenant service endpoints), such as an object storage service, support evaluating
network egress policies defined by the tenancy from where the traffic exited (in the case of a
direct traffic flow) or associated with such a tenancy (e.g., in the case of an indirect traffic
flow), to block access to unauthorized targets not allowed by those policies. This evaluation
can be done as a pre-requisite check prior to user authorization, and traffic can be blocked
based on the policies enforced by the network owner regardless of who the calling/requesting
user is or whether the calling/requesting user has permissions to access to the target or not,
Network egress policies can be authored and persisted from the reference point of the tenancy
that owns or is associated with a network location (e.g., a gateway) used for egress and can be

distinct than either the caller’s tenancy or the target tenancy.

[0137] Inanexample, a target service (e.g., corresponding to a multi-tenant endpoint) is
configured to apply a network egress policy indicating whether egress traffic from a customer
network is authorized or not. The network egress policy can be used in conjunction with other
access controls, such as ACLs, firewalls, etc. The egress traffic is tagged with an identifier
associated with the customer network. The identifier is used to look up the relevant network
egress policy and determine whether this policy allows the egress traffic to the target service
or not. In the case of a customer VCN, a service gateway of the VCN tags the traffic with

source network IP, VCN-ID, Gateway-ID, and, optionally, tenancy-1D and resource-ID. In
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the case of an on-premise network, an on-premise gajeway tags the egress traffic with a cloud

ID umigoe to the customer {e.g., OCID in the case of OCI).

[6138] In an example, atarget service {e.g., corresponding to a multi-tenant endpoint} is
configured to apply a network egress policy indicating whether egress traffic from a customer
network is authorized ot not. The cgress traffic 1s tagged with data that 15 used to identify the
customer network and determune the network egress poliey defined for the customer network.
The tag is added to the header of a packet and includes many fields associated with the
network egress policy. Among these fields are a metadata field, an overlay private endpoint
destination IP ficld, and a private access resource data plane 1D field. The metadata can be
used to determine the relevant network egress policy and how this poliey applies {e.g.,

depending on the service gateway from which the traffic is cgressing}.

[3139]  Inan example, atarget service {e.g., correspondimg (o a multi~tenant endpomt) is
configured to apply a network egress policy indicating whether egress traffic 1s authorized or
not. In the mdirect traffic flow use case, a challenge is that the egress traffic does not flow
from a customer tenancy. Instead, it egresses from a service (e.g., an O8N service) ina
service tenancy available to multiple customers (¢ g., the tratfic 18 from a service gateway
handling OSN services spawned for maltiple customers). Hence, it 1s challenging to identify
which custoraer tenancy the egress traffic should be associated with to then apply the relevant
network egress trattic. To resolve such challensge, a customer defines the network egress
policy. Diring the spawning of the service, an identifier unique to the customer is
determined. When traffic of the service is sent to a service gateway of the service tenancy,
this cgress traffic 1s tagged with the identifier. Upon the target service receiving the egress

fraffic, the identifier 1s used to took up the network egress policy for enforcement.

{3146}  In an cxample, a network egress policy is defined by a customer to control the flow
ot its traffic outside the boundary of a customer network. Traffic egressing from the customer
network or from a service spawn for the costomer is tagged with data to determine the
network egress policy. A target service {¢.g., corresponding to a muulti-tenant endpoint) is
configured o apply the network egress policy based on the tag. The network egress policy

can be defined at different levels of granulanty.

{6141} FIG. 6 dlustrates an example of a cloud infrastructure 600 that implements egress
traffic policy enforcement at a target service (e.g., corresponding 1o a multi~ienant endpoint,

such as a servige 642 ilustrated 1o this figure) to prevent or mitigate the risk of data
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exfiltration according {0 embodiments of the present disclosure. The cloud nfrastructure 600

1s an example of any of the CSPIs described in the present disclosare.

(6342} Asillustrated in the example of FIG. 6, the cloud mfrastructure 600 hosts a
customer tenancy 610 for a customer {although a larger number of customer tenancies can be
hosted for the same customer and/or different customers). The customer tenancy 610 includes
a VON 620 (here also, the customer tenancy 618 can include a larger number of VUNs and/or
other computer resources). The cloud infrastructure 630 also mcludes a service tenancy 640,
The service tenancy 640 can provide a service 642 to the customer tenancy 510 (although a
larger number of service tenancies and/or service per tenancy are possible}. The service
tenancy 640 can be a multi-customer service tenancy, whereby the service 642 can be
available to customer {enancies associated with different customers. The service 642 canbe a
multi-tenant service {which can also be referred to or include a multi-tenant endpoint),
whereby the service 642 1s available to the differcnt customer tenancies. The service 642 can
provide any or a combination of, for example, object storage, database management, security

information and ovent management, a logging service, and the like.

[6143] In an example, a user can operate a user device and request a compute mstance 622
to execute in the VON 620, The compute instance 622 can have access to data of the VN
620 {e.g., stored at a computing resource of the VON 620, or stored outside the VON 620 and
accessible from the VUN 620}, Via the compute instance 622, the user can reqguest such data
o be sent to the service 642, Ag such, the data can represent traffic 626 sent from the VON
620 and destined to the service 642 {c.g.. egress traffic to the service 642). The traffic 626
can be sent from a network location of the YON 620, such as a gateway 624 {e.g , a service
gateway n the iflustrative example of FIG. 6). Thus tvpe of tratfic corresponds to a direct

traffic flow from the customer tenancy 610,

[3144] To prevent or mitigate the risk of data exfiltration, traffic tagging and egress policy
enforcement are used. For example, the gateway 624 tags the traffic 626 with network
information 644 that indicates among other things the network location from which the traffic
626 egresses out of the customer tenancy 610 or the YUON 620 (e g, the network location
corresponds 1o the gateway 624 m FIG. 6). The network information 644 can nclude, for
mstance and among other things, an identifier of the VON 620 and an 1dentifier of the
network location {c.g., an identifier of the gateway 624 other than its network address, sach

as being an wdentifier unique to the customer tenancy 510 and/or the cloud mirastructure 500
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and different from the IP address). The network information can be added to a header of a
packet, where the packet represents at least a portion of the traffic 626. Specific network
information and tagging thereof are described herein below. The service 642 enforces an

cgress policy 6532 defined by the customer and applicable at least in part because the tagged

(4

traffic 632 indicates that it is egressing from the VUN 620 via the gateway 624,

[3145]  In an example, to define the egress policy 632, the VCN 620 can include a compute
resource that provides an egress policy definition interface 628 (e .g., a web interface or an
APEH. An authorized user of the customer can operate a user device and interact with the
cgress policy definttion interface 628 to provide an cgress policy definthion 622 {e.g.. to

10 deting the different attributes of the egress policy 652). This egress policy definition interface
628 can be supported by a control plane 660 of the cloud infrastracture 600, In particular, the
controf plane 660 (rather than a data plane) receives and passes the egross policy definition
622 to an cgress policy evaluator 630 {(which can be a service of the cloud mfrastructure 600},

The egress policy evaluator 650 stores the egress policy 632 1n a data store 1n association

[y
W

with the customer tenancy 610 and/or the VCN 620 The cgress policy evaluator 850 can
respond to a request of the service 642 about the cgress policy 632, where the request can
mchude the network mtormation 644 {or mformation dertved from the network wmformation
644}, The response 646 can nclade an action to be performed on the recetved traffic as
indicated by the egress policy 626 based on the network infoumation 644. An example action
20 can be to allow the received traffic {¢.g., such that the service 642 can further process it by
gtoring it (in the case of an object storage service), logging it (in the case of a logging
service), ete.} or to disallow the received traffic {c.g., by not further processing it).
Alternatively, the response 646 can include the egress policy 632 itself or a portion thereof

such that the service 642 can evaluate the egress policy 652 and directly determine the action

]
(s

to perform on the received traffic.

[3146]  Among other things, the egress policy definition 662 indicates the network
location(s} tfrom which customer’s traffic can egress and action{s) (at a lugher granularity
fevel: allow or disallow, at a more granolar level: aliow/disaliow a write operation,
allow/disallow an edit operation, ¢ic.} to be performed based on the network location(s),
30 among other condifions. Such a definition can be stored as a set of atinbutes of the egress

policy 652, Examples of these attributes are further described herein below.
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[3347]  As further iHustrated in FIG. 6, the cloud infrastructure 600 can also provide a
translator 630 (e.g., an example of a service that may be mtegrated with other services, such
as with a load balancer). The translator 632 can translate at least some of the network
mformation 644 included n the tagged traffic 632 (¢ g., in IP options ficlds of the packets
representing the traffic 626) into translated network information that can be inchuded i an
updated header 634 for the traffic 626 such that the service 642 recetved the traffic with the
updated header 634, The use of the translator 630 can be beneficial in sttuations where the
header size {e.g., particularly the size of an IP options field) is too small (o hold the
wmformation needed for a lookup of the egress policy 652. (therwise, the translator 630 may

not be used.

{0148} To illustrate, consider the followmg example. The service 642 is a data storage
service. The customer defines the egress policy 652 to allow egress traffic to the service 642
such that the represented data can be stored conditioned on the egress traffic being sent via
the gateway 624 but not via a second network location of the VON 620, The egress policy
632 disallows egress traffic via the gateway 624 to a second service of the service tenancy

640 but allows such cgress traffic via the second network location.

[0149]  An authorized user operating a user device can access the compute mstance 622 and
request data available from the VON 620 1o be stored by the service 642, The traffic 636
represents this data and egresses from the gateway 624, The gateway 624 tags the traffic 626
with network information inclading a VON wentifier of the VU 620, an overlay source IP
address {e.g., the overlay IP address of the compute instance 622), and data plane identifier
(DPID) of the gatoway 624, resulting in the tagged traffic 632, Such network mformation 644
can be included in an IP options field 1 a header of a packet that represents a portion of the
traffic 626. Next, the translator 630 receives the tagged traffic 632 and translates the DPID
into a cloud identifier (CID) of the gateway 624 This translation can be possible based ona
predefined mapping between the DPID and CID, where this predefined mapping is gencrated
upon a registration {e.g., via the control planc 660} of the gateway 624 with the cloud
infrastracture 600 (e g, with the cgress policy evaluator 650} as a network location from
which traffic of the VCN cgresses and to which the egress policy 632 applics. The translator
630 updates the tagged traffic with an updated header 634 that includes the CIDy, where the
updated header 634 can be a Hypertext Transfer Protocol (HTTP) header or a proxy protocol
version two {PPV2) header. In furn, the service 642 receives the traffic with the updated

header 634, determines network information that inchides, among other things, the VON
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wdentifier and the CID, and makes a call {that meludes this network information) to the egress
policy evaluator 650. The egress policy evaluator 650 then determines the cgress policy 652
using at least the VUN identifier or the CID and determines that the cgress policy 632
specifies that egress traffic from the VON 620 via the gateway 624 to the service 642 is
allowed and sends a response 626 to the service 642, Here, the response 626 indicates that the
traffic received by the service 642 is authorized and, as such, the service 642 stores the traffic
in data storage provided by the service tenancy 640, A similar outcome occurs if traffic
egresses from the second network location to the second service because the egress policy

652 allows it, whereby the second service further processes this traffic.

31881  Now consider the case where similar traffic egresses from the second network
location to the service 642, Similar processing as above oocurs, except that the response of
the egress policy evaluator 632 indicates that such traffic is disallowed. Accordingly, the
service 642 drops the traffic mstead of stormng it. A similar cutcome occurs if traffic egresses
from the gateway 624 1o the second service because the egress policy 632 disallows i,

whereby the sccond service drops this traffic.

(6181}  FIG. 7 llustrates another example of a cloud infrastructure 700 that implements
cgress traffic policy enforcement at a target service {¢.g., corresponding to a mulii-ienant
endpoint} to preveunt or mutigate the nisk of data exfiltration according to embodiments of the
present disclosure. Similar to FIG. 6, the example of FIG. 7 corresponds to a direct data flow,
Here, however, rather than traffic egressing from a customer tenancy 710 of a customer, the

traffic egresses from a customer on-premise network 790 of the customer.

(6182} TThe cloud mtrastructure 700 1s an example of any of the CSPIs described m the
present disclosure and mncludes simifar components o the oncs described 1o FIG. 6.
Smmilaritics are not repeated horein in the interest of brevity, but equivalently apply to FIG. 7.
As illustrated, the cloud infrastructure 700 mcludes the customer tenancy 718 {(similar to the
customer tenancy 610 of FIG. 6), a service tenancy 740 (similar to the service tenaney 640 of
FIG. 6), an cgress policy evaluator 730 {similar to the egress policy evaluator 650 of FiG, 6},
a control plane 7606 (similar to the conirol plane 6606 of FIG. 6), and a translator 730 {similar
to the translator 630 of FIG. 6). The customer fenancy 710 includes a VON 720 {similar to
the VCN 620 of FI(. 6} that provides, among other things, an ggress policy definition
interface 728 {c.g., similar to the cgress policy definition mterface 620 of FIG. 6). The service

tenancy 740 ncludes a service 742 (sinular to the service 62 of FIG. 6} The egress policy
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evaluation 750 stores an egress policy 752 for the customer (similar {o the egress policy 652
of FIG. 6) based on customer input via the egress policy definition 728, whereby this mput
provides an cgress policy defimition 722 {(similar to the egress policy definition 622 of FIG.
63. The customer on-premise network 790 can be connected to the customer tenancy 710

{¢.g., via Oracle's FastConnect technology}.

[3183]  In an example, traffic of the customer on-premise network 790 egresses trom this
network 790 via a network location {shown as a gateway 792, which may be an Internet

gateway for example). This traffic can be destined to the service 742,

[6134] o provent or mitigate the risk of data exfiltration, traffic tagging and egress policy
enforcement are also used for such cgress traffic from the customer on-premise network 790
(One challenge 0 this case is that the network location belongs to the customer on-promise
network 790 rather than the customer tenancy 710 m the cloud infrastructure 700. As such,
the tagging is perfonmed by the network location from which the traffic egresses {(e.g., the

gatoway 792}

[B185] In an example, the tagging 1s similar to the tagging described in FIG. 6, whereby
network information is added to the traffic by the gateway 792 such that the traffic egresses
as tagged traffic 794, The network mtormation indicates among other things the customer on-
premise network 790 and/or the customer tenancy 790 (¢.g., by including an identifier of the
customer on-premise network 790 and/or an identifier of the customer tenancy 710}, a source
IP address {e.g., of a computing resource of the customer on-premise network 790 sending or
requesting the sending of the traffic), and an identifier of the network location {c.g., the
gateway} where this identifier 1s unique to the cloud wfrastructure 700 and/or the customer
tenancy 710 and is different from a network address of the network location {¢.g., different

from an P address of the gateway 792}

[#186] The identifier of the network location can mnclude a DPID or a CID. For example,
the identifier can be made available o the customer on-premuse network 790 upon a
registration {e.g., via the control plane 760} of the gateway 792 with the cloud infrastructure
700 {c.g., with the egress policy evaluator 750} as a network location from which traffic of
the customer on-premise network 790 cgresses and to which the cgress policy 752 applies.
The identifier can be provided by the control plane 760 to the gateway 792, and/or some

other service of the customer on-premise network 790
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{3187 Assuch, an identifier associated with the customer tenancy 710 1s assigned the
gateway 792 that belongs to the castomer on-premise network 729, By using such an
identificr to tag the tratfic cgressing from the gateway 724, this tagged traffic 794 can be
processed in a manner similar to that of FIG. 6, whercby the egress policy 752 associated
with the customer tenancy 710 can be enforced on such traffic 794, In other words, the
gateway 792, which is a network location belonging to the customer on-premise network 790,
appears {as shown with a dotted rectangle) to be a gatoway 724 belonging to the VON 720 {or
the customer tenancy 710}, Similarly, the tagged traffic 794, which is egressing from the
customer on-premise network 790, appears {as shown with a dotted arrow) as apparent traffic

732 that egresses from the VON 720 (or the customer tenancy 710} via the gateway 724.

{0188} To illustrate, consider the followmg example. The service 742 s a data storage
service. The customer defines the egress policy 752 to allow egress traffic to the service 742
such that the represented data can be stored conditioned on the egress traffic being sent via
the gateway 792 but not via a second network location of the customer on-premise network
790. The cgress policy 752 disallows egress traffic via the gateway 792 10 a second service of

the service tenancy 740 but allows such egress traffic via the second network location.

[B189] An authorized user operating a user device can access a compute rescurce of the
customer on-premise network 790 and request data available from the customer on-premise
network 790 to be stored by the service 742, Tratfic representimg this data cgresses from the
gateway 792, The gateway 792 tags the traffic with network information including a VCN
identificr of the ¥VC 720, an overlay source IP address {c.g., the overlay 1P address of the
compute instance 722), and DPID of the gateway 792, resulting 1u the tagged traffic 794,
Such network mformation can be included n an IP options field in a header of a packet that
represents a portion of the traffic. Next, the translator 730 receives the tagged traffic 794 and
transiates the DPID mnto a CID of the gateway 792, This translation can be possible based on
a predefined mapping between the DPID and CID, where this predefined mapping is
generated upon the registration of the gateway 792, The translator 730 updates the tagged
traffic with an updated header 734 that includes the CID, where the updated header 734 can
be an HTTP header or a PPV2 header. In turn, the service 742 receives the traffic with the
updated header 734, determines network information that meludes, among other things, the
VN identifier and the CID, and makes a call {that inchudes this network mformation) to the
cgress policy evaluator 750, The cgress policy evaluator 730 then determines the egress

policy 752 using at least the VON dentificr and determines that the egress policy 752
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specifies that cgress traffic from the customer on-premuise network 790 via the gateway 792 to
the service 742 is allowed and sends a response 726 to the service 742, Here, the response
726 indicates that the traffic received by the service 742 is authorized and, as such, the
service 742 stores the traffic in data storage provided by the service tenancy 740. A similar
outcome occurs if traffic egresses from the second network location to the second service
because the egress policy 732 allows it, whereby the second service further processes this

traffic.

13160] Now consider the case where similar traffic egresses from the second network
location to the service 742, Similar processing as above occurs, except that the response of
the egress pohicy evaluator 752 indicates that such traffic 1s disallowed. Accordingly, the
service 742 drops the traffic mnstead of storing 1t. A similar cutcome occurs if traffic egresses
from the gateway 792 to the second service because the egress policy 752 disallows i,

whereby the second service drops this traffic.

16161} FIG. 8 illustrates an example of data exfilteation when no egress policy enforcement
is performed at a target service. To the example of FIG. 8, an msider threat 1s deseribed. More
specifically, a customer is associated with a customer tenancy 810 {e g, the customer tenancy
610 of FI{s. 6} that 1s hosted by a cloud infrastructure (e g . the cloud mfrastructure 600 of
FIG. 6). The cloud mirastructure can also host a service tenancy 840 that provides a multi-
tenant service (2.1, the service 642 of FIG. 6). In the mterest of clarity, this multi-tenant
service is described in FIG. 8 as a data storage service, although other types of storages are
fikewise possible. In the mterest of brevity, the data exdiltration is described in connection
with the customer tenancy 810, although 1t can likewise exist in the use case of a customer

on-premise network.

{3162} A user 800 can operate a user device to wnterface with a compute instance of a VON
820 ot the customer tenancy. The user 800 can have access o two sets of credentials: a first
set 18 associated with the customer tenancy 810, and a second set 1s associated with a personal
tenancy of the user 800, By using the first set of credentials, the user 860 can cause traffic
823 to egress from the VUN 820 via the gateway 824 and be stored, by the target service
{c.g., the data storage service corresponding to a same multi-tenant endpoint), at a target
resource 842 {e.g., a storage location) of the service tenancy 840, The target resource 842
corresponds to proper storage for the customer tenancy 819, Such a result corresponds to

authorized traffic 826 being property stored. The service tenancy 840 exposes maultiple target
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resources under a same muldti-ienant endpoint, such as the target resource 842 and a target

resource 844,

61631 In comparison, by using the second sct of credentialg, the user 800 can cause the
traffic 823 to also egress from the VON 820 via the gateway 824 and be stored, by the target
service, at the other target resource 844 of the service tenancy 840, The target resource 844
corresponds to unauthorized storage associated with the personal tenancy of the user 800
instead of the customer tenancy 816, Such a result corresponds to unauthorized traffic 828
being properly stored {g.g., to data exfiltration given an insider threat of a malicious user with
proper credentials associated with the customer fenancy 810). Applving ACLs to prevent
such data exfiltration may not be possible or effective because the user 800 can properly

login to the VCN 820 {¢.g., via the compute mstance 8223 with the first sct of credentials.

[B164] FIG. 9 illustrates an example of preventing data exfiltration by enforcing an egress
policy 950 at a target service according to embodiments of the present disclosure. In the
exaraple of FIG. 9, an insider threat 1s deseribed. More specifically. a customer is associated
with a customer tenancy 910 {c.g., the customer tonancy 610 of FIG. 6) that is hosted by a
cloud infrastructure {e.g., the cloud infrastructure 680 of FI(G. 6). The cloud infrastructure can
also host a service tenancy 940 that provides a mualti-tenant service {(e.g., the service 642 of
Fi(. 6). In the 1nterest of clarity, this mwlti-tcnant service is described 10 FIG. Y as adata
storage service, although other tvpes of storages are likewise possible. In the mterest of
brevity, the data exfiltration is deseribed in connection with the costomer tenancy 910,

although it can likewise exist in the use case of a customer on-premise network.

[B163] A user 900 can operate a user device to mnterface with a compute instance of a VON
920 of the customer tenancy. The user 900 can have access to two sets of credentials: a first
set 15 associated with the customer tenancy 910, and a second set is associated with a personal
tenancy of the user 900, By using the first set of credentials, the user 900 can cause traffic
923 to egress from the VUN 920 via the gateway 924 and be destined to a target resource 942
associated with the castomer tenancy 810 Here, the target service enforces the egress policy
950 defined by the customer and determines that, given that the traffic 1s egressing from the
VON 920 via the gateway 924 to the target resource 942, the egress policy 950 allows this
traffic. Accordingly, the traffic is stored at the target resource 942, Such a result corresponds

to authorized traffic 926 being properly stored. The service tenancy 940 exposes multiple
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target resources under a same multi-tenant endpoini, such as the target resource 942 and a

target resource 944,

[6166] In comparison, by using the second set of credentials, the user 900 can cause the
traffic 923 to also egress from the VCN 920 via the gateway 924 and be destined to the other
target resource 944 associated with the personal tenancy of the user 900, Here, the target
service also enforces the egress policy 950 and determines that this egress traffic is
disallowed. Accordingly. the target service does not store the traffic 923 in the target resource

944, thereby proventing 928 data extiltration.

61671 FIG. 10 llustrates another example of a cloud mfrastructure 1000 that implements
cgress traffic policy enforcement at a target service to prevent or mitigate the nsk of data
exfiltration according to embodiments of the present disclosure. Unlike FIG. 6, the example
of FIG. 10 corresponds to an mdivect data flow. In particular, rather than traffic egressing
from a customer tenancy 1010 of a customer {or an on-premise network as in FIG. 7), the
traffic egresses from a VEN 1090 that belong to a service tenancy. The VCN 1090 includes
different compute resources configured for different customers, such as a customer compuie
mstance 1092 spawned for the customer and another customer compute mstance 1094
spawned for another customer associated with a different customer tenancy. Here, first traffic
corresponding to the customer and second tratfic corresponding to the other cusiomer can
egress from the VON 1090 via the same network location, ilhustrated as gateway 1024 (eg., a
service gateway). Each of such traffic can be tagged (¢ g, by the gateway 1024} to indicate
the corresponding customer such that the applicable cgress policy is enforeed by a target

ServICS.

[6168] The cloud infrastructure 1000 5 an example of any of the CSPls described 1n the
present disclosure and mmcludes simifar coraponents to the ones desceribed 1o FIG 6.
Swmilarnifies are not repeated herein i the interest of brevity, but equivalently apply to FIG.
10, As illustrated, the cloud mfrastructure 1000 includes the customer tenancy 1010 (similar
to the customer tenancy 610 of FIG. 6}, a service tenancy 1040 (similar to the service tenancy
640 of FIG. 6}, an egress policy evaluator 1050 (sinular to the egress policy evaluator 630 of
FIG. 6}, a control plane 1060 {(similar to the control plane 660 of FIG. 6}, a translator 1030
{stmilar to the translator 630 of FEG. 6}, and the VCN 1090, The customer tenancy 1010
includes a VON 1020 (similar to the VUN 620 of FIG. 6} that provides, among other things,

an egress policy defimition interface 1028 {e.g., similar to the egress policy definition
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interface 620 of FIG. 6). The service tenancy 1040 meludes a service 1042 (similar o the
service 62 of FIG. 6). The egress policy evaluation 1050 stores an egress policy 1052 for the
customer {simtlar to the cgress policy 632 of FI(5. 6) based on customer mput via the egress

policy definition 1028, whereby this input provides an egress policy definttion 1022 (similar

(4

to the egress policy defimtion 622 of FIG. 6}. The VCN 1090 can be belong to a mulsi-
tenancy service tenancy that provides vartous services to different customers, For example,
cach customer needs to be present proper credentials to be able to request one of such
services, resulting in, for instance, a compute instance being spawn (o1 some other computing
resource being configured) m the VON 1090 {or some other part of the multi-tenancy service

10 tenancy).

[0169] Inan example, a user of the customer associated with the customer tenancy traffic
operates a user device and provides proper aser credentials to spawn the customer compuie
instance 1092, This compute instance 1092 can generate data. The user can request the data

to be sent to the service 1042, The data represents traffic 1026 that egress from the VON

[y
W

1890 via a network location {shown as the gateway 1024). As iHlustrated with a dotted arrow,
an authorized user can do the same to spawn the other customer compute mstance 1094 that
n tums generates traffic that cgresses from the VON 1090 via the gateway towards the
service 1042 Ag such, the traffic 1026 needs to be differentiated from the other traffic of the
other customer such that the egress poliey 1052 15 enforced by the service 1042 on the traffic

20 1026 but not the other traffic.

10170  Similar to the description herein above, to prevent or mitigate the risk of data
exfiltration, traffic tagging and egress policy enforcement are also used for the traffic 1026
cgressing from the VON 1090, The tagging can be performed by the gateway 1024, whereas

the enforcement can be performed by the service 1042, The tagging stmilar to the tagging

[ ]
[

described in FIGS. 6 and 7 except that, whereas the traffic 1026 originates from the VON
1096 (providing services to nwltiple customer tenancies), the tagging needs to show the
traffic 1026 ag 1f 1t 15 onginating from the customer tenancy 1010 such that the egress policy
1052 can be applied thereto. As such. in the indirect data flow use case, as in FIG. 19, the
gateway 1024 needs to be configured to tag the traffic 1026 of the customer compuie instance
30 1029 with an identifier of the customer tenancy 1010 or the customer’s VON 1020 instead of
the VCN 1690 from which the traffic 1026 actaally cgresses. The enforcement is similar to
the enforcement described in FIGS. 6 and 7 except that the customer has no visibility or

knows about the gateway 1024 {or, more generally, the network location of the VCN 1090
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from which the traffic 1026 cgresses}. As such, the egress policy 1052 needs to be defined
without such knowledge. The tagging and egress policy features are further described herein

below,

(3171}  Insupport of the tagging, a registration procedure is completed m which the overlay
IP address of the customer compute mstance 1092 15 associated with an identifier of the
customer fenancy 1010 and/or the VON 1020, In an example, the registration procedure can
be completed by a service associated with the VON 1020. For instance, the VON 1020 can be
part of a service tenancy that hosts such a service. Upon the registration, the IP address-
identificr association can be provided €e.g., in a push) to the gateway 1024, When the
gateway 1024 receives the traffic 1026, it determunes 1is overlay source TP address (e.g., the
IP address of the customer compute mstance 1092) and, based on the IP address-identifier
association, determines the identifier. The gateway 1024 can then tag the traffic 1026 with
this dentifier, among other network information {e.g., the overlay source 1P address and an
wdentifier of the gateway 1024, such as its DPIDY). For example, the identifier of the customer
tenancy 1010, the overlay source IP address, an identifier of the customer compute instance
1092 other than it overly source TP address {¢ g., a cloud identifier (CID) of this compute
mstance 1092), and the DPID can be added in one or more IP options fields of a header of a

packet representing at least a portion of the traffic 1026,

(3172} In support of the egress policy enforcement, the egress policy definition 1062 can
indicate that egress traffic associated with the customer need to be allowed or disallowed for
particular tvpes of network locations {e.g., particular types of gateways). In the direct data
flow use cases of FIGS. 6 and 7, the customer has visibility of the gateways and, thus, can
deting an action to be performed per gateway . Here, in the mdirect data flow use case, the
customer has not visthility of the gateway 1024 and, thus, the action definttion cannot be as
granular, Instead, the action definition can be for a type of gateways {¢ g., for any gateway

that belongs to a service tenancy from which traffic of the customer can egress).

10173} To dlustrate, consider the following example. The service 1042 is a data storage
service. The customer detines the egress policy 1052 to allow egress traffic to the service
1042 from any gateway of a first service tenancy. The egress policy 1052 disallows egress

traffic via any gateway of a second service tenancy.

[3174]  An authorized user operating a user device can request the customer compute

instance 1092 to be spawned and request data originating from the customer compute
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wmstance 1092 to be stored by the service 1042 Traffic 1026 representing this data egresses
from the gateway 1024, The gateway 1024 tags the traffic with network mformation
mcluding a VON wdentificr of the VC 1020, an overlay source [P address {¢.g., the overlay 1P
address of the customer compute mstance 1092), and a DPID of the gateway 1024, resulting
i tagged traffic 1032, Such network information can be included in an IP options ficld in a
header of a packet that represents a portion of the traffic 1032, Next, the translator 10390
receives the tagged traffic 1032 and translates the DPIHD into a CID of the gatoway 1024, This
translation can be possible based on a predefined mapping between the DPID and CID. The
translator 1030 updates the tagged traffic 1032 with an updated header 10634 that includes the
CID, where the updated header 1034 can be an HUTP header or a PPV?2 header In tum, the
service 1042 receives the traffic with the updated header 1034, deternunes network
mformation that includes, among other things, the VCN identifier and the CID, and makes a
call (that includes this network information} o the egress policy evaluator 1030, The egress
policy evaluator 1030 then deterounes the egress policy 1052 using at least the VN
wdentificr and determines that the egress policy 1052 specifies that egress traffic from first
servige tenancy that includes the VON 1090, determines that the gateway 1024 belongs to the
first service tenancy and sends a response 1026 o the service 1042, Here, the response 1026
indicates that the traffic received by the service 10472 s authorized and, as such, the service

1042 stores the traffic in data storage provided by the service tenancy 1040,

[3175] Now consider the case where similar traffic of the customer egresses from the
second service tenancy to the service 1042, Similar processing as above oceurs, except that
the response of the egress policy evaluator 1052 mdicates that such tratfic is disallowed.

Accordingly, the service 1042 drops the traffic instead of storing i

{0176} FIG. i1 dlustrates an example of data exfiltration when no egress policy
enforcement is performed at a target service. In the example of FIG. 11, an insider threat is
described i association with an indirect data flow. More specifically, a customer is
associated with a customer {enancy 1116 {e.g., the customer tenancy 1010 of FIG. 10) that s
hosted by a cloud infrastructure {c.g.. the cloud infrastructure 1000 of Fiz. 10}, The cloud
mfrastructure can also host a VON 1190 {e.g., the VON 1090) that provides services for
multiple customer tenancies. In addition, the cloud infrastructure can host a service tenancy
1140 {o ., the service tenancy 1040) that provides endpomts for multiple customer tenancies
and for the VON 1190. In the interest of clanty. the service tenancy 1140 is described in FIG.

11 as providing a data storage service, although other types of storages are likewise possible.
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In the interest of brevity, the data exfiltration is described in connection with the cusiomer
tenancy 1110, although it can likewise exist in the use case of a customer on-prepuse

network.

[B177F A user 1100 can operate a user device to nterface with a compute instance of a
VN 1120 of the customer tenancy. The user 1100 can have access to two sets of credentials:
a first set 1s associated with the customer tenancy 1110, and a second set 1 associated with a
personal tenancy of the aser 1100, By using the first set of credentials, the user 1100 can
access a compute nstance 1122 of the VON 1120 and use this compute instance 1122 to
spawn a customer compute mstance 1192 inthe VON 1190, The traffic 1196 of the customer
compute instance 1192 can egress from the VON 1190 via a gateway 1194 of the VON 1199
and be stored, by the target service {e.g., the data storage service), at a target resource 1142
{c.z., a storage location) of the service tenancy 1140, The target resource 1142 corresponds to
proper storage for the customer tenancy 1110, Such a result corresponds to authorized traffic
1146 bemg properly stored. The service tenancy 1140 exposes multiple target resources
under a same multi-tenant endpoint, such as the target resource 1142 and a target resource

1144,

[6178] In comparison, by using the second set of credentials, the user 1100 can cavse the
traffic 1196 to egress from the VON 1190 via the gateway 1194 and be stored, by the target
service, at the other target resource 1144 of the service tenancy 1140, The target resource
1144 corresponds to unauthorized storage associated with the personal {enancy of the aser
1106 instead of the customer tenancy 1110, Such a result corresponds to unauthonized traffic
1148 being properly stored {¢.g., to data exfiltration given an msider threat of 2 malicious
user with proper credentials associated with the customer {enancy 1110}, Applyimg ACLs to
prevent such data exfiltration may not be possible or effective given the credentials of the

user 1100,

[3178]  FIG. 12 idlustrates an example of preventing data exfiltration by enforcing an egress
policy 1250 at a target scrvice according to embodiments of the present disclosure. fn the
exaraple of FIG. 12, an insider threat i1s descubed in association with an indirect data flow.
More specifically, a customer is associated with a customer tenancy 1210 {e.g., the customer
tenancy 1610 of FIG. 10) that is hosted by a cload infrastructure (e.g., the cloud mifrastructure
1000 of Fi{z. 10}, The cloud infrastructure can alsc host a VUN 1290 {e.g., the VCN 1090}

that provides services for multiple customer tenancies. In addition, the cloud mtrastructure
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can host a service tenancy 1240 {e.g., the service tenancy 1040} that provides endpoints for
multiple customer tenancies and for the VUN 1290, In the interest of clarity, the service
tenancy 1240 is described m FIG. 12 as providing a data storage service, although other types
of storages are likewise possible. In the mterest of brevity, the data exfiltration is desenibed in
connection with the customer tenancy 1210, although 1t can ikewise exist in the use case of a

customer on-premise network.

{31868} A user 1200 can have access to two sets of credentials: a first set 18 associated with
the customer tenancy 1210, and a second set is associated with a personal tenancy of the user
12006, By using the first set of credentials, the user 1200 can access a compute instance 1222
of the VON 1220 and use this compute instance 1222 to spawn a customer computs instance
1292 in the VON 1290, The traffic 1296 of the customer compute mstance 1292 can sgress
from the VON 1290 via a gateway 1294 of the VCN 1290 and be destined to a target resource
1242 associated with the customer tenancy 1210, Here, the target service enforces the egress
policy 1250 defined by the customer and determines that, given that the traffic 1296 15
cgressing from the VCN 1190 via the gateway 1294 and is associated with the customer
tenancy 1210, the egress policy 1230 allows this traffic 1296. Accordingly, the traffic 129615
stored at the target resource 1242, Such a result corresponds to anthorized traffic 1246 being
properly stored. The service tenancy 1240 exposes multiple target resources under a same

multi-tenant endpoint, such as the target resource 1242 and a target resource 1244,

31811  In comparison, by using the second set of credentials, the user 1200 can cause the
traffic 1296 to also egross from the VON 1290 via the gateway 1294 and be destined to the
other target resource 1244 associated with the personal tenancy of the user 1200, Here, the
target service also enforces the egress policy 1250 and deternunes that this egress traffic is
disallowed. Accordingly, the target service does not store the traffic 1296 in the target

resource 1244, thereby preventing 1228 data exfiltration.

[3182] FIG. 13 idlustrates an example of egress traffic enforcement according to
embodiments of the present disclosure. A customer can be associated with a customer
tenancy hosted m a cloud infrastructure, as described hercin above. A customer resource
1312 of the customer can belong to a network and send traffic, from the network viaa
gateway 1314 of the neiwork, destined to a target service 1340 of a service tenancy that can

act as a traffic destination. The gateway 1314 tags the network traffic to indicate, among
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other things, the network and the gateway 1314, The target service 1340 (e g, a multi-ienant

endpotnt} enforces an egress policy of the castomer based on the tag.

[6183] In an example, the network includes a VUN that belongs (o a customer tenancy of
the customer. In another example, the network s an on-premise network of the customer. In
vet another example, the network belongs to a service tenancy that provides services to

multiple customers and that can act as a traffic source.

13184} 'To enable the tagging. an authorized user of the customer can operate a user device
and mterface with a control plane 1314 to complete a registration. The specific steps and
mformation nvolved 1n the registration can depend on the type of the network. In the
example of the network including the customer™s VN, the registration can involve user input
indicating, that egress traffic enforcement is to be used and the egress network locations of
the VON {e.g., the service gateways) to be associated with the egress traffic enforcement. In
the example of the network including the customer’s on-premise network, the registration can
involve user input indicating that egress traffic enforcement is to be used and identifying the
cgress network locations of the on-promise network {e.g., the Intemet gateways) to be
associated with the egress traffic enforcement. The registration can further involve obtaining
a DPID or a CID for each of such network locations. In the example of the network mchuding
the traffic source service tenancy, user mput can be received indicating that egress traffic
enforcement 1s to be used for the customer’s traffic egressing from such a tenancy. Here, the
registration can mvolve the traffic source service tenancy {e.g., a service thereof) associating
an overlay 1P address and/or a C1D of the customer resource 1312 in the traffic source service

tenancy with an wdentifier of the customer tenancy or the customer’s VN,

[G188] The control plane 1314 can perform the registration on behalf of the customer with
an identity data plane 1330 via an AP 1320, The identity data plane 1330 can be contigured
to mainain identity data for different customers and services and to provide an egress policy
evaluator. The AP 1320 relay registration information and a CIDR associated with the
customer tenancy to the policy mformation. The registration information can include an
identificr of the gateway 1314 {other than its 1P address, such as a DPID and/or a CID), an
overlay 1P address of the customer resource 1312, an wdentifier of the customer resource 1312
{other than its IP address, such as a CID thereof), and an identificr of the customer tenancy
{c.z., a CID thereot). Some or all of the registration information can also be pushed to the

gateway 1314 {¢ g., including the overlay IP address and dentifier of the customer resource

(o]
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1312, the identifier of the customer tenancy, the wdentifier of the gateway 1314 to use m the

tagging}.

[6186] Neud, the customer resource 1312 mitiate traffic to egress from the network via the
gateway 1314, The gateway tags the traffic based on the received registration information,
such as by adding the identifier of the customer tenancy, the overlay source [P address, and
itz own DPID in one or more 1P options fields of a header inclhuded in the traffic. The tagged
traffic 1s sent to the target service 1340, Although not tllustrated in FIG. 13, a transfator can
be used to update the DPID of the gateway 1314 inio the CID thereof and to send the updated
tag in an HTTP header or a PPV?Z header 1o the target service 1340, o tum, the target service
makes an authonzation call to the identity data plane 1330, where this call at least identifies
the customer tenancy and the gateway 1314 and, possibly, the customer resource 1312, Based
on the identifier of the customer tenancy. the wentity data plane 1330 can determine the
cgress policy to apply. Based on the CID of'the gateway 1314 and other information {c.g., the
overlay source [P address, the overlay destination TP address, and the hike), the identity data
plane 1330 can determine an action to be performed on the traffic (¢ g, to allow or disallow
ity and can send an authorization response to the target service 1340 mdicating the action. The

target service 1340 can then perform the action.

{3187}  The specific action can be defined in the egress policy and its application can
depend on a number of conditions that the egress policy mdicates. Example attributes {o

mclade in the egress policy are listed 1n the left colamn of Table 1 below.

Attribute MNotes

ALLOW-EGRESS | |indicates an optional clavse.

This specifies which authonzed users are allowed
to request raffic to egress.

Both BY or FROM NETWORK-ACTOR are
allowed, at feast one or the other is needed.
BY group <g> | dynanmic-group <dg> |
any-authorized user {OF tenancy Omugssion of the BY clavse {using only FROM
<tenancy name™ | any-tenancy| NETWORK-ACTOR) 18 equivalent to "BY any-
authorized user OF any-tenancy”. This includes
ANOnYDIOUS ACCOSS.

any-authorized user is equivalent to any-user with
proper credentials.

PCT/US2024/036101
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Both BY or FROM NETWORK-ACTOR are
allowed. at least ove or the other is needed.

FROM NETWORK-ACTOR, in the case of
ALLOW-EGRESS, refers to only to network
actors {e.g., compuie resources) n the customer's
fenancy.

FROM NETWORK-ACTOR <network-
actor-CID> | any-network-actor

Omission of the FROM NETWORK-ACTOR
clause (using only BY} is equivalent to "FROM
NETWORK-ACTOR any-network-actor”

Needed atinbute.

<pamed-network-location> 1s a collection of one or
more customer network locations defined by the
customer

any-cusiomer-location refers to all networks
gateways attached to customer VUNs. It does not

THROUGH NETWORK-LOCATION need a user to create a network location.

<named-network-location™> | any-
focation | any-customer-location | any-
network-tocation | anv-8G | any-PE

any-network-location refers to all network
locations used by customer mastances of services
runming in a cloud infrastructure.

any-customer-location and any-network-location
are mutually exclusive and together add up to any-
tocation:

e any-location == any-customer-location -+
any-0OSN-iocation

Omitting this statement 1s equivalent "TO manage
all-resources”

Meta~verb refers to a particular action, mdicated by
[TO <meta-verb> <resource-kind>] the verb {¢.g., writing}.

Resource kind refers a type of resource to which
the action applies {a storage bucked to which a
write operation applies).




WO 2025/006945 PCT/US2024/036101

Needed attribute.

IN tenaney | tenancy <tenancy name>
any-tenaney | compartment
<compartment> | compartment
<compartment™> OF tenancy <tenancy

Target of the network traffic (e.g., which tenancy /
compartment the bucket resides m. "IN tenancy’
provides the most commonly requested level of
exfiltration protection as it ensures that the target
of request resides i the customer's tenaney).

name> | any-cloud mfrastructure-
tenauney .

’ any-cloud infrastructure-tenancy expands {on the
service side} to a hist of "tenancy <temancy-name>"
statements.

Request context for egress policy evaluations
) , e melude request network-location. ™ vaniables; maps
[WHERE any | all <condition>] d - Jnap

1o a network location defined on the control plane
with specific VON 1D, gateway 1D, etc.

Table 1.

[G188] FIG. 14 1s a flowchart dllustrating a process 1400 for cgress policy enforcement
according to embodiments of the present disclosure. In some embodiments, the process 1400
can be performed by a service of a service tenancy of a cloud nfrastructure, such as any of

5 the target services described n FIGS. 6-13 (e.g., any serviee to which traffic egressing from a

network 1s destined, where the service 18 outside the network).

[6189] The process 1400 includes, at block 1402, where the service receives traffic of a
customer that is assoctated with a customer tenancy hosted by the cloud infrastructure,
wherein the traffic 1s received from a network location and is destined to the service of the

10 service tenancy, wherein the network location includes either a first network location of a
network associated with the customer or a second network location of a multi-service tenancy
hosting services for multiple customer tenancies. The first network location can correspond to
a gateway of a VON or an on-premise network of the customer. The second network location
can correspond o a gateway of a traffic source service tenancy that hosts a compute resource

15 for the customer, among other compute resources for other clients.

[3196] The process 1400 mcludes, at block 1404, where the service deternunes an action o
be performed on the traffic based on an egress policy associated with the customer tenancy,
wherein the action mchudes either allowing or disallowing the traffic, and wherein the sgress
policy indicates whether the traffic is to be allowed or disallowed based on the network

20 location. For example, the traffic is tagged by the network location. The service uses at least a

portion of the tagged mformation to lookup the egress policy. The lookup can include, at

W
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least, an wentifier of the network {e.g., a VON ID of the customer) and an identifier of the
network location {e.g., a CID of the gateway). The service can recetve a response fo the
lookup. The egress policy can be detenmined based on the identifier of the network. The
action can be determined from the egress pobicy based on the identifier of the network

location (along with other attributes specified in the egress policy).

[3191]  The process 1400 includes, at block 1406, where the service performs the action on
the traffic. For example, if the traffic is to be allowed, the service can further process the

traffic. Otherwise, the service can drop the traffic.

[6192] FIG. 151s a flowchart illustrating a process 1500 for tagging traffic according to
cmbodiments of the present disclosure. In some embodiments, the process 1500 can be
performed by a network Jocation of a network of a customer {such as a gateway as further
described in the blocks of the process 1500}, where traffic leaves the network from the
network location, such as any of the network locations desenbed in FIGS. 6-7. Here, the
network can be a VON that belongs to a customer tenancy hosted by a cloud infrastrocture or
an on-premise network (in which case, the gateway of the ou-premise network is associated

with the customer tenancy},

(3193} The process 1300 meludes, at block 1502, where the gateway receives traffic
destined 1o a service of a service tenancy of the cloud mfrastructure, wherein the customer is
associated with the customer tenancy hosted by the cloud mfrastructure. The service can be
any of the target services described in FIGS. 6-13 {c.g.. any service to which traffic egressing

from a network 1s destined, where the service is outside the network).

[3194] The process 15300 inchudes, at block 1504, where the gateway tags the traffic with an
wdentifior of the network location, wherein the identifier 1s different from a network address
of the gateway and is associated with an egress policy of the customer, and wherein the
egress policy indicates whether the traffic is to be allowed or disallowed based on the
network location. For example, the traffic includes a packet. The gateway adds in one or
more 1P options of the packet’s header, a DPID of the gateway in addition to other
mformation, such as an identifier of the customer tenancy or VN, and an overlay scurce IP

address.

[3185]  The process 1500 mcludes, at block 1306, where the gateway sends the traffic afier

being tagged to the service of the service tenancy.
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[3196]  FIG. 16 15 a Hlowchart lustrating a process 1600 for tagging traffic according 1o
embodiments of the present disclosure. In some embodiments, the process 1600 can be
performed by a network location of multi-customer tenancy (such as a gateway as further
deseribed in the blocks of the process 1600}, where traffic leaves this tenancy from the
network location, such as any of the network locations described in FIG. 10, Here, the mulo-
customer fenancy can be a traffic source service tenancy that provides services to different
chients, where cach service can cause traffic to egress out of the tenancy via the network

location,

131971 The process 1600 includes, at block 1602, where the gateway reccives traffic of a
first service hosted by the multi-customer tenancy for a customer, wherein the traffic is
destined to a second service of a service tenancy of the cloud mfrastructure, and whergin the
customer is associated with a customer tenancy hosted by the cloud infrastructure. The
sccond service can be any of the target services described in FIGS. 6-13 {¢.g., any nmulti-
tenant endpoint to which traffic egressing from a network 1s destined, where the service is

outside the network).

[6198] The process 1600 includes, at block 1604, where the gateway tags the traffic with a
first identifier of the network location and a second wdentifier of the customer tenancy,
wherein the first identifier 1s different from a network address of the gateway, wherein the
first identifier and the second identifier are assoctated with an egress policy of the customer,
and wherein the egress policy indicates whether the traffic is to be allowed or disallowed
based on the network location. The first identifier can be a DPID of the gateway. The sccond
identificr can be a tenancy H3 or a VON 1D, In an example, the traffic jocludes a packet. The
gateway adds in one or more TP options of the packet’s header, the DPID, the tenancy 1D or

VON 1B, and an overlay source IF address.

31989} The process 1600 mcludes, at block 1606, where the gateway sends the traffic afier

being tagged to the second service of the service tenancy.

16206]  FIG. 17 1s a flowchart dlustrating a process 1700 for defiming an egress policy
according to embodiments of the present disclosure. In some embodiments, the process 1700

can be performed by a control plane of a cloud mfrastructure.

[3281] The process 1700 includes, at biock 1702, where the control plane receives imput of
a customer indicating a network location and whether egress traffic of the customer is to be

allowed or disallowed based on the network location, wherein the customer is associated with
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a customer tenancy hosted by a cloud nfrastructure, wherein the network location includes
either a first network location of a network associated with the customer or 3 second network
location of a multi-service tenancy hosting services for multiple customer tenancies. The first
network location can correspond (o a gateway of a VON or an on-premise network of the
customer. The second network location can correspond to a gateway of a traffic source
service tenancy that hosts a compute resource for the customer, among other compute

resources for other chients.

10282} The process 1700 includes, at block 1704, where the control plane generates an
cgress policy based on the input, wherein the egress policy indicates whether the egress
fraffic is to be allowed or disallowed based on the network location. The cgress policy can

mehide multiple atinibutes such as some or all of the attributes shown m Table 1.

[3283] The process 1700 includes, at block 1706, where the control plane stores the egress
policy in a data store. The data store can be accessible to an egress policy evaluator {or, more

broadly, and identity data plane}.

[6204] The process 1700 includes, at block 1708, where the control plane causes a service
of a service tenancy to enforce the cgress policy on traffic sent from the network location,
destined to the service of the service tenancy, and associated with the customer. For example,
by storing the egress policy, the service can look it up o enforce it upon receiving the traffic.
The service can be any of the target services described 1 FIGS. 6-13 (e.g., any service to

which traffic egressing from a network is destined, where the service 1s outside the network),

(G205} Embodimenis described herein may be implemented using a computor program
product, comprising computer program/instruction which, when execuied by a processor,

cause the processor to perform any of the methods described in the disclosure.

C- Examuple Infrastructure as a Service Architeciures

[6206]  Asnoted above, infrastructure as a service {(faaS) is one particular type of cloud
computing. IaaS can be configured to provide virtualized computing resources over a pubhic
network {e.g., the Internet). In an {aaS model, a cloud computing provider can host the
infrastructure components {¢.g., servers, storage devices, network nodes {e.g ., hardware),
deployment software, platform virtualization (e.g., a hypervisor laver), or the hike). In some
cases, an faas provider may also supply a vanety of services to accompany those

infrastructure components (e.g., billing, moniionng, logging, secunity, load balancing and
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clustenng, etc.}. Thus, as these services may be policy-driven, JaaS users may be able to
implement policies to drive load balancing to maintamn apphication availability and

performance.

{0267} In some mstances, [aaS costomers may access resources and services throagh a
wide arca network (WAN), such as the Internet, and can use the cloud provider's services to
install the remaining clements of an application stack. For example, the aser can log i to the
faa$ platform to create virtaal machines (VMas}), install operating systems (0853} on each VM,
deploy middieware such as databases, create storage buckets for workloads and backups, and
cven install enterprise software into that VM. Customers can then use the provider's services
to perform various functions, including balancing network traffic, troubleshooting application

tssues, monitonng performance, managing disaster recovery, etc.

[3208] In most cases, a cloud computing model will require the paricipation of a cloud
provider. The cloud provider may, but need not be, a third-party service that specializes in
providing {e g., offering, renting, s¢lling) 1aaS. An cotity mught alse opt to deploy a private

cloud, becomung its own provider of mfrastructure services.

[6209] In some cxamples, 1aaS deployment is the process of putting a new application, ora
new version of an application, onto a prepared application server or the like. It may also
nclude the process of preparing the server {¢.g., installing hibraries, daemons, etc ). Thig is
often managed by the cloud provider, below the hvpervisor laver {¢ g, the servers, storage,
network hardware, and virtualization}. Thus, the customer may be responsible for handling
(O8), muddleware, and/or application deployment {¢.g., on self-service virtual machines {e.g.,

that can be spun up on demand) or the like.

[0218]  In some examples, 1aaS provisioning may refor to acquining computers or viriual
hosts for use, and even installing needed libranies or services on them. In most cases,
deployment does not inclode provisioning, and the provisioning may need to be performed

first.

{0211} In some cases, there are two different challenges for 1aalS provisioning. First, there
is the initial challenge of provisioning the initial set of infrastracture before anvthing is
runing. Second, there 1s the challenge of evolving the existing wnfrastructure {e.g., addmg
new services, changing services, removing services, etc.) once evervthing has been
provisioned. In some cases, these two chalienges may be addressed by enabling the

contfiguration of the infrastruacture to be defined declaratively. In other words, the

o
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wnfrastructure {.g., what components are needed and how they inferact) can be defined by
one or more configuration files. Thus, the overall topology of the infrastructure {¢.g., what
resources depend on which, and how they cach work together) can be described declaratively.
In some mstances, once the topology 1s defined, a workflow can be generated that creates

and/or manages the different components described in the configuration files.

3212} In some examples, an intrastracture may have many interconnected elements. For
example, there may be one or more virtual private clouds (VECs} (e.g., a potentially on-
demand pool of configurable and/or shared computing resources), also known as a corg
network. In some examples, there may also be one or more security group rules provisioned
to define how the security of the network will be set up and one or more virtual machines
{(VMs). Other infrastructure elements may also be provisioned, such as a load balancer, a
database, or the hike. As more and more infrastructure elements are desired and/or added, the

infrastructure may incrementally evolve.

10213} In some instances, contimuous deployment technigues may be emploved to enable
deployment of infrastructure code across vanous virtual computing environments.
Additionally, the described techniques can enable mfrastructure management within these
environments. In some examples, service teams can write code that is desired to be deployed
to one or more, but often many, difforent production environments {¢.g., across various
different geographic locations, sometimes spanning the entire world). However, i some
examples, the infrastructure on which the code will be deploved must first be set up. In some
instances, the provisioning can be done manually, a provisioning tool may be utilized to
provision the resources, and/or deployment tools may be utilized to deploy the code once the

infrastruciure is provisione

[6214] FIG. 18 is a block diagram 1800 dlustrating an example pattern of an faaS
architecture, accordmg {o at least one embodiment. Service operators 1802 can be
commumcanvely coupled to a secure host tenancy 1804 that can include a virtual cloud
network (VCN) 1806 and a secure host subnet 1808, In some examples, the service operators
1802 may be using one or more client computing devices, which may be portable handheld
devices (e.g., an {Phone®, cellular telephone, an 1Pad®, computing tablet, a personal digital
assistant (PDA)} or wearable devices (e.g., a8 Google Glass® head-mounted display}, ronning
software such as Microsoft Windows Mohile®, and/or a varety of mobile operating systems

such as 108, Windows Phone, Android, BlackBerry 8, Palm 08, and the like, and be Intemet,
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e-mail, short message service (SMS), Blackberry®, or other communication protocol
enabled. Altematively, the client computing devices can be general purpose personal
computers including, by way of exaraple, personal computers and/or laptop computers

running various versions of Microsoft Windows®, Apple Macintosh®, and/or Linux

(4

operating systems. The chient computing devices can be workstation computers running any
of a varicty of commercially available UNIX® or UNIX-like operating systems, including
without imitation the variety of GNU/Linux operating systems, such as, for example, Google
Chrome 8. Altematively, or in addition, client computing devices may be any other
electronic device, such as a thin-client computer, an Internet-cnabled gaming system €e.g., a
10 Microsoft Xbox gaming console with or without a Kinect® gesture input device), and/or a
personal messaging device, capable of commumicating over a network that can access the

YVON 1806 and/or the Internet.

[0215] The VON 1806 can include a local peering gateway (LPG) 1810 that can be
comnumicatively coupled to a secure shell (SSH) VON 1812 via an LPG 1810 contained in
153 the SSHVCN 1812, The SSH VCN 1812 can include an SSH subnet 1814, and the S8H
YON 1812 can be comuumicatively coupled to a control plane VN 1816 via the LPG 1810
contained in the control plane VCN 1816, Also, the SSH VON 1812 can be communicatively
coupled to a data plane VON 1818 via an LPG 1810, The control plane VON 1816 and the
data plane VCN 1818 can be contained in a scrvice tenancy 1819 that can be owned and/or

20 operated by the 1aaS provider.

16216} The control plane VOCN 1816 can include a control plane demilitarized zone (DMZ)
tier 1820 that acts as a perimeter network {(¢.g., portions of a corporate network between the
corporate intranet and external networks). The DMZ-based servers may have restricted

responsibilities and help keep security breaches contained. Additionally, the DMZ tier 1820

[ ]
[

can include one or more foad balancer (LB) subnet{s) 1822, a control planc app tier 1824 that
can include app subnet(s) 1826, a control plane data tier 1828 that can include database (DB)
subnet{s} 1830 (e g, frontend DB subnet{s} and/or backend DB subnet(s)). The LB subnet{s)
1822 contained in the control plane DMZ tier 1820 can be communieatively coupled to the
app subnet(s) 1826 contained in the control plane app tier 1824 and an Intemet gateway 1834
30 that can be contamed m the conirol plane VUN 1816, and the app subnet{s) 1826 can be
communicatively coupled to the DB subnet(s) 1830 contained in the control plane data tier

1828 and a service gateway 1836 and a network address translation (NAT) gateway 183%.
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The control plane VON 1816 can mclude the service gateway 1836 and the NAT gateway

1838.

16217} The control plane VON 1816 can include a data plane mirror app tier 1840 that can
mechide app subnet(s} 1826. The app subnet(s) 1826 contained in the data plane mirror app
ticr 1840 can melude a virtual network interface controller (VNIC) 1842 that can execute a
compute nstance 1844, The compute instance 1844 can communicatively couple the app
subnet{(s} 1826 of the data plane mirror app tier 1840 to app subnetis) 1826 that can be

contained in a data plane app tier 1846,

[6218] The data plane VCN 1813 can include the data plane app tier 1846, a data plane
DMZ tier 1848, and a data planc data tier 1850, The data plane DMZ tier 1848 can include
LB subnet(s) 1822 that can be commumcatively coupled to the app subnet(s) 1826 of the data
plane app ticr 1846 and the Internet gateway 1834 of the data plane VON 1818, The app
subnet(s} 1826 can be commaunicatively coupled to the service gateway 1836 of the data
plane VUN 1818 and the NAT gateway 1838 of the data plane VCN 1818, The data plane
data tier 18350 can also nchude the DB subnei{s) 1830 that can be communicatively coupled

to the app subnet(s} 1826 of the data plane app tier 1846,

(G219}  The Imomet gatoeway 1834 of the control plane VON 1816 and of the data plane
VN 1818 can be communicatively coupled to a metadata management service 1852 that can
be communicatively coupled to public Internet 1854, Public Internet 1854 can be
communicatively coupled to the NAT gatoway 1838 of the control plane VUN 1816 and of
the data plane VON 1818, The service gateway 1836 of the control plane VON 1816 and of

the data plane VON 1818 can be commumicatively coupled to cloud services 1856,

[G226]  In some examples, the service gateway 1836 of the coutrol plane VCN 1316 or of
the data plane VON 18138 can make application programming interface (AP} calls to cloud
services 1856 without going through public Internct 1854, The API calls to cloud services
1836 from the service gaieway 1836 can be one~-way: the service gatoway 1436 can make
API calls to cloud services 1856, and cloud services 1856 can send requested data to the
service gateway 1836. However, cloud services 1856 may not imitiate APY calls to the service
gateway 1836,

[3221]  In some examples, the secure host tenancy 1804 can be directly connected to the
service tenaney 18198, which may be otherwise isolated. The secure host subnet 1808 can

commumnicate with the SS5H subnet 1814 through an LPG 1810 that may enable two-way
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communication over an otherwise isolated system. Connecting the secure host subnet 1803 to
the SSH subnet 1814 may give the secure host subnet 1808 access to other entities within the

service tenancy 1819

{0222} The control plane VUN 1816 may allow users of the service tenancy 1819 to set up
or otherwise provision desired resources. Desired resources provisioned in the control plane
VCN 1816 may be deploved or otherwise used 1n the data plane VON 1818, In some
examples, the control plane VON 1816 can be isolated from the data plane VON 1818, and
the data plane miror app tier 1840 of the control plane VUN 1816 can communicate with the
data plane app tier 1846 ot the data plane VUN 1818 via VNICs 1842 that can be contained

in the data plane mirror app ticr 1840 and the data plane app tier 1846,

[0223]  In some examples, users of the sysiem, or customers, can make requests, for
example create, read, update, or delete (CRUD) operations, through public Internet 1854 that
can communicate the requests to the metadata management service 1852, The metadata
management service 1852 can communicate the request to the control plane VUN 1816
through the fotemet gateway 1834, The request can be recetved by the LB subnet(s) 1822
contained n the control plane DMZ tier 1820, The LB subnet(s} 1822 may determine that the
request is vakid, and i response to this determination, the LB subnet(s} 1822 can transmit the
request to app subnet{s} 1826 contained in the control plane app tier 1824, If the request 15
validated and requires a call to public Internet 1854, the call to public Internet 1854 may be
trangmitted to the NAT gateway 1838 that can make the call to public Internct 1834, Memory

that may be desired to be stored by the request can be stored in the DB subnet(s} 1830

[6224] In some examples, the data plane mirror app tier 1840 can facilitate divect
communication between the control plane VUN 1816 and the data plane VCN 1818 For
example, changes, updates, or other suitable modifications to configuration may be desired to
be applied to the resources contained in the data plane VON 1818, Via a VNIC 1842, the
control plane VCN 1816 can directly commumicate with, and can thergby exccute the
changes, updates, or other suitable modifications to configuration to, resources contained 10

the data plane VON 1818,

[6225] Insome embodiments, the control plane VCN 1816 and the data plane VON 1818
can be contamned in the service tenancy 1819, In this case, the user, or the customer, of the
systern may not own or operate either the control plane VUN 1816 or the data plane VCN

1818, Instead, the laaS provider may own or operate the control plane VON 1816 and the
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data plane VON 1818, both of which may be contaned in the service fenancy 1819, Thig
embodiment can enable i1solation of networks that may prevent users or customers from
interacting with other users’, or other customers’, resources. Also, this embodiment may
allow users or customers of the system to store databases privately without needing fo rely on

public Internet 1854, which may not have a desired level of secunity, for storage.

[3226]  In other embodiments, the LB subnet{s) 1822 contained in the control plane VN
1816 can be configared to recetve a signal from the service gatoway 1836, In this
embodiment, the control plane VCN 1816 and the data plane VCN 1818 may be configured
1o be called by a customer of the faaS provider without calling public Internet 1854,
Customers of the 1aa$ provider may desire this embodiment since database(s) that the
customers use may be controlled by the Taah provider and may be stored on the service

tenancy 1819, which may be isolated from public Internet 1854,

{3227} FIG. 19 15 a block diagram 1900 illustrating another example pattern of an faaS
architecture, according 1o at least one embodiment. Service operators 1902 {¢.g., service
operators 1802 of FIG. 18) can be communicatively coupled to a secure bost tenancy 1904
{c.g., the secure host tenancy 1804 of FIG. 18) that can include a virtual cloud network
(VN3 1906 {e.g., the VON 1806 of FIG. 18} and a secure host subnet 1908 {c.g., the secure
host subnet 1808 of FIG. 18). The VON 1906 can include a local peering gateway (LPG)
1910 (e.g., the LPG 1810 of FIG. 18} that can be commumicatively coupled to a secure shell
(S5H) VON 1912 (e.g., the SSH VN 1812 of FIG. 18) via an LPG 1810 contained 1n the
SSH VCN 1912, The S5H VCN 1912 can mnclude an SSH subnet 1914 (e g, the S5H subnet
1814 of FIG. 18), and the 88H VCN 19172 can be communicatively coupled to a control plane
YN 1916 (e.g., the control plane VON 1816 of FIG. 18) via an LPG 1910 contained in the
control plane VCN 1916, The control plane VON 1916 can be contained in a service tenancy
1919 (¢ g, the service tenancy 1819 of FiG. 18}, and the data plane VCN 1918 {¢ g, the data
plane VON 1818 of FIG. 18) can be contained 1n a customer tenancy 1921 that may be owned

or operated by users, or customers, of the svstem.

16228] The control plane VON 1916 can include a control plane DMZ ticr 1920 {c g, the
control plane DMYZ tier 1820 of FIG. 18) that can include LB subnet(s) 1922 (c.g., LB
subnet{s} 1822 of FIG. 18), a control plane app tier 1924 {¢.g., the control plane app tier 1824
of Fi(z. 18} that can inclode app subnet(s} 1926 {e.g., app subnet(s) 1826 of FiG. 18). a

control plane data tier 1928 {c g, the control plane data ticr 1828 of FIG. 18) that can mclude
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database {DB) subnet{s) 1930 {c.g., similar {0 DB subnet{s) 1830 of FI(. 18). The LB
subnet(s} 1922 contained in the control plane BMZ tier 1920 can be communicatively
coupled to the app subuet(s) 1926 contained i the control planc app tier 1924 and an Intomet
gateway 1934 (¢ g, the Internet gateway 1834 of FIG. 18) that can be contained n the control
plane VON 1916, and the app subnet{s} 1926 can be communicatively coupled to the DB
subnet{s} 1930 contained in the control plane data tier 1928 and a service gateway 1936 {e g.,
the service gateway of FIG. 18) and a network address transiation (NAT) gateway 1938 {e g,
the NAT gateway 1838 of FIG. 18). The control plane VON 1916 can include the service
gateway 1936 and the NAT gateway 1938.

[6228] The control plane VON 1916 can imnclude a data plane mirror app tier 1940 (e g, the
data plane mirror app tier 1840 of FIG. 18) that can mechude app subnei(s} 1926, The app
subnet{s} 1926 contained in the data plane murror app tier 1940 can include a virtual network
interface controlier (VNIC) 1942 (e.g., the VNIC of 1842) that can execute a compuic
instance 1944 (e.g., simular to the compute instance 1844 of FIG. 18). The compute instance
1944 can faciltate communication between the app subnet(s) 1926 of the data plane mirror
app tier 1940 and the app subnet(s) 1926 that can be contamed in a data planc app tier 1946
{c.g., the data plane app ticr 1846 of FIG. 18) via the VNIC 1942 contaned 1n the data plane
mirror app tier 1940 and the VNIC 1942 contained in the data plang app tier 1946,

[3236] The Intemet gateway 1934 contained m the conirol plane VN 1916 can be
commumicatively coupled to a metadata management service 1952 {¢.g., the metadata
management service 1852 of FIG. 18) that can be communicatively coupled to public Internet
1934 {¢.g., public Tntemet 1854 of FIG. 18). Public Intemet 1954 can be communicatively
coupled to the NAT gateway 1938 contained m the control plane VCN 1916, The service
gateway 1936 contained in the control plane VON 1916 can be communicatively coupled to

cloud services 1956 {c.g., cloud services 18356 of FIG. 18}

13231}  In some examples, the data plane VON 1918 can be contained 1n the customer
cnancy 1921, In this case, the faa$ provider may provide the control plane VUN 1916 for
cach customer, and the faa8 provider may, for each customer, set up a unigue compuic
mstance 1944 that is contained o the service fenancy 1919, Each compute mstance 1944 may
allow communication between the conirol plane VON 1916, contained in the service tenancy
1919, and the data planc VUN 1918 that is contained in the customer tenancy 1921 The

compute instance 1944 may allow resources that are provisioned in the contral plane VON
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1916 that is contained in the service tenancy 1919, to be deploved or otherwise used in the

data plane VUN 1918 that is contained in the customer tenancy 1921

(6232} In other exampies, the customer of the Taad provider may have databases that hve
the customer tenancy 1921, In this example, the control plane VON 1616 can include the data
plane nutor app tier 1940 that can wnclude app subnet(s) 1926, The data plane muror app tier
1940 can reside 1n the data plane VON 1918, but the data plane mirror app tier 1940 may not
five 1o the data plane VON 1918, That 15, the data plane nurror app tier 1940 may have access
to the customer tenancy 1921, but the data plane mirror app tier 1940 may not exist in the
data plane VCN 1918 or be owned or operated by the customer of the {aa8 provider. The data
plane mirror app tier 1940 may be configured to make calls to the data plane VON 1918 but
may not be configured to make calls to any entity contamed in the control plane VON 1916,
The customer may desire to deploy or otherwise use resources in the data plane VON 1918
that are provisioned in the conirol planc YCN 1916, and the data plane murvor app tier 1940

can facilitate the desired deployment, or other usage of resources, of the customer.

{02331  In some embodiments, the customer of the 1aaS provider can apply filiers o the data
plane VUN 1918, In this embodiment, the customer can determine what the data plane VON
1918 can access, and the customer may restrict access to public Internet 1954 from the data
plane VON 1918 The laa$ provider may not be able to apply filters or otherwise countrol
access of the data plane VUN 1918 10 anv outside networks or databases. Applving filiers and
controls by the customer onto the data plane VN 1918, contained in the customer tenancy
1921, can help isolate the data plane VCN 1918 from other customers and from public

Internet 1954,

[6234] Insome embodiments, cloud services 1956 can be called by the service gatoway
1936 1o access services that may not exist on public Internet 1954, on the control plane VON
1916, or on the data plane VON 1918, The connection between cloud services 1956 and the
control plane VON 1916 or the data plane VCN 1818 may not be live or continuoos. Cloud
services 1956 may exist on a different network owned or operated by the laal provider.
Cloud services 1956 may be configured to receive calls from the service gateway 1936 and
may be configured to not receive calls from public Intemet 1954, Some cloud services 1956
may be solated from other cloud services 1956, and the control plane VCN 1916 may be
isclated from cloud services 1956 that may not be 1n the same region as the control plane

VN 1916, For example, the control plane VUN 1916 may be located in “Region 1.7 and
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cloud service “Deployment 187 may be located in Region 1 and in Region 2. [fa call to
Deplovment 18 is made by the service gateway 1936 contaimed in the control plane VON
1916 located 1 Region 1, the call may be transmitied to Deployment 18 i Region 1. Inthis

example, the control plane VON 1916, or Deployment 18 m Region 1, may not be

(4

communicatively coupled to, or otherwise in communication with, Deployment 18 in Region

2.

13235 FIG. 20 15 a block diagram 2000 illustrating another example pattern of an faaS
architecture, according 1o at least one embodiment. Service operators 2002 {¢.g., service
operators 1802 of FIG. 18) can be communicatively coupled to a secure bost tenancy 2004

1} {e.g., the secure host tenancy 1804 of FIG. 18) that can mchude a virtual cloud network
(VN3 2006 {e.g., the VON 1806 of FIG. 18} and a secure host subnet 2008 {e.g., the secure
host subnet 1808 of FIG. 18). The VUN 2006 can inchlude an LPG 2010 {c g., the LPG 1810
of FIG. 18) that can be commumnicatively coupled to an SSH VON 2012 {e.g, the SSH VCN
1812 of FIG. 18) via an LPG 2010 contained m the SSH VN 2012, The SSH VON 2012 can

15 include an SSH subnet 2014 (o.g., the S5H subnet 1814 of FIG. 1R), and the S&8H VUN 2012
can be commumicatively coupled o a control plane VON 2016 (e.z., the control plane VON
1816 of FIG. 18) via an LPG 2010 contained in the control plane VON 2016 and to a data
plane VON 2018 {c.g., the data plane 1818 of FIG. 18) via an LPG 2010 contained 1n the data
plane VON 2018, The control plane VN 2016 and the data plane YCN 2018 can be

20 contained in a service tenaney 2019 {c.g., the service tenancy 1819 of FIG. 18).

10236} The control plane VCN 2016 can include a control plane DMYZ tier 2020 {c g, the
control plane DMYZ ticr 1820 of FIG. 18) that can include load balancer (L.B) subnet{s} 2022
{c.g., LB subnet(s) 1822 of FIG. 18}, a control plane app ticr 2024 (e g., the control plane app
tier 1824 of FIG. 18} that can mclude app subnet(s) 2026 (o g, similar to app subnet{s) 1826

[ ]
[

of FI(z. 18}, and a control plane data tier 202% {(¢.g., the conirol plane data tier 1828 of FIG.
18} that can include DB subunet(s) 2030, The LB subnet(s} 2022 contained in the control plane
DMZ tier 2020 can be commumnicatively coupled to the app subnet(s) 2026 contamed in the
control planc app tier 2024 and to an Internet gateway 2034 (c.g.. the Intemet gateway 1834
of FIG. 18} that can be contained in the control plane VON 2016, and the app subnet{s) 2026
30 can be communicatively coupled to the DB subnet(s) 2030 contained m the control plane data
fier 2028 and to a serviee gateway 2036 (e.g., the service gateway of FIG. 18) and a network
address transiation (NAT) gateway 2038 {c.g.. the NAT gateway 1838 of FIG. 18). The

control plane VCN 2016 can melude the service gateway 2036 and the NAT gateway 2038,
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{3237} The data plane VUN 2018 can mclude a data plane app tier 2046 (¢.g., the data
plane app tier 1846 of FIG. 18}, a data plane DMYZ tier 2048 (e g, the data plane DMZ tier
1848 of FIG. 18), and a data planc data tier 2050 {c.g., the data planc data tier 1850 of FIG.

183, The data plane DMZ tier 2048 can include LB subnet{(s} 2022 that can be

(4

communicatively coupled to trusted app subnet{s) 2060 and antrusted app subnet(s) 2062 of
the data plane app tier 2046 and the Intemet gateway 2034 contained in the data plane VON
2018, The trusted app subnet{s) 2060 can be communicatively coupled to the service gateway
2036 contained in the data plane VON 2018, the NAT gateway 2038 contained in the data
plane VON 2018, and DB subnet{s) 2030 contained in the data plane data tier 2050, The

10 untrusted app subnet(s) 2062 can be communicatively coupled to the service gateway 2036
contained in the data plane VON 2018 and DB subnet(s) 2030 contained in the data plane
data tier 2050, The data plane data tier 2050 can include DB subnet{s) 2030 that can be

communicatively coupled to the service gateway 2036 contained in the data plane VON 2013,

[3238] The untrusted app subuet(s) 2062 can include one or more primary VNICs 2064(1)-

15 (N} that can be communicatively coupled to tenant virtual machines (VMs) 2066(1)-(N).
Fach tenant VM 2066(1 }-(N} can be communicatively coupled to a respective app subnet
2067(1)-{N} that can be contained in respective container egress VUNs 2068(13-(N) that can
be contained 1o respective customer tenancies 2070(1)-(N}. Respeciive secondary VNICs
2072(1)-{N} can facilitate communication between the untrusted app subnet(s) 2062

20 contained in the data plane VCN 2018 and the app subnet contamed in the container egress
VCNs 2068(1)-(N). Each container egress VONs 2068{1)-(N} can include a NAT gateway
2038 that can be commumcatively coapled to public Internet 2054 (¢ g., public Internet 1854

of FIG. 18).

{3239} The Intomet gateway 2034 contained in the control plang VCN 2816 and contained

[ ]
[

in the data plane VON 2018 can be communicatively coupled 0 a metadata management
service 2052 {c.g., the metadata management system 1852 of FIG. i8) that can be
commumcatively coupled to public Internet 2054, Public Intemet 2054 can be
commumnicatively coupled to the NAT gateway 2038 contained in the control plane VUN
2016 and cordained in the data plane VON 2018 The service gateway 2036 contained 1o the
30 comtrol plane VCN 2016 and contaimed in the data plane VON 2018 can be communicatively

coupled to cloud services 2056
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[3248]  In some embodiments, the data plane VCN 2018 can be mitegrated with customer
tenancics 2070. This integration can be usefol or desirable for customers of the 1aa$ provider
in some cases such as a case w which support may be desired when executing code. The

customer may provide code to run that may be destructive, may communicate with other

(4

customer resources, or may otherwise cause andesirable effects. In response to this, the faal

provider may determine whether to run code given to the taa’ provider by the customer.

#3241} In some examples, the customer of the faaS provider may grant temporary network
access to the Iaas provider and request a function to be attached to the data plane tier app
2046, Code 1o run the function may be executed in the VMs 2066(1)-(N), and the code may

1} not be configured to rum anywhere else on the data plane VON 2018, Each VM 2066(1}-(N)
may be connected to one customer tenancy 20780, Respective contamers 2071{1H-(N)
contained in the VMg 2066(1 (N} may be configured to run the code. In this case, there can
be a dual 1solation {c.g., the containers 207 I{1)~(N} running code, where the containers

2071{1-(N) may be contained n at least the VMs 2066(1)-(N) that are contained n the

[y
W

untrusted app subnet(s) 2062}, which may help prevent incorrect or otherwise undesirable
code from damaging the network of the laa8 provider or from damaging a network of a
difterent customer. The contammers 207 H{1}-{N) mayv be commumnicatively coupled to the
customer tenancy 2070 and may be configured to transmit or receive data from the customer
tenancy 2070, The containers 207 1{11-(N} may not be configured to transmit or receive data
20 from any other entity 1 the data plane VON 2018, Upon completion of running the code, the

Taa$ provider may kill or otherwise dispose of the contamners 207 H{-(N).

3242}  In some embodiments, the trusted app subnet{s) 2060 may run code that may be
owned or operated by the Taad provider. In this embodiment, the trusted app subnet(s) 2060

may be communicatively coupled to the DB subnet{s} 2030 and be configured io execute

[ ]
[

CRUD operations in the DB subnet{s) 2030. The untrusted app subnet(s) 2062 may be
commumcatvely coupled to the DB subnet{s) 2030, but 1 this embodimernd, the untrusted
app subnet{s} may be configured to execute read operations in the DB subnet{(s) 2030. The
containers 207 1(1}-(N) that can be contained in the VM 2066(1 3-{(IN} of cach customer and
that may ran code from the customer may not be coromumicatively coupled with the DB

30 subnei{sy 2030,

6243} In other embodiments, the control plane VUN 2016 and the data plane VCN 2018

may not be directly convmuricatively coupled. In this embodiment, there may be no direct

~3
(9]
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commumnication between the control plane VUON 2016 and the data plane VON 2018,
However, communication can oocur indirectly through at least one method. An LPG 2810
may be cstablished by the 1aaS provider that can facilitate coramunication between the

control plane VON 2016 and the data plane VCN 2018, In ancther example, the control plane

(4

VN 2016 or the data plane VON 2618 can make a call to cloud services 2056 via the service
gateway 2036, For example, a call to cloud services 2056 from the control plane VON 2016

can 1nclude a request for a service that can communicate with the data plane VCN 2018,

10244} FIG. 21 15 a block diagram 2100 illustrating another example pattern of an faaS
architecture, according o at least onec embodument. Service operators 2102 {e.g., service

13 operators 1802 of FIG. 18) can be commaunicatively coupled to a secure host tenancy 2104
{¢.g., the secure host tenancy 1804 of FEG. 18} that can include a virtual cloud network
{(VCN} 2106 {e.g., the YVON 1806 of FIG. 18} and a secure host subnet 2108 {e g, the sccure
host subnet 1808 of FIG. 18). The VUN 2106 can include an LPG 2110 {e.g., the LPG 1810
of FIG. 18) that can be communicatively coupled to an SSH VUN 2112 {e.g., the SSH VCN

15 1812 of FIG. 18) via an LPG 2110 contained in the SSH VON 2112 The SSH VON 2112 can
include an SSH subnet 2114 (e.g., the S5H subnet 1814 of FIG. 18), and the SSHVCN 2112
can be communicatively coupled to a control plane VON 2116 (e.g., the control plane VON
1816 of Fi(z. 18} via an LPG 2110 contained in the control plane VON 2116 and to a data
plane VON 2118 {c g, the data planc 1818 of FIG. 18) via an LPG 2110 contained 1n the data

20 plage VON 2118 The control plane VON 2116 and the data plane VCN 2118 can be

contained in a service tenancy 2119 {e.g., the service tenancy 1819 of FIG. 18).

6245} The control plane VON 2116 can include a control plane DMZ ticr 2120 {c g, the
control plane DMYZ tier 1820 of FIG. 18) that can include LB subnet(s) 2122 (e.g., LB
subnet{s} 1822 of FIG. 18), a control plane app tier 2124 {¢.g., the control plane app tier 1824

[ ]
[

of Fi(z. 18} that can include app subnet(s} 2126 {e.g., app subnet(s) 1826 of FiG. 18). a
condrol plane data tier 2128 (¢ g., the control planc data tier 1828 of FIG. 18) that can include
DB subnet(s) 2130 {c.g., DB subnet(s) 2030 of FIG. 20). The LB subnet(s) 2122 contained m
the control plane DMZ tier 2120 can be commumicatively coupled to the app subnet(s) 2126
contained in the control plave app tier 2124 and to an Intemet gateway 2134 {c.g., the

30 Internet gateway 1834 of FIG. 18) that can be contained 1n the control plane VCN 2116, and
the app subpet{s} 2126 can be commumcatively coupled to the DB sabnet(s} 2130 contained
in the control plane data tier 2128 and to a service gateway 2136 {¢.g ., the service gateway of

FIG. 18) and a notwork address translation (NAT) gateway 2138 {c.g.. the NAT gateway
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1838 of FIG. 18). The control plane VON 2116 can include the service gateway 2136 and the

NAT gateway 2138,

[6246] The data plane VCN 21138 can include a data plane app tier 2146 {e g, the data
plane app tier 1846 of FIG. 18}, a data planc DMZ tier 2148 (¢ g ., the data plane DMYZ tier
1848 of Fi(z. 18), and a data plane data tier 2130 {¢.g., the data plane data tier 1830 of FIG.
18}, The data plane DMY ter 2148 can include LB subnet(s) 2122 that can be
commucatvely coupled to trusted app subnet{s) 2160 {¢.g., trusted app subnet{s) 2060 of
FIG. 20} and untrusted app subnet(s) 2162 {c g, untrusted app subnet(s) 2062 of FIG. 20 of
the data planc app ticr 2146 and the hnternet gateway 2134 contained m the data plane VON
2118, The trusted app subnet{s) 2160 can be communicatively coupled to the service gateway
2136 contained in the data plane VON 2118, the NAT gateway 2138 contained in the data
plane VON 2118, and DB subnet(s) 2130 containgd 1n the data plane data tier 2150, The
untrusted app subnet{s) 2162 can be communicatively coupled to the service gateway 2136
contained in the data plane VON 2118 and DB subnet(s) 2130 contained in the data plane
data tier 2136, The data plane data ter 2150 can inchide DB subnet(s) 2130 that can be

conmmunicatively coupled to the service gateway 2136 contained in the data plane VUN 2118,

{0247} The untrusted app subnet(s) 2162 can include primary YNICs 2164(1)-(N) that can
be communicatively coupled to tenant virtual machines (VMs) 2166(1)-(N) residing within
the untrusted app subnetis) 2162, Each tenant VM 2166(1}~(N} can run code m a respective
container 2167(1)}-(N), and be communicatively coupled to an app subnet 2126 that can be
contained in a data plane app tier 2146 that can be contained in a container egress VON 2168,
Respective secondary VNICs 2172(1)-(N) can facilitate communication between the
untrusied app subnet(s) 2162 contained in the data plane VON 2118 and the app subnet
contained in the container egress VON 2168, The container egress VON can include a NAT
gateway 2138 that can be commumicatively coupled to public Imtemet 2154 {e.g., public

Intemet 1854 of FIG. 18},

13248} 'The Intornet gateway 2134 contained 1n the control plane VUN 2116 and contained
in the data plane VON 2118 can be comnumicatively coupled to a raetadata management
service 2152 (e.g., the metadata management systern 1852 of FIG. 18) that can be
communicatively coupled to public Internet 2154, Public Internet 2154 can be
communicatively coupled to the NAT gateway 2138 contained in the control plane VON

2116 and contained 1n the data plane VON 2118, The service gateway 2136 contained in the
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control plane VON 2116 and contained in the data plane VON 2118 can be communicatively

coupled to cloud services 2156

{6249} In some examples, the pattern tllustrated by the architecture of block diagram 2100
of FI(z. 21 may be considered an exception to the pattern illustrated by the architecture of
block diagram 2000 of FIG. 20 and may be desirable for a customer of the 1aal provider f
the Jaal provider cannot divectly communicate with the customer {e.g., a disconnected
region}. The respective containers 2187(11-(N} that are contained i the VMs 2166(1}-(N) for
cach customer can be accessed in real-time by the customer. The containers 2167(1)-{N} may
be configured to make calls to respective secondary VNICs 2172(1)-(N) contained n app
subnet(s} 2126 of the data plane app tier 2146 that can be contained in the container cgress
VN 2168, The secondary VNICs 2172(13(N) can transeit the calls to the NAT gateway
2138 that may transmit the calls to public Internet 2154, In this example, the containers
2167(1)-(N) that can be accessed in real-time by the customer can be isolated from the
control plane VON 2116 and can be 1solated from other entitics contained 1n the data plane
VN 2118, The containers 2167{1}-(N}) may also be isolated from resources from other

customers.

[0288]  In other examples, the customer can use the containers 2167(1}-(N} to call ¢clowd
services 2156, Tn this example, the customer may run code in the contamers 2167(1-(N) that
requests a service from cloud services 2156, The containers 2167(1)-(N) can transmit thig
request to the secondary VINICs 2172(1)-(N} that can transmit the request to the NAT
gateway that can transmit the request to public Internet 2154, Public Intemet 2154 can
transmit the request to LB subnet(s) 2122 contained i the control plane VON 2116 via the
Internet gateway 2134, In response to determinimg the request 1s valid, the LB subnet(s) can
transmit the request to app subnet{s) 2126 that can transmit the request to cloud services 2156

via the service gatoway 2134,

{3251} |t should be appreciated that Iaa$ architectures 1800, 1900, 2000, 2100 depicted 1n
the figures may have other components than those depicted. Farther, the embodiments shown
in the figures are only some examples of a cloud infrastructure system that may incorporate
an embodiment of the disclosure. In some other embodiments, the 1aa$ systems may have
more or fewer components than shown in the figores, may combine two or more components,

or may have a different configuration or arrangement of components.
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[3252]  In certain embodiments, the Taa$ systems described herein may mclude a suite of
applications, muddieware, and database service offerings that are debivered to a customerin a
self~service, subscription-based, elastically scalable, reliable, hughly available, and secure
manner. An example of such an 1aaS system 1s the Oracle Cloud Infrastructure (OCIH

provided by the present assignec.

[32583] FIG. 22 sllustrates an example computer system 2200, in which vanous
embodiments may be implemented. The system 2200 may be vsed to implement any of the
computer systems described above. As shown i the figure, computer systera 2200 includes a
processing unit 2204 that conununicates with a number of peripheral subsysters via a bus
subsystem 2202, These peripheral subsystems may include a processing acceleration unit
2206, an 170 subsystem 2208, a storage subsystem 2218 and a communications subsystem
2224 Storage subsystem 2218 mcludes tangible computer-readable storage media 2222 and a

systern memory 2210,

10254} Bus subsystem 2202 provides a mechanism for ketting the various components and
subsvstems of computer system 2200 communicate with cach other as intended. Although
bus subsvstem 2202 1s shown schematically as a single bus, aliemative embodiments of the
bus subsvstem may utilize moltiple buses. Bus subsystem 2202 may be any of several types
of bus struciures including a memory bus or memory controller, a peripheral bus, and a local
bus using any of a variety of bus architectures. For exampie, such architectures may include
an Industry Standard Architecture (ISA) bus, Micro Channel Architecture (MCA) bus,
Eohanced ISA {EISA) bus, Video Electronics Standards Association {VESA) local bus, and
Peripheral Component Interconnect (PCI) bus, which can be tnplemented as a Mezzanine

bus manufactured to the TEEE P1386.1 standard.

[G255]  Processing wut 2204, which can be unplemented as one or more integrated circutts
{c.g., a conventional nucroprocessor or microcontrollery, conirols the operation of computer
system 2200. One or more processors may be mchuded in processing anit 2204 These
processors may mnclude single core or nnlticore processors. In certain embodiments,
processing unit 2204 may be implemented as one or more independent processing units 2232
and/or 2234 with single or multicore processors meluded m each processing unit. In other
cmbodiments, processing unit 2204 may also be implemented as a quad-core processing onit

formed by mtegrating two dual-core processors inio a single chip.

PCT/US2024/036101
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[3256]  In vanous embodiments, processing unit 2204 can execute a vanety of programs in
response to program code and can maintain multiple concurrently executing programs or
processes. At any given time, some or all of the program code to be executed can be resident

i processor(s) 2204 and/or m storage subsystem 2218, Through suwitable programmmg,

(4

processor(s) 2204 can provide various functionalities described above. Computer system
2200 may additionally include a processing acceleration unit 2206, which can include a

digital signal processor {DI8P), a special-purpose processor, and/or the hike.

102571 /0 subsystem 2208 may include user interface input devices and user interface
output devices. User interface mput devices may mclude a kevboard, poianting devices such as
10 amouse or trackball, a touchpad or touch screen incorporated o a display, a scroll wheel, a
click wheel, a dial, a button, a switch, a keypad, audio mput devices with voice command
recognition systems, microphones, and other types of mput deviees. User inderface input
devices may nclude, for example, motion sensing and/or gesture recognition devices such as

the Microsoft Kinect® motion sensor that enables users to control and interact with an mput

[y
W

device, such as the Microsoft Xbox® 360 game controller, through a natural user interface
using gestures and spoken commands. User interface input devices may also include eve
gesture recognition devices such as the Google Glass® blink detector that detects eve activity
{c.g., ‘blinking” while taking pictires and/or making a mena selection} from users and
transforms the eye gestures as mput into an input device (¢.g., Google Glass®). Additionally,
20 user interface jnput devices may mclude voice recognition sensing devices that enable users
to interact with voice recognition systems {e.g., $in® navigator), through voice commands.
6258} User mierface imput devices may also mclude, without limutation, three dimensional

(3033 muce, jovsticks or pointing sticks, gamepads and graphic tablets, and audio/visual

devices such as speakers, digital cameras, digital cameorders, portable media players,

[ ]
[

weboams, image scanners, fingerprint scanners, barcode reader 3D scanners, 3D pringers,
laser rangetinders, and eve gaze tracking devices. Additionally, user interface input devices
may mclude, for example, medical imaging mput devices such as computed fomography,
magnetic Tesenance imaging, position cmission tomography, or medical ultrasonography
devices. User interface mput devices may also tnelude, for exaraple, audio input devices such

30 as MIDI kevboards, digital musical instruments and the Iike.

[6259) User interface output devices may include a display subsysiom, indicator lights, or

non-~visual displays such as audio output devices, cte. The display subsystem may be a
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cathode ray tube (CRT), a flat-panel device, such as that using a lguid crvstal display (LCD)
or plasma display, a projection device, a touch screen, and the like. In general, use of the term
"output device” 1 intended to inchude all possible types of devices and mechanisms for
outputting information from computer system 2200 to a user or other computer. For example,
user iierface output devices may include, without limitation, a varniety of display devices that
visually convey text, graphics and audio/vides information such as monitors, printers,
speakers, headphones, automotive navigation systems, plotters, voice output devices, and

modems.

16268} Computer system 2200 roay comprise a storage subsystern 2218 that coroprises
software elements, shown as being currently located within a system memory 2210, System
memory 2210 may store program instractions that are loadable and executable on processing

umit 2204, as well as data generated during the execution of these programs.

13261} Depending on the configuration and type of computer system 2200, system memory
2210 may be volatie {such as random access memory (RAM)) and/or non-volatile (such ag
read-only memory (ROM), flash reemory, ete ). The RAM typically coutains data and/or
program modules that are immediately accessible to and/or presently being operated and
executed by processing unit 2204 In some mplementations, system memory 2210 may
include multiple differcot types of memory, such as static random access memory (SRAM) or
dynamic random access memory (DRAM}. In some implementations, a basic mput/output

system {BIOS), contamning the basic routines that help to transfer information between
clements within computer system 2200, such as durning start-up. may typically be stored 1o the
ROM. By way of example, and not lgoitation, system rocmory 2210 also illustrates
application programs 2212, which may include client applications, Web browsers, nud-tier
apphications, relational database management systems (RDBMS), etc., program data 2214,
and an operating system 2216, By way of example. operating system 2216 may mclude

various versions of Microsoft Windows®, Apple Macintosh®, and/or Linux operating

1454

sysierns, a vanety of commercially available UNIX® or UNIX-like operating svstems
(including without limitation the variety of GNLU/Linux operating systems, the Google
Chrome® OFS, and the like) and/or mobile operating systems such as 108, Windows® Phone,

Android® 08, BlackBerrv® 22 08, and Palm® (5 operating svstems.

{0262} Storage subsystem 2218 may also provide a tangible computer-readable storage

medunm for storing the basic programming and data constructs that provide the functionality

o~
O
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of some embodiments. Software {programs, code modules, instructions) that, when executed
by a processor, provides the functionality desenbed above may be stored 1o storage
subsvstem 2218, These software modules or instructions may be executed by processing unit
2204, Storage subsystem 2218 may also provide a repository for storing data used in

accordance with the present disclosureg.

[3263] Storage subsystem 2200 may also include a computer-readable storage media reader
2220 that can further be connected to computer-readable storage media 2222 Together and,
optionally, 10 combination with sysiem memory 2210, computer-readable storage media 2222
may comprehensively represent remote, local, fixed, and/or removable storage devices plus
storage media for temporanily and/or more permanently confaining, storing, transmitting, and

retrieving computer-readable information,

3264} Computer-readable storage media 2222 contaiming code, or portions of code, can
also mchude any approprate media known or used i the art, inchiding storage media and
conumumnication media, such as, but not limited to, volatile and non-volatile, removable and
non-removable media taplemented 1 any method or technology for storage and/or
transmission of information. Thus can include tangible computer-readable storage media such
as RAM, ROM, clectronically erasable programmable ROM (EEPROM]}, flash memory or
other memory technology, CD-ROM, digital versatile disk (BVD), or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices,
or other tangible computer readable media. This can also include nontangible computer-
readable media, such as data signals, data transmissions, or any other medium which can be
used to transmit the desired information and which can be accessed by computing systers

2200

[3265] By way of example, computer-readable storage media 2222 may include a hard disk
drive that reads from or writes to non-removable, nonvolatile magnetic media, a magnetic
disk drive that reads from or writes to a removable, nonvolatile magnetic disk, and an optical
disk drive that reads from or writes to a romovable, nonvolatile optical disk such asa CD
ROM, BVD, and Blu-Ray® disk, or other optical media. Computer-readable storage media
2222 may mclude, but 1s not imited o, Zip® drives, flash memory cards, universal senial bus
{(UJSB} flash dnves, secure digital (8D} cards, DVD disks, digital video tape, and the like.
Computer-readable storage media 2222 may also include solid-state drives (55D based on

non-~-volatile memory such as flash-memory based S5Ds, enterprise flash drives, solid state

30
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ROM, and the like, S8Ds based on volatile memory such as solid state RAM, dynamic RAM,
static RAM, DRAM-based SSDs, magnetoresistive RAM (MRAM) 58Ds, and hybnd S5Ds
that use a combination of DRAM and flash memory based S8Ds. The disk drives and their
associated computer-readable media may provide non-volatile storage of computer-readable

mstructions, data structares, program modules, and other data for computer system 2200,

[3266] Communications subsystem 2224 provides an inferface fo other computer systems
and networks. Commumnications subsystem 2224 serves as an interface for receiving data
from and transmitting data to other systems from computer system 2200, For example,
communications subsystem 2224 may enable computer system 2200 to connect to one or
more devices via the Internet. In some embodiments communications subsvstem 2224 can
mclude radio frequency (RF) transceiver components for accessing wireless voice and/or data
networks {e.g.. using cellular telephone technology, advanced data network technology, such
as 3G, 4G or EDGE (enhanced data raies for global evolution), Wikt (JEEE 802,11 fanuly
standards, or other mobile commumcation technologies, or any combination thereof), global
positioning system {GPS) receiver components, and/or other components. In some
embodiments communications subsystem 2224 can provide wired network comnectivity {c.g.,

Ethernet) in addition to or instead of a wireless mterface.

[0267] In some embodiments, communications subsysterm 2224 may also receive input
communication m the form of structured and/or unstructured data feeds 2226, event streams
2228, event updates 2230, and the like on behalf of one or more users who may use computer

system 2204

[6268] By way of example, communications subsystem 2224 may be configured to receive
data feeds 2226 in real-time from users of social networks and/or other communication
services such as Twiticr® feeds, Facebook® updates, web foeds such as Rich Site Summary

{RSS) feeds, and/or real-time updates from one or more third party mformation sources,

10269  Adduionally, communications subsystem 2224 may also be configured to receive
data in the form of continuous data streams, which may inchude cvent streams 2228 of real-
time events and/or event updates 2230, that may be contingous or unbounded in nature with
no explicit end. Examples of applications that generate continuous data may include, for
example, seusor data applications, financial tickers, network performance measuring tools
{e.g., network monitoring and traffic management applications}, clickstream analysis tools,

automobile traffic monitoring, and the like.

81
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[3278] Communications subsystem 2224 may also be configured to output the structured
and/or unstructured data feeds 2226, event streams 2228, event updates 2230, and the like to
one or more databases that may be in communication with one or more streaming data source

computers coupled to computer system 2200,

(6271}  Computer system 2200 can be one of various types, mehuding a handbeld portable

device {e.g., an 1Phone® cellular phone, an 1Pad® computing tablet, a PDA), a wearable
device {g.g., a Google Glass® head-mounted display), a PC, a workstation, a mainframe, a

kiosk, a server rack, or any other data processing system.

162721 In the foregoing description, for the purposes of explanation, specific details arc set
forth to provide a thorough understanding of examples of the disclosure. However, it will be
apparent that various examples may be practiced without these specific details. The ensuing
description provides examples only and 1s not mtended to Himit the scope, applicability, or
configaration of the disclosure. Rather, the ensuing description of the examples will provide
those skilled in the art with an enabling description for implementing an example. It should
be understood that various changes may be made in the function and arrangement of elemoends
without departing from the spinit and scope of the disclosure as set forth in the appended
claims. The figures and descrintion are not mtended to be restrictive. Circuits, systems,
networks, processes, and other compouents mav be shown as components i block diagrarns
form in order not to obscure the examples in vonecessary detail. In other mstances, well-
known circuits, processes, algorithmg, structures, and technigues may be shown without
unnecessary detail in order to avoid obscurning the examples. The teachings disclosed herein
can also be applied to various types of applications such as mobile applications, non-mobile
applications, deskiop applications, web applications, enterprise apphications, and the fike.
Fuarther, the teachings of this disclosure are not restricted to a particelar operating
environment {¢.g., operating systems, devices, platforms, and the like}, but instead can be

applied to multiple different operating enviromments.

10273}  Also, it is noted that individual examples may be described as a process which is
depicted as a flowchari, a flow diagram, a data flow diagram, a structure diagranm, or a block
diagram. Although a flowchart may describe the operations as a sequential process, many of
the operations may be performed in parallel or concurrently. In addition, the order of the
operations may be rearranged. A process is terminated when s operations are completed, but

the process could have additional steps not included 1o a figure. A process may correspond to
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amethod, a function, a procedure, a subroutine, a subprogram, and so on. When a process
corresponds to a function, its terpumation may correspond o a return of the function to the

calling function or the main function,

[0274] The words “example” and “exemplary” are used herein to mean “serving as an
example, mstance, or illustration.” Any embodunent or design described heremn as
“exemplary” or “example” 13 not necessanly to be construed as preferred or advantageous

over other embodiments or designs.

16275]  The term “machine-readable storage medivo”” or “computer-readable storage
medium” melades, but is not limited to, portable or non-portable storage devices, optical
storage devices, and various other mednms capable of storing, containing, or carrving
instruction{s} and/or data. A machine-readable storage medium or computer-readable storage
medium may include a non-transitory medium in which data may be stored and which does
not include carrier waves and/or transitory electronic signals propagating wirelessly or over
wired connections. Examples of 3 non-transitory medium may include, but are not himited to,
a magnetic disk or tape, optical storage media such as compact disk (CD) or digital versatile
disk {(BVD), flash memory, or memory or memory devices. A computer-program product
may include code and/or machine-executable mstractions that may represent a procedure, a
function, a subprogram, a program, a routine, a subroutine, a module, a software package, a
class, or any combimation of instructions, data structures, or program statements. A code
segment may be coupled to another code segment or a hardware circuit by passing and/or
receiving information, data, argumentis, parameters, or memory contents. Information,
arguments, parameters, data, and so forth may be passed, forwarded, or transmitied via any
suitable means including memory sharing, message passing, token passing, network

transnussion, and so forth.

[3276] Furthermore, examples may be implemented by hardware, software, firmware,
middieware, microcode, hardware description languages, or any combimation thereof. When
implemented in software, firmware, nuddleware, or microcode, the program code or code
segments to perform the necessary tasks {e.g., a computer-program product) may be stored m
a maching~readable medium. A processor(s) may perform the necessary tasks. Svsiems
depicted in some of the figares may be provided in various configurations. In some examples,
the systems may be configured as a distributed system where ong or morce components of the

systern are distributed across one or more networks 1 a cloud computing system. Where

PCT/US2024/036101
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components are described as being “contigured o7 perform certain operations, such
configuration may be accomplished, for example, by desigmng electronie circuits or other
hardware to perforo the operation, by programaning or controlling electronic cireuits {¢.g.,
microprocessors or other suitable electronic cireuits) to perform the operation, or any

combination thereof.

3277} Although specific embodiments of the disclosure have been desenibed, varnous
modifications, alterations, altermative constructions, and equivalents are also encompassed
within the scope of the disclosure. Embodiments of the present disclosure are not restricted to
operation within certain specific data processing environments, but are free to operate within
a plurality of data processing environments. Addionally, although embodiments of the
present disclosure have been described using a particolar serigs of transactions and steps, it
should be apparent to those skilled in the art that the scope of the present disclosure is not
timited to the deseribed series of transactions and steps. Vartous features and aspects of the

above-described embodiments may be used mdividually or jointly.

{6278} Further, while embodiments of the present disclosure have been descenbed using a
particular combination of hardware and software, it should be recognized that other
combinations of hardware and software are also within the scope of the present disclosure.
Embodiments of the present disclosure may be implemented only 1o hardware, or only in
software, or using combinations thercof. The various processes described heren can be
implemented on the same processor or different processors in any combination. Accordingly,
where components or modules are described as being configured to perform certain
operations, such configuration can be accomplished, e.g., by designing electronic circuits to
perform the operation, by programming programmable electronic cireutts {such as
microprocessors) to perform the operation, or any combination thereof. Processes can
communicate using a variety of techniques including, but not limited to, conventional
techniques for inter-process communication, and different pairs of processes may use
different techniques, or the same pair of processes may use different techniques at different
{Imes.

{6275} TThe specification and drawings are, accordingly, to be regarded 1 an illustrative
rather than a restrictive sense. It will, however, be evident that additions, subtractions,
deletions, and other modifications and changes may be made thercuunto without departing

from the broader spuit and scope as set forth 1 the claims. Thus, although specific disclosure

84
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embodiments have been described, these are not intended to be himuting. Vanous

modifications and equivalents are within the scope of the following claims.

162881 The use ofthe terms “a” and “an” and “the” and similar referents in the context of
describing the disclosed embodiments {especially in the context of the following claims) are
1o be construed o cover both the singular and the plural, uniess otherwise indicated herein or
clearty contradicted by context. The terms “comprising,” “having,” “mchuding,” and
“containing” are 1o be construed as open-ended terms (L., meaning “including, bat not
fimited 10,7} unless otherwise noted. The term “connected™ 1s to be constrnied as partly or
whaolly contained within, attached 1o, or joined together, even if there 1s something
miterveming. Recitation of ranges of values herein are merely intended to serve as a shorthand
method of refernng mdividually to cach separate value falling withio the range, unless
otherwise indicated herein and each separate value is mcorporated into the specification as if
it were mndividually recited herein, All methods described herein can be performed 10 any
suttable order unless otherwise indicated herem or otherwise clearly contradicted by context.
The use of any and all examples, or exemplary language {e.g., “such as”} provided herein, s
intended rocrely to betier 1lluminate embodiments of the disclosure and does not pose a
himitation on the scope of the disclosure unless otherwise claimed. No language mn the
specification should be construed as mdicating any non-claimed clement as cssential o the

practice of the disclosure.

{3281} Disjunctive language such as the phrase “at least one of X\ Y, or 2,7 unless
specifically stated otherwise, is intended to be understood within the context as used in
general to present that an item, term, efc., may be either X, Y, or Z, or any combination
thereof (e.g., X, Y, and/or Z}. Thus, such disjunctive language 1s not generally mtended to,
and should not, imply that certain embodiments require at least one of X, at least one of Y, or

at feast one of Z to cach be present.

{3282} Preferred embodiments of this disclosure are described herein, inchuding the best
mode known for carrving out the disclosure. Variations of those preferred embodiments may
hecome apparent to those of ordinary skill 1n the art upon reading the foregoing description.
Those of ordinary skill should be able to employ such variations as appropriate and the
disciosure may be practiced otherwise than as specifically described herein. Accordingly, this
disclosure includes all modifications and equivalents of the subject matter recited m the

claims appended hereto as pernutied by applicable law. Moreover, any combination of the
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above-described elements in all possible vanations thereof is encompassed by the disclosure

uniess otherwise indicated herein.

162831 Al reforences, meluding publications, patent applications, and patents, cited herein
are hereby incorporated by reference to the same extent as if each reference were individually
and specifically indicated to be incorporated by reference and were set forth n 1ts entirety

heremn.

13284} In the forcgoing specification, aspects of the disclosure are described with reference
to specific embodiments thereof, but those skilled in the art will recognize that the disclosure
13 not hmited thereto. Various features and aspects of the above-~described disclosure may be
used individeally or jointly. Farther, embodiments can be utilized in any number of
environmerds and apphications beyond those described herein without departing from the
broader spirtt and scope of the specification. The specification and drawings are, accordingly,
to be regarded as dlustrative rather than restrichive. Various modifications and equivalents

inclade relevant, appropriate combinations of features disclosed in the embodiments.

PCT/US2024/036101
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WHATIS CLAIMED IS:

I. A computer-implemented method comprising:

receiving, by a gateway having a network location that belongs to a multi-customer
tenancy hosting services for multiple customer tenancies hosted by a cloud infrastructure, traffic
of a first service hosted by the multi-customer tenancy for a customer, wherein the traffic is
destined to a second service of a service tenancy of the cloud infrastructure, and wherein the
customer is associated with a customer tenancy hosted by the cloud infrastructure;

tagging, by the gateway, the traffic with a first identifier of the network location and a
second identifier of the customer tenancy, wheren the first identifier is different from a network
address of the gateway, wherein the first identifier and the second identifier are associated with
an egress policy of the customer, and wherein the egress policy indicates whether the traffic is to
be allowed or disallowed based on the network location; and

sending, by the gateway, the traffic after being tagged to the second service of the service

tenancy.

~

2. The computer-implemented method of claim 1, wherein the first identifier includes a data

plane identifier (DPID) of the gateway.

3. The computer-implemented method of claim 2, wherein the DPID is translated inio a
cloud identifier (C1D)} by the cloud mfrastructure, and wherein the CII? is used to determine the

egress policy by the cloud nfrastructure.

4. The computer-implemented method of claim 3, wherein the CID 1s generated based on a
registration of the network location by the customer in association with defining the egress

policy.

5. The computer-implemented method of any of the preceding claims, wherein tagging the

traffic comprises including, in the traffic, the first identifier, the second identifier, and a source

&

internet protocol {IP) address.

6. The computer-implemented method of claim 5, wherem the first identifier, the second
identifier, and the source 1P address are included n one or more P options fields of a packet that

represents the traffic,



WO 2025/006945 PCT/US2024/036101

~3

The computer-implemented method of claim 5, further comprising:

receiving, by the second service of the service tenancy, the traffic;

determining, by the second service of the service tenancy, an action to be performed on
the traffic based on a lookup of the egress policy, wherein the action includes etther allowing or
disallowing the traffic, and wherein the lookup is based on the second identifier; and

performing

&0

by the second service of the service tenancy, the action on the traffic.

8. A system having a network location that belongs to a multi-customer tenancy hosting
services for multiple customer tenancies hosted by a cloud infrastructure, the system comprising:
one or more processors; and
one of MOre memory storing instructions that, upon execution by the one or more
processors, configure the system to:
recerve traffic of a first service hosted by the multi-customer tenancy for a
customer, wherein the traffic 1s destined to a second service of a service tenancy of the
cloud mfrastructure, and wherein the customer is associated with a customer tenancy
hosted by the cloud infrastructure;
tag the traffic with a first identifier of the network location and a second identifier
of the customer tenancy, wherein the furst identitier 1s different from a network address of
the gateway, wherein the first identifier and the second wdentifier are associated with an
egress policy of the customer, and wheremn the egress policy indicates whether the traffic
is to be allowed or disallowed based on the network location; and

send the traffic after being tagged to the second service of the service tenancy.

9. The system of claim 8, wherein the first identifier mcludes a data plane identifier (DPID)

of the gateway.

10 The system of claim 9, wherein the DPID 15 translated into a cloud identifier (CID), and

wherein the CID is used to determine the egress policy.

11 The system of claim 10, wherein the CID is generated based on a registration of the

network location by the customer in association with defining the egress policy.

88
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12. The system of any of claims 8 to 11, wherein tagging the trathic comprises including, in

the traffic, the first identifier, the second dentifier, and a source internet protocol (EP} address.

13. The system of claim 12, wherein the first identifier, the second identifier, and the source
IP address are mcluded 10 one or more [P options fields of a packet that corresponds 1o the

fraffic.

14 The system of claim 12, wherein the one or more memory store further mstructions that,
upon execution by the one or more processors, further configure the system to
recetve, by the second servige of the service tenancy, the traffic,
determine, by the second service of the service tenancy, an action to be performed
on the traffic based on a lookup of the egress policy, wherein the action includes either
allowing or disallowing the traffic, and wherein the lockup is based on the second
identifier; and

perform, by the second service of the service tenancy, the action on the traffic.

15, One or more computer-readable storage media storing mstructions that, upon execution
on a system, cause the system to perform operations comprising:

receiving traffic of a first service hosted by a multi-customer tenancy for a customer,
wherein the traffic i1s destined to a second service of a service tenancy of a cloud infrastructure,
and wherein the customer is associated with a customer tenancy hosted by the cloud
mfrastructure, the system having a network location that belongs to the multi-customer tenancy
hosting services for multiple customer tenancies hosted by the cloud infrastructure;

tagging the traffic with a first identifier of the network location and a second 1dentifier of
the customer tenancy, wherein the first identifier 1s different from a network address of the
gateway, wherein the first identifier and the second identifier are associated with an egress policy
of the customer, and wherein the egress policy indicates whether the traffic 1s to be allowed or
disallowed based on the network location; and

sending traffic after being tagged to the second service of the service tenancy.

16. The one or more computer-readable storage media of claim 15, wherein the first identifier

mcludes a data plane dentifier (DPID) of the gateway.

34
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17. The one or more computer-readable storage media of claim 16, wherein the DPID is
transiated into a cloud dentifier (CID), and wherein the CID 1s used to determine the egress

policy.

I8 The one or more computer-readable storage media of claim 17, wherein the CID 13
generated based on a registration of the network location by the customer in association with

defining the egress policy.

19 The one or more computer-readable storage media of any of claims 15 1o 18, wheremn
tagging the traffic comprises mcluding, in the traffic, the first identifier, the second identifier,

and a source mternet protocol (IP) address.

20 The one or more computer-readable storage media of claim 19, wherein the first
identifier, the second 1dentifier, and the source IP address are mcluded in one or more [P options

fields of 8 packet that corresponds to the traffic.

9G
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Receiving, by a service of a multi-service tenancy of a cloud
infrastructure, traffic of a customer that is associated with a customer
tenancy hosted by the doud infrastructure, wherein the trafficis
received from a network location and is destined to the service of the
multi-service tenancy, wherein the network location includes either a
first network location of a network associated with the customer or g

second network location of a multi-service tenancy hosting services for

multiple customer tenancies 1402

¥

Determining, by the service of the multi-service tenancy, an

action to be gerformed on the traffic based on an egress policy
associated with the customer tenancy, wherein the action includes
gither aliowing or disallowing the traffic, and wherein the egress policy
indicates whether the traffic is to be allowed or disaliowed based on

the netwaork location 1404

¥

Performing, by the service of the multi-sarvice tenancy, the

action on the traffic 1406

FiG. 14
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15122

Receiving, by a gateway having a network iocation that belongs
{0 a network of a customer, traffic destined to a service of a multi-
sarvice tenancy of a cloud infrastructure, wherein the customeris
associated with a customer tenancy hosted by the cloud infrastructure
1502

¥

Tagging, by the gateway, the traffic with an identifier of the
network location, whereln the identifier is different from a network
address of the gateway and is associated with an egress policy of the
customer, and wherein the egress policy indicates whether the traffic is

to be allowed or disaliowed based on the network location 1504

¥

Sending, by the gateway, the traffic after being tagged to the

service of the multi-service tenancy 1506

FiG. 15
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Receiving, by a gateway having a network location that belongs
to a multi-customer tenancy hosting services for multiple customer
tenancies hosted by a cloud infrastructure, traffic of a first service
hosted by the multi-customer tenancy for a customer, wherein the
fraffic is destined to a service of a second service tenancy of the cloud
infrastructure, and wherein the customer is associated with a customer

tenancy hosted by the cloud infrastructure 1602

¥
Tagging, by the gateway, the traffic with a first identitier of the

network location and a second identifier of the customer tenancy,
wherein the first identifier is different from a network address of the
gateway, and wherein the first identifier and the second identifier are
associated with an egress policy of the customer, and wherein the
egress policy indicates whether the traffic is to be allowed or disallowed

based on the network location 1604

¥

Sending, by the gateway, the traffic after being tagged to the

second service of the multi-service tenancy 16086

FiG. 16
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17122

Recelving input of a customer indicating a network location and
whether egress traffic of the customer is to be allowed or disallowed
based on the network location, wherein the customer s associated with
a customer tenancy hosted by a cloud infrastructure, wherein the
network location includes either a first network location of a network
associated with the customer or a second network location of a multi-

service tenancy hosting services for multiple customer tenancies 1702

Generating an egress policy based on the input, wherein the
egress policy indicates whether the egress traffic is to be allowed or

disaliowed based on the network location 1704

Storing the egress policy in a data store 1706

Causing a service of a multi-service tenancy to enforce the
egress policy on traffic sent from the network location, destined 1o the
service of the multi-service tenancy, and associated with the customer

1708

FiG. 17
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