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ATTRIBUTE BASED MEMORY PRE 
FETCHING TECHNIQUE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This invention is related to the following copending and 
commonly-assigned U.S. Patent Applications: 

U.S. patent application Ser. No. 09/106,478 titled, Pro 
grammable Arrayed Processing Engine Architecture for 
a Network Switch, filed on Jun. 29, 1998; issued as 
U.S. Pat. No. 6,513,108 on Jan. 28, 2003. 

U.S. patent application Ser. No. 09/106,436 titled, Archi 
tecture for a Processor Complex of an Arrayed Pipe 
lined Processing Engine, filed on Jun. 29, 1998; issued 
as U.S. Pat. No. 6,195,739 on Feb. 27, 2001, 

U.S. patent application Ser. No. 09/106,244 titled, System 
for Context Switching between Processing Elements in 
a Pipeline of Processing Elements, filed on Jun. 29, 
1998; issued as U.S. Pat. No. 6,101,599 on Aug. 8, 
2000, and 

U.S. patent application Ser. No. 09/106,246 titled, Syn 
chronization and Control System for an Arrayed Pro 
cessing Engine, filed on Jun. 29, 1998; issued as U.S. 
Pat. No. 6,119,215 on Sep. 12, 2000. 

FIELD OF THE INVENTION 

The present invention is directed to computer memory 
architectures and, more Specifically, to a prefetching tech 
nique for reducing delays associated with accessing a cache 
memory of a network Switch. 

BACKGROUND OF THE INVENTION 

Computer architecture generally defines the functional 
operation, including the flow of information and control, 
among individual hardware units of a computer. One Such 
hardware unit is the processor or processing engine which 
contains arithmetic and logic processing circuits organized 
as a Set of data paths. In Some implementations, the data path 
circuits may be configured as a processor having internal 
registers for use with operations that are defined by a set of 
instructions. The instructions are typically Stored in an 
instruction memory and Specify a set of hardware functions 
that are available on the processor. When implementing 
these functions, the CPU generally processes “transient” 
data residing in a data memory in accordance with the 
instructions. 
A high-performance processing engine configured for use 

in, e.g., a network Switch, may be realized by using a number 
of identical processors to perform certain tasks in parallel. 
For a purely parallel multiprocessor architecture, each pro 
ceSSor may have shared or private access to non-transient 
data (Such as "table' data contained in forwarding and 
routing tables, Statistics, acceSS filters, encryption keys and/ 
or queuing information) Stored in an external memory 
coupled to the processor. Access to the external memory is 
generally inefficient because the execution capability of each 
processor is Substantially faster than its external interface 
capability; as a result, the processor often idles while waiting 
for the accessed data. Moreover, Scheduling of external 
accesses to a shared memory is cumberSome because the 
processors may be processing different portions of the data. 
A cache memory may be used in these Situations to 

improve the memory efficiency of each processor of the 
processing engine. The cache memory access Speed is closer 
to the operational Speed of the processor and thus, use of the 
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2 
cache memory increases the Speed of data processing by 
providing information to the processor at a rapid rate. The 
cache memory holds a number of blocks (i.e., cache lines) of 
information, with each cache line containing information 
from one or more contiguous external memory locations. 
Each cache line is identified by a cache address that includes 
memory address bits that identify corresponding memory 
locations. These bits are collectively called an index. In 
addition to information from the memory, each cache line is 
also associated with a remainder of the memory address bits 
identifying the Specific location in external memory from 
which the information in the cache block was obtained. 
These latter bits are collectively called a tag. When the 
processor requires information, the indeX is used to Select a 
tag in the cache to determine whether a cache line contains 
the requested information. 
When the address in the cache does not match the address 

in the external memory specified by the processor (i.e., a 
cache miss), a read request is issued to acquire a new cache 
line of information from the memory. The acquired cache 
line is provided to the processor which may update the data 
and then overwrite the cache line location in the cache. If the 
cache is a Store-through cache, the updated data is imme 
diately copied onto external memory to ensure that the 
memory always has a valid copy of all data. An advantage 
of the Store-through cache is that overwrite operations can 
occur immediately in the cache without losing data. 
However, the processor generally writes data to the cache 
much faster than the data is forwarded onto external 
memory. Such a speed mismatch may result in Outstanding 
write requests to the external memory which may, in turn, 
adversely impact the performance of the processor if it stalls 
waiting for the requests to complete. 
The cache memory generally operates in accordance with 

the property of “locality of reference”, whereby references 
to memory locations at any given time tend to be confined 
within a localized area in memory. Based on this property, 
attempts to control the internal activities (e.g., the aging 
policy) of a cache relied heavily on previous accesses to the 
cache and on conventional algorithms, Such as a least 
recently used (LRU) algorithm. However, random accesses 
to non-transient table data used by a processor of a network 
Switch can adversely affect the locality of references and, 
thus, control of the cache memory's internal activities. 

Therefore, an object of the present invention is to provide 
a caching technique that improves the overall memory 
efficiency of a processing engine of an intermediate network 
Station. 

Another object of the present invention is to provide a 
technique that provides efficient control of a cache memory 
asSociated with a processor of a programmable arrayed 
processing engine. 

SUMMARY OF THE INVENTION 

The present invention comprises an enhanced prefetching 
technique that enables control of internal activities of a 
cache memory by a processor without relying on conven 
tional algorithms. The cache memory is preferably a level 
Zero (LO) cache contained within a processor complex of a 
programmable arrayed processing engine used to efficiently 
process data within an intermediate network Station of a 
computer network. Notably, the LO cache may assume 
various functions while providing an interface to, inter alia, 
an external memory of the Station via a memory controller. 
That is, the LO cache may function as a read buffer, a write 
buffer and/or a buffer for pending atomic commands, each of 
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which is merged into a Single memory bank that can be 
partitioned in any manner to enable efficient utilization. 

According to an aspect of the invention, the technique 
provides an attribute based enhancement to prefetching that 
comprises, inter alia, Various aging policies. For example, a 
Specific aging policy may be associated with each cache line 
entry of the LO cache to indicate when and under what 
circumstances the cache line should be invalidated. Each 
entry of the cache has its own attributes that are Software 
controlled using a novel prefetch attribute register to Specify 
the nature of a memory access involving each cache line 
entry. The prefetch attribute register includes a lock group 
field, a no write back field, an exclusive field, an aging 
policy field and a length of data prefetched field. The 
attribute contents of these fields may be dynamically altered 
on a per phase basis and/or depending upon use of the data 
at a particular processor complex of the engine. 

Another aspect of the invention involves a deferred Store 
through implementation of the LO cache and, in particular, 
the paces of data written back through the memory control 
ler to external memory. In this latter case, the LO cache may 
function as a write buffer for writing data back to the 
external memory on a deferred basis and at a predefined rate. 
The prefetch register may be extended to include a write 
back attribute Specifying a write back priority/rate of data 
from the cache to external memory. The predefined rate may 
be determined by the usable arbitration cycles available to 
each cache when arbitrating for access to the common 
external memory. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and further advantages of the invention may be 
better understood by referring to the following description in 
conjunction with the accompanying drawings in which like 
reference numbers indicate identical or functionally similar 
elements: 

FIG. 1 is a block diagram of a computer network com 
prising a collection of interconnected communication media 
and Subnetworks attached to a plurality of Stations, 

FIG. 2 is a Schematic block diagram of intermediate 
Station, Such as a network Switch, that may be advanta 
geously used with the present invention; 

FIG. 3 is a Schematic block diagram of a programmable 
arrayed processing engine having a plurality of processor 
complex (PE) elements; 

FIG. 4 is a schematic block diagram of a PE element 
comprising a processor core with internal registers used to 
implement a prefetching technique according to the present 
invention; 

FIG. 5 is a schematic block diagram of an internal 
prefetch register having attributes for controlling a level Zero 
(LO) cache according to the present invention; and 

FIG. 6 is a schematic block diagram of the LO cache for 
use with the present invention. 

DETAILED DESCRIPTION OF AN 
ILLUSTRATIVE EMBODIMENT 

FIG. 1 is a block diagram of a computer network 100 
comprising a collection of interconnected communication 
media and Subnetworks attached to a plurality of Stations. 

The Stations are typically computers comprising end 
stations 102, 112 and intermediate station 200. The inter 
mediate station 200 may be a router or a network switch, 
whereas the end stations 102, 112 may include personal 
computers or WorkStations. The Subnetworks generally com 
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4 
prise local area networks (LANS) 110 and 120, although the 
invention may work advantageously with other communi 
cation media configurations Such as point-to-point network 
linkS. Communication among the Stations of the network is 
typically effected by exchanging discrete data frames or 
packets between the communicating nodes according to a 
predefined protocol. For the illustrative embodiment 
described herein, the predefined protocol is the Internet 
protocol (IP), although the invention could be implemented 
with other protocols, Such as the Internet Packet Exchange 
protocol, AppleTalk protocol or DECNet protocol. 

FIG. 2 is a Schematic block diagram of intermediate 
station 200 which, in the illustrative embodiment, is pref 
erably a network Switch. The Switch generally performs 
layer 2 processing functions, Such as "cut-through' opera 
tions wherein an entire frame does not have to be Stored 
before transfer to a destination; in addition, Switch 200 may 
implement layer3 forwarding operations. It should be noted, 
however, that the intermediate Station may also be config 
ured as a router to perform layer 3 route processing. A 
feature of the inventive architecture described herein is the 
ability to program the Station for execution of either layer 2 
and layer 3 operations. To that end, operation of the Switch 
will be described with respect to IP switching of packets, 
although the Switch may be programmed for other 
applications, Such as data encryption. 
The Switch 200 comprises a plurality of interconnected 

components including an arrayed processing engine 300, 
various memories, queueing logic 210 and network port 
interface cards 240. Operations of these components are 
preferably synchronously controlled by a clock module 270 
although the arrayed elements of the processing engine may 
be operatively configured to function asynchronously. In the 
illustrative embodiment, the clock module 270 generates 
clock signals at a frequency of 200 megahertz (i.e., 5 
nanosecond clock cycles) and globally distributes them via 
clock lines to the components of the Switch. 
The memories generally comprise random access 

memory (RAM) storage locations addressable by the pro 
cessing engine and logic for Storing Software programs and 
data Structures accessed by the components. An operating 
System, portions of which are typically resident in memory 
and executed by the engine, functionally organizes the 
Switch by, inter alia, invoking network operations in Support 
of Software processes executing on the Switch. It will be 
apparent to those skilled in the art that other memory means, 
including various computer readable media, may be used for 
Storing and executing program instructions pertaining to the 
operation of the Switch. 
The arrayed processing engine 300 is coupled to a 

memory partitioned into a plurality of external memory (Ext 
Mem) resources 280. A buffer and queuing unit (BQU) 210 
is connected to a packet memory 220 for Storing packets and 
a queue memory 230 for Storing network layer headers of the 
packets on data structures, Such as linked lists, organized as 
queues 235. The BQU210 further comprises data interface 
circuitry for interconnecting the processing engine with a 
plurality of line cards 240 via a selector circuit 250 having 
an arbiter 255. The line cards 240 may comprise, e.g., OC12, 
OC48 and Fast Ethernet (FE) ports, each of which includes 
conventional interface circuitry that incorporates the Signal, 
electrical and mechanical characteristics, and interchange 
circuits, needed to interface with the physical media and 
protocols running over that media. A typical configuration of 
the Switch may include many input/output channels on these 
interfaces, each of which is associated with at least one 
queue 235 in the queue memory 230. The processing engine 
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300 generally functions as a Switching processor that modi 
fies packets and/or headers in sequence as the BQU 210 
implements queuing operations. 
A routing processor (RP) 260 executes conventional rout 

ing protocols for communication directly with the proceSS 
ing engine 300. The routing protocols generally comprise 
topological information eXchanges between intermediate 
Stations to determine optimal paths through the network 
based on, e.g., destination IP addresses. These protocols 
provide information used by the RP 260 to create and 
maintain routing tables. The tables are loaded into the 
external partitioned memories 280 as forwarding informa 
tion base (FIB) tables used by the processing engine to 
perform forwarding operations. When processing a header 
in accordance with IPSwitching, the engine 300 determines 
where to Send the packet by indexing into the FIB using an 
IP address of the header. Execution of the forwarding 
operations results in destination media access control 
(MAC) addresses of the headers being rewritten by the 
processing engine to identify output ports for the packets. 

FIG. 3 is a Schematic block diagram of the programmable 
processing engine 300 which generally comprises an array 
of processing elements embedded between input and output 
header buffers with a plurality of interfaces 310 from the 
array to partitions of an external memory. The external 
memory Stores non-transient data organized within data 
Structures for use in processing the transient data. The 
non-transient data typically includes "table' data contained 
in forwarding and routing tables, Statistics, acceSS filters, 
encryption keys and/or queuing information. Transient data 
enters and exists the engine via 100 MHz 64-bit input and 
output data interfaces of the BQU 210. Each processing 
element contains an instruction memory that allows pro 
gramming of the array to process the transient data as 
baseline or extended pipelines operating in parallel. A 
remote processor interface (I/F) 320 provides instructions 
from a remote processor (not shown) to the PEs over a 32-bit 
maintenance buS 325 having multiplexed address/data lines 
for Storage in their instruction memories. 

In the illustrative embodiment, the processing engine 300 
comprises a plurality of processing elements (PE) 400 
Symmetrically arrayed as Six (6) rows and six (6) columns in 
a 6x6 arrayed configuration that is embedded between an 
input header buffer (IHB) 360 and an output header buffer 
(OHB) 370; however, it should be noted that other 
configurations, Such as a 4x4 arrayed configuration, may be 
advantageously used with the present invention. A 64-bit 
feedback path 350 couples the OHB 370 to the IHB360 and 
provides a data path for recycling data through the PE stages 
of the processing engine. The PES of each row are config 
ured as stages connected in series by a 100 MHz 64-bit 
direct memory access (DMA) data path 340 that synchro 
nously transfers data and control “context” from one PE to 
the next. Specifically, the processing elements of each row 
are configured as Stages of a pipeline that Sequentially 
execute operations on the transient data loaded by the IHB 
360, whereas the processing elements of each column oper 
ate in parallel to perform Substantially the same operation on 
the transient data, but with a shifted phase. An example of 
an arrayed processing engine and network Switch Suitable 
for use with the present invention is described in copending 
and commonly-owned U.S. patent application Ser. No. (09/ 
106,478) titled Programmable Arrayed Processing Engine 
Architecture for a Network Switch. 

Because they perform Similar functions, the columned 
PES require similar non-transient “table' data. Therefore, the 
external memory is partitioned into a plurality of external 
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6 
memory (Ext Mem) resources 280, each of which is dedi 
cated to a respective column of PES and further configured 
with transient table needed to Support the Similar function 
performed by the columned processor elements. Referring 
again to FIG. 2, each column has an associated memory 
controller 290 coupled to a 200 MHz 32-bit external 
memory interface data path (ExtMem I/F) 310 for accessing 
the non-transient data. 

FIG. 4 is a schematic block diagram of a PE 400. The PE 
is a processor complex comprising a processor 410 coupled 
to an instruction memory (IRAM) 420 and a memory 
manager (MM) circuit 430. The IRAM 420 stores instruc 
tions for execution by the processor 410, which is preferably 
a customized microcontroller (TMC) core having a dense 
Structure which enables implementation of Similar cores on 
an application specific integrated circuit (ASIC). It will be 
apparent to those skilled in the art, however, that other 
processor cores may be advantageously used with the pro 
cessor complex architecture described herein. The TMC 
core 410 includes a plurality of arithmetic logic units 
(ALUs, not shown), a register file 415 having a plurality of 
32-bit internal registers (e.g., 15 entries) for Storing inter 
mediate result information processed by the ALUs, and an 
instruction fetch and decode unit (not shown) that decodes 
instructions fetched from the IRAM. The intermediate 
results are passed among PE stages 400 of the engine 300 
over a consistent data path channel 432 provided by the MM 
430. The TMC also supports fast task context switching to 
enable Software pipelining acroSS multiple cores. 

In the illustrative embodiment, the TMC core 410 uses a 
64-bit instruction word to operate on multiple 32-bit data 
values. Logical operations are performed on indirect 
memory operands to improve the overall density of the 
instruction code by merging arithmetic instructions with 
load/Store instructions into one instruction. Broadly Stated, 
multiple opcodes of differing widths can be encoded in a 
fixed length instruction word. Each instruction word con 
tains two major opcodes and up to three minor opcodes 
(microps) that execute in parallel. Instruction level parallel 
ism is Scheduled by Software as opposed to hardware, 
thereby eliminating the need for hardware-based Schedulers 
while enabling completion of multiple instructions per 
cycle. An instruction Set architecture provides micro 
opcodes to initiate memory prefetches without requiring a 
dedicated instruction. 
A 64-bit local bus 425 (comprising a read bus portion 424 

and a write bus portion 426) interconnects the TMC core 
with a context memory 440, a local memory 450 and a level 
Zero (LO) cache 600, the latter of which is attached to a 
shared memory 460. The local bus 425 can sustain one 
64-bit read operation and one 64-bit write operation per 
cycle for data aligned on a 4-byte boundary. The maximum 
Sustainable rate for non-aligned data accesses is one 32-bit 
read operation and one 32-bit write operation per clock 
cycle. The TMC core may directly access locations in the 
context memory 440 and the local memory 450 using an 
operand address associated with an instruction. Notably, the 
context memory 440 and the local memory 450 Support Zero 
wait State non-aligned accesses; accordingly, there is gen 
erally no performance difference when accessing data in the 
context memory 440 or the internal register file 415 of the 
TMC core. 

In the illustrative embodiment, the memories 440-460 
and cache 600 cooperate to provide a high-performance 
memory Subsystem used exclusively for data Storage and 
adapted for hierarchical memory configurations that is 
“viewable” by the TMC 410. Specifically, the TMC core has 
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a 32-bit address space that is divided into four (4) regions 
across the memory Subsystem. The context memory 440 
resides in a first 512 byte region of a memory map and the 
local memory 450 resides in the next 512 byte region of the 
map. Context memory 440 stores transient “context data 
(e.g., packet data) flowing through the PE 400 that is unique 
to a specific process, whereas the local memory 450 is 
configured to Store, inter alia, pointers that reference data 
structures and tables stored in external memory 280 for use 
by the TMC core 410. Management of the context sensitive 
memory is provided by the MM 430, which comprises data 
path and control logic for cooperating with the context 
memory 440 to efficiently pass data among the PE stages of 
the processing engine. 

The remaining address Space is divided between the 
internal shared memory 460, which is shared among the 
columned TMC cores of the processing engine, and an 
external memory region 280, each of which is accessed via 
the L0 cache 600. An address decoder (not shown) of the 
TMC 410 decodes an address request to the internal shared 
memory. Since the memory 460 is shared among other TMC 
cores of a column, arbitration is required to access the 
memory and, accordingly, there may be a latency penalty 
associated with a TMC 410 missing its arbitration “slot'. 
The latency penalty may be at least three cycles and possibly 
more depending upon the number of TMC cores “queued' 
before the particular processor. 

The LO cache 600 may be a fully associative, multiport 
data cache that provides various caching and buffering 
functions for the external memory 280 and shared memory 
460 to thereby increase the overall bandwidth and efficiency 
of the TMC 410. Because of its inherent associativity, the LO 
cache requires the use of tags and control information to 
access data Stored in each of its cache line entries. In an 
embodiment of the invention, the cache may have 8 cache 
line entries with each cache line having a size of 16 bytes (as 
opposed to a typical 32-byte cache line). Specifically, the LO 
cache may operate as a read first in-first out (FIFO) buffer, 
a write buffer or a buffering mechanism for pending atomic 
commands when interfacing to external memory 280 via the 
memory controller 290. Advantageously, each of these func 
tions is merged into a single memory bank of the cache 600 
that can be partitioned in any manner to enable efficient 
utilization. 

The TMC 410 utilizes prefetching operations to avoid 
delays associated with accessing the LO cache 600. Data 
Stored in the external and shared memories are prefetched 
through the cache. In particular, the invention provides an 
attribute based enhancement to prefetching that allows con 
trol of the internal activities of the cache without relying on 
conventional algorithms, such as a least recently used (LRU) 
algorithm. The TMC architecture defines a plurality of 
opcodes for cache control and provides a prefetch interface 
for Software to Specify the amount of data required for a 
prefetch operation along with attributes relating to, e.g., the 
caches aging policy and coherency requirements. Thus, the 
invention enables Software control over caching and coher 
ency issues (rather than utilizing hardware-based Solutions), 
while also providing a finer granularity of prefetch control 
than prior Systems. 

Specifically, the attribute based prefetching enhancement 
comprises, inter alia, Various aging policies. For example, a 
Specific aging policy may be associated with each cache line 
entry of the LO cache to indicate when and under what 
circumstances the cache line should be invalidated. Each 
entry of the cache has its own attributes that are Software 
controlled using a novel prefetch attribute register 500 to 
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Specify the nature of a memory acceSS involving each cache 
line entry. The prefetch attribute register (pfa) is an internal 
register contained in the TMC 410 that explicity specifies the 
nature of a memory access involving an entry of the cache, 
as opposed to inferring the nature of the access based on 
previous accesses, as in the prior art. A prefetch attribute bus 
476 couples the pfa 500 to the L0 cache and a plurality (e.g., 
at least 10-bits) of attribute information stored in the register. 

FIG. 5 is a schematic block diagram of the prefetch 
register 500 having attributes that can be specified via 
Software. The prefetch attribute register includes a lock 
group (GRP) field 502, a no write back (NWB) field 504, an 
exclusive (EXCL) field 506, an aging policy field 508 and a 
length of data prefetched field 510. The contents of these 
fields represent attributes that may be dynamically altered on 
a per phase basis and/or depending upon use of the data at 
a particular PE stage of the engine. For example, an index 
only signal may be issued by the TMC 410 to the LO cache 
during a read or write operation specifying an indeX for use 
by the cache 600, as described herein. A 4-bit index bus 472 
carries the index from the TMC 410 to the cache 600 to 
identify a location in the cache for coordinating results. 
When indeX only mode is specified during a prefetch 
operation, the NWB attribute is asserted to conserve use of 
an internal register, which ordinarily would store the address 
of the cache location. In particular, the asserted NWB 
attribute modifies normal TMC instruction execution by 
Specifying that the internal (destination) register need not to 
be updated. 

The fully associative arrangement of the LO cache guar 
antees that an entry can be found anywhere in the cache as 
long as it is not reserved. Such an arrangement allows all tag 
entries to be compared in parallel with a read address, 
however, the timing constraints of the cache may not be 
Sufficient to meet the access time of the TMC core 410. For 
example, when an n-way compare operation is performed in 
the cache for all entries, a cache "hit' result must be 
provided to the TMC core over a time critical return path of 
the hit logic. The hit indication must be returned fairly 
quickly (e.g., 3–4 nanoseconds cycle time) relative to the 
TMC core's ability to suspend execution of its internal 
pipeline. This is generally too fast for the conventional 
comparators of a cache. As a result, the inventive technique 
provides an index to the cache which effectively disables its 
asSociativity by instructing the cache to acceSS data at a 
particular cache line location. 

FIG. 6 is a schematic block diagram of the LO cache 600 
including a controller 610, a tag store 620 and a data store 
650. The TMC 410 issues an index over the indeX bus 472 
to the controller 610 which uses the index to select a 
particular tag entry 622 from the tag store 620. The selected 
tag entry 622 is compared with a read address issued by the 
TMC over the local bus 425 to an n-way comparator circuit 
630. If the tag comparison operation results in a “hit', the 
Selected tag 622 is used to access a data cache line 652 from 
the data store 650. The cache line 652 and the selected tag 
entry 622 are then provided to the TMC 410 over the bus 
425. 

According to the inventive technique, if the data is located 
at the index, there are Zero wait States associated with the 
cache access and the data is returned to the TMC immedi 
ately. The indeX thus provides an initial attempt to return 
data in a very efficient manner. However if a “miss’ output 
results from the comparator 630 because the selected tag did 
not compare favorably with the read address, the full n-way 
compare logic is utilized in a next cycle to determine 
whether there truly is a matching tag entry in the tag Store 
620. 
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Referring again to FIG. 5, the 2-bit aging policy field 508 
provides four possible attribute States that describe aging 
policies associated with the cache lines. Two aging policies 
are defined by a “cache” attribute that indicates whether the 
entry is cacheable and two other policies are defined by a 
“keep' attribute that indicates whether the entry should be 
kept after a context Switch. For example, assertion of the 
cache bit attribute specifies a normal aging (LRU) policy, 
whereas non-assertion of that attribute dictates an invalidate 
on-read policy. ASSertion of the bit associated with the keep 
attribute does not invalidate the cache line on context Switch, 
whereas non-assertion of that bit invalidates the cache line 
on context Switch. These attributes may thus be applied to 
create a persistent cache memory if, e.g., the cache lines are 
not invalidated on context Switch and are allowed to age 
normally. 

The length of data prefetched field 510 contains a 4-bit 
attribute that specifies the length of data prefetched. Notably, 
the invention allows prefetching of enough data to effec 
tively fill the LO cache 600. That is, the data length attribute 
may specify prefetching of up to 8 data words (each having 
a length of 16 bytes) for the cache line entries using a single 
instruction; however, the attributes associated with each 
cache line are the same and are Specified in the prefetch 
attribute register. In an alternate embodiment, up to 16 
words can be prefetched (wherin each word comprises 8 
bytes). 

The EXCL attribute 506 specifies whether data coherency 
Synchronization is required. There are Several mechanisms 
that may be used to ensure data coherency among the 
columned TMC cores of the engine; in the illustrative 
embodiment, the mechanism is preferably a locking Sema 
phore. The EXCL attribute provides a 1-bit enhancement 
that obviates the need for additional instructions to execute 
the “lock'. Specifically, the attribute specifies prefetching of 
a particular address and marking of that entry/location as 
exclusive to thereby ensure the only valid copy of the data 
item at that location. Implementation of the exclusive/ 
ownership policy may also be realized through conventional 
Snooping algorithms or conventional data directories 
coupled to the PE caches of a column within the engine. 
As noted, the TMCs of a column operate on substantially 

the same data that is accessible from a common dedicated 
partitioned external memory 280, which is serviced by the 
LO caches of the column. Therefore, exclusive entries indi 
cate that memory coherency is required among all of the 
caches in that column. Exclusive entries are managed by a 
lock controller 480 which preferably implements the locking 
Semaphore at a granularity that is larger than a cache 
line-based lock, but Smaller (more granular) than locking the 
entire external memory. In the illustrative embodiment, a 
maximum of six (6) exclusive entries may be active at a time 
in the column; however, this number is dependent upon the 
number of rows in a column Such that, for the 4x4 arrayed 
configuration of processing elements 400, the maximum 
number of active entries would be four (4). 
The EXCL attribute 506 indicates that a lock is associated 

with a particular entry and generally operates in connection 
with the GRP attribute 502, which identifies the lock to be 
released when the memory Subsystem acknowledges a write 
request. For example, to reserve an exclusive entry, a lock is 
acquired from the lock controller 480 by way of a TMC 
Virtual Semaphore instruction XgVS. Upon Successfully 
obtaining the lock, the GRP and EXCL attributes are 
updated (e.g., asserted) in the pfa register 500. The prefetch 
operation is then issued and, based on the State of the 
attribute register after the write operation completes, the 
entry is invalidated and the lock is released. 
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10 
Atomic operations, which are Supported by the memory 

controller 290, also impact data coherency. In fact, use of 
atomic operations may yield better performance than cache 
line-based locking mechanisms. A prefetch bus 474 couples 
the TM core 410 to the memory controller 290 and includes 
two Select modes for transporting 32-bits of information 
associated with (i) prefetching of data or (ii) issuing of 
atomic commands. When prefetching data, the LO cache 
functions as read buffer; yet as noted, the LO cache may also 
function as a write buffer to the external memory, particu 
larly when functioning as a mechanism for controlling 
atomic operations. For this latter function, State information 
(in the form of a reserve cache control bit) reserves a cache 
line entry in the cache 600 for atomic operations. When the 
TMC core 410 issues a specific index for an atomic opera 
tion over the index bus 472 to the cache, the reserved cache 
entry may be used for that operation. 
The atomic command is an atomic memory operator (Such 

as a read-modify-write operation or a read-and-clear 
operation) directed to a remote location in the external 
memory that is of interest to the memory controller 290. The 
information carried on the prefetch bus 474 is staged at a 
reserved location in the cache to coordinate results of the 
atomic operation, thereby enabling Support of multiple out 
Standing atomic requests. In addition, the bus 474 carries 
information specifying the function of the cache for those 
results, e.g., a buffer for pending atomic commands at the 
memory controller. Accordingly, the LO cache functions as 
an intermediary to post atomic command Status or to return 
data rather than functioning as a prefetch buffer. 

Indeed, the LO cache may operate as a deferred Store 
through cache when updating external memory in accor 
dance with the atomic commands. Such a deferred Store 
through implementation may further Support multiple 
outstanding write requests to the is external memory 280 
without stalling the TMC core 410. A conventional store 
through cache immediately propagates all write data through 
the cache into an external memory; however, the TMC core 
can write data to the cache 600 much faster than the memory 
controller can forward that data onto external memory. 
When operating in a deferred store-through mode, the LO 
cache functions as a write buffer to temporarily Stage the 
write data. 

For example, assume the TMC core returns 8 cache line 
entries of write data to the LO cache. If the cache operates 
as a conventional Store-through cache, the memory control 
ler attempts to write that data to external memory as a 
contiguous block of data utilizing every available bus cycle. 
A deferred Store-through cache operation, on the other hand, 
does not require use of every available bus cycle to write 
back the data to external memory as one contiguous data 
transfer. This is particularly advantageous since a write 
operation to the external memory has a lower priority in 
terms of arbitration for that memory. 

It should be noted that the novel attribute-based prefetch 
ing technique enhances the performance of either a store 
through or deferred Store-through cache implementation. 
Yet, the deferred Store-through cache implementation also 
enhances the memory utilization performance of the 
memory controller interface (i.e., bus) to external memory. 
That is, the deferred store-through implementation of the LO 
cache allows defining of the pace of write back data through 
the memory controller 290 to external memory 280. Here, 
the LO cache again functions as a write buffer for writing 
data back to the external memory on a deferred basis and at 
a pre-defined rate as opposed to utilizing all of the available 
bus cycles and bandwith to return the data as one contiguous 
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block. The pre-defined rate may be determined by the usable 
arbitration cycles available to each cache when arbitrating 
for access to the external memory (recall that there may be 
five other caches of the columned PE stages Vying for acceSS 
to that shared resource). 

Accordingly, another attribute associated with the 
prefetch attribute register may be contained in a write back 
field 512 that specifies a write back priority of the LO cache 
600. In the illustrative embodiment, the write back priority 
attribute is manifested as a 1-bit field wherein the priority 
denotes a pre-defined write back rate; however, it will be 
apparent to those skilled in the art that a multi-bit (n) field 
may be used that Specifies various priority levels/write back 
rates. Alternatively, the write back rate of the cache may be 
Specified as a pre-configured cache management construct. 
Although the write back priority attribute is not necessarily 
asSociated with prefetching of data to the cache, it may 
comprise one of a set of attributes associated with write back 
operations to the external memory. 
The memory controller 290 includes an internal FIFO 292 

(FIG. 2) for storing multiple outstanding requests and com 
mands. In the case of a write request, the FIFO stores the 
identification of the TMC core along with the index for 
accessing the cache. When the memory controller is ready to 
move data, it accesses the cache at the indeX and proceeds 
to transfer the data from the cache to itself without inter 
vention by the TMC. For a read operation, the read address 
is written to (i) the cache at a location that is marked invalid 
and (ii) the memory controller. Thereafter, during a prefetch 
operation, the memory controller copies the data contents 
into the cache at the read address location. Note that 
execution of the read instruction operates transparently to 
the prefetch instruction execution. 

While there has been shown and described an illustrative 
embodiment for enabling control of internal activities of a 
cache memory by a processor without relying on conven 
tional algorithms, it is to be understood that various other 
adaptations and modifications may be made within the Spirit 
and Scope of the invention. For example, performance of the 
cache may be further increased through the use of instruc 
tions defined by the TMC architecture. The operands defined 
by the processor architecture are displacement addresses 
asSociated with a defined base address, the 4-bit information 
carried over the index bus 472 may represent the base 
address used to form a memory address location in the LO 
cache 600. 

The following is an example of a TMC instruction written 
in TMC assembler notation: R4<-R3+5; pfa(1). The two 
equations represent an instruction defined by the is TMC 
architecture that Specifies adding an immediate value 5 to 
the contents of register 3 and Storing the result in register 4. 
In addition, a micro-operation (micro-op) pfa specifies a 
prefetch operation with attributes on the results Stored in 
register 4. The argument (1) associated with the pfa micro 
operation specifies one of two attribute registers for use with 
the instruction. 

Specifically, there are two prefetch attribute registers 500 
(FIG. 5) supported by the TMC architecture, each of which 
can be specified by the micro-op pfa for use with an 
instruction without having to reload the registers. The 
prefetch micro-op causes the result of the calculation Stored 
in register 4 to be written on the prefetch bus 474 and the 
contents of indicated prefetch attribute register #1 are writ 
ten over the prefetch attribute bus 476, whereas the index 
bus 472 carries a value of 4 (for R4) as the index into the 
cache. Thus, the instruction Specifies to the cache a location 
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4 for Storing the prefetch data if that location is not currently 
occupied with other data. If the location is currently 
occupied, the indeX is not appropriate and the cache con 
troller determines an indeX into the cache for Storing the data 
using a conventional fully associative cache operation. 

Referring to the TMC notation example, the results of the 
prefetch operation are Stored in register 4 and, after waiting 
for a prefetch latency period of approximately 10 cycles, 
those results may be used. A next instruction notation is 
represented as R5<-(R4)+R1. Here, register 4 (R4) is the 
Source operand So for the fetch operation, the indeX is 4. The 
information transported over the index bus 472 to the cache 
controller instructs the controller that the TMC is fetching 
from base register 4 (4 is the index) and, thus, the controller 
may access (read) the data at the tag specified by index 4. 

Access to the proper data is confirmed by comparing 
addresses. If the proper data is confirmed, the data is 
provided to the TMC core 410 without delay over the bus 
425. If R4 was not the actual index for the data, the n-way 
compare logic 630 is invoked and the bus 425 stalls for one 
cycle while the hit logic is examined to determine whether 
there is a hit in the cache. If there is a hit, the data is returned 
with a one cycle latency delay; otherwise, the TMC 410 is 
delayed until the cache miss is resolved. Thus, when 
prefetching data, there is either an immediate hit in the cache 
based on the index, a hit on the next cycle based on a 
Subsequent compare or a miss in the cache, which requires 
a plurality of cycles (for example 10 cycles) to execute a 
cache miss routine and retrieve the data from external 
memory. 
The foregoing description has been directed to specific 

embodiments of this invention. It will be apparent, however, 
that other variations and modifications may be made to the 
described embodiments, with the attainment of Some or all 
of their advantages. Therefore, it is the object of the 
appended claims to cover all Such variations and modifica 
tions as come within the true Spirit and Scope of the 
invention. 
What is claimed is: 
1. Apparatus for enabling control of internal activities of 

a cache memory of a network Switch, the cache memory 
having at least one cache line entry for Storing data 
prefetched from one of an external and shared memory of 
the Switch, the apparatus comprising: 

a proceSSOr, 
a cache memory, the cache memory to hold data in a line 

entry; 
a prefetch attribute register contained within the 

processor, the attribute register including a plurality of 
fields, the plurality of fields referring to the line entry, 
the plurality of fields having attributes that Specify a 
nature of data held in the cache line entry; 

an exclusive field included in one of the plurality of fields, 
the exclusive field containing an exclusive attribute, the 
exclusive attribute indicating that a lock is associated 
with the exclusive entry; and 

another of the plurality of fields includes a lock group 
field containing an attribute that identifies the lock to be 
released in response to a write memory access opera 
tion. 

2. The apparatus of claim 1 further comprising: 
the cache memory provides various caching and buffering 

functions for the external and shared memories, and the 
Various caching and buffering functions include a read 
buffer function, a write buffer function and a buffering 
function for pending atomic commands. 
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3. The apparatus of claim 1 further comprising: 
one of the plurality of fields includes a no write back field 

containing an attribute that allows conservation of an 
internal register of the processor in response to an indeX 
only Signal issued by the processor to the cache 
memory during a read or write operation. 

4. The apparatus of claim 1 further comprising: 
an exclusive field of one of the plurality of fields, the 

exclusive field containing an exclusive attribute that 
indicates whether data coherency Synchronization is 
required. 

5. The apparatus of claim 4 further comprising: 
a locking Semaphore to implement data coherency 

Synchronization, and the exclusive attribute specifies a 
prefetch memory acceSS operation to the cache entry 
and marking of the entry as exclusive to thereby ensure 
an only valid copy of data at that location. 

6. The apparatus of claim 5 further comprising: 
a lock controller to manage the exclusive entry. 
7. The apparatus of claim 2 wherein one of the plurality 

of fields comprises a length of data prefetched field con 
taining a multi-bit attribute that Specifies a length of data 
prefetched into the cache from the external memory. 

8. The apparatus of claim 1 wherein one of the plurality 
of fields comprises an aging policy field containing at least 
one attribute that describes one of a plurality of aging 
policies associated with the cache line entry. 

9. The apparatus of claim 8 wherein the at least one aging 
attribute is a cache attribute that indicates whether the cache 
line entry is cacheable. 

10. The apparatus of claim 8 wherein the at least one 
aging attribute is a keep attribute that indicates whether the 
cache line entry is maintained in the cache after a context 
Switch. 

11. The apparatus as in claim 1 wherein the nature of data 
held in the cache line entry further comprises: a write back 
policy indicator. 

12. The apparatus as in claim 1 wherein the nature of data 
held in the cache line entry further comprises: a lockgroup 
indicator. 

13. The apparatus as in claim 1 wherein the nature of data 
held in the cache line entry further comprises: a no write 
back indicator bit. 

14. The apparatus as in claim 1 wherein the nature of data 
held in the cache line entry further comprises: an exclusive 
entry indicator. 

15. The apparatus as in claim 1 wherein the nature of data 
held in the cache line entry further comprises: an aging 
policy. 

16. The apparatus as in claim 1 wherein the nature of data 
held in the cache line entry further comprises: a length of 
data prefetched to the cache line entry. 

17. Apparatus for enabling control of internal activities of 
a cache memory of a network Switch, the cache memory 
having at least one cache line entry for Storing data 
prefetched from one of an external and shared memory of 
the Switch, the apparatus comprising: 

a proceSSOr, 
a cache memory, the cache memory to hold data in a line 

entry; 
a prefetch attribute register contained within the 

processor, the attribute register including a plurality of 
fields, the plurality of fields referring to the line entry, 
the plurality of fields having attributes that Specify a 
nature of data held in the cache line entry; 

an exclusive field included in one of the plurality of fields, 
the exclusive field containing an exclusive attribute that 
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indicates whether data coherency Synchronization is 
required, and the exclusive attribute specifies a prefetch 
memory acceSS operation to the cache entry and mark 
ing of the entry as exclusive, to thereby ensure an only 
valid copy of data at that location, and the exclusive 
attribute further indicates that a lock is associated with 
the exclusive entry; and another of the plurality of 
fields includes a lock group field containing an attribute 
that identifies the lock to be released in response to a 
write memory access operation. 

18. A method for prefetching data from one of an external 
and shared memory of a processing engine of an interme 
diate network Station, the method comprising the Steps of: 

Servicing the external shared memories with a cache 
memory having a plurality of cache line entries for 
Storing data transferred to and from the memories, and 

controlling internal activities of the cache memory with a 
prefetch attribute register contained within a processor 
of the processing engine; 

indicating by an exclusive attribute in an exclusive field of 
the plurality of fields, that a lock is associated with the 
exclusive entry; and 

including a lock group field in another eXclusive field of 
the plurality of fields, the lock group field containing an 
attribute that identifies the lock to be released in 
response to a write memory access operation. 

19. The method of claim 18 further comprising: 
Specifying a nature of a memory access to each cache line 

entry using attributes contained in fields of the attribute 
register. 

20. The method of claim 18 further comprising: 
using the cache memory as a write buffer; and 
Specifying a write back priority for transferring data 

Stored in a LO cache to one of a plurality of external and 
shared memories using a write back attribute of the 
attribute register. 

21. The method of claim 19, further comprising: 
Specifying one of a plurality of aging policies associated 

with the cache line entry using attributes of an aging 
policy field of the attribute register. 

22. A method for prefetching data from one of an external 
and shared memory of a processing engine of an interme 
diate network Station, the method comprising the Steps of: 

Servicing the external and shared memories with a cache 
memory having a plurality of cache line entries for 
Storing data transferred to and from the memories, 

controlling internal activities of the cache memory with a 
prefetch attribute register contained within a processor 
of the processing engine; 

Specifying a nature of a memory access to each cache line 
entry using attributes contained in fields of the attribute 
register; 

Specifying one of a plurality of aging policies associated 
with the cache line entry using attributes of an aging 
policy field of the attribute register; 

asserting a first attribute to specify a normal aging policy, 
Such as a least recently used policy; and 

deasserting the first attribute to Specify an invalidate-on 
read policy. 

23. The method of claim 22 wherein the step of specifying 
further comprises the Steps of 

asserting a Second attribute to obviate invalidation of the 
cache line entry on a context Switch; and 

deasserting the Second attribute to invalidate the cache 
line entry on the context Switch. 
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24. A System for prefetching data from one of an external 
and shared memory of a processing engine of an interme 
diate network Station, the System comprising: 

a cache memory having a plurality of cache line entries, 
the cache memory Servicing the external and shared 
memories, 

a processor coupled to the cache memory; 
a prefetch attribute register contained within the 

processor, the attribute register enabling control of 
internal activities of the cache memory and including a 
plurality of fields having attributes that Specify a nature 
of a memory access to each cache line entry; 

an exclusive field included in one of the plurality of fields, 
the exclusive field containing an exclusive attribute, the 
exclusive attribute indicating that a lock is associated 
with the exclusive entry; and 

another of the plurality of fields includes a lock group 
field containing an attribute that identifies the lock to be 
released in response to a write memory access opera 
tion. 

25. The system of claim 24 wherein the cache memory is 
a fully associative cache. 

26. The system of claim 24 wherein the cache memory is 
a deferred Store-through level Zero cache. 

27. An apparatus for enabling control of internal activities 
of a cache memory of a network Switch, the cache memory 
having at least one cache line entry for Storing data 
prefetched from one of an external and shared memory of 
the Switch, the apparatus comprising: 

a proceSSOr, 
a cache memory, the cache memory to hold data in a line 

entry; and, means for controlling internal activities of 
the cache memory with a prefetch attribute register 
contained within the processor, the attribute register 
including a plurality of fields, the plurality of fields 
referring to the line entry, the plurality of fields having 
attributes that Specify a nature of data held in the cache 
line entry; 

means for indicating by an exclusive attribute in an 
exclusive field of the plurality of fields, that a lock is 
asSociated with the exclusive entry; and 

means for including a lock group field in another exclu 
sive field of the plurality of fields, the lock group field 
containing an attribute that identifies the lock to be 
released in response to a write memory access opera 
tion. 

28. A computer readable media containing computer 
instructions for the practice of a method for prefetching data 
from one of an external and Shared memory of a processing 
engine of an intermediate network Station, the methods 
comprising the Steps of: 

Servicing the external and shared memories with a cache 
memory having a plurality of cache line entries for 
Storing data transferred to and from the memories, 

Controlling internal activities of the cache memory with 
a prefetch attribute register contained within a proces 
Sor of the processing engine; 

Indicating by an exclusive attribute in an exclusive field 
of the plurality of fields, that a lock is associated with 
the exclusive entry; and including a lock group field in 
another exclusive field of the plurality of fields, the lock 
group field containing an attribute that identifies the 
lock to be released in response to a Write memory 
acceSS operation. 

29. An electromagnetic Signals propagating over a com 
puter network, the electromagnetic Signals carrying instruc 
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tions for execution in a computer for the practice of a 
method for prefetching data from one of an external and 
shared memory of a processing engine of an intermediate 
network Station, the methods comprising the Steps of: 

Servicing the external and shared memories with a cache 
memory having a plurality of cache line entries for 
Storing data transferred to and from the memories, 

Controlling internal activities of the cache memory with 
a prefetch attribute register contained within a proces 
Sor of the processing engine; 

Indicating by an exclusive attribute in an exclusive field 
of the plurality of fields, that a lock is associated with 
the exclusive entry; and including a lock group field in 
another exclusive field of the plurality of fields, the lock 
group field containing an attribute that identifies the 
lock to be released in response to a write memory 
acceSS operation. 

30. A network Switch, comprising: 
a proceSSOr, 

a memory, the memory shared with the processor and a 
plurality of other devices within the Switch; 

a cache memory, the cache memory having at least one 
cache line entry for Storing data prefetched from the 
memory by the processor, 

a prefetch attribute register, the attribute register including 
a plurality of fields, the plurality of fields referring to a 
Specific line entry, the plurality of fields having 
attributes that Specify a nature of data held in the cache 
line entry; 

a particular field of the plurality of fields, the particular 
field containing an attribute indicating that a lock is 
asSociated with the entry; and 

another of the plurality of fields includes a lock group 
field containing an attribute that identifies the lock to be 
released in response to a write memory access opera 
tion. 

31. The Switch of claim 30, further comprising: 
the cache memory provides a read buffer function, a write 

buffer function, and a buffering function for pending 
atomic commands. 

32. The Switch of claim 30, further comprising: 
one of the plurality of fields includes a no write back field 

containing an attribute that allows conservation of an 
internal register of the processor in response to an index 
only Signal issued by the processor to the cache 
memory during a read or write operation. 

33. The Switch of claim 30, further comprising: 
an exclusive field of one of the plurality of fields, the 

exclusive field containing an exclusive attribute that 
indicates whether data coherency Synchronization is 
required. 

34. The Switch of claim 30, further comprising: 
a locking Semaphore to implement data coherency 

Synchronization, and the exclusive attribute specifies a 
prefetch memory acceSS operation to the cache entry 
and marking of the entry as exclusive to thereby ensure 
an only valid copy of data at that location. 

35. The Switch of claim 34, further comprising: 
a lock controller to manage the exclusive entry. 
36. The Switch of claim 30, further comprising: 
one of the plurality of fields includes a length of data 

prefetched field having a multi-bit attribute that speci 
fies a length of data prefetched into the cache from the 
external memory. 
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37. The Switch of claim 30, further comprising: 
one of the plurality of fields has an aging policy field 

containing at least one attribute that describes one of a 
plurality of aging policies associated with the cache 
line entry. 

38. The Switch of claim 37, further comprising: 
the at least one aging attribute is a cache attribute that 

indicates whether the cache line entry is cacheable. 
39. The Switch of claim 37, further comprising: 
the at least one aging attribute is a keep attribute that 

indicates whether the cache line entry is maintained in 
the cache after a context Switch. 

40. The Switch of claim 30, further comprising: 
the cache memory is a fully associative cache. 
41. The Switch of claim 30, further comprising: 
the cache memory is a deferred Store through level Zero 

cache. 
42. The Switch of claim 30, further comprising: 
data held in the cache line entry is a write back policy 

indicator. 
43. The Switch of claim 30, further comprising: 
data held in the cache line entry is a lockgroup indicator. 
44. The Switch of claim 30, further comprising: 
data held in the cache line entry is a no write back 

indicator. 
45. The Switch of claim 30, further comprising: 
data held in the cache entry is an exclusive entry indicator. 
46. The Switch of claim 30, further comprising: 
the prefetch attribute register contained within the pro 

CCSSO. 

47. The Switch of claim 30, further comprising: 
an attribute contained in fields of the attribute register to 

Specify a nature of a memory access to each cache line. 
48. The Switch of claim 30, further comprising: 
the cache memory used as a write buffer; and 
a write back attribute of the attribute register to Specify a 

write back priority for transferring data Stored in a LO 
cache to one of a plurality of external Shared memories. 

49. The Switch of claim 30, further comprising: 
an attribute of an aging policy field of the attribute register 

to Specify one of a plurality of aging policies associated 
with the cache line entry. 

50. The Switch of claim 30, further comprising: 
a first attribute, when asserted, to specify a normal aging 

policy, Such as a least recently used policy, and deas 
Serting the first attribute to Specify an invalidate-on 
read policy. 

51. The Switch of claim 50, further comprising: 
a Second attribute, when asserted, to obviate invalidation 

of the cache line entry on a context Switch, and deas 
Serting the Second attribute to invalidate the cache line 
entry on the context Switch. 

52. A method of operating a network Switch, comprising: 
having in the Switch a processor, a memory, the memory 

is shared with the processor and a plurality of other 
devices within the Switch, and a cache memory, the 
cache memory having at least one cache line entry for 
Storing data prefetched from the memory by the pro 
CeSSOr, 

referring to a specific line entry by a prefetch attribute 
register, the attribute register including a plurality of 
fields, the plurality of fields having attributes that 
Specify a nature of data held in the cache line entry; 

indicating by an attribute that a lock is associated with an 
entry; and 
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identifying by a lock group field that the lock is to be 

released in response to a write memory access opera 
tion. 

53. The method of claim 52, further comprising: 
providing by the cache memory a read buffer function, a 

write buffer function, and a buffering function for 
pending atomic commands. 

54. The method of claim 52, further comprising: 
including in one of the plurality of fields a no write back 

field containing an attribute that allows conservation of 
an internal register of the processor in response to an 
indeX only signal issued by the processor to the cache 
memory during a read or write operation. 

55. The method of claim 52, further comprising: 
indicating by an exclusive field of one of the plurality of 

fields whether data coherency Synchronization is 
required. 

56. The method of claim 52, further comprising: 
implementing data coherency Synchronization by a lock 

ing Semaphore, and an exclusive attribute specifies a 
prefetch memory access operation to the cache entry to 
thereby ensure an only valid copy of data at that 
location. 

57. The method of claim 52, further comprising: 
managing an exclusive entry by a lock controller. 
58. The method of claim 52, further comprising: 
Specifying a length of data prefetched into the cache from 

the external memory by a length of data prefetched 
field, the length of data prefetched field being one of the 
plurality of fields. 

59. The method of claim 52, further comprising: 
describing one of a plurality of aging policies associated 

with the cache line entry by an aging policy field, the 
aging policy field being one of the plurality of fields. 

60. The method of claim 52, further comprising: 
indicating whether the cache line entry is cacheable by a 

cache attribute. 
61. The method of claim 52, further comprising: 
indicating whether the cache line entry is maintained in 

the cache after a context Switch by a keep attribute. 
62. The method of claim 52, further comprising: 
having the cache memory as a fully associative cache. 
63. The method of claim 52, further comprising: 
having the cache memory as a deferred Store through level 

Zero cache. 
64. The method of claim 52, further comprising: 
indicating a write back policy by data held in the cache 

line entry. 
65. The method of claim 52, further comprising: 
indicating a lockgroup by data held in the cache line entry. 
66. The method of claim 52, further comprising: 
indicating a no write back by data held in the cache line 

entry. 
67. The method of claim 52, further comprising: 
indicating an exclusive entry by data held in the cache 

entry. 
68. The method of claim 52, further comprising: 
containing the prefetch attribute register within the pro 

CCSSO. 

69. The method of claim 52, further comprising: 
Specifying a nature of a memory access to each cache line 

entry using attributes contained in fields of the attribute 
register. 
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70. The method of claim 52, further comprising: 
using the cache memory as a write buffer; and 
Specifying a write back priority for transferring data 

Stored in a LO cache to one of a plurality of external 
shared memories using a write back attribute of the 
attribute register. 

71. The method of claim 52, further comprising: 
Specifying one of a plurality of aging policies associated 

with the cache line entry using attributes of an aging 
policy field of the attribute register. 

72. The method of claim 52, further comprising: 
asserting a first attribute to specify a normal aging policy; 

and 

deasserting the first attribute to specify an invalidate-on 
read policy. 

73. The method of claim 72, further comprising: 
asserting a Second attribute to obviate invalidation of the 

cache line entry on a context Switch; and 
deasserting the Second attribute to invalidate the cache 

line entry on the context Switch. 
74. A network Switch, comprising: 
a proceSSOr, 

a memory, the memory shared with the processor and a 
plurality of other devices within the Switch; 

a cache memory, the cache memory having at least one 
cache line entry for Storing data prefetched from the 
memory by the processor; 

means for referring to a specific line entry by a prefetch 
attribute register, the attribute register including a plu 
rality of fields, the plurality of fields having attributes 
that Specify a nature of data held in the cache line entry; 

means for indicating by an attribute that a lock is asso 
ciated with an entry; and means for identifying by a 
lock group field that the lock is to be released in 
response to a write memory access operation. 

75. A network Switch as in claim 74, further comprising: 
means for providing by the cache memory a read buffer 

function, a write buffer function, and a buffering func 
tion for pending atomic commands. 

76. A network Switch as in claim 74, further comprising: 
means for including in one of the plurality of fields a no 

write back field containing an attribute that allows 
conservation of an internal register of the processor in 
response to an indeX only Signal issued by the processor 
to the cache memory during a read or write operation. 

77. A network Switch as in claim 74, further comprising: 
means for indicating by an exclusive field of one of the 

plurality of fields whether data coherency Synchroni 
Zation is required. 

78. A network Switch as in claim 74, further comprising: 
means for implementing data coherency Synchronization 
by a locking Semaphore, and an exclusive attribute 
Specifies a prefetch memory access operation to the 
cache entry to thereby ensure an only valid copy of data 
at that location. 

79. A network Switch as in claim 74, further comprising: 
means for managing an exclusive entry by a lock con 

troller. 
80. A network Switch as in claim 74, further comprising: 
means for Specifying a length of data prefetched into the 

cache from the external memory by a length of data 
prefetched field, the length of data prefetched field 
being one of the plurality of fields. 
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81. A network Switch as in claim 74, further comprising: 
means for describing one of a plurality of aging policies 

asSociated with the cache line entry by an aging policy 
field, the aging policy field being one of the plurality of 
fields. 

82. A network Switch as in claim 74, further comprising: 
means for indicating whether the cache line entry is 

cacheable by a cache attribute. 
83. A network Switch as in claim 74, further comprising: 
means for indicating whether the cache line entry is 

maintained in the cache after a context Switch by a keep 
attribute. 

84. A network Switch as in claim 74, further comprising: 
means for having the cache memory as a fully associative 

cache. 
85. A network Switch as in claim 74, further comprising: 
means for having the cache memory as a deferred Store 

through level Zero cache. 
86. A network Switch as in claim 74, further comprising: 
means for indicating a write back policy by data held in 

the cache line entry. 
87. A network Switch as in claim 74, further comprising: 
means for indicating a lockgroup by data held in the cache 

line entry. 
88. A network Switch as in claim 74, further comprising: 
means for indicating a no write back by data held in the 

cache line entry. 
89. A network Switch as in claim 74, further comprising: 
means for indicating an exclusive entry by data held in the 

cache entry. 
90. A network Switch as in claim 74, further comprising: 
means for containing the prefetch attribute register within 

the processor. 
91. A network Switch as in claim 74, further comprising: 
means for Specifying a nature of a memory access to each 

cache line entry using attributes contained in fields of 
the attribute register. 

92. A network Switch as in claim 74, further comprising: 
means for using the cache memory as a write buffer; and 
means for Specifying a write back priority for transferring 

data Stored in a LOcache to one of a plurality of external 
shared memories using a write back attribute of the 
attribute register. 

93. A network Switch as in claim 74, further comprising: 
means for Specifying one of a plurality of aging policies 

asSociated with the cache line entry using attributes of 
an aging policy field of the attribute register. 

94. A network Switch as in claim 74, further comprising: 
means for asserting a first attribute to Specify a normal 

aging policy; and 
means for deasserting the first attribute to Specify an 

invalidate-on-read policy. 
95. A network Switch as in claim 94, further comprising: 
means for asserting a Second attribute to obviate invali 

dation of the cache line entry on a context Switch; and 
means for deasserting the Second attribute to invalidate 

the cache line entry on the context Switch. 
96. A method for operating an intermediate network 

Station, comprising: 
having in the intermediate network Station a processor, a 
memory shared with the processor and a plurality of 
other devices within the Switch, and a cache memory, 
the cache memory having at least one cache line entry 
for Storing data prefetched from the memory by the 
proceSSOr, 
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controlling internal activities of the cache memory with a 
prefetch attribute register; 

Specifying a nature of a memory access to each cache line 
entry using attributes contained in fields of the attribute 
register; 

Specifying an aging policy associated with the cache line 
entry using attributes of an aging policy field of the 
attribute register, 

asserting a first attribute to Specify a Selected aging 
policy; and 

deasserting the first attribute to specify an invalidate-on 
read policy. 

97. The method as in claim 96 further comprising: 
having the attribute register in the processor. 
98. An intermediate network Station, comprising: 
a proceSSOr, 
a memory shared with the processor and a plurality of 

other devices within the Switch; 
a cache memory, the cache memory having at least one 

cache line entry for Storing data prefetched from the 
memory by the processor; 

means for controlling internal activities of the cache 
memory with a prefetch attribute register; 

means for Specifying a nature of a memory access to each 
cache line entry using attributes contained in fields of 
the attribute register; 

means for Specifying an aging policy associated with the 
cache line entry using attributes of an aging policy field 
of the attribute register; 

means for asserting a first attribute to Specify a Selected 
aging policy; and 

means for deasserting the first attribute to Specify an 
invalidate-on-read policy. 

99. The intermediate network station of claim 98, further 
comprising: 
means for having the attribute register in the processor. 
100. An intermediate network Station, comprising: 
a proceSSOr, 
a memory shared with the processor and a plurality of 

other devices within the Switch; 
a cache memory, the cache memory having at least one 

cache line entry for Storing data prefetched from the 
memory by the processor; 

a prefetch attribute register to control internal activities of 
the cache memory; 

attributes contained in fields of the attribute register to 
Specify a nature of a memory access to each cache line 
entry; 

an aging policy field of the attribute register to Specify an 
aging policy associated with the cache line entry; 

a first attribute when asserted to specify a Selected aging 
policy, and when deasserted to Specify an invalidate 
on-read policy. 

101. The intermediate network station of claim 100, 
further comprising: 

the attribute register is contained in the processor. 
102. A computer readable media having instructions writ 

ten thereon for execution on a processor for the practice of 
a method for prefetching data from one of an external and 
shared memory of a processing engine of an intermediate 
network Station, the methods comprising the Steps of: 

Servicing the external and shared memories with a cache 
memory having a plurality of cache line entries for 
Storing data transferred to and from the memories, 
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Controlling internal activities of the cache memory with 

a prefetch attribute register contained within a proces 
Sor of the processing engine; 

Specifying a nature of a memory access to each cache line 
entry using attributes contained in fields of the attribute 
register; 

Specifying one of a plurality of aging policies associated 
with the cache line entry using attributes of an aging 
policy field of the attribute register; 

ASSerting a first attribute to Specify a normal aging policy, 
Such as a least recently used policy; and 

Deasserting the first attribute to specify an invalidate-on 
read policy. 

103. An electromagnetic Signals propagating over a com 
puter network, the electromagnetic Signals carrying instruc 
tions for execution in a computer for the practice of a 
method for prefetching data from one of an external and 
shared memory of a processing engine of an intermediate 
network Station, the methods comprising the Steps of: 

Servicing the external and shared memories with a cache 
memory having a plurality of cache line entries for 
Storing data transferred to and from the memories, 

Controlling internal activities of the cache memory with 
a prefetch attribute register contained within a proces 
Sor of the processing engine; 

Specifying a nature of a memory access to each cache line 
entry using attributes contained in fields of the attribute 
register; 

Specifying one of a plurality of aging policies associated 
with the cache line entry using attributes of an aging 
policy field of the attribute register; 

ASserting a first attribute to specify a normal aging policy, 
Such as a least recently used policy; and 

Deasserting the first attribute to specify an invalidate-on 
read policy. 

104. A computer readable media having instructions writ 
ten thereon for execution on a processor for the practice of 
a method of operating a network Switch, comprising: 
Having in the Switch a processor, a memory, the memory 

is shared with the processor and a plurality of other 
devices within the Switch, and a cache memory, the 
cache memory having at least one cache line entry for 
Storing data prefetched from the memory by the pro 
CeSSOr, 

Referring to a specific line entry by a prefetch attribute 
register, the attribute register including a plurality of 
fields, the plurality of fields having attributes that 
Specify a nature of data held in the cache line entry; 

Indicating by an attribute that a lock is associated with an 
entry; and 

Identifying by a lock group field that the lock is to be 
released in response to a write memory access opera 
tion. 

105. An electromagnetic Signals propagating over a com 
puter network, the electromagnetic Signals carrying instruc 
tions for execution in a computer for the practice of a 
method of operating a network Switch, comprising: 

Having in the Switch a processor, a memory, the memory 
is shared with the processor and a plurality of other 
devices within the Switch, and a cache memory, the 
cache memory having at least one cache line entry for 
Storing data prefetched from the memory by the pro 
CeSSOr, 

Referring to a specific line entry by a prefetch attribute 
register, the attribute register including a plurality of 
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fields, the plurality of fields having attributes that 
Specify a nature of data held in the cache line entry; 

Indicating by an attribute that a lock is associated with an 
entry; and 

Identifying by a lock group field that the lock is to be 
released in response to a write memory access opera 
tion. 

106. A computer readable media having instructions writ 
ten thereon for execution on a processor for the practice of 
a method for operating an intermediate network Station, 
comprising: 

Having in the intermediate network Station a processor, a 
memory shared with the processor and a plurality of 
other devices within the Switch, and a cache memory, 
the cache memory having at least one cache line entry 
for Storing data prefetched from the memory by the 
proceSSOr, 

Controlling internal activities of the cache memory with 
a prefetch attribute register; 

Specifying a nature of a memory access to each cache line 
entry using attributes contained in fields of the attribute 
register; 

Specifying an aging policy associated with the cache line 
entry using attributes of an aging policy field of the 
attribute register, 

ASSerting a first attribute to Specify a normal aging policy; 
and 
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Deasserting the first attribute to specify an invalidate-on 

read policy. 
107. An electromagnetic Signals propagating over a com 

puter network, the electromagnetic Signals carrying instruc 
tions for execution in a computer for the practice of a 
method for operating an intermediate network Station, com 
prising: 

Having in the intermediate network Station a processor, a 
memory shared with the processor and a plurality of 
other devices within the Switch, and a cache memory, 
the cache memory having at least one cache line entry 
for Storing data prefetched from the memory by the 
proceSSOr, 

Controlling internal activities of the cache memory with 
a prefetch attribute register; 

Specifying a nature of a memory access to each cache line 
entry using attributes contained in fields of the attribute 
register; 

Specifying an aging policy associated with the cache line 
entry using attributes of an aging policy field of the 
attribute register, 

ASSerting a first attribute to Specify a normal aging policy; 
and 

Deasserting the first attribute to specify an invalidate-on 
read policy. 


