wo 2021/077120 A1 |0 0000 KA 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
22 April 2021 (22.04.2021)

(10) International Publication Number

WO 2021/077120 A1

WIPO I PCT

(51) International Patent Classification:
Ho04L 9/32 (2006.01)

(21) International Application Number:
PCT/US2020/056393

(22) International Filing Date:
19 October 2020 (19.10.2020)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

62/923,472 18 October 2019 (18.10.2019)  US
(71) Applicant: TBCASOFT, INC. [US/US]; 440 North Wolfe

Rd., Sunnyvale, California 94085 (US).

(72) Inventors: LI, Chiahsin; 4521 Elmhurst Drive, San Jose,
California 95129 (US). FOO, Seeneng; 770 Brentwood Dr.,
San Jose, California 95129 (US).

(74) Agent: LIN, Huan-Yi; 4521 Wellfleet Dr.,
Beach, California 92649 (US).

Huntington

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,

CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, 1IN,
HR, HU, ID, IL, IN, IR, IS, IT, JO, JP, KE, KG, KH, KN,
KP, KR, KW,KZ, LA, LC,LK, LR, LS, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW,
SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:
with international search report (Art. 21(3))

(54) Title: DISTRIBUTED LEDGER-BASED METHODS AND SYSTEMS FOR CERTIFICATE AUTHENTICATION

REVOKE CERT.

ADD/REMOVE/REVOKE?
S

ADD ROLE & CERT.

200

HAVING THE ROLE OF CRERATOR
TRUSTEE OR OPERATOR UALTE S BECENES iy
AND ADDING TIIE ]I\%‘ORMAI'ION FROM THE CR
ISSUER CERTIFICATE A SECOND SERVER
TRUSTEE
CERTIFICATE REVOKING 5210 us THOVINH QRO ORATOR
TRA THE CI SIGNS AND SUBMITS AND ADDING IRST
S ORPATHON L, ANISSUEE QUALIICATION SERVER REQUESTING THE
CIRTIRICATE. SIGNS THE B%%Q%T%%NL£%5E1% ‘A SUPER MATORITY OF ROLLOE QRERATOR
CERTIFICATE REVOKING THE AT LEAST ONE OPE‘IJ{%I‘{%‘}{AI{EMOVIN(,
TRANSACTION, AND ¢ $220 | SERVER WITH THE ROLE TRANSACT.
SUBMITS THE OF TRUSTEE GENERATES || REMOVE FHS PIRST
CERTIFICATE REVOKING THE CRAND TRECI A TRUSTEE REMOVING ERVER FRO
NSACTION TO THE TES AND SIGNS AN NSACTION TO DISTRIBUTED LED
SRRAR || TR | et | s
SIGNS THE TRUS' TRANSACTION, AND
REMOVING SUBMITS THE OPERATOR
$270 TRANSACTION, AND REMOVING TRANSACTION
SUBMITS THE TRUSTER TO THE DISTRIBUTED
RhMOVlN(‘ ISRANSA('HON LEDGER
L DGER

TRAN:
DISTRIBUTED LEDGER

REMOVE ROLE

$260
S250

S240

FI1G.2

(57) Abstract: Disclosed are methods and systems for publishing transactions for adding and removing roles and certificates to and from
adistributed ledger and for authenticating certificates of two connected servers. The roles specify what server with the roles can publish
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DISTRIBUTED LEDGER-BASED METHODS AND SYSTEMS FOR
CERTIFICATE AUTHENTICATION

CROSS REFERENCE

This application claims the benefit of provisional application 62/923,472,
filed on October 18, 2019, titled " BLOCKCHAIN BASED MUTUAL
AUTHENTICATION CONNECTION MANAGEMENT ", incorporated herein

by reference at its entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to methods and systems for establishing
authenticated connection and, more particularly, to methods and systems
adopting distributed ledger technology to establish authenticated connection.
2. Description of the Related Art

For assurance of secure network connection, mutual authentication is
a security process in which entities authenticate each other before actual
communication occurs. In a network environment, this requires that both
the client and the server must provide digital certificates to prove their identities.
For a mutual authentication process, a connection can occur only if the client and
the server exchange, verify, and trust each other’s certificates. The Transport
Layer Security (TLS) protocol and its predecessor Secure Socket Layer (SSL)
protocol have been developed to tackle such certificate exchange and
verification. The SSL/TLS protocol adopts one of the most popular types of

X.509 certificates which are public key certificates whose format is defined by



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

WO 2021/077120 PCT/US2020/056393

the X.509 standard. The X.509 certificates securely associate
cryptographic key pairs with identities such as websites, individuals,
or organizations.

However, X.509 certificates are by no means flawless as far as the
certificate immutability, certificate availability and certificate history are
concerned. The impact against certificate immutability resides in hackers’
attacks tampering the X.509 certificates. Once the root certificate or any of the
certificate authorities (CA) are compromised, the system security will be
compromised. Other drawback in certificate availability is that every server must
maintain its own certificate database and inconsistency among certificate
databases thus occurs. As to the downside of certificate history, all records
including additions and revocations are absent in the databases of X.509

certificates for sake of the aforementioned two issues.

SUMMARY OF THE INVENTION

An objective of the present invention is to provide methods and systems for
publishing an issuer qualification and an issuer certificate, for publishing a
server certificate to a distributed ledger and for certificate authentication, which
add and remove certificates of servers in a distributed ledger maintained by a
distributed ledger network to improve certificate immutability and certificate
availability when it comes to verification of the certificates in the distributed

ledger.

To achieve the foregoing objective, the method for publishing an issuer
qualification and an issuer certificate through a certificate-issuing node (CI) and

a certificate-requesting server (CR) in communication with each other to a
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distributed ledger maintained by a distributed ledger network including the CI
and the method includes:

(a) the CI receiving qualification-related information from the CR;

(b) the CI signing and submitting an issuer qualification transaction to the
distributed ledger;

(c) one of the CR and the CI creating and signing an issuer certificate for the
CR and sending the issuer certificate to the CR when a signer of the issuer
certificate 1s not the CR; and

(d) after the 1ssuer qualification transaction is created in the distributed
ledger, any one of the CR and the CI that has the issuer certificate signing an
issuer certificate transaction and submitting the issuer certificate transaction to
the distributed ledger.

To achieve the foregoing objective, the method for publishing a server
certificate through a certificate-issuing server (CI) and a certificate-requesting
server (CR) in communication with each other to a distributed ledger maintained
by a distributed ledger network including the CI, and the method includes:

(a) a CI receiving certificate-related information from a CR;

(b) the CI creating and signing a server certificate for the CR and sending
the server certificate to the CR; and

(c) the CI signing and submitting a server certificate transaction to the
distributed ledger.

To achieve the foregoing objective, the method for authenticating
certificates of a connecting server (CS) and a receiving server (RS)

communicatively connected to each other and to a distributed ledger network

3
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maintaining a distributed ledger, and the method includes:

(a) the RS exchanging an identification with the CS;

(b) the RS retrieving a CS’s certificate and a CS certificate issuer’s public
key from the distributed ledger based on a CS identification;

(c) the RS verifying if the CS’s certificate is authentic with the CS
certificate issuer’s public key;

(d) after CS’s certificate is verified to be authentic, the RS determining that
the CS is authenticated to receive secret information from the RS.

To achieve the foregoing objective, the distributed ledger based system for
publishing an issuer qualification and an issuer certificate includes a
certificate-requesting server (CR) and a distributed ledger network.

The distributed ledger network maintains a distributed ledger, 1s
communicatively connected to the CR, and includes a certificate-issuing node
(CI). The CI receives qualification-related information from the CR, signs and
submits an issuer qualification transaction to the distributed ledger. One of the
CR and the CI further creates an issuer certificate for the CR and sends the issuer
certificate to the CR when a signer of the issuer certificate is not the CR. After
the issuer qualification transaction is created in the distributed ledger, one of the
CR and the CI that has the issuer certificate signs an issuer certificate transaction
and submits the issuer certificate transaction to the distributed ledger.

To achieve the foregoing objective, the distributed ledger based system for
publishing a server certificate to a distributed ledger includes a
certificate-requesting server (CR) and a distributed ledger network.

The distributed ledger network maintains the distributed ledger, is

4



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

WO 2021/077120 PCT/US2020/056393

communicatively connected to the CR, and includes a certificate-issuing server
(CI). The CI receives certificate-related information from the CR, creates and
signs the server certificate for the CR, sends the server certificate to the CR, and
signs and submits a server certificate transaction to the distributed ledger.

To achieve the foregoing objective, the distributed ledger based system for
certificate authentication includes a distributed ledger network, a connecting
server (CS) and a receiving server (RS).

The distributed ledger network maintains a distributed ledger.

The CS 1s communicatively connected to the distributed ledger network.

The RS 1s communicatively connected to the distributed ledger network,
exchanges an identification with the CS, retrieves a CS’s certificate and a CS
certificate issuer’s public key from the distributed ledger based on a CS
identification to verify if the CS’s certificate 1s authentic, and determines that the
CS i1s authenticated to receive secret information from the RS when verifying
that the CS’s certificate is authentic.

According to the foregoing description, all servers with the roles or no role
all have their own certificates, which are added or removed by authorized servers
to and from the distributed ledger. The roles in the distributed ledger specify the
authorities that regulate what servers with the roles are authorized to add what
types of roles and certificates, thus preventing unauthorized entities from
vandalizing the certificates and roles in the distributed ledger. A distributed
ledger is, by its very nature, decentralized. This adds a layer of security because
there 1s no centralized entity to target with malicious action. As the distributed

ledger in a duplicated form can be spread out globally, the single point failure
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can be avoided. Thus, the roles and certificates published to the distributed
ledger can also benefit from the immutability of the distribute ledger. As
certificates and roles in the distributed ledger can be constantly and rapidly
updated based on the consensus mechanism, inconsistency on certificates and
roles in the distributed ledger appears to be out of the question. As a result, the
certificates added to the distributed ledger by the methods and systems of the
present invention can offer servers requiring to identify each other the reliance
for certificate authentication, which is critical in secure communication between
servers. Additionally, transparency can also viewed as a benefit of distributed
ledger technology. A distributed ledger can allow all the information that 1s
stored to be easily and freely accessible, which can add a huge amount of desired
transparency to certificate authentication upon connection of servers.

Other objectives, advantages and novel features of the invention will
become more apparent from the following detailed description when taken in
conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing relationship between roles of servers and
certificates created by the servers in accordance with the present invention;

Fig. 2 is a flow diagram showing a method of publishing an issuer
qualification and an issuer certificate to a distributed ledger in accordance with
the present invention;

Fig. 3 is a sequence diagram showing the method in Fig. 2 when a
certificate-requesting server (CR) requests the role of trustee and a

certificate-issuing server (CI) is of the role of trustee quorum;
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Fig. 4 is a sequence diagram showing an embodiment of the method in Fig.
2 when the CR requests the role of operator and the CI is of the role of trustee;

Fig. 5 is a sequence diagram showing another embodiment of the method in
Fig. 2 when the CR requests the role of operator and the CI 1s of the role of
trustee;

Fig. 6 is a flow diagram showing steps for creating an issuer certificate of
the method in Fig. 2;

Fig. 7 is a sequence diagram showing a method for publishing a server
certificate to a distributed ledger in accordance with the present invention;

Fig. 8 is a sequence diagram showing an embodiment of a method for
authenticating certificates of a connecting server (CS) and a receiving server in
accordance with the present invention;

Fig. 9 1s a sequence diagram showing another embodiment of the method in
Fig. 8

Fig. 10 is a network architecture diagram showing an embodiment of a
distributed ledger based system for publishing an issuer qualification and an
issuer certificate in accordance with the present invention;

Fig. 11 is a network architecture diagram showing another embodiment of a
distributed ledger based system for the system in Fig. 9 and a distributed ledger
based system for publishing a serer certificate; and

Fig. 12 is a network architecture diagram showing a distributed ledger

based network for certificate authentication.

DETAILED DESCRIPTION OF THE INVENTION

The terminology used in the description presented below is intended to be
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interpreted in its broadest reasonable manner, even though it is used in
conjunction with a detailed description of certain specific embodiments of the
technology. Certain terms may even be emphasized below; however, any
terminology intended to be interpreted in any restricted manner will be
specifically defined as such in this Detailed Description section.

The embodiments introduced below can be implemented by programmable
circuitry programmed or configured by software and/or firmware, or entirely by
special-purpose circuitry, or in a combination of such forms. Such
special-purpose circuitry (if any) can be in the form of, for example, one or more
application-specific integrated circuits (ASICs), programmable logic devices
(PLDs), field-programmable gate arrays (FPGAs), etc.

Each server in the present invention owns a certificate as an identity thereof
stored 1n a distributed ledger maintained by a distributed ledger network. The
certificate for a first server is submitted to a second server in connection
therewith for verification the authenticity of the certificate. After the certificate
1s verified, the second server trusts the first server and is willing to send secret
information to the first server. Likewise, such scenario can be applied the other
way around when the second server provides its certificate to the first server for
verification. For adding or removing the certificates to and from the distributed
ledger, only servers with issuer’s qualification are allowed to do so. To that end,
issuer’s qualifications should be also added to or removed from the distributed
ledger to keep track what servers can add and remove what kinds of issuer’s
qualifications and certificates. There are distributed ledger rules that specify the

types of issuer’s qualifications of servers and the corresponding transactions of
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adding and removing or revoking issuer’s qualifications and certificates of other
Servers.

Briefly speaking, the described embodiments concern one or more methods
and systems for publishing issuer qualification and certificates in the distributed
ledger and for certificate authentication. To ensure certificate authentication
upon connection of any two servers, certificates retrieved from the distributed
ledger based on identifications of the serves and exchanged certificates of the
servers can be verified to see if the retrieved certificates are either available or if
they match the exchanged certificates which can be taken as a basis of initiating
authenticated information transfer between the servers. The distributed
leger-based solution is adopted because of its foreseen improvement in
certificate trust and immutability. The measure of the solution resides in a
certificate store that stores multiple issuer’s qualifications and certificates
therein in the distributed ledger. As its name reflects, the issuer’s qualifications
are owned by servers with issuing authorities that can add or remove issuer’s
qualifications and certificates of other servers to and from the distributed ledger.
Servers with the issuer’s qualifications or issuer’s roles can also have their
certificates in the distributed ledger while servers having no issuer’s
qualifications can only own their certificates in the distributed ledger. To add a
server with an issuer’s role, a transaction of adding the certificate of the server
and a transaction of adding the issuer’s role of the server are published to the
distributed ledger through interaction among the distributed ledger, and a
certificate-requesting server (CR) and a certificate-issuing node (CI), which are

two of multiple servers of the distributed ledger network. To add a server without
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any issuer’s role, a transaction of adding the certificate of the server is published
to the distributed ledger. Besides publishing transactions, the operation here also
ivolves the use of a ledger key pair for signing and verifying the transaction and
a certificate key pair for signing and verifying the certificate. When an issuer’s
role or a certificate is removed or revoked from the distributed ledger, a
transaction of removing the issuer’s role or revoking the certificate is published
to the distributed ledger. More details concerning the methods and systems are
elaborated 1n the following.

The goal of the present invention emphasizes that only issuers can sign and
publish certificates. For fulfillment of the goal, two types of issuer’s roles which
are trustee and operator and three types of certificates which are root certificates,
administrator certificates, and server certificates are addressed. Although all
certificates have to be published to the distributed ledger, in a permissioned
distributed ledger network, not every server but the servers with the issuer’s roles
can publish certificates and issuer’s roles for other servers. The issuer’s roles of
trustee and operator stand for the root of trust and the administrator of each site
that operates all servers at the site respectively and are authorized to publish
certificates and issuer’s roles. For conciseness, the term ‘role’ will replace
‘issuer’s role’ hereinafter. Server having the role of trustee, the role of operator,
and having no role owns a root certificate, an administrator certificate, and a
server certificate respectively. Despite the name difference, the three types of
certificates are basically the same as far as their common data fields are
concerned except the ways of using their public key for verification. The root

certificate and the administrator certificate pertain to issuer’s certificates whose
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public keys can be used to verify the certificates signed by the issuers of the
issuer’s certificates while the public keys in server certificates cannot be used to
verify other certificates simply because servers with the server certificates are
not entitled to issue any certificate and there is no certificate signed by the
servers with the server certificates.

Considering the signing relationship between every certificate and its
signer’s certificate, a simplified way to rephrase the relationship is that an
issuer’s certificate signs and verifies a certificate signed by the issuer. Given any
certificate for verification, the issuer’s certificate signing the certificate can be
recursively identified from the distributed ledger to verify the certificate and
such verification process can trace all the way to the top certificate, which is the
root certificate. With reference to Fig. 1 illustrating an example of the certificate
types and the entities with the issuer’s roles, the blocks on the left indicate
servers with the issuer’s roles in the distributed ledger network and the blocks on
the right indicate the three types of certificates published by the authorized
servers to the distributed ledger. As shown in Fig. 1, the servers having the role
of operator are entitled to publish transactions of adding its administrator
certificate and the server certificates of other servers without any issuer’s role to
the distributed ledger, the server having the role of trustee is entitled to publish a
transaction of adding its root certificate to the distributed ledger. On the right
side of Fig. 1, the three types of certificates in the distributed ledger are shown.
Each administrator certificate can be used to verify the server certificates signed
by the administrator certificate, and the root certificate can be used to verify the

administrator certificates signed by the server publishing the root certificate. The
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verification process of the certificates may start from anywhere a server
certificate or an administrator certificate is located and end at the root certificate
with other intermediate administrator certificates between the server certificate
or the administrator certificate and the root certificate, if available, sequentially
verified. Meanwhile, the verification process does not have to go all the way up
to the root certificate and can be ended when a condition is met or not. The
condition includes but is not limited to if the certificate under verification 1s in a
preapproved list or verification ends at the certificate it starts with. Nevertheless,
the number of the servers having the roles of trustee and operator, the numbers of
the root certificate, the administrator certificate, and the server certificate, and
the hierarchical structure of the certificates are not limited to those shown in Fig.
1.

The following table that shows the distribute ledger rules about what roles
can publish what types of transactions to the distributed ledger digs deeper into
the relationship between the roles and the certificates.

Table of distributed ledger rules

Transaction types \ Roles Trust
Trustee | Operator
Quorum
Add/Remove Trustee No No Yes
Add/Remove Operator Yes Yes No
Add/Revoke Root Certificate Yes No No
Add/Revoke Administrator Certificate Yes Yes No
Add/Revoke Server Certificate No Yes No

According to the table, a server with the role of trustee is entitled to publish

transactions of adding and removing the role of operator, a root certificate, and
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an administrator certificate associated with other servers to the distributed ledger.
It is noted that the server having the role of trustee is not entitled to add or revoke
a server certificate of another server. A server having the role of trustee is not
entitled to publish the transactions of adding and removing the role of trustee of
other servers alone unless the server is the only one with the role of trustee in the
distributed ledger. Instead, servers with the role of trustee quorum, which is
defined to be a congregate role for a super majority of at least one server in the
distributed ledger with the role of trustee, is entitled to publish transactions of
adding and removing servers with the role of trustee. In contrast to the role of
trustee, a server having the role of operator is entitled to publish transactions of
adding and removing or revoking the role of operator, an administrator
certificate and a server certificate of other servers to the distributed ledger. It is
noted that servers with the role of trustee and servers with the role of operator
can both publish transactions of adding, removing and revoking the role of
operator and administrator certificates of servers. As for the server having no
role at all, it 1s not entitled to publish any transaction.

As the certificate store in the distributed ledger that contains the issuer’s
roles and the certificates 1s rudimentary to certificate authentication of two
servers in connection with each other, how to publish transactions for adding and
removing the roles and the certificates are introduced first. When the certificate
store is initially built up, it starts with a genesis transaction published thereto to
create a very first server with a role of trustee. The genesis transaction includes a
decentralized identifier (DID) of the trustee, a public key for verifying a

distributed ledger signature of any transaction published by the trustee, and a
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role of trustee.

With reference to Fig. 2, an embodiment of a method for publishing an
1ssuer qualification and an issuer certificate to a distributed ledger in accordance
with the present invention is provided. The method in the present embodiment
mvolves a certificate-requesting server (CR) and a certificate-issuing node (CI)
both of which are a part of the distributed ledger network. The CI may include
one or more than one server. The method is applied when the CI is a node having
arole of trustee quorum or trustee in the distributed ledger and the CR requests to
be added by the CI to the distributed ledger with a role of trustee or operator. In
this method, the server with no role and a server certificate is ruled out from the
discussion of the method. As transactions published to the distributed may intend
to add or remove roles and certificates, the method includes the following steps
from the step S210 to S240 for adding roles and certificates.

Step S200: The CI determines a type of transaction to be published. The
types of transactions include to add role and certificate, remove role, and revoke
certificate.

Step S210: When determining the transaction type of adding role and
certificate, the CI receives qualification-related information from the CR. The
qualification related information is required for adding the CR’s issuer
qualification or role in a transaction that is subsequently added to the distributed
ledger and includes a DID, a ledger public key, and a role of the CR. Basically,
each server with a role in the certificate store has a ledger key pair and a
certificate key pair both of which pertain to asymmetric key pairs. The ledger

pair has a ledger public key and a ledger private key and the certificate pair has a
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certificate public key and a certificate private key. The ledger private key
associated with the server is stored at the server and 1s used by the server to sign
any transaction to be published to the certificate store. The ledger public key
associated with the server will be sent to a transaction for adding the server, such
as the transaction mentioned in the current step for adding the CR, to the
distributed ledger. Thus, the distributed ledger can verify any later transaction
signed by the server with the ledger public key of the server. On the other hand,
the certificate private key of a server is used by the server to sign a certificate of
another server which may be one of an administrator certificate and a server
certificate. The certificate public key of the server is included in the certificate of
the server for verifying the certificates of other servers signed by the server.

Step S220: The CI signs and submits an issuer qualification transaction to
the distributed ledger. The issuer qualification transaction serves to onboard the
CR to the distributed ledger, includes a DID and a ledger public key of the CR, a
CI's DID, and a CR’s role to be added to the distributed ledger, and is signed by a
ledger private key of the CI. From the foregoing table of distributed ledger rules,
the CR may request to be added with the role of trustee or operator while the CI
may be of the role of trustee quorum or trustee. When the CR requests the role of
trustee, the CI should be of the role of trustee quorum and includes at least one
server. When the CR requests the role of operator, the CI may be of the role of
trustee or operator and is an individual server.

Step S230: One of the CR and the CI creates and signs an issuer certificate
for the CR and sends the 1ssuer certificate to the CR when a signer of the issuer

certificate 1s not the CR. When the CR requests a role of trustee, it is the CR that
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creates and signs the issuer certificate and the issuer certificate is a root
certificate. When the CR requests a role of operator, it is the CI that creates and
signs the 1ssuer certificate and the issuer certificate is an administrator certificate.
Depending on the role requested by the CR, the issuer certificate is signed by the
certificate private key of one of the CR and the CI that creates the issuer
certificate. In the event that the creator of the issuer certificate 1s CI, CI must
send the issuer certificate to the CR for its storage and later verification.

Step S240: after the issuer qualification transaction is created in the
distributed ledger, any one of the CR and the CI that has the issuer certificate
signs an issuer certificate transaction and submits the issuer certificate
transaction to the distributed ledger. It 1s stressed that the issuer qualification
transaction should be signed and submitted to the distributed ledger only after
the issuer qualification transaction is created in the distributed ledger. When the
CR requests the role of trustee, the CR creates its own root certificate and is the
only one that has the root certificate, such that it is the CR that signs and submits
the issuer certificate transaction to the distributed ledger as shown in Fig. 3.
When the CR requests the role of operator, as the CI creates and signs the
administrator certificate for the CR and further sends the administrator
certificate to the CR, both the CI and CR have the administrator certificate and
either one of the CI and CR can therefore sign and submit the issuer certificate
transaction to the distributed ledger as shown in Figs 4 and 5. As for the issuer
certificate transaction, it includes a submitter’s DID, a certificate ID, an issuer
certificate, and a signature of the submitter. The submitter may be any one of CR

and CI that has the issuer certificate. The certificate ID is a hash value of the
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issuer certificate. The issuer certificate includes an identification and a certificate
public key of the CR, an optional role of the CR, and a signature signed by a
certificate private key of the certificate signer of the issuer certificate. The CR’s
identification is a subject alternative name (SAN), which may be a web address,
for example, www.tbcasoft.com. The role of the CR is optional as it may be
provided for applications requiring to verify and utilize the role of the issuer
certificate associated with a server owing the issuer certificate. Before
publishing the issuer certificate transaction, the submitter of the issuer certificate
transaction signs the issuer certificate transaction with its ledger private key.

Depending on the role of the certificate-requesting server, the step S230
may include different steps varying with the role of the CR. When the role of the
CRis trustee, Fig. 3 shows a sequence diagram for the CR requesting the role of
trustee and Figs. 4 and 5 shows a sequence diagram for the CR requesting the
role of operator. With reference to Fig. 6, to adapt to the requesting role of the CR,
the step S230 includes the following steps.

Step S231: When the role requested by the CR is trustee, the CR creates a
root certificate. It is the CR that creates the root certificate due to the distributed
ledger rules specifying that only the server with a role of trustee can add a root
certificate.

When the role of the CR is operator, the step S230 includes the following

steps.

Step S232: When the role requested by the CR is operator, the CR sends an
administrator certificate signing request (CSR) to the CI. The administrator CSR

includes operator information and the certificate public key of the CR. The
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operator information includes fields of SAN, business name, department name,
city, state, country, and contact email of the CR.

Step S233: The CI creates an administrator certificate with the
administrator CSR and signs the administrator certificate with the certificate
public key of the CI, creates an administrator certificate, and sends the
administrator certificate to the CR. It is the CI that creates the administrator
certificate due to the distributed ledger rules specifying that the server with the
role of trustee or operator can add an administrator certificate.

What the difference between Figs. 4 and 5 is the server that publishes the
1ssuer certificate transaction. As long as the server has the role for publishing the
issuer certificated transaction, it should not matter if the CR or CI publishes the
issuer certificate transaction. As the role to be published is operator, either one of
the CI having the role of trustee or operator in Fig. 4 and the CR having the role
of operator in Fig. 5 can publish the issuer certificate transaction.

When intending to remove any server or revoke any certificate in the
certificate store, a transaction for removing the server or revoking the certificate
can be published to the distributed ledger. Accordingly, the foregoing method
further includes the following steps for removing servers with roles and revoking
certificates in the distributed ledger. With reference to Fig. 2, the foregoing
method further includes the following steps for removing and revoking roles and
certificates.

Step S250: When determining a type of removing role and removing a
server with the role of trustee, a super majority of the at least one server with the

role of trustee generates a trustee removing transaction to remove the server,
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signs the trustee removing transaction, and submits the trustee removing
transaction to the distributed ledger. The current step involves operation for
removing a server with the role of trustee. The trustee removing transaction
includes a DID of the server and at least one DID corresponding to the super
majority of the at least one server and is signed by at least one ledger private key
of the super majority of the at least one server;

Step S260: When determining a type of removing role and removing a first
server with the role of operator, a second server having the role of trustee or
operator and adding the first server to the distributed ledger generates an
operator removing transaction to remove the first server from the distributed
ledger, signs the operator removing transaction, and submits the operator
removing transaction to the distributed ledger. The current step involves
operation for removing a server with the role of operator. The operator removing
transaction includes a DID of the second server and a DID of the first server and
1s signed by a ledger private key of the second server.

Step S270: When determining a type of revoking certificate and revoking
the issuer certificate of a first server having the role of trustee or operator in the
distributed ledger, a second server having the role of trustee or operator and
adding the 1ssuer certificate generates a certificate revoking transaction to revoke
the issuer certificate in the distributed ledger, signs the certificate revoking
transaction, and submits the certificate revoking transaction to the distributed
ledger. It is noted that when the first server is of the role of trustee, the second
server should be of the role of trustee as well, and when the first server is of the

role of operator, the second server may be of the role of trustee or operator. The
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current step involves operation for removing an issuer certificate, possibly a root
certificate when the first serer 1s of the role of trustee and the second server is of
the role of trustee or an administrator certificate when the first server is of the
role of operator and the second role 1s one of the roles of trustee and operator.
The certificate revoking transaction includes the certificate ID of the issuer
certificate and a DID of the second server, and 1s signed by a ledger private key
of the second server.

Because there is only one transaction for adding a server certificate to the
distributed ledger, the method for publishing a server certificate to the distributed
ledger differs from the foregoing method for publishing issuer qualifications and
certificates in the absence of the 1ssuer qualification transaction. Fig. 7, which is
a sequence diagram, shows a method for publishing a server certificate to the
distributed ledger in accordance with the present invention includes the
following steps. The distributed ledger is maintained by a distributed ledger
network. The distributed ledger network includes multiple servers two of which
are a certificate-issuing node (CI) and a certificate-requesting server (CR).

Step S610: The CI receives certificate-related information from a CR. As a
server certificate needs to be created only, the certificate-related information is
all the CI requires from the CR. The certificate-related information includes
server information and an authentication public key. The server information
includes an internet protocol (IP) address and a hostname of the CR.

Step S620: The CI creates and signs a server certificate for the CR and
sends the server certificate to the CR. The server certificate includes a SAN of

the CR and the authentication public key, and is signed by a certificate private
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key of the CIL.

Step S630: The CI signing and submits a server certificate transaction to the
distributed ledger. The server certificate transaction includes a certificate ID of
the server certificate, the server certificate, and a DID of the CI and 1s signed by
a ledger private key of the CI. The certificate IS is a hash value of the server
certificate.

To revoke a server certificate added to the distributed ledger, the method for
publishing a server certificate to the distributed ledger further includes the
following step.

A server having the role of operator and adding the server certificate
generates a certificate revoking transaction to revoke the server certificate in the
distributed ledger, signs the certificate revoking transaction, and submits the
certificate revoking transaction to the distributed ledger. The certificate revoking
transaction includes the certificate ID of the server certificate and a DID of the
server that adds the server certificate, and is signed by a ledger private key of the
server adding the issuer certificate.

After how to add and remove roles and certificates to the distributed ledger
1s implemented, the next subject of interest would be how to use the certificates
for servers in connection with each other to verify the authenticity of their server
certificates to establish mutually authenticated information exchange. With
reference to Fig. 8, a method for authenticating certificates of a connecting
server (CS) and a receiving server (RS) in a distributed ledger network
maintaining a distributed ledger in accordance with the present invention

includes the following steps over the side of the RS.
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Step S710: The RS and the CS exchange their identifications. The RS’s
identification i1s a SAN of the RS and the CS’s identification is a SAN of the CS.
The RS and the CS exchanges their SANs with each other. In addition to the
identification, in one embodiment, the RS and the CS can further exchange their
certificates as shown in Fig. 9.

Step S720: The RS retrieves a CS’s certificate and a CS certificate issuer’s
public key from the distributed ledger based on a CS identification. The CS
identification can be used to retrieve the CS’s certificate and a CS certificate
issuer’s certificate which has a CS certificate issuer’s public key from the
distributed ledger. The CS certificate issuer’s public key serves to verify the CS’s
certificate signed by the CS certificate issuer having the CS certificate issuer’s
certificate. If no certificate can be retrieved from the distributed ledger with the
RS’s identification, it can signal that the RS’s certificate is not authentic in a fast
and simple way.

Step S730: The RS verifies if the CS’s certificate is authentic with the CS
certificate issuer’s public key. Once the CS’s certificate and the CS certificate
issuer’s public key are accessible to the RS, they can be used to verify the CS’s
certificate 1s authentic directly. There are other verification approaches available
for choices. In one verification approach using the exchanged certificates, the RS
further verifies if both the exchanged CS’s certificate and the retrieved CS’s
certificate are matched with the CS certificate 1ssuer’s public key. In another
verification approach, the RS initializes the CS’s certificate as a current
certificate, and loops to retrieve a next certificate that signs the current certificate

with a private key of an certificate issuer of the next certificate, to verify the
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current certificate with the public key in the next certificate, to determine that the
CS’s certificate is verified to be authentic when the current certificate is verified
or a verification condition 1s met, and otherwise, to updates the current certificate
to the next certificate. For example, the verification condition may be if the
certificate to be verified is in a preapproved list.

After the CS’s certificate is verified to be authentic, it means that one-sided
certificate authentication on the RS’s side is successfully verified and the CS is a
trustful server to exchange information with and the RS 1s willing to send and
receive secret information to and from the CS.

The method further includes similar steps for authentication of the RS’s
certificates as follows.

Step S740: The CS retrieves an RS’s certificate and an RS certificate
issuer’s public key from the distributed ledger based on an RS identification.

Step S750: The CS verifies if the RS’s certificate is authentic with the RS
certificate issuer’s public key.

Likewise, after the RS’s certificate is verified to be authentic, it means that
one-sided certificate authentication on the CS’s side is successfully verified and
the RS is a trustful server to exchange information with and the CS is willing to
send and receive secret information to and from the RS.

Owing to duplication between the authentication of certificates of the RS
and CS, detailed description for the steps S740 and S750 are not repeated.

After the foregoing methods are elaborated, the systems for performing the
foregoing methods are the next subject for discussion. As there are three

methods for publishing issuer qualifications and issuer certificates to a
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distributed ledger, publishing server certificates to a distributed ledger, and
authenticating certificates of two servers in a distributed ledger network, three
systems can correspond to the respective methods, namely, a distributed ledger
based system for publishing issuer qualifications and issuer certificates to a
distributed ledger, a distributed ledger based system for publishing server
certificates to a distributed ledger, and a distributed ledger based system for
certificate authentication.

What are involved in the distributed ledger based system for publishing
issuer qualifications and issuer certificates are the CR, CI and a distributed
ledger network. The CR and the CI are a server and a node respectively. Being a
node, the CI may include at least one server when having the role of trustee
quorum and may be nothing but one server when having the role of trustee or
operator. The CR and CI may be a part of the distributed ledger network or not
depending on if both need to publish transactions to the distributed ledger. When
the CR 10 requests a role of trustee and the CI 20 s of a role of trustee quorum,
the CR 10 and the CI 20 must all stay in the distributed ledger network 30 as
shown in Fig. 10 because both the CR 10 and CI 20 publishes transactions for
adding a root certificate and the CR 10 with the role of trustee to the distributed
ledger. When the CR 10 requests a role of operator and the CI 20 is of a role of
trustee, the CI 20 must always stay in the distributed ledger network 30 while the
CR 10 may or may not stay the in the distributed ledger network 30 because the
issuer certificate transaction may be published by the CR 10 or the CI 20. When
the issuer certificate transaction is published by the CR 10, the CR 10 must also

stay in the distributed ledger network 30 as shown in Fig. 10. When the issuer
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certificate transaction is published by the CI, the CR may stay out of the
distributed ledger network 30 as shown in Fig. 11 but needs to connect thereto.
The distributed ledger based system for publishing server certificates as shown
in Fig. 11 also includes the CR 10 and the CI 20 each of which is a server. Being
the only one having the role capable of publishing the server certificate to the
distributed ledger, the CI 20 of the system should stay in the distributed ledger
network 30. Unlike the CI 20, the CR 10 has no such necessity of staying in the
distributed ledger network 30 for sake of no role of publishing any transaction.
However, the CR 10 should be connected to the distributed ledger network. As
for the distributed ledger based system for certificate authentication which is
shown in Fig. 12, the connecting server (CS) 40 and the receiving server (RS) 50
involved in the system need to stay connected to the distributed ledger network
30. Although the certificate authentication 1s the subject without concern for
publishing any transaction, both connecting server (CS) 40 and the receiving
server (RS) must read from the distributed ledger during the verification process.
In addition, they are supposed to be in connection with each other.

The methods and systems in the present invention are advantageous firstly
in providing the certificate immutability arising from the fact that distributed
ledger is immutable and shared without being subject to the control of a single
centralized authority, making the distribute ledger solution fit very well for the
certificate authentication. Secondly, the issuing and revocation history of the
certificates are also recorded in the distributed ledger. As for certificate
availability, the servers in the distribute ledger network won’t need to manage

the distributed ledgers in the distributed ledger network since the distributed

25



10

11

WO 2021/077120 PCT/US2020/056393

ledgers in the distributed ledger network will be constantly maintained by the
consensus mechanism for assurance of consistency throughout all the distributed
ledgers in the distributed ledger network.

Even though numerous characteristics and advantages of the present
invention have been set forth in the foregoing description, together with details
of the structure and function of the invention, the disclosure is illustrative only.
Changes may be made in detail, especially in matters of shape, size, and
arrangement of parts within the principles of the invention to the full extent
indicated by the broad general meaning of the terms in which the appended

claims are expressed.
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WHAT IS CLAIMED IS:

1. A method for authenticating certificates of a connecting server (CS) and a
receiving server (RS) communicatively connected to each other and to a
distributed ledger network maintaining a distributed ledger, the method
comprising:

(a) the RS exchanging an identification with the CS;

(b) the RS retrieving a CS’s certificate and a CS certificate issuer’s public
key from the distributed ledger based on a CS identification;

(c) the RS verifying if the CS’s certificate is authentic with the CS
certificate issuer’s public key;

(d) after CS’s certificate is verified to be authentic, the RS determining that

the CS is authenticated to receive secret information from the RS.

2. The method of claim 1, wherein

(1) the CS retrieves an RS’s certificate and an RS certificate 1ssuer’s public
key from the distributed ledger based on an RS identification;

(2) the CS verifies if the RS’s certificate 1s authentic with the RS certificate
issuer’s public key; and

(3) after the RS’s certificate is verified, the CS determining that the RS is

authenticated to receive secret information from the CS.

3. The method of claim 2, wherein at step (a) the RS further exchange a

certificate with the CS.
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4. The method of claim 3, wherein at the steps (c) and (2), the RS further
verifies if both the exchanged CS’s certificate and the retrieved CS’s certificate
are matched with the CS certificate issuer’s public key, and the CS further
verifies if both the exchanged RS’s certificate and the retrieved RS’s certificate

are matched with the RS certificate issuer’s public key.

5. The method of claim 1, wherein the CS identification is a subject
alternative name of the CS and the RS identification is a subject alternative name

of the RS.

6. The method of claim 1, wherein

at step (c), the RS initializes the CS’s certificate as a current certificate, and
loops to retrieve a next certificate that signs the current certificate with a private
key of an certificate issuer of the next certificate, to verify the current certificate
with the public key in the next certificate, to determine that the CS’s certificate is
verified to be authentic when the current certificate is verified or a verification
condition is met, and otherwise, to updates the current certificate to the next
certificate; and

at step (2), the CS initializes the RS’s certificate as a current certificate, and
loops to retrieve a next certificate that signs the current certificate with a private
key of an certificate issuer of the next certificate, to verify the current certificate
with the public key in the next certificate, to determine that the RS’s certificate is
verified to be authentic when the current certificate is verified or the verification

condition is met, and otherwise, to updates the current certificate to the next
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certificate.

7. A method for publishing an issuer qualification and an issuer certificate
through a certificate-issuing node (CI) and a certificate-requesting server (CR) in
communication with each other to a distributed ledger maintained by a
distributed ledger network including the CI, the method comprising:

(a) the CI receiving qualification-related information from the CR;

(b) the CI signing and submitting an issuer qualification transaction to the
distributed ledger;

(c) one of the CR and the CI creating and signing an issuer certificate for the
CR and sending the issuer certificate to the CR when a signer of the issuer
certificate is not the CR; and

(d) after the 1ssuer qualification transaction is created in the distributed
ledger, any one of the CR and the CI that has the issuer certificate signing an
issuer certificate transaction and submitting the issuer certificate transaction to

the distributed ledger.

8. The method of claim 7, wherein the qualification related information
includes a decentralized identifier (DID), a ledger public key and a role of the

CR.

9. The method of claim 7, wherein the issuer qualification transaction
includes a DID and a ledger public key of the CR, a CI’s DID, and a CR’s role to

be added to the distributed ledger.
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10. The method of claim 7, wherein the CI signs the issuer qualification

transaction with a CI’s ledger private key.

11. The method of claim 9, wherein the 1ssuer certificate transaction
includes a submitter’s DID, a certificate ID, the issuer certificate, and a signature
of the submitter, wherein the certificate ID is a hash value of the issuer certificate,
the issuer certificate includes an identification and a certificate public key of the
CR, an optional role of the CR, and a signature signed by a certificate private key

of the certificate signer of the issuer certificate.

12. The method of claim 11, wherein the CR’s identification is a subject

alternative name.

13. The method of claim 7, wherein an issuer certificate transaction
submitter signs the issuer certificate transaction with its ledger private key, when
the issuer certificate transaction is submitted by the CR, the distributed ledger
network includes the CR, and when the issuer certificate transaction is submitted

by the CI, the distributed ledger network does not include the CR.

14. The method of claim 9, wherein the CR’s role to be added to the
distributed ledger is trustee and the CI’s role in the distributed ledger is trustee
quorum, the trustee quorum is defined to be an issuing role for a super majority

of at least one server in the distributed ledger having the role of trustee, and the
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CI includes the super majority of the at least one server.

15. The method of claim 14, wherein the CR’s role to be added to the
distributed ledger is operator and the CI's role in the distributed ledger is trustee

or operator.

16. The method of claim 14, wherein at the step (c), the CR creating the
issuer certificate and signing the issuer certificate with a certificate private key of

the CR paired to the certificate public key of the CR.

17. The method of claim 15, wherein at the step (c), the CI receiving an
issuer certificate signing request (CSR) from the CR, and creating the issuer
certificate with the issuer CSR, and signing the issuer certificate with a
certificate private key of the CI paired to the certificate public key of the CI,
wherein the issuer CSR includes operator information and the CR’s certificate

public key.

18. The method of claim 17, wherein the operator information includes
fields of subject alternative name, business name, department name, city, state,

country, and contact email of the CR.

19. Amethod for publishing a server certificate through a certificate-issuing
server (CI) and a certificate-requesting server (CR) in communication with each

other to a distributed ledger maintained by a distributed ledger network
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including the CI, the method comprising:

(a) a CI receiving certificate-related information from a CR;

(b) the CI creating and signing a server certificate for the CR and sending
the server certificate to the CR; and

(c) the CI signing and submitting a server certificate transaction to the

distributed ledger.

20. The method of claim 19, wherein the certificate-related information
includes server information and an authentication public key, wherein the server

information includes an internet protocol (IP) address and a hostname of the CR.

21. The method of claim 20, wherein the server certificate transaction
includes a certificate ID of the server certificate, the server certificate, and a DID
of the CI and is signed by a ledger private key of the CI, wherein

the server certificate includes a subject alternative name of the CR and the
authentication public key, and is signed by a certificate private key of the CI; and

the certificate ID is a hash value of the server certificate.

22. The method of claim 19, wherein

when revoking a server certificate in the distributed ledger, a server having
the role of operator and adding the server certificate generates a certificate
revoking transaction to revoke the server certificate in the distributed ledger,
signs the certificate revoking transaction, and submits the certificate revoking

transaction to the distributed ledger, wherein the certificate revoking transaction
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includes the certificate ID of the server certificate and a DID of the server that
adds the server certificate, and 1s signed by a ledger private key of the server

adding the issuer certificate.

23. A distributed ledger based system for certificate authentication,
comprising:

a distributed ledger network maintaining a distributed ledger;

a connecting server (CS) communicatively connected to the distributed
ledger network; and

a recelving server (RS) communicatively connected to the distributed
ledger network, exchanging an identification with the CS, retrieving a CS’s
certificate and a CS certificate issuer’s public key from the distributed ledger
based on a CS identification to verify if the CS’s certificate is authentic, and
determining that the CS is authenticated to receive secret information from the

RS when verifying that the CS’s certificate is authentic.

24. The system of claim 23, wherein the CS retrieves an RS’s certificate and
an RS certificate issuer’s public key from the distributed ledger based on an RS
identification to verify if the RS’s certificate 1s authentic, and determines that the
RS is authenticated to receive secret information from the CS when verifying

that the RS’s certificate 1s authentic.

25. The system of claim 24, wherein the RS further exchanges a certificate

with the CS.
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26. The system of claim 25, wherein the RS verifies if both the exchanged
CS’s certificate and the retrieved CS’s certificate are matched with the CS
certificate issuer’s public key, and the CS verifies if both the exchanged RS’s
certificate and the retrieved RS’s certificate are matched with the RS certificate

issuer’s public key.

27. A distributed ledger based system for publishing an issuer qualification
and an issuer certificate, comprising:

a certificate-requesting server (CR);

a distributed ledger network maintaining a distributed ledger,
communicatively connected to the CR, and including a certificate-issuing node
(CD;

wherein

the CI receives qualification-related information from the CR, signs and
submits an issuer qualification transaction to the distributed ledger;

one of the CR and the CI further creates an issuer certificate for the CR and
sends the issuer certificate to the CR when a signer of the issuer certificate is not
the CR;

after the issuer qualification transaction is created in the distributed ledger,
one of the CR and the CI that has the issuer certificate signs an issuer certificate

transaction and submits the issuer certificate transaction to the distributed ledger.

28. The system of claim 27, wherein the qualification related information
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includes a decentralized identifier (DID), a ledger public key and a role of the

CR.

29. The system of claim 27, wherein the issuer qualification transaction
includes a DID and a ledger public key of the CR, a CI’s DID, and a CR’s role to

be added to the distributed ledger.

30. The system of claim 27, wherein the CI signs the issuer qualification

transaction with a CI’s ledger private key.

31. The system of claim 30, wherein the issuer certificate transaction
includes a submitter’s DID, a certificate ID, the issuer certificate, and a signature
of the submitter, wherein the certificate ID is a hash value of the issuer certificate,
the issuer certificate includes an identification and a certificate public key of the
CR, an optional role of the CR, and a signature signed by a certificate private key

of the certificate signer of the issuer certificate.

32. The system of claim 27, wherein an issuer certificate transaction
submitter signs the issuer certificate transaction with its ledger private key, when
the issuer certificate transaction is submitted by the CR, the distributed ledger
network includes the CR, and when the issuer certificate transaction is submitted

by the CI, the distributed ledger network does not include the CR.
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