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(57) Abstract: Embodiments of the disclosure are directed to
controlling an endpoint device running an endpoint device
using a central control server. The central controller server is
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communications interface compliant with a remote direct ac-
cess (RDMA) compliant protocol. The central control server
includes an RDMA network interface controller and a con-
trol process. The control process can execute an endpoint
device algorithm to identity read and write commands to be
sent across the RDMA protocol-compliant interface to the
endpoint device. The RDMA network interface controller
can convert messages into RDMA compliant messages that
include direct read or write commands and memory location
information. The endpoint device can also include a network
interface controller that can understand the RDMA message,
identify the memory location from the message, and execute
the direct read or write access command.
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DIRECT MEMORY ACCESS FOR ENDPOINT DEVICES

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims the benefit of priority to U.S. Nonprovisional (Utility)
Patent Application No. 14/953,750 filed 30 November 2015 entitled, “DIRECT MEMORY
ACCESS FOR ENDPOINT DEVICES”, which is incorporated herein by reference in its

entirety.

FIELD
[0002] This disclosure pertains to direct memory accesses, and more particularly, for

direct memory accesses for endpoint devices.

BACKGROUND

[0003] Communicating with remote hardware applications may include the use of
network packet processing at the remote hardware. The use of additional processing of
incoming and outgoing packets may result in increased resource requirements, increased latency,
and cost.

[0004] Complex allocations of resources for sending and/or receiving packets are used to
schedule communications between a controller and the endpoint devices. Scheduling of
transactions by preallocated transmit time windows can result in complications, such as
increased latency and overhead, decreased usefulness of the communications link, and requiring

specialized hardware.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIG. 1 is a schematic block diagram for a remote direct memory access control
system in accordance with embodiments of the present disclosure.

[0006] FIG. 2 is a schematic block diagram for an apparatus for executing an endpoint
device in accordance with embodiments of the present disclosure.

[0007] FIG. 3 is a process flow diagram for communicating with an endpoint device
across a remote direct memory access compliant protocol in accordance with embodiments of
the present disclosure.

[0008] FIG. 4 is a process flow diagram for performing direct memory accesses based on
a command received across a remote direct memory access compliant protocol in accordance

with embodiments of the present disclosure.
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DETAILED DESCRIPTION

[0009] Automation systems can include autonomously operating subsystems. The
protocols used by some automation systems are designed for serial communications. TCP/IP
connections and Ethernet is used by others. To maintain serial protocol compatibility, the
Ethernet media uses time domain multiplexing to mimic the legacy serial protocol. Using
Ethernet reduces latency, but automation protocols often do not take full advantage of the
features that Ethernet provides.

[0010] This disclosure describes a central control server that monitors and controls one
or more endpoint devices, such as those in a workflow for an automation system. The central
control server uses the RDMA protocol to directly read and/or write endpoint device operational
parameters, e.g., via memory mapped control registers of the endpoint device state machine.
This allows for low latency real time control over the managed system. Examples of endpoint
devices include automatum, robot, machine, process flow, industrial process, mechanical device,
power system, etc.

[0011] Instead of each endpoint device being controlled by a micro-controller or network
processor local to the endpoint, this disclosure describes moving control to a central control
server. By moving control to a central control server, end-to-end workflow analysis and
optimization can be realized. Endpoint devices would no longer be limited to data within their
immediate subsystem. Endpoint device subsystems can be repurposed as needed because
specific control functionality for applications is moved to the central control server, while
endpoint devices retain functionality to implement direct read or write access to execute
commands received from the central control server. For example, assembly robots can
automatically change extensions to perform different tasks, which can reduce idle time.

[0012] Additionally, the endpoint devices no longer need a micro-controller or network
processor. Instead, an endpoint controller interface in communication with the endpoint device
can include an RDMA network interface controller (RNIC) can be used to parse commands
received from the central control server across the RDMA interface. Moreover, a network
interface controller with reduced complexity can further reduce the costs and latency for
receiving and executing commands (e.g., an rNIC with a lower case “r” is introduced). This less
complex rNIC can further reduce the unit cost and points of failure while maintaining
functionality to parse RDMA messages.

[0013] An additional advantage of the present disclosure is end-to-end safety. Instead of
the subsystems operating independently, in which case the subsystems have a limited ability to

detect or adapt to other systems, the present disclosure improves the overall system safety by
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centralizing control of the entire line. Interactions can be determined before commands are
issued by, e.g., confirming machine addresses in RDMA messages received from the central
control server. Additionally, instead of each endpoint device holding its own state information,
the central control server can hold the state information for each endpoint device, and therefore,
for the entire system. Changes to the state of an endpoint device can compromise safety; by
having the central control server monitor the state information for each endpoint device and
responding to errant states or changes to states, the central control server can address issues, shut
down endpoint devices, or shut down the entire workflow. The central control server would also
be able to alert emergency responders, other workflows of upstream issues, and track valuable
metrics. Further, state information can be updated quickly and often without burdening the
communications interface or the central control server processing.

[0014] This disclosure can utilize auto-configuration of the endpoint and controller
utilizing an XML file to exchange capabilities. These can include sensor types, number of axis,
range of motion, extension limits, attachment types, security protocols supported, power levels,
belt rates, and other parameters (e.g., endpoint device parameters, etc.).

[0015] FIG. 1 is a schematic block diagram for a remote direct memory access (RDMA)
control system 100 in accordance with embodiments of the present disclosure. RDMA control
system 100 includes a central control server 102 in communication with one or more endpoint
control interfaces 122 across an RDMA protocol compliant communications interface 130 (in
short, an RDMA interface 130). In some embodiments, each endpoint control interface 122 can
be part of a process workflow 120 (e.g., an industrial workflow or manufacturing plant). In
some embodiments, each endpoint control interface 122 can be autonomous from each other
and/or part of different workflows. Each endpoint control interface 122 can be connected to,
integrated into, or otherwise in communication with an endpoint device 124. Endpoint device
124 can be an automatum, robot, machine, process flow, industrial process, mechanical device,
power system, etc. Endpoint device 124 can be implemented at least partially in hardware.

Each endpoint device 124 can be the same or can be different.

[0016] The central control server 102 can execute a control process 119 that models the
processes of the endpoint device 124, or can simulate the endpoint device 124. The processor
104 can execute the control process 119 using state information 107 and endpoint device models
116. In some embodiments, the control process can include one or more endpoint device models
116 that model the control processes for each process or procedure or action associated with an
endpoint device. Endpoint device models 116 can include a local or internal model of each

endpoint device 124. The endpoint device models 116 can include each process or procedure
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that the endpoint device 124 would perform to derive a next state of the endpoint device 124.
Endpoint device models 116 can make use of state information 107 received from the endpoint
control interface 122 across the RDMA interface 130 and/or state information 107 stored in
memory 106.

[0017] Processor 104 can be implemented at least partially in hardware, and can include
software and firmware. The processor 104 can include any processor or processing device, such
as a microprocessor, an embedded processor, a digital signal processor (DSP), a network
processor, a handheld processor, an application processor, a co-processor, a system on a chip
(SOC), or other device to execute code.

[0018] The control process 119 uses the endpoint device model 116 and state
information 107 to identify a next action or next state for the endpoint device 124, essentially
running the model at the central control server 102 to mimic the processes or procedures of the
endpoint device 124. To achieve the next desired state, a command may be needed to be sent to
the endpoint device, indicating what needs to change in order to achieve it. The next state
information can correspond to a read or write command, which can include a read length and
memory location or a write length, value, and memory location. The RNIC 108 can convert the
command into a message compliant with the RDMA protocol. The message can include, among
other things, a machine address for the endpoint device and a steering tag. The steering tag
represents a memory region for the read/write command at the endpoint device. The steering tag
can include a steering tag offset value to specify the memory location for the read/write
command. The steering tag offset may be associated with a control register in the endpoint
device state machine. The message can also include the command and a value.

[0019] In some embodiments, the central control server 102 includes a virtual machine
110. In some implementations, the control process 119 can reside in the virtual machine 110 or
be implemented by the virtual machine 110. While only one virtual machine is shown, central
control server 102 may include more virtual machines than those illustrated. Virtual machine
110 may make use of hardware resources, including processor 104 and memory 106. Hardware
resources may be virtualized, meaning that a single physical hardware resource may be
partitioned into multiple virtual hardware resources to enable system 100 to use the single
physical hardware resource in multiple virtual machine 110. Virtualization may be implemented
using virtual machine monitor (VVM) 112. In an embodiment, VMM 112 includes software
that imposes a virtualization layer in central control server 102 in which hardware resources may

be virtualized into a virtual machine 110. The virtual machine 110 can make use of state
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information 107 and endpoint device models 116 to, e.g., determine a next state for the endpoint
device 124.

[0020] The virtual machine 110 can execute endpoint device models 116 to execute
operations associated with the endpoint device 122. The virtual machine 110 can use state
information received from the endpoint control interface 122 across the RDMA interface 130 to
execute algorithms, thereby moving processing of algorithms from the endpoint control interface
122 to the central control server 102. The virtual machine 110 can execute commands to alter
the state of the endpoint control interface 122. This state information is communicated across
the RDMA interface 130 in an RDMA message that includes a write command, a memory
location indicator (e.g., a steering tag), and other information, such as a machine address and
connection address. Essentially, the virtual machine 110 can perform processing for the
endpoint device 124; the RNIC 108 and the RDMA interface 130 allow for low latency
communications between the central control server 102 and the endpoint control interface 122 so
that the virtual machine 110 can read the state of the endpoint device 124, process that
information, and send write information to the endpoint control interface 122 with low latency.

[0021] The memory 106 may include memory location information 114 about one or
more endpoint devices 124 to which the central control server 102 is connected. The memory
106 can include memory location information 114 for each of the one or more endpoint devices
124. The memory information can include a steering tag value mapped to a memory location.
For example, the memory location information 114 can include a steering tag value that maps to
a memory location in endpoint device 124. The memory location at the endpoint device 124 can
be associated with a function of the endpoint device 124.

[0022] The memory 106 can also store a lookup table. After the control process 119
determines the next state for the endpoint device 124, the lookup table can be used by the RNIC
108 to figure out which memory mapped register(s) (in FIG. 2, memory mapped register 206) at
the endpoint device 124 need to be accessed to execute the next stage, and what are the endpoint
machine address, steering tag, and steering tag offset for accessing the register(s).

[0023] RDMA network interface controller (RNIC) 108 can be used to encapsulate
information from the control process 119 or virtual machine 110 into an RDMA message that is
compliant with the RDMA protocol. RDMA facilitates direct memory access to memory on a
remote system (e.g., endpoint device 108) in a manner that bypasses the system CPU and
operating system of the receiving device. The bypassing of CPU and operating system means
that RDMA messaging can be low latency. RDMA supports zero-copy networking by enabling

an RNIC to transfer data directly to or from application memory (i.e., a memory space in system
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memory allocated to an application) that is maintained separate from kernel memory used by an
operating system, eliminating the need to copy data between application memory and data
buffers in kernel memory employed by the operating system.

[0024] The central control server 102 can use a mechanism for allocating memory called
Memory Registration. Memory registration facilitates access to a Memory Region by the RNIC
108. Binding a Memory Window allows the RNIC 108 to access memory represented by that
Memory Window. Memory registration provides mechanisms that allow the RNIC 108 to
access a memory mapped register at the endpoint device 124 using a Steering Tag (STag) and a
Tagged Offset. Memory registration provides the RNIC 108 with a mapping between a STag
and a memory location at the endpoint device 124. The memory registration also provides
the RNIC 108 with a description of the access control associated with the memory location 114.
The set of memory locations that have been registered are referred to as a Memory Region.
Before an RNIC 108 can use a Memory Region, the resources associated with the Memory
Region and the Memory Region itself can be registered with the RNIC 108.

[0025] There are local STags which represent registered memory on this system, and
there are remote STags, which the system on the other side of the connections has registered
memory to. The remote memory is abstract in the sense that the local side is not aware of its
exact location

[0026] As mentioned previously, the message transmitted by the RNIC 108 to the
endpoint control interface 122 is a message that is compliant with an RDMA protocol. The
message includes memory information, such as a steering tag (or sTag), as well as a machine
address for the destination endpoint device and data that represents a read or write operation. In
some embodiments, the message may also include a connection address so the endpoint device
can verify that the source of the message is a known connection and not an intruder.

[0027] Central control server 102 can also include a system supervisor 117 implemented
at least in hardware to supervise each of the endpoint devices 124. The system supervisor 117
can monitor state information for each of the endpoint device 124. Based on the state
information, the system supervisor 117 can identifier errant states for each endpoint device. The
system supervisor 117 can shut down the endpoint device 124 if an errant state is detected. The
system supervisor 117 can also shut down a whole workflow 120 if warranted (e.g., by the
identification of an errant state of one or more endpoint devices 124).

[0028] System 100 also includes a switch 118. Switch 118 can be an integrated switch
in the central control server. An integrated switch can include a multi-host Ethernet controller

silicon with integrated Ethernet switching resources. An example of an integrated switch
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includes RED ROCK CANYON™. Since the traffic is primarily top-down, the congestion is
minimal and flow control is minimal. A free-standing switch can also be used in some
implementations.

[0029] FIG. 2 is a schematic block diagram 200 for an endpoint control interface 202 for
controlling an endpoint device 212 in accordance with embodiments of the present disclosure.
The endpoint control interface 202 may be implemented at least in hardware. Endpoint control
interface 202 may be integrated into or otherwise in communication with an endpoint device
212. Endpoint device 212 can be an automatum, robot, machine, or other component of an
automated or remotely controlled/monitored process architecture. Endpoint control interface
202 may include logic that includes a network interface controller 204 and a memory mapped
register 206. The memory mapped register 206 includes register addresses corresponding to
pins on the endpoint device 212 and allow for direct access to the endpoint device 212 through
the memory mapped register 206.

[0030] The network interface controller (NIC) in FIG. 2 may be a full RDMA NIC
(RNIC) 204B or may be a modified version of an RNIC (referred to as rNIC 204A, labeled with
a lowercase “r” to denote a simplified or limited implementation of the RNIC or RDMA
protocol).

[0031] The rNIC 204A implements a subset of the full RDMA protocols. For example,
the rNIC 204A can support a single connection or several connections to a central control server,
as opposed to supporting thousands or millions of connections. Instead of building a large table
or lookup mechanism, the rNIC 204A can perform a direct comparison of received addressing
and memory location values in parallel (e.g., by hardcoding the values within the rNIC 204A).
In some instances, the rNIC 204A can be specifically tailored to the endpoint device 212, and
the machine address values and memory locations can be hardcoded to the rNIC 204A.

[0032] The rNIC 204A can be configured to handle 3 types of messages: a write
command, a read command, and a read response. Additionally, the rNIC 204A can forgo
retransmit operations, such as TCP/IP retransmit protocols. The central control server 102 can
be configured to send additional read requests if prior read requests go unanswered within a
predetermined amount of time (microseconds, milliseconds, seconds, minutes, etc.).

[0033] The rNIC 204A is configured to receive an RDMA message that includes a direct
access command, such as a read or write, and includes a memory location identifier. The
memory location can be a steering tag value that maps to a memory location in the memory

mapped register 206. For an rNIC 204A, the RDMA message can include a reduced number of
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steering tag values as compared to an RDMA message for an RNIC 204B. For example, the
rNIC 204A is configured to communicate with a single peer or at most a several peers.

[0034] In some embodiments, the endpoint control interface 202 can include memory
location information 210, which can be a library or table of information or a hardcoded set of
information. In some embodiments, the memory location information 210 can include specific
memory locations to allow the rNIC 204A to translate steering tag offset values into memory
locations in the memory mapped register 206.

[0035] The endpoint control interface 202 can also include machine identifiers 214. The
endpoint control interface 202 can compare machine identifiers in the message received from the
central control server 102 with the machine identifier 214 of the endpoint device to confirm that
the message is intended for the endpoint control interface 202.

[0036] In some embodiments, the RNIC 204B would include an interface to a table of
values for connection addresses and memory addresses. The rNIC 204A does not need to
include the interface to a table of values because there is less information in the received RDMA
message, and the rNIC 204A can compare the information in the RDMA message against one or
two values. Further, the rNIC 204 A can transmit read responses back to the RNIC in the central
control server. The rNIC 204A may not need to retransmit messages (including partial
messages). Rather, the central control server can resend read requests after the expiration of a
predetermined time. Additionally, the rNIC 204 A generally does not initiate a connection with
the central control server 102. Rather, the rNIC 204 A accepts messages from the central control
processor and can respond to read requests, using an existing connection established by the
central control server 102.

[0037] Because the endpoint device functionality is simulated on the central control
server, short (e.g., up to one maximum transmission unit) RDMA messages using only a handful
of RDMA STags can be used to read or write map register contents. This allows the endpoint
control interface 202 to only implement a fraction of the RDMA and TCP functionality while
maintaining low latency read and write operations. The rNIC 204A can connect to a fully
implemented RNIC on the central control server, thereby reducing the hardware requirement
from the rNIC 204A.

[0038] The memory location information 210 can point to memory locations in the
memory mapped register 206. Memory locations may represent access points to the endpoint
device 212 for directly accessing command functions. A read from the memory location can
indicate a present state of the endpoint control interface 202 (or more specifically, a state of a

function of the endpoint control interface 202 from a state machine 208). A write to a memory
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location can cause the endpoint device to change its state in the state machine 208 or perform a
function.

[0039] The rNIC 204A can receive a message from across a communications interface
compliant with an RDMA protocol. The message may include a steering tag (sTag) that
represents window or region of the memory mapped register 206. The sTag also includes an
sTag offset value that represents a specific portion of the window or region of the memory
mapped register 206 to be accessed. For example, the sTag can indicate a window of memory
registers, say registers 1-10, and the offset can represent register 1+x, where x 1s the offset from
1.

[0040] The memory mapped register 206 can include silicon logic that directly interfaces
with the endpoint device 212. An rNIC 204A reads or writes to the memory mapped register
206. The endpoint device 212 control is based on the values at each register of the memory
mapped register 206. For example, the rNIC 204 A can write to the memory mapped register to
cause the endpoint device 212 to change its state. Similarly, state information of the endpoint
device 212 can be read from a memory mapped register location.

[0041] The endpoint device 212 can also include a state machine 208. The state machine
208 can include silicon logic. The state machine 208 can interface with the endpoint device 212.
In state machine 208, every value has an address. The rNIC 204A can write or read to the state
machine 208 by memory mapped registers 206.

[0042] FIG. 3 is a process flow diagram 300 for communicating with an endpoint device
across a remote direct memory access compliant protocol in accordance with embodiments of
the present disclosure. A central control server can receive from across a communications
interface compliant with a remote direct memory access (RDMA) protocol an RDMA message
containing state information for an endpoint device from an endpoint control interface (302).
The central control server can receive the RDMA message via an RDMA network interface
controller (RNIC). The central control server can run a control process or virtual machine
representing the endpoint device using the state information received from across the RDMA
communications interface (304). The output of the control process or virtual machine can
include an identification of a desired state of the endpoint device (306) For example, the result
may include a command to change the state of the endpoint device (e.g., a write command) or a
command to provide further state information (e.g., a read command).

[0043] The central control server can identify a memory location for the read or write
command (308). The memory location can be identified based on a memory information

library, which can include one or more steering tag values mapped to memory locations in a



WO 2017/095503 PCT/US2016/052403
10

memory mapped register at the endpoint device controlling the endpoint device. Additionally,
the central control server can identify a machine address identifier and a connection identifier
for the endpoint device.

[0044] The central control server, via the RNIC, can encapsulate the command and the
memory location information into a message, such as an RDMA message (310). The RNIC can
transmit the RDMA message to the endpoint device across a communications interface
compliant with the RDMA protocol (312). In some embodiments, the central control server
can, via the RNIC, receive a read response from the endpoint device, which is indicated as the
dotted arrow returning to (302).

[0045] FIG. 4 is a process flow diagram 400 for performing direct memory accesses
based on a command received across a remote direct memory access (RDMA) compliant
protocol in accordance with embodiments of the present disclosure. An RDMA-compliant
network interface controller (rNIC) on an endpoint device can receive an RDMA message (402)
from a central control server from across an RDMA compliant communications interface. The
tNIC can identify a machine address from the RDMA message (404) to confirm that the
message is meant for the endpoint device. In some implementations, the rNIC includes a filter
that can filter out packets that do not have MAC addresses configured for the receiving rNIC.
The rNIC can identify a command from the RDMA message (406). For example, the command
can be a read command or a write command. The rNIC can identify a memory location for the
command (408). The rNIC can be hardcoded with a memory location mapping to a memory
mapped register. The memory location can be identified by a memory location identifier, such
as a steering tag value. The rNIC can directly access the memory mapped register based on the
memory location from the message (410). The access can be a write operation, in which the
rNIC directly writes to a location in the memory mapped register. The access can be a read
operation, in which the rNIC reads from a location in the memory mapped register. The rNIC
can send a read response to the central control server across the RDMA compliant
communications interface (412).

[0046] This disclosure allows for multiple security options to be used:

[0047] 1. A key embedded in the device VNM, scanned via QR code at installation time
to load other side onto the server (public/private key).

[0048] 2. One time initial handshake with the endpoint connected to the server directly.

[0049] 3. MACSeC /LinkSec

[0050] 4. IPSec
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[0051] This disclosure also includes the ability to have the equipment halt or return to a
safe position (depending on the machine type) if/when network connectivity is lost. This can be
implemented with a simple periodic heart beat packet, detection of link loss or other mechanism.

[0052] The systems and apparatuses described herein can reduce the computation power
needed on the equipment side by an order of magnitude making it extremely simple. This is
important because industrial components are designed with durability as one of the topmost
priorities; they need withstand vibration, heat, and other harsh environments with minimal
maintenance for their service life.

[0053] The present disclosure may also apply to Internet of Things (I0T) devices. As
shown in FIG. 1, the central control processor 102 can transmit RDMA messages (or messages
that conform at least in part to the RDMA protocol). The messages can be transmitted across a
wireless network (e.g., a cellular network or WIFI network or other wireless technology). The
network interface controller on the endpoint device can receive the messages from across a
wireless network.

[0054] This disclosure describes the use of RDMA protocols. Among the various
RDMA protocols contemplated by this disclosure are internet Wide Area RDMA Protocol
(1IWARP), RDMA over Converged Ethernet (RoCE), and INFINIBAND ™,

[0055] It should be appreciated that the examples presented above are non-limiting
examples provided merely for purposes of illustrating certain principles and features and not
necessarily limiting or constraining the potential embodiments of the concepts described herein.
For instance, a variety of different embodiments can be realized utilizing various combinations
of the features and components described herein, including combinations realized through the
various implementations of components described herein. Other implementations, features, and
details should be appreciated from the contents of this specification.

[0056] In example 1, aspects of the embodiments are directed to a control server that
includes a central processor implemented at least in hardware to execute a control process
representing an endpoint device to identify a memory location for direct memory access for the
endpoint device and a network interface controller implemented at least in hardware to
communicate a message across a communications interface compliant with a remote direct
memory access (RDMA) protocol with an endpoint executing the endpoint device, the message
comprising the memory location for direct memory access of the endpoint.

[0057] In example 2, the subject matter of example 1 further includes that the processor
identifies a steering tag value for the direct memory access for the endpoint device based on

executing the control process, and wherein the memory location comprises a steering tag value.
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[0058] In example 3, the subject matter of examples 1 or 2 may include an integrated
switch connecting the network interface controller with the endpoint.

[0059] In example 4, the subject matter of examples 1 or 2 or 3 may include that the
central processor identifies a routing address of the endpoint based on executing the control
process and the integrated switch routes the message to the endpoint based on the routing
address.

[0060] In example 5, the subject matter of any of examples 1 or 2 or 3 or 4 may also
include that the network interface controller comprises an RDMA controller to configure an
RDMA message for transmission to the endpoint, the RDMA message comprising a direct
memory access command and the memory location.

[0061] In example 6, the subject matter of any of examples 1 or 2 or 3 or 4 or 5 may also
include a steering tag library that includes steering tag values that correspond to memory
locations of the endpoint, and wherein the processor executes a control process corresponding to
the end point endpoint device to identify a steering tag that corresponds to a memory location
for a direct memory access of the endpoint.

[0062] In example 7, aspects of the embodiments are directed to receiving, at a central
control server, state information for an endpoint device of an endpoint device from across a
communications interface compliant with a remote direct memory access (RDMA) protocol;
executing, at the central server, a simulation of the endpoint device based on the state
information; identifying a memory location for direct memory access of the endpoint device
based on the simulation of the endpoint device; constructing an RDMA message that includes
the memory location and a direct memory access command; and transmitting the RDMA
message to the endpoint device across a communications interface compliant with an RDMA
protocol.

[0063] In example 8, the subject matter of example 7 can also include identifying, based
on the simulation, a steering tag value that corresponds to the memory location of the endpoint
device for the direct memory access command.

[0064] In example 9, the subject matter of any of examples 7 or 8 can also include
identifying a machine address for the endpoint device and wherein constructing the RDMA
message comprises adding the machine address to the endpoint device to the RDMA message.

[0065] In example 10, the subject matter of example 7 can also include receiving, from
the endpoint device across the communications interface compliant with the RDMA protocol, a

read response from the endpoint device.
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[0066] In example 11, aspects of the embodiments are directed to computer program
product tangibly embodied on non-transitory computer readable media, the computer program
product including instructions that when executed are operable to execute, at a central server, a
simulation of an endpoint device of an endpoint device; identify a memory location for direct
memory access of the endpoint device based on the simulation of the endpoint device; construct
a remote direct memory access (RDMA) message that includes the memory location and a direct
memory access command; and transmit the RDMA message to the endpoint device across a
communications interface compliant with an RDMA protocol.

[0067] In example 12, the subject matter of example 11 can also include instructions
further operable to identify, based on the simulation, a steering tag value that corresponds to the
memory location of the endpoint device for the direct memory access command.

[0068] In example 13, the subject matter of example 11 or 12 can also include
instructions further operable to identify a machine address for the endpoint device and wherein
constructing the RDMA message comprises adding the machine address to the endpoint device
to the RDMA message.

[0069] In example 14, the subject matter of example 11 can also include instructions
further operable to receive, from the endpoint device across the communications interface
compliant with the RDMA protocol, a read response from the endpoint device.

[0070] In example 15, aspects of the embodiments are directed to an endpoint device in
communication with a central control server across a communications interface compliant with a
remote direct memory access (RDMA) protocol. The endpoint device can include a memory
mapped register and a network interface controller implemented at least in hardware. The
network interface controller can be configured to receive an RDMA message from the central
control server across the communications interface; identify a memory location in the memory
mapped register for direct memory access from the RDMA message; identify a command for the
direct memory access from the RDMA message; and directly access the memory location to
satisfy the command.

[0071] In example 16, the subject matter of example 15 may include that the RDMA
message identifies a memory location in the memory mapped register, and wherein the network
interface controller is configured to directly access the memory location in the memory mapped
register.

[0072] In example 17, the subject matter of example 15 or 16 may include that the
memory location of the message includes a steering tag value that corresponds to a memory

location in the memory of the endpoint device.
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[0073] In example 18, the subject matter of example 15 or 16 or 17 may include that the
network interface controller includes a hardwired steering tag value, and the network interface
controller is configured to identify the memory location in the memory based on comparing the
memory location in the message with a hardwired steering tag value.

[0074] In example 19, the subject matter of example 15 or 16 or 17 or 18 may include
that the network interface controller includes at least a portion of an RDMA controller.

[0075] In example 20, aspects of the embodiments are directed to a method performed in
an endpoint device. The method may include receiving, by a network interface controller, a
message from across a communications interface compliant with a remote direct memory access
(RDMA) compliant protocol; identifying, by the network interface controller, a memory location
from the message for a direct memory access; identifying, by the network interface controller, a
command from the message; and executing, by the network interface controller, the direct
memory access based on the command from the message.

[0076] In example 21, the subject matter of example 20 can also include that the
message includes a steering tag value that identifies a memory location of a memory of the
endpoint device.

[0077] In example 22, the subject matter of example 20 can also include comparing, by
the network interface controller, the steering tag value in the message with a steering tag value at
the endpoint device, the steering tag value at the endpoint device corresponding to a memory
location of the memory at the endpoint device.

[0078] In example 23, the subject matter of example 20 can also include identifying a
machine address from the message and confirming the machine address from the message
matches a machine address of the endpoint device.

[0079] In example 24, aspects of the embodiments are directed to a computer program
product tangibly embodied on non-transitory computer readable media, the computer program
product including instructions that when executed are operable to receive a message from across
a communications interface compliant with a remote direct memory access (RDMA) compliant
protocol; identify a memory location from the message for a direct memory access; identify a
command from the message; and execute the direct memory access based on the command from
the message.

[0080] In example 25, the subject matter of example 24 can also include that the
message comprises a steering tag value that identifies a memory location of a memory of the

endpoint device.
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[0081] In example 26, the subject matter of example 24 can also include instructions
further operable to compare the steering tag value in the message with a steering tag value at the
endpoint device, the steering tag value at the endpoint device corresponding to a memory
location of the memory at the endpoint device.

[0082] In example 27, aspects of the embodiments are directed to an endpoint device in
communication with a central control server across a communications interface compliant with a
remote direct memory access (RDMA) protocol. The endpoint device can include a memory
mapped register means and a network interface controller means implemented at least in
hardware. The network interface controller means can be configured to receive an RDMA
message from the central control server across the communications interface; identify a memory
location in the memory mapped register means for direct memory access from the RDMA
message; identify a command for the direct memory access from the RDMA message; and
directly access the memory location to satisfy the command.

[0083] In example 28, aspects of the embodiments are directed to an endpoint device in
communication with a central control server across a communications interface compliant with a
remote direct memory access (RDMA) protocol. The endpoint device can include a memory
mapped register and a network interface controller implemented at least in hardware. The
network interface controller can be configured to receive an RDMA message from the central
control server across the communications interface; identify a memory location in the memory
mapped register for direct memory access from the RDMA message; identify a command for the
direct memory access from the RDMA message; and directly access the memory location to
satisfy the command. In some embodiments, the endpoint device does not include a micro-
controller or a network processor, but rather includes a rNIC or RNIC for parsing messages sent
by the central control server over the RDMA protocol.

[0084] In example 29, aspects of the embodiments are directed to a system that includes
a central control server that includes a central processor implemented at least in hardware to
execute a control process representing an endpoint device to identify a memory location for
direct memory access for the endpoint device and a network interface controller implemented at
least in hardware to communicate a message across a communications interface compliant with
a remote direct memory access (RDMA) protocol with an endpoint executing the endpoint
device, the message comprising the memory location for direct memory access of the endpoint.
The system also includes one or more endpoint devices. Each endpoint device can include a
memory mapped register and a network interface controller implemented at least in hardware.

The network interface controller can be configured to receive an RDMA message from the
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central control server across the communications interface; identify a memory location in the
memory mapped register for direct memory access from the RDMA message; identify a
command for the direct memory access from the RDMA message; and directly access the
memory location to satisfy the command. The endpoint device does not include a micro-
controller or a network processor, but rather includes a rNIC or RNIC for parsing messages sent
by the central control server over the RDMA protocol.

[0085] Example 30 may include the subject matter of example 29, wherein the endpoint
device lacks one or both of a microcontroller or a network processor.

[0086] Example 31 may include the subject matter of example 29 or 30, wherein
network interface controller comprises an RDMA controller to configure an RDMA message for
transmission to the endpoint device, the RDMA message comprising a direct memory access
command and the memory location.

[0087] Example 32 may include the subject matter of any of examples 29 or 30 or 31,
wherein the network interface controller comprises a hardwired memory register address, and
the network interface controller is configured to identify the memory register address in the
memory based on comparing the memory register address with a steering tag offset value.

[0088] Example 33 may include the subject matter of any of examples 29 or 30 or 31 or
32, wherein the network interface controller comprises an RDMA network interface controller.

[0089] Example 34 may include the subject matter of any of examples 29 or 30 or 31 or
32 or 33, wherein the endpoint device does not include a micro-controller or a network
processor, but rather includes a rNIC or RNIC for parsing messages sent by the central control
server over the RDMA protocol.

[0090] Although this disclosure has been described in terms of certain implementations
and generally associated methods, alterations and permutations of these implementations and
methods will be apparent to those skilled in the art. For example, the actions described herein can
be performed in a different order than as described and still achieve the desirable results. As one
example, the processes depicted in the accompanying figures do not necessarily require the
particular order shown, or sequential order, to achieve the desired results. In certain
implementations, multitasking and parallel processing may be advantageous. Additionally, other
user interface layouts and functionality can be supported. Other variations are within the scope
of the claims.

[0091] While this specification contains many specific implementation details, these
should not be construed as limitations on the scope of any inventions or of what may be claimed,

but rather as descriptions of features specific to particular embodiments of particular inventions.
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Certain features that are described in this specification in the context of separate embodiments can
also be implemented in combination in a single embodiment. Conversely, various features that
are described in the context of a single embodiment can also be implemented in multiple
embodiments separately or in any suitable subcombination. Moreover, although features may be
described above as acting in certain combinations and even initially claimed as such, one or more
features from a claimed combination can in some cases be excised from the combination, and the
claimed combination may be directed to a subcombination or variation of a subcombination.

[0092] Similarly, while operations are depicted in the drawings in a particular order, this
should not be understood as requiring that such operations be performed in the particular order
shown or in sequential order, or that all illustrated operations be performed, to achieve desirable
results. In certain circumstances, multitasking and parallel processing may be advantageous.
Moreover, the separation of various system components in the embodiments described above
should not be understood as requiring such separation in all embodiments, and it should be
understood that the described program components and systems can generally be integrated
together in a single software product or packaged into multiple software products.

[0093] Thus, particular embodiments of the subject matter have been described. Other
embodiments are within the scope of the following claims. In some cases, the actions recited in
the claims can be performed in a different order and still achieve desirable results. In addition,
the processes depicted in the accompanying figures do not necessarily require the particular order

shown, or sequential order, to achieve desirable results.
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CLAIMS:

1. A control server apparatus comprising:

a processor implemented at least in hardware to execute a control process representing an
endpoint device to identify a next action for the endpoint device;

a network interface controller implemented at least in hardware to communicate a
message across a communications interface compliant with a remote direct memory access
(RDMA) protocol with an endpoint device, the message comprising a steering tag, a steering tag

offset, and a command for direct memory access of the endpoint.

2. The control server apparatus of claim 1, wherein the processor identifies a steering tag
value for the direct memory access for the endpoint device based on executing a control process

for the endpoint device, and wherein the memory location comprises a steering tag offset value.

3. The control server apparatus of claim 1, further comprising an integrated switch

connecting the network interface controller with the endpoint.

4. The control server apparatus of claim 3, wherein the processor identifies a MAC
address of the endpoint device based on executing the control process and the integrated switch

routes the message to the endpoint device based on the MAC address.

5. The control server apparatus of claim 1, wherein network interface controller
comprises an RDMA controller to configure an RDMA message for transmission to the endpoint
device, the RDMA message comprising a direct memory access command and the memory

location.

6. The control server apparatus of claim 1, further comprising a steering tag table that
includes steering tag values that correspond to memory locations of the endpoint device, and
wherein the processor executes a control process corresponding to the endpoint device to
identify a steering tag that corresponds to a memory location for a direct memory access of the

endpoint device.

7. A computer program product tangibly embodied on non-transitory computer readable
media, the computer program product including instructions that when executed are operable to:

execute, at a central server, a control process of an endpoint device;
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identify a memory location for direct memory access of the endpoint device based on the
control process of the endpoint device;

construct a remote direct memory access (RDMA) message that includes the memory
location and a direct memory access command; and

transmit the RDMA message to the endpoint device across a communications interface

compliant with an RDMA protocol.

8. The computer program product of claim 7, the instructions further operable to
identify, based on the control process, a steering tag value that corresponds to the memory

location of the endpoint device for the direct memory access command.

9. The computer program product of claim 7 or 8 the instructions further operable to
identify a machine address for the endpoint device and wherein constructing the RDMA

message comprises adding the machine address to the endpoint device to the RDMA message.

10. The computer program product of claim 7, the instructions further operable to
receive, from the endpoint device across the communications interface compliant with the

RDMA protocol, a read response from the endpoint device.

11. The computer program product of claim 7, wherein transmit the RDMA message to
the endpoint device across a communications interface compliant with an RDMA protocol
comprises transmitting the RDMA message to an endpoint control interface associated with the

endpoint device.

12. An endpoint device in communication with a central control server across a
communications interface compliant with a remote direct memory access (RDMA) protocol, the
endpoint device comprising:

a memory mapped register; and

a network interface controller implemented at least in hardware to:

receive an RDMA message from the central control server across the communications
interface;

identify a memory location in the memory mapped register for direct memory access
from the RDMA message;

identify a command for the direct memory access from the RDMA message; and



WO 2017/095503 PCT/US2016/052403
20

directly access the memory location to satisfy the command.

13. The endpoint device of claim 12, wherein the RDMA message identifies a memory
location in the memory mapped register, and wherein the network interface controller is

configured to directly access the memory location in the memory mapped register.

14. The endpoint device of claim 13, wherein the memory location of the message
comprises a steering tag offset value that corresponds to a memory location in the memory of

the endpoint device.

15. The endpoint device of claim 14, wherein the network interface controller comprises
a hardwired memory register address, and the network interface controller is configured to:
identify the memory register address in the memory based on comparing the memory

register address with a steering tag offset value.

16. The endpoint device of claim 12, wherein the network interface controller comprises

an RDMA network interface controller.

17. The endpoint device of claim 12, wherein the endpoint device lacks one or both of a

microcontroller or a network processor.

18. A computer program product tangibly embodied on non-transitory computer
readable media, the computer program product including instructions that when executed are
operable to:

receive a message from across a communications interface compliant with a remote
direct memory access (RDMA) compliant protocol,

identify a memory location from the message for a direct memory access;

identify a command from the message; and

execute the direct memory access based on the command from the message.

19. The computer program product of claim 18, wherein the message comprises a

steering tag offset value that identifies a memory location of a memory of the endpoint device.
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20. The computer program product of claim 19, the instructions further operable to
compare the steering tag value in the message with a steering tag value at the endpoint device,
the steering tag value at the endpoint device corresponding to a memory location of the memory

at the endpoint device.

21. A system comprising:

a central control server comprising:

a processor implemented at least in hardware to execute a control process representing an
endpoint device to identify a next action for the endpoint device, and

a network interface controller implemented at least in hardware to communicate a
message across a communications interface compliant with a remote direct memory access
(RDMA) protocol with an endpoint device, the message comprising a steering tag, a steering tag
offset, and a command for direct memory access of the endpoint; and

an endpoint device in communication with a central control server across a
communications interface compliant with a remote direct memory access (RDMA) protocol, the
endpoint device comprising:

a memory mapped register; and

a network interface controller implemented at least in hardware to:

receive an RDMA message from the central control server across the communications
interface;

identify a memory location in the memory mapped register for direct memory access
from the RDMA message;

identify a command for the direct memory access from the RDMA message; and

directly access the memory location to satisfy the command.

22. The system of claim 21, wherein the endpoint device lacks one or both of a

microcontroller or a network processor.

23. The system of claim 21, wherein network interface controller comprises an RDMA
controller to configure an RDMA message for transmission to the endpoint device, the RDMA

message comprising a direct memory access command and the memory location.

24. The system of claim 21, wherein the network interface controller comprises a

hardwired memory register address, and the network interface controller is configured to:
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identify the memory register address in the memory based on comparing the memory

register address with a steering tag offset value.

25. The endpoint device of claim 21, wherein the network interface controller comprises

an RDMA network interface controller.



PCT/US2016/052403

WO 2017/095503

1/4

IZAERTEN

juiodpu3 I_

(44}
ERINE ]

|043u07) Julodpug |

IZAEREY

wiodpu3 I_

(44}
0B I31u|

[0J41u0) ul0dpul

I 'Ol

(4}

IZAERTEN

ulodpu3 1_

(44}
0B I31u|

[0J41u0) ul0dpul

VINQYH

0T

VINQY

8TT
YoUMS

LTT 6TT
Josiaiadng $S320.d
Wwa1sAs [0JIU0D
911 (4%’
S|SPOW 321A3Q NINA
lodpu3
Vil 011
dnyoo / dewy aulydew
1915139y VY [enJIA
LOT 801
uoI1eWJOU| JINY
alels
901 0T
Aowa J0SS320.4d
-

[41}%

(=




PCT/US2016/052403

WO 2017/095503

2/4

(=
o~

¢ 'Ol
/A4
$S2UPPY SUIYIBA
80¢ 0T¢
auIyoB 18 >Iolhuep
BN 91815 uoneso] AJowsy
e
902 . 8v0T | VK0T
sJ915189Yy m !
padde Alowsy | JINY m JIN
, |
| m
(474 221Aa( 1ulodpug [4174 3281431UI [041U0D JUI0dpu3




WO 2017/095503

w

3/4

Receive read response from endpoint device
including state information of the endpoint device
across RDMA-compliant protocol

l

Run control process of endpoint device on central
controller using state information

'

Identify a desired next state for the endpoint
device

'

Identify remote registers to be updated and
mapping to endpoint, steering tag, and offset

l

Create RDMA message with steering tag, offset,
and command for desired state

'

Transmit command message across RDMA link to
endpoint device controller

FIG. 3

PCT/US2016/052403

302

304

306

308

310

312



WO 2017/095503

4/4

Receive message across
RDMA link

|

Identify machine address
from message

|

Validate machine address
and steering tag

|

Identify read/write
command from message

l

Perform read/write to
memory mapped register
location identified from
steering tag offset

|

Return read response
across RDMA link if
command is read request

402

404

406

408

410

412

PCT/US2016/052403

FIG. 4



INTERNATIONAL SEARCH REPORT

International application No.

PCT/US2016/052403

A. CLASSIFICATION OF SUBJECT MATTER
GO6F 15/16(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GOGF 15/16; GO6F 12/02; GOGF 12/00; GO6F 9/455; GO6F 15/167

Minimum documentation searched (classification system followed by classification symbols)

Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

tag, MAC address, and similar terms.

Electromnic data base consulted during the international search (name of data base and, where practicable, search terms used)
¢KOMPASS(KIPO internal) & keywords: RDMA (Remote Direct Memory Access) protocol, message, memory location, steering

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2013-0198312 Al (ELIEZER TAMIR et al.) Ol August 2013 1-2,5-25
See paragraphs [0024]1-[0025], [0039]1-10040]1, [0064], [00861-[00871;
claims 1, 16; and figures 2, 6.

Y 34

Y US 2011-0213854 A1 (YARON HAVIV) 01 September 2011 3-4
See paragraph [0061]; claim 1; and figure 1.

A US 2014-0181365 A1 (BLAISE FANNING et al.) 26 June 2014 1-25
See paragraphs [0018]1-[0024]; claim 1; and figure 2.

A US 2011-0246597 A1 (ROBERT C. SWANSON et al.) 06 October 2011 1-25
See paragraphs [0014]-[0026]; claim 1; and figure 1.

A US 2010-0083247 A1l (ARKADY KANEVSKY et al.) 01 April 2010 1-25
See paragraphs [0047]-[0052]; claim 1; and figures 2A-2B.

|:| Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categorics of cited documents:

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E"  earlier application or patent but published on or after the international
filing date

"L"  document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"0" document referring to an oral disclosure, use, exhibition or other
means

"P"  document published prior to the international filing date but later

than the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory undetlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one ot more other such documents,such combination
being obvious to a person skilled in the art

document member of the same patent family

e

myn

ng"

Date of the actual completion of the international search
28 December 2016 (28.12.2016)

Date of mailing of the international search report

28 December 2016 (28.12.2016)

Name and mailing address of the ISA/KR
International Application Division
¢ Korean Intellectual Property Office
Y 189 Cheongsa-ro, Seo-gu, Dagjeon, 35208, Republic of Korea

Faé;ifnile No. +82-42-481-8578

Authorized officer

BYUN, Sung Cheal

Telephone No. +82-42-481-8262

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US2016/052403
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2015-0198512 Al 01/08/2013 CN 104246742 A 24/12/2014
DE 112013000601 T5 18/12/2014
US 2013-198511 Al 01/08/2013
US 2014-325013 Al 30/10/2014
US 9467511 B2 11/10/2016
US 9467512 B2 11/10/2016
WO 2013-109640 A1 25/07/2013
US 2011-0213854 Al 01/09/2011 US 2010-0146068 A1l 10/06/2010
US 7921178 B2 05/04/2011
US 8463866 B2 11/06/2013
US 2014-0181365 Al 26/06/2014 CN 104781801 A 15/07/2015
EP 2936325 Al 28/10/2015
EP 2936325 A4 24/08/2016
US 2016-034196 Al 04/02/2016
US 9098402 B2 04/08/2015
WO 2014-099025 Al 26/06/2014
US 2011-0246597 Al 06/10/2011 CN 102223394 A 19/10/2011
CN 102223394 B 06/08/2014
EP 2372521 A2 05/10/2011
EP 2372521 A3 24/04/2013
JP 05370897 B2 18/12/2013
JP 2011-222011 A 04/11/2011
KR 10-1264521 B1 14/05/2013
KR 10-2011-0111254 A 10/10/2011
US 9015268 B2 21/04/2015
US 2010-0083247 Al 01/04/2010 AU 2009-296518 Al 01/04/2010
CA 2738733 Al 01/04/2010
JP 2012-503835 A 09/02/2012
WO 2010-036819 A2 01/04/2010
WO 2010-036819 A3 29/07/2010

Form PCT/ISA/210 (patent family annex) (January 2015)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - claims
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - wo-search-report
	Page 30 - wo-search-report

