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Generation of Optical Pulses with

Controlled Distributions of Quadrature Values

Field of Invention

The present invention relates to an apparatus and method for generating optical (laser)
pulses that show quadrature values with some pre-determined probability distribution.

Background of the invention

Communication and cryptography based on electromagnetic pulses, for example, in
form of optical laser pulses, is of growing interest. Actually; There is a need for devel-
oping compact and high-performance optical transmitters for classical and quantum
optical communication, as well as for generating quantum random numbers with pre-
determined distributions.

Many transmitters for optical communications employ lasers and external electro-optic
modulators (such as phase or intensity modulators) to encode information onto pulses
of laser light. For instance, coherent optical communication employs electro-optic mod-
ulators to encode information in the electromagnetic field quadratures, which are meas-
ured at the receiver side by using coherent detection.

The quadrature, denoted as p and q, correspond to the two perpendicular components
of the amplitude vector in the optical phase space (i.e., p =A cos (¢) andqg = A
sin(@), where A and ¢ are the amplitude and phase of the light pulses, respectively).
In telecommunications, the two quadratures are also referred to as the in-phase and
the quadrature components, respectively, of the electromagnetic field.

Electro-optic modulators are typically based on materials whose refractive index or ab-
sorption varies with the applied electric field. For example, modulators based on LiNbO3
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or semiconductor waveguides are widely used in transmitters to induce both amplitude
(intensity) and phase modulations. However, they suffer from some limitations such as:
(1) high driving electrical power consumption, (2) bulky devices that limit the compact-
ness of the transmitters, (3) instability over time due to fluctuations of operating points
and (4) limited electro-optic bandwidths. Therefore, it is desirable to build transmitters,
which circumvent the need of electro-optic modulators, leading to units with a higher
performance, lower cost, compactness, and robustness.

Besides classical communication, several schemes in quantum communications also
rely on external electro-optic modulation. Moreover, in quantum communication, the
above-mentioned limitations are more critical due to the low signal-to-noise of systems,
which are typical when propagating weak light over long distances. In such cases, the
instability and fluctuations of modulators can result in a very low performance.

Among all the quantum communication technologies, quantum key distribution (QKD)
is one of the most mature. QKD allows two parties to exchange a secret key, where the
security of the key is guaranteed by relying on principles of quantum physics. In stand-
ard QKD, a transmitter (Alice) sends quantum signals to a receiver (Bob). QKD proto-
cols can be divided into two groups, discrete variable QKD (DV-QKD) and continuous
variable (CV-QKD) protocols. In DV-QKD, the key is encoded by assigning discrete
values to a degree of freedom of single photons. For example, the BB84 DV-QKD pro-
tocol uses four polarization states to encode the key, In CV-QKD, the quantum signal
corresponds to weak attenuated pulses (weak coherent states) with the key information
encoded by assigning continuous values to the quadratures of the electromagnetic
field. For instance, the GG02 CV-QKD protocol uses coherent states of light with quad-
ratures modulated according to random Gaussian distribution.

DV-QKD requires expensive single photon technology and dedicated fiber channels,
which has greatly limited its application in real-word scenarios. CV-QKD removes the
need of single photon technology by using coherent detection which employs intense
reference pulses, called local oscillator (LO,), to measure the quadratures of light
pulses. One advantage of CV-QKD with respect to DV-QKD is that it is less subjected
to security degradation when the quantum channel is co-propagating with a higher
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power classical channel. The implementation of CV-QKD can be carried out using
standard components developed for coherent optical communications, sharing hard-
ware and channels with classical communication. To date, all the CV-QKD implemen-
tation use cumbersome external electro-optic modulator schemes to modulate the
phase and amplitude of light pulses. There is thus a need of improving CV-QKD trans-
ceivers, increasing robustness, simplifying schemes, reducing cost, and achieving
higher bit-rate.

In view of the above, it is an object of the present invention to provide an apparatus and
method for generating optical pulses in the context of communication and cryptography
wherein the above-mentioned problems are alleviated.

Description of the Invention

The present invention addresses the above-mentioned object by providing an appa-
ratus for generating light pulses, comprising a laser device configured to output the light
pulses (optical pulses, both terms are used interchangeable herein) and a pulse driver
configured to supply electrical pulses to the laser device to drive the laser device. Fur-
thermore, the (electrical) pulse driver is configured to supply the electrical pulses with
amplitudes/intensities obeying a pre-determined probability distribution (in time,
namely, within one temporal repetition period/duty cycle of electrical pulses) to the laser
device such that quadrature values of the light pulses obey another pre-determined
probability distribution.

According to an embodiment the apparatus comprises a control means configured to
repeatedly operate the laser device a) below the laser threshold for a first pre-deter-
mined time period and b) subsequently above the laser threshold for a second pre-
determined time period such that the phases of the light pulses are randomized (in par-
ticular, may obey a uniform distribution). The laser threshold is represented by some
threshold pump power or threshold current and is given by some state where a small-
signal gain just equals the resonator losses.
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Moreover, the above-mentioned object is addressed by providing a method of generat-
ing first light pulses showing a pre-determined probability distribution of quadrature val-
ues, comprising the steps of generating first electrical pulses with amplitudes/intensities
obeying a probability distribution (for example, a Rayleigh distribution) and driving a first
laser device by means of the generated first electrical pulses. In this method, driving
the first laser device comprises repeatedly driving the first laser device a) below the
laser threshold of the first laser device for a first pre-determined time period and b)
subsequently above the laser threshold for a second pre-determined time period such
that the phases of the first light pulses output by the first laser device based on the first
electrical pulses are randomized in a continuous train of light pulses (in particular, the
phases can obey a uniform distribution).

The quadratures depend on the amplitudes (intensities) and phases of the light pulses.
The distribution of the quadratures is, according to the present invention, controlled by
the provision of the pre-determined distribution of the electrical pulses provided by an
electrical pulse driver/generator. By repeatedly driving/operating the laser device below
and above the laser threshold a continuous light pulse train with approximately uniformly
distributed optical phases, i.e., with completely randomized phases of uniform distribu-

tion over the entire range from 0 to 2x radiants, can be achieved.

The pulse driver may be configured to supply electrical pulses to the laser device that
obey a Rayleigh distribution such that the amplitudes (intensities) of the light pulses
also obey a Rayleigh distribution. In combination with the phases of the light pulses
obeying a uniform distribution Gaussian distributed values of the quadratures of the light
pulses result (eachof p = A cos (@) and q =A sin (@), where A and ¢ are the amplitude

and phase of the light pulses) obey the Gaussian distribution.

Advantageously, by the thus provided embodiments of an apparatus and a method
high-performance optical transmitters for classical and quantum communication pur-
poses as well for quantum cryptography applications can be realized. The apparatus
can be part of a quantum random number generator and/or quantum key distribution/ex-
change system.
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The apparatus may further comprise a beam splitter and an unbalanced Mach-Zehnder
interferometer. In this embodiment, the pulse driver may be configured to generate and
supply the electrical pulses not only with the pre-determined probability distribution but
with probability distributed electrical pulses interleaved by electrical pulses that are
showing constant/equal amplitudes. The unbalanced Mach-Zehnder interferometer is
used to interfere adjacent electrical pulses (one of which shows the constant amplitude
the other one showing an amplitude according to the probability distribution). Thereby,
a reliable quantum random number generator with pre-determined distribution can be
provided.

Moreover, it is provided a system comprising an apparatus according to one of the
above-described embodiments and further comprising a detector device (receiver) con-
figured to receive the light pulses output by the laser device and comprising a balanced
detector means. By means of the detector device quadrature measurements and, thus,
the detection of transmitted random number codes contained in the light pulses output
by the laser device and reception of a quantum key can be performed, for example.

For example, the detector device of the system may further comprise another laser de-
vice (representing a local oscillator providing reference signals/light pulses used for
measuring quadrature values) and/or a 90° optical hybrid for performing the quadrature

measurements.

According to embodiments the system can operate as a quantum cryptography system,
in particular, a continuous variable quantum key distribution (CV-QKD) system. Here,
the apparatus operates as Alice whereas the detector device operates as Bob. Accord-
ing to one of these embodiments the apparatus comprises a beam splitting for splitting
the light pulses output by the laser device, another laser device functioning as a local
oscillator outputting relatively strong pulses (relatively high amplitudes) witch constant
amplitudes and another detector device for measuring quadrature values. Alternatively,
no other laser device is provided in addition to the beam splitter and the other detector
device but the local oscillator is transmitted from Alice to Bob by means of relatively
strong pulses of equal amplitudes interleaved with pulses obeying the above-mentioned
probability distribution, for example, a Rayleigh distribution. In both cases, the other
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detector device at the Alice side may be constructed similar to the above-described
detector device.

According to one embodiment the apparatus of the system comprises another detector
device. The detector device of this embodiment may comprise a balanced detector and
a 90° optical hybrid for measuring quadrature values of light pulses provided by the
laser device of the apparatus by means of reference pulses received from the Bob side.
The laser light pulses output by the laser device of the apparatus that is driven by the
pulse driver are split by a beam splitter. One of the outputs of the beam splitter is sup-
plied to an attenuator and exits the apparatus, for example, via a circulator, to be re-
ceived by the detector device of the system.

The other output of the beam splitter is fed to the other detector device provided on the
apparatus (Alice) side. The detector device of the system (i.e. Bob) comprises a local
oscillator in form of another laser device and also another beam splitter for splitting light
emitted by the other laser device. One of the outputs of the other beam splitter is used
by a balanced detector on the Bob side in order to determine quadratures on the Bob
side while the output of the other beam splitter is supplied (via some LO channel) to the
apparatus in order to be used for the determination of quadratures on the Alice side.

Furthermore, a method of generating random numbers is provided herein. This method
comprises the steps of the above-describe method of generating light pulses showing
a pre-determined probability distribution of quadrature values. The randomness is guar-
anteed by the uniform distribution of the phases of the light pulses output by the laser
device. The random numbers could be obtained by optical interference and subsequent
measurement with a proper detector device.

For instance, the light pulses generated with Rayleigh amplitude distribution and ap-
proximately uniform random phase can be interfered with a reference laser device (local
oscillator) and detected with a balanced detector. In this case, the detected values will
be truly random (due to phase diffusion) and follow a Gaussian distribution. In addition,
a Gaussian distributed QRNG can be obtained by interleaving optical pulses with con-
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stant amplitudes and optical pulses with a Rayleigh distribution and using an unbal-
anced Mach-Zehnder interferometer to interfere adjacent pulses. QRNG with a specific
distribution can be useful for CV-QKD, where there is a need of random number with
continuous values following some specific probability distribution.

Accordingly, it is provided a method of generating random numbers, comprising the
steps of the method of generating light pulses showing a pre-determined probability
distribution of quadrature values as described above, and further comprising

generating second electrical pulses comprising the first electrical pulses obeying the
probability distribution and interleaved by third electrical pulses that are showing equal
amplitudes;

driving the first laser device by means of the generated second electrical pulses to out-
put the first light pulses; and

interfering adjacent ones of the generated second electrical pulses by an interferometer,
in particular, an unbalanced Mach-Zehnder interferometer.

The thus disclosed method allows for simplifying or even avoiding electronic post-pro-
cessing and thus enables obtaining higher rates of generated random numbers.

Furthermore, according to particular embodiments, methods of distributing quantum
keys for encryption of communication data are provided. According to an embodiment
a method of distributing a quantum key is provided that comprises the steps of the
method of generating light pulses showing a pre-determined probability distribution of
quadrature values as described above and further comprises

A) at a transmitter (Alice) side: generating second electrical pulses with constant ampli-
tudes; driving a second laser device (functioning as a local oscillator) by means of the
generated second electrical pulses to output second light pulses (reference light
pulses); beam splitting the first light pulses to obtain a first portion of the first light pulses
and a second portion of the first light pulses; beam splitting the second light pulses to
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obtain a first portion of the second light pulses and a second portion of the second light
pulses; measuring the quadrature values of the first portion of the first light pulses using
the first portion of the second light pulses; multiplexing the second portion of the first
light pulses and the second portion of the second light pulses to obtain multiplexed light
pulses; attenuating the multiplexed light pulses to obtain attenuated multiplexed light
pulses; and transmitting the attenuated multiplexed light pulses to a receiver (Bob) side
(connected to the transmitter side by some communication channel);

and

B) at the receiver side: receiving the transmitted attenuated multiplexed light pulses and
measuring the quadrature values of the received attenuated multiplexed light pulses,
for example, by means of another beam splitter, a delay component a 90° optical hybrid
and a balanced detector (see also detailed description below).

According to an embodiment a method of distributing a quantum key is provided that
comprises the steps of the method of generating light pulses showing a pre-determined
probability distribution of quadrature values as described above and further comprises
A) at a transmitter (Alice) side:

generating second electrical pulses comprising the first electrical pulses obeying the
probability distribution and interleaved by third electrical pulses that are showing equal

amplitudes;

driving the first laser device by means of the generated second electrical pulses to out-
put the first light pulses;

beam splitting the first light pulses to obtain a first portion of the first light pulses and a
second portion of the first light pulses;

measuring the quadrature values of the first portion of the first light pulses;
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attenuating the second portion of the first light pulses to obtain attenuated light pulses;

and

transmitting the attenuated light pulses to a receiver side (connected to the transmitter

side by some communication channel);

and

B) at the receiver side:

measuring the quadrature values of the received attenuated light pulses, for example,
by means of another beam splitter, a delay component a 90° optical hybrid and a bal-
anced detector (see also detailed description below).

Only one single (first) laser device is used in this embodiment whereby the construc-
tional complexity is reduced.

According to another embodiment a second laser device representing a local oscillator
generated at the receiver side (i.e. true local oscillator) is employed. According to this
embodiment it is provided a method of distributing a quantum key that comprises the
steps of the method of generating light pulses showing a pre-determined probability
distribution of quadrature values as described above and further comprises

A) at a transmitter (Alice) side:

beam splitting the first light pulses to obtain a first portion of the first light pulses
and a second portion of the first light pulses;

attenuating the first portion of the first light pulses by an attenuator to obtain
attenuated light pulses; and
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transmitting the attenuated light pulses, in particular, via a first circulator, to a
receiver side (connected to the transmitter side by some communication chan-
nel);
and

B) at the receiver side:

generating reference light pulses by a second laser device (functioning as a local
oscillator);

beam splitting the reference light pulses to obtain a first portion of the reference
light pulses and a second portion of the reference light pulses;

measuring quadrature values of the attenuated light pulses, in particular, re-
ceived via a second circulator, by means of the first portion of the reference light

pulses; and

transmitting, in particular, via a second circulator, the second portion of the ref-
erence light pulses to the transmitter side;

and

C) at the transmitter side:

receiving the second portion of the reference light pulses, in particular, via the
first circulator; and

measuring quadrature values of the second portion of the first light pulses by
means of the received second portion of the reference light pulses.

All above-described embodiments of the inventive apparatus can be used to implement
at least some of the steps of all above-described embodiments of the inventive method.
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Additional features and advantages of the present invention will be described with ref-
erence to the drawings. In the description, reference is made to the accompanying fig-
ures that are meant to illustrate preferred embodiments of the invention. It is understood
that such embodiments do not represent the full scope of the invention.

Figure 1A schematically illustrates an embodiment of an apparatus for generating opti-
cal pulse with a controlled distribution of quadrature values and Figure 1B illustrates a
device for the measurement of quadrature values.

Figure 2 shows a Gaussian fit of measurements results for values of a quadrature ob-
tained by an apparatus according to the present invention.

Figure 3 schematically illustrates an embodiment of a system for generating and detect-
ing random numbers comprising a laser device, an unbalanced Mach-Zehnder interfer-
ometer, and a photodetector.

Figure 4 illustrates an embodiment of a continuous variable quantum key distribution
(CV-QKD) system with a “transmitted local oscillator” as it is provided herein.

Figure 5 illustrates another embodiment of a CV-QKD system.

Figure 6 illustrates an embodiment of a CV-QKD system with a “true local oscillator”.

The present invention provides an apparatus and a method for generating light/optical
pulses with quadrature values obeying a probability distribution that can suitably be
used in the context of communication and cryptography application, particularly, ran-
dom number generation. Moreover, a system and a method for generating and detect-
ing the light pulses are provided.
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Figures 1A and 1B illustrate an embodiment of the present invention. Optical pulses are
generated by a laser device. The laser device may comprise a laser diode (LD), provid-
ing single-mode operation and high modulation bandwidth. The laser device is supplied
by electrical pulses of a desired duty cycle that drive the laser going below and above
the laser threshold and obeying a pre-determined probability distribution. Repeated duty
cycles each consisting of a first time period wherein the laser device is operated below
the laser threshold and a second time period wherein the laser device is operated above
the laser threshold are employed. The duration of the electrical pulses can be lower
than 50% of the repetition period/cycle of the generated pulse train. The quadratures of
the electromagnetic field are defined as p = A cos (¢) and g =A sin (¢), where A and
@ are the amplitude and phase of the light pulses, respectively. Hence, the desired
distributions for p and q can be obtained by a combination of a pre-determined ampli-
tude distribution for A and the distribution of ¢. Particularly, generation of optical pulses
with a pre-determined distribution of amplitudes and approximately uniformly distributed

optical phases can be achieved.

The laser device is driven by electrical pulses provided by some pulse driver supplying
the electrical pulses to the laser device. The laser device is modulated from below to
above the laser threshold by means of the pulse driver. For example, the laser device
is first operated with a current of at least some 30% below the threshold value, for ex-
ample, in a range of 50% to 30% below the threshold value, producing simultaneously
strong attenuation of the cavity field and a high amplified spontaneous emission (ASE).
This attenuates any prior coherence to a negligible level, while the ASE, itself a product
of vacuum fluctuations, provides a masking field with a true random phase. The laser is
then briefly taken above the laser threshold, for example, up to 10%, 20% or 30% or
even more above the laser threshold, in order to rapidly amplify the cavity field to a
macroscopic level, for example, to a few tens of mW of peak power. The amplification
is electrically pumped and thus optical phase-independent.

By modulating the laser from below to above the laser threshold, optical pulses with
completely randomized phase are generated. According to a particular example, the
laser device may comprise a laser diode emitting at around 852 nm and have a thresh-
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old value of 36 mA, for example. It may be electrically modulated at 100 MHz with elec-
trical pulses of about 1 ns duration. Phase randomized coherent light/optical pulses of
400 ps time width and 3.5 mW peak power can be produced with theses specifications.
It is noted that an optical isolator may be placed just after the laser device in order to
avoid back reflections into the cavity of the laser diode of the same. The laser source
can also operate at other wavelengths, for example of interest in optical communication
fibre, e.g. at around 1300 or 1550 nm.

The electrical pulses provided by the pulse driver follow a pre-determined distribution
as illustrated at the top of Figure 1A. By properly choosing the temporal distribution of
the electrical pulses for a given duty cycle the distribution of the amplitudes of the optical
pulses and, thus, the distribution of the values of the quadratures can be controlled. It
is noted, that an offset voltage can be added to the electrical signal to drive the laser
from far below the threshold to near the threshold. This offset allows for the amplitude
of optical pulses to follow the desired distribution and for the phases to properly ran-
domize.

For example, using driving electrical pulses obeying a Rayleigh distribution can lead to
quadrature values (both p and q) following a Gaussian probability distribution. The
Gaussian distribution for the quadrature values results from the approximately uniform
distributed phases and the Rayleigh distribution imposed to the amplitudes of the optical
pulses by the electrical pulses in this case. Figure 2 shows experimental results ob-
tained by driving the laser device by Rayleigh distributed electrical pulses. The resulting
distribution of values of a measured quadrature is proven to be close to Gaussian.

In some detail, this measurement was carried out by interfering the optical pulses with
an external laser device, for example, a continuous wave (CW) laser, and measuring
the outcome of the interference with a balanced detector BD. The balanced detector
BD may comprise a photodiode for detecting the laser light pulses. The measurement
was performed using 2 nanosecond pulses with a repetition rate of 100 MHz. Optical
pulses with amplitudes following a Rayleigh distribution and phases following an ap-
proximately uniform distribution can lead to a distribution of quadratures is close to a
Gaussian distribution. The variance of the Gaussian distribution can be controlled by
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adjusting the variance of the Rayleigh distribution. Here and in all the other embodi-
ments described herein the generation of optical pulses with Gaussian distributed quad-
ratures when using Rayleigh distributed electrical pulses is only used an example. Other
probability distributions (for example, a mixed Rayleigh distribution) are also possible
by varying the temporal distribution of the electrical pulses.

The phase of the emitted optical pulses is truly random due to the phase diffusion pro-
cess and follows an approximate uniform distribution. The use of phase diffusion, to-
gether with the control of the electrical signal distribution, allows for the generation of
quantum random number with pre-determined continuous distribution. For instance, the
measurement of the quadratures by using an external laser enables the production of
a quantum random number generator providing random numbers following a Gaussian
distribution.

The optical pulses provided by the laser device can be transmitted via a communication
(quantum) channel, for example, an optical fiber or a waveguide. The optical pulses can
be received by a detector device as illustrated in Figure 1B that can be used in gaining
the experimental results shown in Figure 2. The detector device comprises an external
laser that acts as a local oscillator LO outputting reference light pulses, a 90° optical
hybrid, and two balanced detectors BD. This scheme is called heterodyne detection,
where both quadratures p and g are simultaneously measured for each pulse. Alterna-
tively, homodyne detection can be implemented, where either p or q is measured for
each pulse by shifting randomly the phase of the local oscillator with an external mod-

ulator.

An embodiment of a system comprising an apparatus for generating and detecting ran-
dom numbers is illustrated in Figure 3. A laser device is again driven by a pattern of
electrical pulses wherein electrical pulses of constant amplitude are interleaved be-
tween Rayleigh distributed pulses, for example, as it is shown in the top row of Figure
3 (pulses with constant amplitudes and pulse being part of the Rayleigh distribution
alternate with each other).



10

15

20

25

30

WO 2020/174034 PCT/EP2020/055107

15

Light pulses emitted by the laser device are supplied to a beam splitter. An unbalanced
Mach-Zehnder interferometer can be used to interfere adjacent light pulses. The inter-
ferometer consists of an input coupler, which equally splits in power the incoming light
pulses into the two arms of the interferometer. The long arm allows delaying the stream
of copied pulses by one period with respect to the pulses in the short arm. The two
streams of pulses interfere coherently in an output coupler of the interferometer. It is
noted that besides providing a quantum random number generator the apparatus illus-
trated in Figure 3 that has the capability of modulating a distribution of quadrature values
by controlling the electrical pulses that drive the laser device could be used for applica-
tions in classical and quantum communication, in general (for instance, for building
modulator-free and simple transceiver).

Figure 4 illustrates an embodiment of a continuous variable quantum key distribution
(CV-QKD) system with a “transmitted local oscillator’. On the Alice side, the system
shown in Figure 4 comprises a first laser device to output light pulses with quadrature
values obeying a Gaussian distribution (signal pulses) and a second laser device func-
tioning as a local oscillator LO to create strong light pulses with equal amplitudes (higher
than the amplitudes of the light pulses output by the first laser device). Typically, the
optical power of the local oscillator is several orders of magnitude higher than the signal
pulses provided by the first laser. The local oscillator pulses and the signal pulses are
split using two separate beam splitters BS, and Alice uses one of the outputs of each
beam splitter BS to measure the quadratures at her station. This measurement can be
done, for instance, by heterodyne detection using a 90° optical hybrid and balanced
detectors of a detector device. The other outputs of the beam splitter BS are time-mul-
tiplexed using a delay component and a beam splitter BS. The optical pulses are atten-
uated at Alice’s output with an optical attenuator ATT to obtain suitable quadrature var-
iances required by theQKD protocol.

The attenuated pulses are sent through a quantum communication channel (fiber link
or free space, for example) to Bob (another detector device at the receiver side), who
also measures the quadratures values by means of balanced detectors BD and a 90°
optical hybrid component (cf. also the apparatus illustrated in Figure 1). The measure-
ments of Alice and Bob lead to correlated Gaussian data that can be used to obtain a



10

15

20

25

30

WO 2020/174034 PCT/EP2020/055107

16

secret key. Several other techniques can be used for multiplexing the output of the LO
and the signal pulses before sending the signals through the communication channels,

such as polarization, wavelength, or spatial multiplexing.

In the configuration shown in Figure 4, the local oscillator output is transmitted from
Alice to Bob (“transmitted local oscillator”). Alternately, Bob could use a third laser that
is locally generated at his station to measure the quadratures. This scheme known as
“truelocal oscillator” or “local local oscillator” provides advantages in term of security.

Figure 5 shows another realization of a CV-QKD scheme that could be used for two
parties to obtain a secret key. This configuration requires only a single laser device and
therefore simplifies the implementation as compared to the configuration illustrated in
Figure 4. A laser device is driven by electrical signals consisting of electrical pulses
obeying Rayleigh distribution (signal) interleaved between strong pulses of equal am-
plitudes (local oscillator). The distribution of the quadratures of light pulses generated
with the Rayleigh distributed electrical pulses (every second pulse) would be Gaussian.
The optical pulses output by the laser device are split using a beam  splitter. Alice
estimates the values of the quadratures by measuring one of the outputs. The other
output is attenuated to adjust the variance of the quadratures as required by the
QKDprotocol. After being attenuated the light pulses are sent to Bob, who measures
the quadrature to obtain data which is correlated to Alice measurements.

An embodiment of a system comprising a “true-local oscillator” that can be implemented
with two laser devices as it is illustrated in Figure 6. A laser device at the Alice side
generates light pulses with Gaussian modulated quadratures by driving the laser from
below to above the laser threshold with a Rayleigh distribution of electrical pulses. The
light pulses generated by the laser device are then split using a beam splitter BS. One
of the outputs is then attenuated to the required variance set by GG02 protocol and sent
to Bob via port 1 of circulator C1. At the Bob side, the light pulses received via a quan-
tum channel are input to port 2 of circulator C2. Bob uses another laser device (CW or
pulsed) as an LO. The output of the LO is split using a beam splitter BS. One of the
outputs of the beam splitter BS is used to measure the incoming quadratures from Alice
at port 3 of C2. The other output of the beam splitter BS is fed into port 1 of C2 and
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reaches Alice through the communication channel. Alice uses the incoming light pulses
from Bob through port 3 of C1. Alice and Bob both can measure the quadrature by
using, for instance, heterodyne detection by means of a 90° degree optical hybrid and

balanced detectors BD.

All previously discussed embodiments are not intended as limitations but serve as ex-
amples illustrating features and advantages of the invention. It is to be understood that
some or all of the above described features can also be combined in different ways.
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Claims

1.

An apparatus for generating light pulses, comprising

a laser device configured to output the light pulses; and

a pulse driver configured to supply electrical pulses to the laser device to drive
the laser device;

wherein

the pulse driver is configured to supply the electrical pulses with a pre-deter-
mined probability distribution of amplitudes to the laser device such that quadra-
ture values of the light pulses obey another pre-determined probability distribu-
tion.

The apparatus according to claim 1, further comprising a control means config-
ured to repeatedly operate the laser device a) below the laser threshold for a first
pre-determined time period and b) subsequently above the laser threshold for a
second pre-determined time period in such a manner that the phases of the light
pulses are randomized.

The apparatus according to claim 1 or 2, wherein the pulse driver is configured
to supply electrical pulses to the laser device that obey a Rayleigh distribution.

The apparatus according to one of the preceding claims, wherein the quadrature
values of the light pulses obey a Gaussian distribution.

The apparatus according to one of the preceding claims, further comprising a
beam splitter and an interferometer, in particular, an unbalanced Mach-Zehnder
interferometer.
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System comprising an apparatus according to one of the preceding claims, and
further comprising a detector device configured to receive the light pulses output
by the laser device and wherein the detector device comprises a balanced de-
tector means.

The system according to claim 6, wherein the detector device further comprises
another laser device and/or a 90° optical hybrid.

The system according to claim 6 or 7, wherein the apparatus further comprises
a beam splitter, an attenuator and either a) another detector device or b) both

another laser device and another detector device.

The system according to claim 7, wherein

wherein the attenuator is configured for attenuating one output of the beam split-
ter of the apparatus and wherein the apparatus further comprises a first circulator
configured for supplying the attenuated output to the detector device; and

the detector device comprises another beam splitter configured for receiving light
pulses from the other laser device and a second circulator configured for receiv-
ing an output of the other beam splitter and supplying it to the apparatus;

and wherein

the first circulator is configured for supplying the output of the other beam splitter
supplied by the second circulator to the other detector device of the apparatus,
and

the second circulator is configured for supplying the attenuated output of the
beam splitter of the apparatus received via the first circulator to a balanced de-
tector of the detector device of the system, in particular, through a 90° optical
hybrid.
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A method of generating light pulses showing a pre-determined probability distri-
bution of quadrature values, comprising the steps of

generating first electrical pulses obeying a probability distribution; and

driving a first laser device by means of the generated first electrical pulses to
output first light pulses;

wherein driving the first laser device comprises repeatedly driving a) the first la-
ser device below the laser threshold of the first laser device for a first pre-deter-
mined time period and b) subsequently above the laser threshold for a second
pre-determined time period such that the phases of the output first light pulses
are randomized.

The method according to claim 10, wherein the probability distribution is a Ray-
leigh distribution.

Method of generating random numbers, comprising the steps of the method ac-
cording to claim 10 or 11, and further comprising

generating second electrical pulses comprising the first electrical pulses obeying
the probability distribution and interleaved by third electrical pulses that are

showing equal amplitudes;

driving the first laser device by means of the generated second electrical pulses
to output the first light pulses; and

interfering adjacent ones of the generated second electrical pulses by an inter-
ferometer, in particular, an unbalanced Mach-Zehnder interferometer.

Method of distributing quantum keys, comprising the steps of the method ac-

cording to claim 10 or 11, and further comprising
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A) at a transmitter side:

generating second electrical pulses with constant amplitudes;

driving a second laser device by means of the generated second electrical pulses
to output second light pulses;

beam splitting the first light pulses to obtain a first portion of the first light pulses
and a second portion of the first light pulses;

beam splitting the second light pulses to obtain a first portion of the second light
pulses and a second portion of the second light pulses;

measuring the quadrature values of the first portion of the first light pulses using
the first portion of the second light pulses;

multiplexing the second portion of the first light pulses and the second portion of
the second light pulses to obtain multiplexed light pulses;

attenuating the multiplexed light pulses by an attenuator to obtain attenuated
multiplexed light pulses; and

transmitting the attenuated multiplexed light pulses to a receiver side;

and

B) at the receiver side:

receiving the transmitted attenuated multiplexed light pulses; and

measuring the quadrature values of the received attenuated multiplexed light

pulses.
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Method of distributing quantum keys, comprising the steps of the method ac-

cording to claim 10 or 11, and further comprising

A) at a transmitter side:

generating second electrical pulses comprising the first electrical pulses obeying
the probability distribution and interleaved by third electrical pulses that are

showing equal amplitudes;

driving the first laser device by means of the generated second electrical pulses

to output the first light pulses;

beam splitting the first light pulses to obtain a first portion of the first light pulses
and a second portion of the first light pulses;

measuring the quadrature values of the first portion of the first light pulses;

attenuating the second portion of the first light pulses by an attenuator to obtain
attenuated light pulses; and

transmitting the attenuated light pulses to a receiver side;

and

B) at the receiver side:

measuring the quadrature values of the received attenuated light pulses.

Method of distributing quantum keys, comprising the steps of the method ac-
cording to claim 10 or 11, and further comprising

A) at a transmitter side:
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beam splitting the first light pulses to obtain a first portion of the first light pulses
and a second portion of the first light pulses;

attenuating the first portion of the first light pulses by an attenuator to obtain
attenuated light pulses; and

transmitting the attenuated light pulses, in particular, via a first circulator, to a

receiver side;

and

B) at the receiver side:

generating reference light pulses by a second laser device;

beam splitting the reference light pulses to obtain a first portion of the reference
light pulses and a second portion of the reference light pulses;

measuring quadrature values of the attenuated light pulses received via a sec-
ond circulator, by means of the first portion of the reference light pulses; and

transmitting via a second circulator, the second portion of the reference light
pulses to the transmitter side;

and

C) at the transmitter side:

receiving the second portion of the reference light pulses, in particular, via the
first circulator; and

measuring quadrature values of the second portion of the first light pulses by
means of the received second portion of the reference light pulses.
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