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© (57) Abstract: To monitor the execution path of executable code, only non-deterministic jump instructions of the executable code

are instrumented by replacing them with respective recording instructions that record the results of executions of the non- deter
ministic jump instructions and then emulate those executions, thereby providing instrumented code, and the instrumented code is

o executed. Preferably, the recording instructions are one byte long and invoke an interrupt service routine that does the recording
and the emulating. Optionally, selected instructions of the executable code are replaced with trigger instructions for turning the

o recording on and off. Preferably, after the instrumented code is executed, the addresses of the instrumented instructions and the re
sults of their executions are played back either forward or backward. Optionally, the instrumented code is executed a second time
and the results of the executions of the instrumented instructions in the two executions of the instrumented code are compared.



AMENDED CLAIMS
received by the International Bureau on 02.02.2012

1. A method of monitoring an execution path of executable code that

includes at least one non-deterministic jump instruction, comprising the steps of:

(a) storing the executable code in a first machine-readable medium;

(b) only for each non-deterministic jump instruction of at least a portion of

the at least one non-deterministic jump instruction:

(i) identifying an address of said each non-deterministic jump

instruction, and

(ii) replacing only said each non-deterministic jump instruction

with a respective recording instruction for

(A) recording a result of each execution of said each non-

deterministic jump instruction in a second machine-

readable medium, and

(B) emulating said each execution of said each non-

deterministic jump instruction,

thereby providing instrumented executable code; and

(c) effecting a first execution of the instrumented executable code.

2. The method of claim 1, wherein said identifying and replacing is

effected off-line.

3. The method of claim 1, wherein said identifying and replacing is

effected on-line.

4. The method of claim 1, wherein said address of every said non-

deterministic jump instruction is identified and wherein every said non-deterministic

jump instruction is replaced by said respective recording instruction thereof.

5. The method of claim 1, wherein each said recording instruction is one

byte long.

6. The method of claim 1, wherein said identifying includes reading an

assembly file of the executable code.



7. The method of claim 1, wherein said identifying includes

disassembling the executable code.

8. The method of claim 7, wherein said disassembling is effected on-line.

9. The method of claim 1, wherein said first and second machine-readable

media are identical.

10. The method of claim 1, wherein said first and second machine-readable

media are different.

11. The method of claim 1, wherein said recording of said result and said

emulating of said each execution of said respective non-deterministic jump instruction

is effected by an interrupt service routine that is invoked by said recording

instructions.

12, The method of claim 11, further comprising the step of:

(d) installing said interrupt service routine.

13. The method of claim 12, wherein said installing is effected using a

device driver.

14. The method of claim 1>further comprising the step of:

(d) prior to said effecting of said first execution, setting up, in said second

machine-readable medium, a recording structure that includes, for each

said non-deterministic jump instruction of said at least portion of the at

least one non-deterministic jump instruction:

(i) an address of said each non-deterministic jump instruction,

(ii) a pointer to a buffer in said second machine-readable medium

for recording said result of said each execution of said each

non-deterministic jump instruction, and

(iii) a pointer to a code stub for emulating said each execution of

said each non-deterministic jump instruction;



said recording and said emulating then being effected with reference to

said recording structure.

15. The method of claim 1, further comprising the step of:

(d) replacing at least one other selected instruction of the executable code

with a trigger instruction.

16. The method of claim 15, wherein said selected instruction is selected

from the group consisting of an entry point of a function of the executable code and

an exit point of a function of the executable code.

17. The method of claim 1, further comprising the step of:

(d) recording, in a third machine-readable medium, said address of each

said non-deterministic jump instruction of said at least portion of the at

least one non-deterministic jump instruction, along with all results of

any said executions of said each non-deterministic jump instruction,

thereby providing a first record of the execution path.

18. The method of claim 17, wherein said second and third machine-

readable media are identical.

19. The method of claim 17, wherein said second and third machine-

readable media are different.

20. The method of claim 17, further comprising the step of:

(e) playing said record of the execution path forward.

2 1. The method of claim 17, further comprising the step of:

(f) playing said record of the execution path backward.

22. The method of claim 2 1, further comprising the step of:

(g) during said forward playing of the execution path, constructing a

backward recording array and a backward replay state vector, said

backward playing of said record of the execution path being in



accordance with said backward recording array and said backward

replay state vector.

23. The method of claim 17, further comprising the step of:

(e) subsequent to said providing of said first record of the execution path,

effecting a second execution of the instrumented executable code.

24. The method of claim 23, further comprising the steps of:

(f) recording, in a fourth machine-readable medium, said address of each

said non-deterministic jump instruction of said at least portion of the at

least one non-deterministic jump instruction, along with all results of

any said executions, during said second execution, of said each non-

deterministic jump instruction, thereby providing a second record of

the execution path; and

(g) comparing said first and second records of the execution path.

25. The method of claim 24, wherein said third and fourth machine-

readable media are identical.

26. The method of claim 24, wherein said third and fourth machine-

readable media are different.

27. The method of claim 24, further comprising the step of:

(h) inserting, in the executable code, a synchronization instruction for

recording, in said first and second records of the execution path, every

arrival of said first and second executions at a location in the

executable code where said synchronization instruction has been

inserted.

28. The method of claim 23, further comprising the step of:

(f) during said second execution, comparing said result of each said

execution of each said non-deterministic jump instruction with said

first record of the execution path.



29. The method of claim 28, wherein said second execution is stopped

when said comparing shows that said result of one said execution of one said non-

deterministic instruction during said second execution differs from said result of said

one execution of said one non-deterministic instruction during said first execution.

30. The method of claim 28, further comprising the steps of:

(h) inserting, in the executable code, a synchronization instruction for:

(i) recording, in said first record of the execution path, every

arrival of said first execution at a location in the executable

code where said synchronization instruction has been inserted;

and

(ii) counting every arrival of said second at said location in the

executable code where said synchronization instruction has

been inserted;

and wherein said second execution is stopped when said comparing shows that,

starting from an execution of said synchronization instruction a pre-determined

number of times by both said first execution and said second execution, said result of

one said execution of one said non-deterministic instruction during said second

execution differs from said result of said one execution of said one non-deterministic

instruction during said first execution.

31. A computer-readable storage medium having computer-readable code

embodied on said computer-readable storage medium, the computer-readable code for

monitoring an execution path of executable code that includes at least one non-

deterministic jump instruction, the computer-readable code comprising:

(a) program code for: only for each non-deterministic jump instruction of

at least a portion of the at least one non-deterministic jump instruction:

(i) identifying an address of said each non-deterministic jump

instruction; and

(ii) replacing only said each non-deterministic jump instruction

with a respective recording instruction for:

(A) recording a result of each execution of said each non-

deterministic jump instruction, and



(B) emulating said each execution of said each non-

deterministic jump instruction.

32. The computer-readable storage medium of claim 31, wherein said

recording instruction is one byte long.

33. The computer-readable storage medium of claim 31, wherein the

computer-readable code further comprises

(b) program code for an interrupt service routine to which said recording

instructions jump for said recording and said emulating.

34. The computer-readable storage medium of claim 33, wherein the

computer-readable code further comprises:

(c) program code for a device driver for installing said interrupt service

routine.

35. The computer-readable storage medium of claim 31, wherein the

computer-readable code further comprises:

(b) program code for setting up a recording structure that includes, for

each said non-deterministic jump instruction of said at least portion of

the at least one non-deterministic jump instruction:

(i) an address of said each non-deterministic jump instruction,

(ii) a pointer to a buffer for recording said result of said each

execution of said each non-deterministic jump instruction, and

(iii) a pointer to a code stub for emulating said each execution of

said each non-deterministic jump instruction; and

(c) program code for said code stub.

36. The computer-readable storage medium of claim 31, wherein the

computer-readable code further comprises:

(b) program code for replacing at least one other selected instruction of the

executable code with a trigger instruction.



37. The computer-readable storage medium of claim 31, wherein said

replacing provides instrumented executable code, and wherein the computer-readable

code further comprises:

(b) program code for, subsequent to execution of said instrumented

executable code, recording said address of each said non-deterministic

jump instruction of said at least portion of the at least one non-

deterministic jump instruction, along with all results of any said

executions of said each non-deterministic jump instruction, thereby

providing a record of the execution path.

38. The computer-readable storage medium of claim 37, wherein the

computer-readable code further comprises:

(c) program code for playing said record of the execution path forward.

39. The computer-readable storage medium of claim 38, wherein the

computer-readable code further comprises:

(d) program code for playing said record of the execution path backward.

40. The computer-readable storage medium of claim 38, wherein the

computer-readable code further comprises:

(e) program code for constructing a backward recording array and a

backward replay state vector during said forward playing of the

execution path.

41. The computer-readable storage medium of claim 37, wherein the

computer-readable code further comprises:

(c) program code for comparing two said records of respective execution

paths of two executions of said instrumented code.

42. The computer-readable storage medium of claim 31, wherein the

computer-readable code further comprises:

(b) program code for replacing at least one other selected instruction of the

executable code with a synchronization instruction.
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