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buffer in the vehicle. A processor in the vehicle is configured 
to detect anomalous conditions, which can be based on 
predefined fault codes or user defined conditions (based on 
a single parameter or a combination of parameters). When 
ever Such an anomaly is detected, a diagnostic log is 
conveyed from the vehicle to a remote location. Such a log 
will include the detected anomaly, and buffered operational 
data. In at least one embodiment, the diagnostic log includes 
buffered operational data collected both before and after the 
anomaly. The diagnostic log is analyzed at the remote 
location to diagnose the cause of the anomalous condition, 
so a decision can be made as to whether the vehicle requires 
immediate repair, or whether the repair can be scheduled at 
a later time. 
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REAL TIME VEHICLE DAGNOSS SYSTEM 

0001. This application is a continuation of copending 
patent application Ser. No. 13/219,467, filed on Aug. 26, 
2011. Ser. No. 13/219.467 is based on a prior copending 
provisional application, Ser. No. 61/377,865, filed on Aug. 
27, 2010, the benefit of the filing date of which is claimed 
under 35 U.S.C. S 119(e). Ser. No. 13/219,467 is further a 
continuation-in-part of copending patent application, Ser. 
No. 12/956,961, filed on Nov. 30, 2010 (now abandoned), 
copending patent application, Ser. No. 13/157,184, filed on 
Jun. 9, 2011, and copending patent application, Ser. No. 
13/157,203, also filed on Jun. 9, 2011, the benefits of the 
filing dates of which are claimed under 35 U.S.C. S 120. 

BACKGROUND 

0002 Today’s vehicles are equipped with many different 
types of data collection and processing components. Much 
of the data collected by the data collection components is 
used to control the operation of the vehicle. For example, 
data collected by oxygen sensors is used to control the 
amount of fuel introduced into the engine, to avoid provid 
ing an overly rich fuel mixture that would result in decreased 
fuel efficiency and increased emissions. 
0003. Two broad classes of data include operational data 
and fault code data. As used herein and the claims that 
follow, the term operational data encompasses data that is 
used to control the operation of the vehicle, such as the data 
from oxygen sensors as noted above (data which is used by 
one or more vehicle controllers as feedback for controlling 
Some aspect of the vehicles operation), or data that is simply 
generated during the operation of the vehicle (some vehicles 
generate operational data that is not used by any vehicle 
component during routine vehicle operation, but is rather 
used by diagnostic or service equipment during vehicle 
servicing or maintenance). In general, operational data is not 
stored, but rather is generated, contemporaneously used 
(either to control various vehicular systems or to provide 
data to diagnostic or service equipment during vehicle 
servicing), and then discarded. Exemplary operational data 
include, but is not limited to, engine coolant temperature, 
engine speed, oxygen levels, throttle position, brake tem 
perature, vehicle speed, brake position, and gearbox param 
eters. Much of this data is collected very frequently, some 
types of operational data being collected multiple times per 
second. The sheer quantity of operational data being gener 
ated by the various vehicle components and Subsystems 
makes storing or archiving all of Such operational data 
problematical. Some vendors do provide data logging sys 
tems for temporary use in vehicles, where all the operational 
data generated by the vehicle is stored for later analysis, but 
Such data logging systems are not designed for long term 
US 

0004 Fault code data somewhat addresses the problem of 
storing the enormous quantity of operational data generated 
by vehicles. Fault codes corresponding to specific undesir 
able operating parameters are predefined. A processor in the 
vehicle monitors the operational data as it is generated, and 
whenever an operating parameter corresponding to a specific 
predefined fault code is detected, the fault code is stored in 
a memory in the vehicle. The fault code is generally a 
numeric or alphanumeric value that can be stored using very 
little memory resources. For example, the number 11 can be 
defined as a fault code for the following condition: battery 
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sensing voltage drops below 4 or between 7 and 8 volts for 
more than 20 seconds. Fault codes can be retrieved and used 
to diagnose vehicle problems. Even with the data provided 
by fault codes, accurate diagnosis of complex or unusual 
vehicular system failures can be problematical. 
0005. It would be desirable to provide a vehicular diag 
nostic method and apparatus that provided more contextual 
data than available based on fault codes alone, which do not 
rely on storing all of the operational data produced by a 
vehicle. 

SUMMARY 

0006. This application specifically incorporates by refer 
ence the disclosures and drawings of each patent application 
identified above as a related application. 
0007. The concepts disclosed herein encompass tempo 
rarily storing operational data in a buffer in the vehicle, 
rather than simply discarding the operational data, and then 
archiving such buffered operational data whenever a fault 
code is generated. Such archived operational data combined 
with the fault code will provide a contextually rich data set 
that will greatly facilitate diagnosis of vehicle problems. The 
term combining does not require the archived or saved 
operational data and the fault code data to be stored in the 
same file location or data packet, rather, the term combining 
is used to indicate that a contextual link between the 
archived operational data and the fault code is generated, so 
that even if the archived operational data and the fault code 
are not stored together in a single file or data packet, the 
archived operational data corresponding to a particular fault 
code can be differentiated from archived operational data 
corresponding to a different fault code. Time indexing can be 
used to correlate specific archived operational data to spe 
cific fault codes, if the different types of data are to be stored 
separately. 
0008. In at least one exemplary embodiment, the 
archived operational data corresponding to a particular fault 
code is ring buffered operational data, which includes opera 
tional data collected both before and after the fault code is 
detected. The amount of operational data before and after the 
fault code can be defined as desired, and need not be 
identical (that is, Some users may prefer relatively more 
operational data after a fault code is detected, and relatively 
less operational data before a fault code is detected, or vice 
versa). In at least one exemplary embodiment, systems 
implementing the concepts disclosed herein are configured 
to enable the temporal extent of such a ring buffer to be a 
user adjustable parameter. 
0009. In at least one exemplary embodiment, the contex 
tually (and temporally) linked buffered operational data and 
fault code data are conveyed in real-time to a remote 
computing device, so that a diagnosis of a vehicle problem 
causing the generation of the fault code can occur while the 
vehicle is operational. Rapid diagnosis of problems can lead 
to the prevention of damage to the vehicle caused by 
continuing to operate the vehicle after a malfunction is 
detected, where the diagnosis indicates that continued opera 
tion of the vehicle would result in Such damage. In Such 
circumstances, the driver of the vehicle can be contacted to 
ensure that continued operation of the vehicle does not 
occur. If the diagnosed problem is relatively minor, the 
operator of the vehicle can be contacted with less urgency to 
arrange for a repair. In an exemplary, but not limiting 
embodiment, where continued operation of the vehicle is not 
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likely to result in damage, the results of the vehicle diagnosis 
are forwarded to the vehicle operator, service for the vehicle 
is scheduled, and parts required for the service are ordered, 
all while the vehicle continues to operate. 
0010. It should be recognized that the fault codes dis 
cussed above represent the detection of an anomalous 
vehicle condition identified by analyzing the operational 
data. The concepts disclosed herein encompass embodi 
ments where real time analysis of the vehicle operational 
data at the vehicle indicates an anomalous condition exists, 
even when the anomalous condition does not correspond to 
a fault code predefined by the vehicle manufacturer. The 
controller in the vehicle tasked with the analysis of opera 
tional data to detect an anomalous condition can be config 
ured as desired to detect specific conditions that a user has 
determined represents an anomaly. Thus, in at least one 
exemplary embodiment, buffered operational data is con 
veyed to a remote computing device whenever a user 
defined operating parameter is detected. In essence, this 
enables a user to define a custom fault code library (note that 
prior art fault codes are tied to specific operating parameters, 
however, prior art fault codes are predefined at the vehicle 
manufacturer level, and are not user modifiable or user 
defined). This concept is referred to herein and in the claims 
that follow as a user defined fault code. Such user defined 
fault codes can include any user defined single operational 
parameter, or a combination of user defined operational 
parameters, that are unique from the fault codes defined at 
the vehicle manufacturer level. In at least one exemplary 
embodiment, systems implementing the concepts disclosed 
herein are configured so that user defined fault codes can be 
defined and implemented while the vehicle is operational. In 
at least one exemplary embodiment, user defined fault codes 
are generated at a remote computing device attempting to 
acquire additional information to be used to diagnose a 
vehicle, where the user defined fault code is uniquely 
defined based on buffered operational data conveyed to the 
remote computing device while the vehicle is operating. 
0011. It should be recognized that the concepts disclosed 
herein encompass embodiments in which the detection of an 
anomalous conditions triggers the transmission of the buff 
ered operational data collected proximate the detection of 
the anomalous condition (and data defining the detected 
anomaly) to the remote computing device for analysis 
immediately (i.e., in real-time), or after only a relatively 
brief delay. In at least one exemplary embodiment, a wire 
less data link, such as a cellular data link, is used to transmit 
Such data from the vehicle to the remote computing device. 
In at least one embodiment, if a data link cannot be estab 
lished between the vehicle and the remote computing device 
to transmit the buffered operational data and data defining 
the detected anomaly immediately, then the buffered opera 
tional data collected proximate the detection of the anoma 
lous condition (and the data defining the anomalous condi 
tion detected) can be stored at the vehicle and sent to the 
remote computing device when a data link can be estab 
lished. The phrase buffered operational data collected proxi 
mate the detection of the anomalous condition is intended to 
encompass: (1) buffered operational data collected for a 
predefined period after the anomaly has been detected; (2) 
buffered operational data collected for a predefined period 
before the anomaly was detected; and (3) buffered opera 
tional data collected for a predefined period after the 
anomaly has been detected combined with buffered opera 
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tional data collected for a predefined period before the 
anomaly was detected. Because the buffer temporarily stores 
operational data, Some amount of operational data acquired 
before the anomalous event is detected is available (the 
amount of operational data available being a function of a 
size of the buffer). 
0012. In at least one exemplary embodiment, the buffered 
operational data includes operational data that is automati 
cally broadcast by the vehicle while the vehicle is operating. 
In at least one exemplary embodiment, the buffered opera 
tional data includes operational data that must be specifically 
requested. In yet another exemplary embodiment, the buff 
ered operational data includes both operational data that is 
automatically broadcast by the vehicle while the vehicle is 
operating and operational data that must be specifically 
requested. In general, operational data that must be 
requested is operational data that can be generated upon 
request (such as throttle position data), but is not data that 
normally generated during routine vehicle operations. 
0013. In addition to being implemented as a method, the 
concepts disclosed herein can also be implemented as a 
non-transitory memory medium, Storing machine instruc 
tions that when executed by a processor implement the 
method, and by a system for implementing the method. In 
Such a system, the basic elements include a vehicle, opera 
tional data collection components in the vehicle, a memory 
(i.e., a buffer) at the vehicle in which some amount of 
operational data is temporarily stored, and a vehicle proces 
sor for monitoring the operational data to detect an anoma 
lous condition (i.e., to detect a fault code, manufacturer 
defined or user defined). Where vehicle diagnosis is to be 
performed in real-time at remote locations, a communication 
link (preferably bidirectional, so that in the event that the 
diagnosis indicates that continued operation is ill advised, 
the driver of the vehicle can be contacted) for communicat 
ing with a remote computing device is included. It should be 
recognized that these basic elements can be combined in 
many different configurations to achieve the exemplary 
concepts discussed above. Thus, the details provided herein 
are intended to be exemplary, and not limiting on the scope 
of the concepts disclosed herein. 
0014. The above noted methods are preferably imple 
mented by a processor (such as a computing device imple 
menting machine instructions to implement the specific 
functions noted above) or a custom circuit (such as an 
application specific integrated circuit). 
0015 The term real-time as used herein and the claims 
that follow is not intended to imply the data is transmitted 
instantaneously, rather the data is collected over a relatively 
short period of time (over a period of seconds or minutes), 
and transmitted to the remote computing device on an 
ongoing basis (transmission of the buffered operational data 
being triggered by the detection of a fault or anomaly), as 
opposed to storing the data at the vehicle for an extended 
period of time (hour or days), and transmitting an extended 
data set to the remote computing device after the data set has 
been collected. 
0016. The concepts disclosed herein encompass a system 
where the above identified data operational data collection 
components, the data buffer (where some amount of opera 
tional data is temporarily stored, rather than being dis 
carded), the processor (for analyzing the operational data to 
detect an anomalous condition), and the data link (for 
conveying the buffered operational data and the detected 
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anomalous condition to a remote computing device for 
analysis) are included in a plurality of enrolled vehicles. 
Such a system includes a remote computing device (either 
an individual computing device, or a network of Such 
devices), where the buffered operational data and the data 
defining the anomalous condition (such as a fault code) can 
be stored or analyzed (i.e., diagnosed). In one exemplary, but 
not limiting embodiment, vehicle position data and/or 
inspection data is collected from enrolled vehicles and 
stored at a first server, operated by a first entity, for use by 
the operator of the vehicle. Such data is collected during 
normal operation of the vehicle, and sent to the first server 
during normal operation of a vehicle. In the event that an 
anomalous condition is detected, the buffered operational 
data and the data defining the anomalous condition are sent 
from the vehicle to the first server. The first entity operating 
the first server then conveys the buffered operational data 
and the data defining the anomalous condition to a second 
server operated by a second entity. The second entity then 
analyzes the buffered operational data and the data defining 
the anomalous condition and determines the cause of the 
anomalous condition. The vehicle operator can then be 
contacted to arrange servicing of the vehicle. In an exem 
plary embodiment, the second entity is the manufacturer of 
the vehicle or the vehicle power plant. 
0017. The concepts disclosed herein also encompass 
embodiments in which each enrolled vehicle includes a 
position tracking component (such as a global position 
satellite (GPS) tracking device), along with the data buffer, 
the data link to the remote computing device, and the 
processor for detecting the anomalous condition (or 
responding to the detection of the anomalous condition by 
using the data link to convey the buffered operational data to 
a remote computing device for analysis). In at least one 
exemplary embodiment, such components are incorporated 
into a diagnostic or telematics device also including the 
position tracking component. 
0018. The concepts disclosed herein also encompass 
embodiments in which techniques are implemented to 
reduce an amount of buffered operational data conveyed to 
a remote computing device for analysis. Particularly where 
the data link from the vehicle to the remote computing 
device is wireless (such as cellular or satellite based com 
munications), data transmission rates represent a cost that 
can be controlled. The concepts disclosed herein encompass 
a variety of filtering techniques that can be used to determine 
if a particular condition exists, such that when such a 
predefined condition exists, the buffered operational data 
will not be sent to the remote computing device, even if an 
anomalous condition is detected. One Such filtering tech 
nique is based on detecting (using a position sensing com 
ponent) a location of the vehicle at startup. If that location 
corresponds to a repair facility or service center, then the 
automated buffered operational data transmission function 
ality can be turned off (as the vehicle will likely be coupled 
to a diagnostic device at the service center, such that the 
remote diagnostic function is not needed). Such locations 
can be stored in a memory at the vehicle, or more preferably, 
the vehicle can communicate its location at start up to the 
remote computing device, which has access to the locations 
of Such service centers. The remote computing device then 
determines if the processor in the vehicle responsible for 
controlling transmission of the buffered operational data to 
the remote computing device should be instructed not to 
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transmit Such data. Another Such filter technique is based on 
analyzing whether the same anomalous conditions are 
detected in about the same geographic position and/or within 
a predefined time period (which can indicate that the vehicle 
is being driven around a service facility trying to replicate an 
intermittent fault). Another technique that can be used to 
reduce the amount of buffered operational data that is 
wirelessly conveyed to a remote computing device is to 
ensure that duplicate information, related to the same 
anomalous condition, is not sent time and time again. In at 
least one embodiment, an occurrence counter in a diagnostic 
trouble code (DTC) is analyzed to determine if a particular 
fault code is a reoccurring event that can be ignored to 
minimize an amount of data that is transmitted wirelessly. 
0019. The concepts disclosed herein also encompass 
embodiments in which the processor controlling the collec 
tion and transmission of buffered operational data is con 
figured to either ignore operational data generated during an 
initial start-up of the vehicle (referred to as settling time. 
This technique will result in no buffered operational data and 
anomalous condition data being wirelessly conveyed to a 
remote computing device until after a predetermined settling 
time has elapsed. 
0020. It should be recognized that there is a temporal 
connection between the buffered operational data to be sent 
to the remote computing device and the detection of the 
anomalous event. Depending upon user preference, the 
buffered operational data sent to the remote computing 
device can be: (1) operational data collected before the 
anomaly; (2) operational data collected after the anomaly; 
and (3) a combination of operational data collected before 
the anomaly and after the anomaly. 
0021. The concepts disclosed herein also encompass 
embodiments in which once buffered operational data and 
data defining an anomalous event are wirelessly conveyed to 
a remote computing device, a processor in the vehicle is 
configured to monitor dashboard lamps, to determine if any 
warning indicator lamps on the vehicle dashboard change in 
response to the recently detected anomalous condition. 
When Such a lamp status change (i.e., from off to on, or from 
amber/yellow to red, indicating an escalation) is detected, 
that information is wirelessly transmitted to the remote 
computing device to which the buffered operational data and 
anomalous condition data were previously sent. 
0022. The concepts disclosed herein also encompass 
embodiments in which a controller in the vehicle is config 
ured to enable an operator of the vehicle to manually trigger 
the transmission of buffered operational data to the remote 
computing device. This can be used to enable an operator 
who is concerned that something unusual might be occurring 
in regard to vehicle operation, so that buffered operational 
data can be analyzed at a remote computing device to 
determine if there really is an operational issue with the 
vehicle. In such circumstances, the processor in the vehicle 
tasked with monitoring the operational data to detect an 
anomalous condition may not have detected Such an anoma 
lous condition, in which case only the buffered operational 
data will be conveyed to the remote computing device (i.e., 
data defining the anomalous condition will not be present, 
thus will not be sent to the remote computing device). In 
Such a data transmission of buffered operational data, an 
indication that the operator of the vehicle triggered the data 
transmission can be included, so the analysis of the buffered 
operational data at the remote computing device can proceed 
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with the understanding that the operator of the vehicle 
Suspects a problem exists, even if an anomalous condition 
has not be detected at the vehicle by the vehicle hardware 
monitoring the operational data for Such an anomalous 
condition. The vehicle can be equipped with a user input 
specifically configured to enable the vehicle operator to 
trigger the transmission of the current buffered operational 
data to the remote computing device (i.e., a button, rocker 
panel, switch or other user input that is added to the vehicle). 
In at least one embodiment, an existing operator input 
element is modified to Support Such a triggering function. 
For example, a control device used to control vehicle 
equipment Such a headlight or radio can be used as a trigger, 
if the processor controlling the transmission of the buffered 
operational data is coupled to the control device, and con 
figured to respond to a certain input pattern from the control 
device (i.e., the control device is manipulated by the opera 
tor in a predefined and unusual pattern, such as repeatedly 
manipulating the control device in a specific and unusual 
sequence not normally employed in routine vehicle opera 
tions). In at least one embodiment, the controller responsible 
for sending the buffered operational data to the remote 
computing device is configured to recognize repeatedly 
turning the radio on and off in a specific predefined pattern 
as an operator trigger signal, requiring the processor to use 
the data link to upload the contents of the data buffer to the 
remote computing device. 
0023 This Summary has been provided to introduce a 
few concepts in a simplified form that are further described 
in detail below in the Description. However, this Summary 
is not intended to identify key or essential features of the 
claimed Subject matter, nor is it intended to be used as an aid 
in determining the scope of the claimed Subject matter. 

DRAWINGS 

0024. Various aspects and attendant advantages of one or 
more exemplary embodiments and modifications thereto 
will become more readily appreciated as the same becomes 
better understood by reference to the following detailed 
description, when taken in conjunction with the accompa 
nying drawings, wherein: 
0025 FIG. 1 is a high level logic diagram showing 
exemplary overall method steps implemented in accord with 
the concepts disclosed herein to remotely diagnose an abnor 
mal vehicle parameter in real-time; 
0026 FIG. 2 is a functional block diagram of an exem 
plary computing device that can be employed to implement 
some of the method steps disclosed herein; 
0027 FIG. 3 is a functional block diagram of an exem 
plary vehicle employed to implement some of the concepts 
disclosed herein; 
0028 FIG. 4 is an exemplary functional block diagram 
showing the basic functional components used to implement 
the method steps of FIG. 1; 
0029 FIG. 5 is another exemplary functional block dia 
gram showing the basic functional components used to 
implement the method steps of FIG. 1; 
0030 FIG. 6 is a functional block diagram of an exem 
plary diagnostic unit including a position sensing compo 
nent that can be added to a vehicle to implement some of the 
concepts disclosed herein; 
0031 FIG. 7 is a functional block diagram of exemplary 
processor functions that can be implemented in the diag 
nostic unit of FIG. 6; and 
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0032 FIG. 8 is a flow chart showing exemplary steps 
implemented in accord with the concepts disclosed herein to 
remotely diagnose an abnormal vehicle parameter in real 
time, the method of FIG. 8 including some additional 
functions as compared to the method of FIG. 1. 

DESCRIPTION 

Figures and Disclosed Embodiments are not 
Limiting 

0033 Exemplary embodiments are illustrated in refer 
enced Figures of the drawings. It is intended that the 
embodiments and Figures disclosed herein are to be con 
sidered illustrative rather than restrictive. No limitation on 
the scope of the technology and of the claims that follow is 
to be imputed to the examples shown in the drawings and 
discussed herein. Further, it should be understood that any 
feature of one embodiment disclosed herein can be com 
bined with one or more features of any other embodiment 
that is disclosed, unless otherwise indicated. 
0034. As used herein and in the claims that follow, a 
reference to an activity that occurs in real-time is intended 
to refer not only to an activity that occurs with no delay, but 
also to an activity that occurs with a relatively short delay 
(i.e., a delay or lag period of seconds or minutes, but with 
less than an hour of lag time). 
0035 FIG. 1 is a high level flow chart showing the 
overall method steps implemented in accord with one aspect 
of the concepts disclosed herein, to convey data defining an 
anomalous vehicle condition along with operational data 
(collected from the vehicle proximate to the detection of the 
anomaly) to a remote computing device, so that the cause of 
the anomaly can be diagnosed in real-time. Vehicle fault 
codes represent an exemplary type of anomaly. In the prior 
art, fault codes are used to facilitate diagnosis of vehicle 
problems, however, the operational data discussed herein is 
not used in addition to the fault codes to diagnose vehicle 
problems. Providing such operational data in addition to the 
data defining the anomaly (Such as a fault code) will 
facilitate more accurate diagnoses. 
0036 Referring to FIG. 1, in a block 10, each vehicle 
enrolled in the diagnostic system is equipped with compo 
nents to collect operational data, a data buffer in which 
operational data is temporarily stored, a processor to detect 
anomalous conditions (such as anomalous conditions corre 
sponding to predefined fault codes), and a data link to 
convey the data defining the anomalous condition and 
contents of the data buffer to a remote computing device for 
diagnosis. As noted above, a majority of vehicles manufac 
tured today already include components to collect opera 
tional data during operation of the vehicle. Such data is used 
during operation of the vehicle, to provide feedback to 
control many vehicle systems, including but not limited to 
engine fuel Supply components, vehicle braking compo 
nents, vehicle cooling components, and vehicle transmission 
components. According to the concepts disclosed herein, 
such vehicles are modified to include a data buffer in which 
this operational data is temporarily stored. Conventionally, 
Such operational data is generated, used to control operation 
of the vehicle (or used for diagnostic purposes when the 
vehicle is coupled to a diagnostic unit in a service bay), and 
then discarded. Further modifications include configuring a 
processor in the vehicle to convey detected vehicle anoma 
lies and the contents of the data buffer when the anomaly is 
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detected to the remote computing device for diagnosis. The 
data buffer can be configured as desired to include opera 
tional data collected before the anomaly occurs, after the 
anomaly occurs, or both. In an exemplary embodiment, a 
temporal extent of the operational data conveyed to the 
remote computing device along with the data defining the 
anomaly, both before and after the anomaly occurs, is a user 
definable parameter. In at least one embodiment, the buffer 
collects several minutes of data, in a first in, first out type 
data buffer. It should be recognized that such an amount of 
data is exemplary, and not limiting. From a diagnostic 
perspective, the more data the better. From an implementa 
tion standpoint, larger data buffers will cost somewhat more 
than Smaller data buffers, although memory costs are rela 
tively small. Wireless data transmission rates can be rela 
tively costly, so a desire for larger data sets for diagnostic 
purposes is at odds with a desire for Smaller data sets to 
control wireless data transmission expenses. Exemplary 
studies have indicated that useful amounts of data can be 
acquired using a data buffer of 128 MB to 256 MB, with 
transmitted data packets being less than about 50 kilobytes 
per anomaly, though such values are exemplary, rather than 
limiting. 
0037. In a block 12, the data link is used to convey the 
anomaly (i.e., vehicle data that is identified as non-standard, 
or anomalous, which in an exemplary, but not limiting 
embodiment, is represented by a fault code, which is a 
numeric or alphanumeric value corresponding to a pre 
defined fault condition) and the contents of the data buffer 
(in some embodiments the entire contents of the data buffer 
is sent, whereas in other embodiments less than the entire 
contents of the data buffer is sent along with the anomaly) 
to a remote computing device for analysis. It should be 
understood that the fault code and contents of the data buffer 
(in which operational data are stored) may be sent to more 
than one remote computing device before analysis of the 
data is implemented. For example, in an exemplary but not 
limiting embodiment, the fault code and contents of the data 
buffer are wirelessly conveyed from the vehicle (in real 
time) to a computing device (which may be a network of 
linked devices as opposed to a single computing device) 
operated by the vehicle owner or a vendor providing a 
service to the vehicle owner. The data is stored therein, and 
then conveyed to a different remote computing device 
(which itself maybe a network of linked devices as opposed 
to a single computing device) operated by a vendor provid 
ing diagnostic services to the vehicle owner. 
0038. In a block 14, a processor at a remote location is 
used to analyze the fault code (or other data defining the 
detected anomalous or non-standard data) and the contents 
of the data buffer conveyed from the vehicle to identify a 
cause of the anomaly. In an optional block 16, the processor 
at the remote location may request additional data from the 
vehicle to facilitate the analysis or to confirm a diagnosis. In 
Some embodiments, the additional data is the contents of the 
data buffer at a subsequent time interval, while in other 
embodiments the additional data is specifically defined data 
that the vehicle collects and conveys. 
0039. In general, the analysis of the fault code/anomaly 
and the contents of the data buffer will be carried out by a 
remote computing device. The remote computing device in 
at least one embodiment comprises a computing system 
controlled by the operator of the vehicle, while in other 
exemplary embodiments the computing system is controlled 
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by a third party or vendor who manages the diagnostic 
service for the operators of the enrolled vehicles (in some 
embodiments, the third party bills the vehicle operators a 
Subscription fee). The remote computing device can be 
operating in a networked environment. FIG. 2 schematically 
illustrates an exemplary computing system 250 suitable for 
use in implementing the method of FIG. 1 (i.e., for executing 
at least block 14 of FIG. 1, and in some embodiments block 
16 as well). Exemplary computing system 250 includes a 
processing unit 254 that is functionally coupled to an input 
device 252 and to an output device 262, e.g., a display 
(which can be used to output a result to a user, although Such 
a result can also be stored). Processing unit 254 comprises, 
for example, a central processing unit (CPU) 258 that 
executes machine instructions for carrying out an analysis 
data collected from enrolled vehicles, to diagnose a 
mechanical fault (or other vehicle anaomaly). The machine 
instructions implement functions generally consistent with 
those described above with respect to block 14 of FIG. 1. 
CPUs suitable for this purpose are available, for example, 
from Intel Corporation, AMD Corporation, Motorola Cor 
poration, and other sources, as will be well known to those 
of ordinary skill in this art. 
0040 Also included in processing unit 254 are a random 
access memory (RAM) 256 and non-volatile memory 260, 
which can include read only memory (ROM) and may 
include Some form of memory storage, such as a hard drive, 
optical disk (and drive), etc. These memory devices are 
bi-directionally coupled to CPU 258. Such storage devices 
are well known in the art. Machine instructions and data are 
temporarily loaded into RAM 256 from non-volatile 
memory 260. Also stored in the non-volatile memory are an 
operating system software and ancillary software. While not 
separately shown, it will be understood that a generally 
conventional power supply will be included to provide 
electrical power at Voltage and current levels appropriate to 
energize computing system 250. 
0041. Input device 252 can be any device or mechanism 
that facilitates user input into the operating environment, 
including, but not limited to, one or more of a mouse or other 
pointing device, a keyboard, a microphone, a modem, or 
other input device. In general, the input device will be used 
to initially configure computing system 250, to achieve the 
desired processing (i.e., to analyze performance data from a 
vehicle to detect a mechanical or other fault). Configuration 
of computing system 250 to achieve the desired processing 
includes the steps of loading appropriate processing soft 
ware into non-volatile memory 260, and launching the 
processing application (e.g., loading the processing software 
into RAM 256 for execution by the CPU) so that the 
processing application is ready for use. Output device 262 
generally includes any device that produces output informa 
tion, but will most typically comprise a monitor or computer 
display designed for human visual perception of output. Use 
of a conventional computer keyboard for input device 252 
and a computer display for output device 262 should be 
considered as exemplary, rather than as limiting on the scope 
of this system. Data link 264 is configured to enable vehicle 
anomaly data and buffered operational data collected in 
connection with operation of enrolled vehicles to be input 
into computing system 250 for analysis to determine a cause 
of the anomalous data. Those of ordinary skill in the art will 
readily recognize that many types of data links can be 
implemented, including, but not limited to, universal serial 
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bus (USB) ports, parallel ports, serial ports, inputs config 
ured to couple with portable memory storage devices, Fire 
Wire ports, infrared data ports, wireless data communication 
such as Wi-Fi and BluetoothTM, network connections via 
Ethernet ports, and other connections that employ the Inter 
net. Note that vehicle data from the enrolled vehicles will be 
communicated wirelessly, either directly to the remote com 
puting system that analyzes the data to diagnose the 
anomaly, or to Some storage location or other computing 
system that is linked to computing system 250. In at least 
one embodiment, the vehicle anomaly data and buffered 
operational data collected in connection with operation of 
enrolled vehicles is wirelessly transmitted in a compact 
binary format to a first server, where the data is converted to 
a different format for transmission to a second server over a 
computer network, Such as the Internet. In at least one 
embodiment, the second format is XML. 
0042. It should be understood that the term remote com 
puter and the term remote computing device are intended to 
encompass networked computers, including servers and 
clients, in private networks or as part of the Internet. The 
buffered operational data and anomaly defining data can be 
stored by one element in such a network, retrieved for 
review by another element in the network, and analyzed by 
yet another element in the network. In at least one embodi 
ment, a vendor is responsible for diagnosing the operational 
data and anomaly defining data, and clients of the vendor are 
able to access and review Such data, as well as any resulting 
diagnoses. While implementation of the method noted above 
has been discussed in terms of execution of machine instruc 
tions by a processor (i.e., the computing device implement 
ing machine instructions to implement the specific functions 
noted above), the method could also be implemented using 
a custom circuit (such as an application specific integrated 
circuit). 
0043 FIG. 3 is a functional block diagram of exemplary 
components used in vehicles enrolled in the vehicle diag 
nostic service, which are used in each enrolled vehicle 41 to 
implement some of the method steps shown in FIG. 1. An 
exemplary vehicle diagnostic service is based on adding a 
data buffer 46 and a bi-directional data link 43 to each 
enrolled vehicle. In an exemplary embodiment, this data link 
is a combination RF transmitter and receiver, although 
separate transmitters and receivers could be used. If the 
vehicle does not already include operational data collecting 
components 40. Such components are added. As discussed 
above, most vehicles manufactured today include Such 
operational data collecting components already, as many of 
today's vehicles are designed to use such continuously 
generated operational data to control operation of the vehicle 
in real-time, and Such vehicle generally include data col 
lecting components, data buses, and controllers that use the 
operational data to control the operation of the vehicle. The 
vehicle includes at least one processor 42 that performs the 
functions of temporarily storing operational data from com 
ponents 40 in data buffer 46, detecting an anomalous con 
dition in the vehicle, and in response to detecting Such an 
anomaly, using bi-directional data link 43 to convey real 
time anomaly data and the buffered operational data from the 
enrolled vehicle to a remote computing device 44 (which is 
used to determine or diagnose a cause for the detected 
anomaly). It should be understood that those processor 
functions can be implemented by a single processor, or 
distributed across multiple processors. As shown in FIG. 3, 
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data from the vehicle is read by the microcontroller imple 
menting processor 42 before moving into buffer 46, as is as 
would be typical of using a microcontroller to read data from 
most any data connection. In an exemplary, but not limiting 
embodiment, the data buffer, data link, and processor 
responsible for triggering the transmission of buffered data 
to the remote computing device are combined into a single 
component. 
0044. In some embodiments, an output 45 is also 
included, to provide diagnostic related information to the 
driver in a form that can be easily understood by the driver. 
Output 45 can be implemented using one or more lights (for 
example, a red light can be used to indicate that a problem 
has been detected which requires the operator to stop the 
vehicle, or to modify vehicle operations (for example, to 
slow down or otherwise reduce a load being placed on the 
vehicle until a repair can be made), using a speaker provid 
ing an audible output, and using a display providing a visual 
output. Note that output 45 can be combined into a single 
component with the data buffer and the data link, so only a 
single additional component is added to the vehicle (recog 
nizing that most vehicles already include the additional 
required components, such as the operational data collecting 
components and the processor, although in at least some 
embodiments an additional processor is added to the vehicle 
to control the triggering of the transmission of buffered 
operational data to the remote computing device). 
0045. The concepts disclosed herein are in at least some 
embodiments intended to be used by fleet owners operating 
multiple vehicles, and the anomaly defining data and buff 
ered operational data conveyed to the remote location for 
diagnosis will include an ID component that enables each 
enrolled vehicle to be uniquely identified. 
0046 FIG. 4 is a functional block diagram of an exem 
plary system 50 that can be employed to implement the 
method steps of FIG.1. The components include at least one 
enrolled vehicle 52 (including the components discussed 
above in connection with FIG. 3), an optional repair facility 
54, a processor component 56 (in the vehicle) to implement 
the function of detecting an anomalous condition (Such as 
detecting a fault code), a processor component 58 (also in 
the vehicle) to implement the function of conveying the fault 
code (or other data defining the detected anomaly) and 
contents of the operational data buffer to a remote location, 
and a remote processor component 60 to implement the 
function of analyzing the fault code (or other data defining 
the detected anomaly) and contents of the data buffer con 
veyed from the vehicle to determine a cause for the anomaly. 
Note that processor component 56 and 58 can be the same, 
or different processors in the vehicle. 
0047 FIG. 5 is another functional block diagram show 
ing the components of a vehicle diagnostic system in accord 
with the concepts disclosed herein, where the data link and 
data buffer are combined into a single component to be 
added to a vehicle to enable the vehicle to participate in the 
diagnostic program. 
0048. In the diagnostic system embodiment of FIG. 5, a 
system 62 includes a vehicle 64 and a remote computing 
device 72 for performing diagnostic analysis on data Sup 
plied by the vehicle over a wireless network 70. Vehicle 64 
includes a plurality of components for collecting operational 
data, including a brake control unit 66a, an engine control 
unit 66b, and a transmission control unit 66c, each of which 
transmit operational data along a data bus 67. While only a 
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single data bus is shown, it should be understood that 
multiple data buses could be employed. Further, a vehicle 
controller/processor, such as is shown in FIG. 3, is not 
illustrated in FIG. 5, but one or more such elements will be 
coupled to the data bus to receive and use operational data 
generated by the vehicle. Vehicle 64 also includes an add-on 
diagnostic unit 68, which combines a data buffer, a data link, 
and a processor implementing one or more of the functions 
associated with processor components 56 and 58 of FIG. 4 
into a single device (noting that the vehicle's own processors 
could also be configured to implement such functions, 
particularly the function of detecting an anomalous condi 
tion, if desired). 
0049 Diagnostic unit 68 conveys diagnostic logs 76 from 
vehicle 64 to remote computer 72 via wireless network 70, 
generally as discussed above. Diagnostic logs 76 include an 
identified anomaly (such as a fault code) and data stored in 
the data buffer portion of diagnostic unit 68. Remote com 
puter 72 analyzes the diagnostic logs to determine a cause of 
the anomaly. Remote computer 72 conveys data 74 (which 
includes one or more of configuration data and diagnostic 
data) to diagnostic device 68 via the wireless network. The 
configuration data is used to modify the functions imple 
mented by the processor in diagnostic unit 68. Modifications 
includes, but are not limited to, changing the amount of 
operational data to be stored in the data buffer, changing an 
amount of operational data collected before an anomaly that 
is conveyed to the remote computing device, changing an 
amount of operational data collected after an anomaly that is 
conveyed to the remote computing device, changing a type 
of operational data that is conveyed to the remote computing 
device (this enables the remote computing device to request 
specific types of operational data after a diagnostic log has 
been received, to facilitate diagnosing the anomaly), and 
changing a definition of what constitutes an anomaly. The 
diagnostic data includes data conveyed to the operator of the 
vehicle, informing the operator of what actions the operator 
needs to take in response to the diagnosis. Such diagnostic 
data can include instructions to cease vehicle operations as 
Soon as possible to avoid unsafe or damaging conditions, 
instructions to proceed to a designated repair facility, and/or 
instructions to proceed with a scheduled route, and to wait 
to repair the vehicle when the route is complete. 
0050. In an exemplary embodiment, diagnostic device 68 

is implemented by using a hardware device installed 
onboard medium and heavy duty (Class 5-8) vehicles that is 
permanently or temporarily installed, powered from onboard 
vehicle power systems, connected to the in-vehicle diagnos 
tic data communications network, capable of collecting 
diagnostic data from the vehicle data communications net 
work and sending it to an off board server. The specific 
information to be acquired from the vehicle communications 
data link is remotely configurable. The specific data mes 
sages that trigger a data collection event are also remotely 
configurable. Data transmission from the vehicle includes a 
wireless interface between the vehicle and the off board 
server, such as a cellular modem or other similar wireless 
data transmission method. Data received at the off board 
server may then be forwarded to any defined set of consum 
ers for the diagnostic information to be remotely analyzed 
and acted upon. 
0051. The components of system 62 include the hardware 
device used to implement diagnostic device 68, hardware 
programming (firmware), the wireless network, and the 
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remote computing device (such as a computer server/data 
center). System 62 operates by using the remote computing 
device to transmit programming/configuration data to the 
in-vehicle device (i.e., diagnostic device 68) via the wireless 
network. During vehicle operation, the diagnostic data 
device stores operational data to include with all diagnostic 
log events (i.e., with each fault code or detected anomaly). 
In an exemplary but not limiting embodiment, the diagnostic 
log conveyed to the remote computing device from the 
vehicle includes data Such as a diagnostic log file revision, 
a diagnostic log file type, a device ID, a configured time 
interval defining the extent of buffered operational data, and 
the number of parameters to be stored in the diagnostic log 
files. The diagnostic data device in the vehicle performs the 
functions of storing a list of diagnostic parameters to be 
monitored and recorded from the vehicle data link at regular 
periodic intervals; Storing a list of event parameters to 
trigger diagnostic data capture; and storing a time interval 
for diagnostic parameter recording. In an exemplary but not 
limiting embodiment, the diagnostic data device is con 
nected to an in-vehicle data link (e.g., a 11939 bus) and 
vehicle power connections. 
0052. During vehicle operation, while the vehicle data 
link communication is active, the diagnostic data device is 
continuously monitoring for specific data messages config 
ured to trigger the collection of diagnostic log files. Once 
diagnostic log files are recorded, they are transmitted via the 
wireless network to the remote computing device. Diagnos 
tic log files are moved from the data center server within 
minutes to a destination server where the data may be 
analyzed and/or distributed for further action. 
0053. In an exemplary, but not limiting embodiment, the 
diagnostic log sent to the remote computing device includes 
one minute worth of operational data collected both before 
and after the anomalous event. 

0054. In an exemplary, but not limiting embodiment, the 
diagnostic log sent to the remote computing device includes 
the following types of operational data: any user defined 
fault code that has been detected, any vehicle manufacturer 
defined fault code that has been detected, a position of the 
vehicle at the time the fault code is detected (if the vehicle 
includes a position sensor), trip start and end times, odom 
eter value and source address, engine hours and source 
address, power take off (PTO) hours and source address, 
total fuel and source address, idle fuel and source address, 
PTO Fuel and source address, VIN and source address, and 
trip fuel economy calculated from odometer and total fuel 
values listed above. It should be understood the processor in 
the vehicle configured to assemble the vehicle data (includ 
ing buffered operational data and data defining the anomaly 
that was detected) to be uploaded to the remote computing 
can be configured to always send the same types of data to 
the remote computing device for each anomaly detected, or 
the processor can be configured to send specific types of data 
to the remote computing device based on the anomaly 
detected. For example, assume that the following types of 
data are available (either in the buffered operational data, or 
accessible to the processor): brake temperature data, oil 
temperature data, fuel level data, engine hour data, coolant 
temperature data, and tire pressure data (Such types of data 
being exemplary, and not limiting). In some embodiments, 
regardless of the type of anomaly detected, all available data 
types are sent to the remote computing device. In other 
embodiments, only a subset of the most likely relevant data 



US 2016/0343177 A1 

is sent to the remote computing device (for example, if the 
anomaly deals with brakes, then brake temperature data and 
tire pressure data is sent, but other types of data having less 
to do with the vehicle braking system are not sent to the 
remote computing device). 
0055. In an exemplary, but not limiting embodiment, the 
diagnostic device in the vehicle can be remotely configured 
to redefine the parameters used to generate a diagnostic log. 
The diagnostic log generated by the diagnostic device 
includes two primary components; at least some of the 
operational data temporarily stored in the data buffer, and 
data defining the anomaly (in some embodiments, fault 
codes are used to define the anomaly). The diagnostic device 
can be remotely reconfigured to change an amount of 
buffered operational data acquired before the anomaly that is 
included in the diagnostic log. The diagnostic device can be 
remotely reconfigured to change an amount of buffered 
operational data acquired after the anomaly that is included 
in the diagnostic log. The diagnostic device can be remotely 
reconfigured to change the type of operational data that is 
included in the diagnostic log (in the terms of FIG. 5, the 
diagnostic device can be remotely reconfigured to selec 
tively determine whether data from brake control unit 66a, 
data from engine control unit 66b, and/or data from trans 
mission control unit 66c should be included in the diagnostic 
log, noting that such operational data generating compo 
nents are exemplary, and not limiting). The diagnostic 
device can also be remotely reconfigured to define what 
constitutes an anomaly that triggers sending a diagnostic log 
to the remote computing device for diagnosis. As discussed 
above, fault codes defined by the vehicle manufacturer can 
be considered to be anomalies that will trigger conveying a 
diagnostic log to the remote location. It should also be 
recognized that the concepts disclosed herein encompass 
enabling the diagnostic device to be remotely reconfigured 
to define a single parameter or a set of parameters (beyond 
the parameters used by manufacturers to define fault codes) 
that will trigger the conveyance of diagnostic log to the 
remote location. For example, regardless of the parameters 
used to define preset fault codes, the diagnostic device can 
be remotely reconfigured to generate and convey a diagnos 
tic log to the remote location in response to detecting any 
specified parameter or set parameters. 
0056. The concepts disclosed herein also encompass 
embodiments in which a the data buffer, the data link to the 
remote computing device, and the processor for detecting 
the anomalous condition are incorporated into a diagnostic 
or telematics device also including a position tracking 
component (Such as a GPS component, recognizing that 
other position sensing technologies can be similarly 
employed). FIG. 6 is a functional block diagram of an 
exemplary diagnostic unit including a position sensing com 
ponent that can be added to a vehicle to implement some of 
the concepts disclosed herein. A diagnostic (or telematics) 
unit 100 includes at least one data port 102 enabling vehicle 
operational data to be input into unit 100 (in an exemplary, 
but not limiting unit, a port for 11939 data and a port for 
11708 data are provided, recognizing that Such types of data 
are exemplary, and not limiting), a buffer 108 where opera 
tional data is temporarily stored, a GPS component 110 for 
determining vehicle location (which, as discussed below, 
can in certain embodiments be used to influence when the 
contents of the data buffer is transmitted to the remote 
computing device for analysis), a wireless data link 104 for 
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sending operational data in the buffer to the remote com 
puting device for analysis of an anomalous condition, and a 
processor 106 (for implementing at least the function of 
causing the buffered operational data to be conveyed via the 
data link to a remote computing device when an anomalous 
condition is detected). 
0057 FIG. 6 also shows an optional operator trigger 111, 
that an operator of the vehicle can actuate to cause processor 
106 to use the data link to send the contents of the buffer to 
the remote computing device. In this case, the operator is 
determining that some anomalous condition has occurred 
which should be investigated. Perhaps the driver feels an 
odd vibration, hears an odd engine noise, or otherwise 
perceives some abnormal condition. The trigger 111 is 
coupled to controller 106, which is configured to respond by 
sending the buffered operational data to the remote comput 
ing device. In Such circumstances, the processor in the 
vehicle tasked with monitoring the operational data to detect 
an anomalous condition may not have detected Such an 
anomalous condition, in which case only the buffered opera 
tional data will be conveyed to the remote computing device 
(i.e., data defining the anomalous condition will not be 
present, thus will not be sent to the remote computing 
device). In such a data transmission of buffered operational 
data, an indication that the operator of the vehicle triggered 
the data transmission can be included, so the analysis of the 
buffered operational data at the remote computing device 
can proceed with the understanding that the operator of the 
vehicle suspects a problem exists, even if an anomalous 
condition has not be detected at the vehicle by the vehicle 
hardware monitoring the operational data for Such an 
anomalous condition. Trigger 111 can be implemented with 
a dedicated user input device (only used to trigger sending 
the contents of the data buffer to the remote computing 
device), or an existing operator input element is modified to 
Support Such a triggering function. For example, a control 
device used to control vehicle equipment such a headlight or 
radio can be used as a trigger, if the processor controlling the 
transmission of the buffered operational data is coupled to 
the control device, and configured to respond to a certain 
input pattern from the control device (i.e., the control device 
is manipulated by the operator in a predefined and unusual 
pattern, such as repeatedly manipulating the control device 
in a specific and unusual sequence not normally employed in 
routine vehicle operations). 
0058 Buffer 108 can be implemented as a first in, first out 
buffer that temporarily stores the operational data generated 
by the vehicle in normal operation, which conventionally is 
generated and discarded rather than being saved. Buffer 108 
is intended to be relatively small, and not intended to attempt 
to archive all of the operational data generated by the vehicle 
for an extended period of operation. Rather, buffer 108 is 
intended to store relatively small, but still useful amounts of 
operational data. In an exemplary, but not limiting embodi 
ment, the amount of operational data stored in buffer 108 
represents seconds or minutes of data, rather than hours or 
days of data. In an exemplary, but not limiting embodiment, 
buffer 108 is implemented using flash memory, of less than 
a gigabyte. With memory prices dropping regularly, more 
operational data could be stored. However, wireless trans 
mission of data represents a cost, and in at least one 
embodiment a balance between the amount of data collected 
(more data leading to better diagnoses) and the amount of 
data wirelessly transmitted (less data being transmitted 
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meaning less cost) is sought. Empirical studies have indi 
cated that useful amounts of data can be obtained using a 
buffer of 256 MB or less and data transmissions of less than 
about 30 kilobytes per anomaly. 
0059 Processor 106 implements at least the function of 
using the data link to send the contents of the buffer (or at 
least a portion of the contents) to the remote computing 
device when an anomalous event occurs. In some embodi 
ments, processor 106 implements additional functions. In at 
least one embodiment, processor 106 analyzes the opera 
tional data to detect specific conditions that have been 
predetermined to represent an anomaly that should trigger 
the transmission of the buffer to the remote computing 
device. In at least some embodiments, the data link can be 
used to enable changes to be made to the logic used by the 
processor to determine what represents an anomaly. 
0060. In some embodiments, a different processor (i.e., 
not processor 106) in the vehicle is determining when an 
anomalous condition occurs. For example, any processor in 
a vehicle that generates a fault code based on specific 
operational data can be configured to send that fault code to 
processor 106, so that processor 106 responds by using the 
data link to send the fault code and the contents of the data 
buffer to the remote computing device. 
0061 FIG. 7 IS a functional block diagram of exemplary 
processor functions that can be implemented in the diag 
nostic unit of FIG. 6. A block 112 corresponds to the 
function of analyzing the operational data generated by the 
vehicle to detect an anomalous condition. This function is 
generally implemented when parameters other than manu 
facturer designated fault codes (which are generally detected 
by other processors in the vehicle) are used to define an 
anomaly. A block 114 refers to the function of applying 
specific logic (i.e., a filter) to reduce an amount of data that 
might otherwise be sent to the remote computing device, as 
will be discussed below). A block 116 refers to the function 
of using the data link to send the buffered operational data 
to the remote computing device based on a trigger event 
(such as an operator trigger, a fault code detected by some 
other processor, or an anomalous condition detected by 
processor 106). A block 118 refers to the function of using 
the data link to send lamp escalation data to the remote 
computing device after buffered operational data corre 
sponding to a previously detected anomalous condition has 
been sent, in the event that an indicator lamp has changed 
status since the anomalous event (this function is discussed 
in detail below). In FIG. 7, blocks 112, 116, and 118 are 
shown in dashed lines, as such functions can be considered 
optional, and Such functions are not implemented in all 
embodiments. 

0062. As noted above, block 114 refers to the function of 
applying specific logic (i.e., one or more filters) to reduce an 
amount of data that might otherwise be sent to the remote 
computing device. In some embodiments, such logic is 
implemented to reduce an amount of buffered operational 
data conveyed to a remote computing device for analysis, as 
a cost control function. The concepts disclosed herein 
encompass a variety of filtering techniques that can be used 
to determine if a particular condition exists, such that when 
such a predefined condition exists, the buffered operational 
data will not be sent to the remote computing device, even 
if an anomalous condition is detected. One Such filtering 
technique is based on detecting (using GPS component 110) 
a location of the vehicle at startup. If that location corre 
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sponds to a repair facility or service center, then the auto 
mated buffered operational data transmission functionality 
can be turned off (as the vehicle will likely be coupled to a 
diagnostic device at the service center, such that the remote 
diagnostic function is not needed). Such locations can be 
stored in a memory at the vehicle, or more preferably, the 
vehicle can communicate its location at start up to the 
remote computing device, which has access to the locations 
of Such service centers. The remote computing device then 
determines if processor 106 should be instructed (via data 
link 104) not to transmit the buffered operational data to the 
remote computing device even if an anomaly is detected. 
Another such filter technique is based on analyzing whether 
the same anomalous conditions are being detected in about 
the same geographic position and/or within a predefined 
time period (which can indicate that the vehicle is being 
driven around a service facility trying to replicate an inter 
mittent fault). In one embodiment, controller 106 is config 
ured to not to transmit the buffered operational data to the 
remote computing device even if an anomaly is detected, if 
the vehicle remains within a relatively small geographical 
area (i.e., within five miles or so. Such an area being 
exemplary and not limiting) in a predefined period of time 
(such as 24 hours, again recognizing that the specified 
interval is exemplary, and not limiting). Another technique 
that can be used to reduce the amount of buffered operational 
data that is wirelessly conveyed to a remote computing 
device is to ensure that duplicate information, related to the 
same anomalous condition, is not sent time and time again. 
In at least one embodiment, an occurrence counter in a 
diagnostic trouble code (DTC) generated in the vehicle is 
analyzed to determine if a particular fault code is a reoc 
curring event that can be ignored to minimize an amount of 
data that is transmitted wirelessly to the remote computing 
device for analysis. Processor 106 can be configured to send 
repeating fault codes/anomalies, when the re-occurring 
anomaly is accompanied by a new anomaly. 
0063. The concepts disclosed herein also encompass 
embodiments in which processor 106 is configured to either 
ignore operational data generated during an initial startup of 
the vehicle (referred to as settling time). During initial 
vehicle startup, as various components in the vehicle ini 
tialize, what otherwise might appear to be anomalous oper 
ating conditions may briefly exist. In general. Such condi 
tions rapidly disappear as vehicle components operate for 
more than several seconds. In an exemplary, but not limiting 
embodiment, controller 106 is configured to ignore, or not to 
store, about the first ten seconds of operational data that is 
generated upon vehicle startup. Vehicle startup can also 
present the unusual condition where the data buffer may not 
have filled to capacity. Assume the data buffer is configured 
to store 90 seconds of operational data, and an anomalous 
condition is detected 45 seconds after operational data began 
to fill up the buffer. Controller 106 can be configured to send 
only the 45 seconds present in the buffer, or can be config 
ured to not transmit any portion of the buffer, if the buffer is 
not full, depending on the logic one wishes to employ. 
Partial data is likely to be more useful than no data, so the 
former technique is more likely to be implemented. 
0064. As noted above, block 118 refers to the function of 
using the data link to send lamp escalation data to the remote 
computing device after buffered operational data corre 
sponding to a previously detected anomalous condition has 
been sent, in the event that an indicator lamp has changed 
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status since the anomalous event. In at least one embodi 
ment, processor 106 is configured to monitor dashboard 
lamps, to determine if any warning indicator lamps on the 
vehicle dashboard change in response to the recently 
detected anomalous condition. When Such a lamp status 
change (i.e., from off to on, or from amber/yellow to red, 
indicating an escalation) is detected, processor 106 is con 
figured to use data link 104 to send information defining the 
change in the lamp status to the remote computing device. 
Depending on the vehicle, the fault code data may include 
lamp status, but that information is not necessarily accurate, 
and even when accurate the buffered operational data may 
not capture a change in lamp status that occurs at a time 
point after the anomaly has occurred. In general, this lamp 
escalation logic pertains only to the same fault or anomaly. 
If there were a fault code such as (SrcAddr–3, SPN=111, 
FMI=1 and lamp state-all off) followed by the same 
SrcAddr, SPN, FMI and a different lamp state, then the lamp 
escalation logic component in processor 106 would send the 
new lamp state to the remote server/computing device via 
the data link. If the SrcAddr, SPN, FMI are different, then a 
new fault entry is created and buffered operational data 
pertaining to the new fault/anomaly and data defining the 
new anomaly are sent to the remote computing device. 
0065. It should be recognized that processor 106 can be 
implemented via hardware (such as an application specific 
integrated circuit implementing fixed logical steps), or a 
controller implementing Software (i.e., a series of logical 
steps). Processor 106 can be a single component, or different 
functions described above that are implemented by proces 
sor 106 can be distributed across multiple processors. 
0066. In at least one embodiment, processor 106 is con 
figured to include data from GPS component 110 with the 
buffered operational data, when such data is conveyed to the 
remote computing device via data link 104. 
0067 FIG. 8 is a flow chart showing exemplary steps 
implemented in accord with the concepts disclosed herein to 
remotely diagnose an abnormal vehicle parameter in real 
time, where the method of FIG. 8 includes some additional 
functions as compared to the method of FIG. 1. Note that 
FIG. 8 is discussed in terms of diagnostic unit 100 of FIG. 
6, but it should be recognized that the steps of FIG. 8 could 
be implemented in embodiments having different configu 
rations than the diagnostic unit of FIG. 6. In a block 120, 
diagnostic unit 100 of FIG. 6 powers on. In a block 122, 
operational data generated during an initial settling period 
(generally measured in seconds, an exemplary settling 
period being 10 seconds, with the understanding that such a 
time period is exemplary, and not limiting) is ignored. In 
Some embodiments, any fault codes or anomalous events 
occurring in the settling period are also ignored. In some 
embodiments, operational data in the settling period can be 
stored in the data buffer, but fault codes or anomalous events 
in the settling period are ignored. Such that no operational 
data is sent to the remote computing device until after the 
settling period has elapsed. In a block 124, operational data 
is stored in a first in, first out buffer. In a decision block 126, 
at least one processor in the vehicle (which in some embodi 
ments is processor 106 of FIG. 6, while in other embodi 
ments is a different processor in the vehicle. Such as a 
vehicle processor normally tasked with identifying fault 
codes) determines if an anomalous event has occurred 
(either by monitoring the operational data itself, or by 
waiting for a fault code or anomalous condition to be 
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detected by some other vehicle processor). If not, opera 
tional data in the data buffer is continuously updated (for 
example, for each new second of new data added to the 
buffer, the oldest second of data is discarded, recognizing 
that the stated one second intervals being added/discarded is 
exemplary, and not limiting). If in decision block 126 an 
anomaly has been detected, then processor 106 takes the 
contents of the buffer, collects an additional amount of 
operational data after anomaly is detected (in an exemplary 
embodiment, an additional 10-20 seconds of operational 
data is acquired, noting that such a time period is exemplary, 
and not limiting), and uses the data link to send the buffered 
operational data collected before and after the anomaly is 
detected, and data defining the anomaly, to the remote 
computing device. This data is sent as a compact binary file 
to minimize data transmission costs. In an optional block 
132, the binary data file is translated into another format 
(such as XML), and then sent via a computer network to a 
secondary server for analysis, as indicated in a block 134. 
Blocks 132 and 134 are useful in embodiments where a first 
server where the data is originally received from the vehicle 
is operated by a first entity (Such as an entity that collects and 
stores GPS data transmitted from the vehicle during routine 
vehicle operation (such data being collected even when no 
anomalous event is detected), and the buffered operational 
data and data defining the anomalous event are conveyed 
from the server/remote computing device operated by the 
first entity to a server/remote computing device operated by 
a second entity (the second entity being responsible for 
performing the service of diagnosing the buffered opera 
tional data to determine the cause of the anomaly). 
0068 Thus, the concepts disclosed herein encompass at 
least one embodiment implemented as a system in which 
diagnostic units such as those shown in FIG. 6 are included 
in a plurality of enrolled vehicles. Such a system includes a 
remote computing device (either an individual computing 
device, or a network of such devices), where the buffered 
operational data and the data defining the anomalous con 
dition (Such as a fault code) can be stored or analyzed (i.e., 
diagnosed). In one exemplary, but not limiting embodiment, 
vehicle position data and/or inspection data is collected from 
enrolled vehicles and stored at a first server, operated by a 
first entity, for use by the operator of the vehicles. Such data 
is collected during normal operation of the vehicle, and sent 
to the first server during normal operation of a vehicle. In the 
event that an anomalous condition is detected, the buffered 
operational data and the data defining the anomalous con 
dition are sent from the vehicle to the first server. The first 
entity operating the first server then conveys the buffered 
operational data and the data defining the anomalous con 
dition to a second server operated by a second entity. The 
second entity then analyzes the buffered operational data and 
the data defining the anomalous condition and determines 
the cause of the anomalous condition. The vehicle operator 
can then be contacted to arrange servicing of the vehicle. In 
an exemplary embodiment, the second entity is the manu 
facturer of the vehicle or the vehicle power plant. 
0069. The concepts disclosed herein further specifically 
encompass the following. 
0070 A first telematics unit for use in a vehicle, the 
telematics unit comprising: (a) a first data port for receiving 
operational data from the vehicle during operation of the 
vehicle; (b) a first in, first out buffer in which operational 
data is temporarily stored during operation of the vehicle; (c) 
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a data link for wirelessly conveying data from the vehicle to 
a remote computing device; and (d) a processor configured 
to use the data link to send operational data from the buffer 
to the remote computing device when an anomalous condi 
tion is detected at the vehicle. 

0071. The first telematics unit described above, where the 
processor IS configured to include data defining the anoma 
lous condition with the buffered operational data that is sent 
to the remote computing device. 
0072 The first telematics unit described above, where the 
processor is configured to send a predefined additional 
quantity of operational data collected after the anomaly is 
detected to the remote computing device, along with buff 
ered operational data collected before the anomaly is 
detected. 

0073. The first telematics unit described above, where the 
processor is configured to analyze the operational data 
entering the buffer to detect the anomalous condition. 
0.074 The first telematics unit described above, where the 
processor is configured to receive a notification from a 
different vehicle processor that is configured to detect the 
anomalous condition. 

0075. The first telematics unit described above, where the 
processor is configured to ignore anomalous conditions 
occurring during a predefined settling period after vehicle 
startup. 
0076. The first telematics unit described above, where the 
processor is configured to ignore anomalous conditions that 
have already been reported to the remote computing device. 
0077. The first telematics unit described above, where the 
processor is configured to send buffered operational data to 
the remote computing device based on a trigger signal 
received from a vehicle operator, even if an anomalous 
condition has not been detected. 

0078. The first telematics unit described above, where 
after buffered operational data has been sent to the remote 
computing device in response to the detection of an anoma 
lous condition, the processor is configured to monitor a 
warning lamp status associated with the anomaly, and to use 
the data link to send lamp escalation data to the remote 
computing device when that warning lamp changes condi 
tion. 

0079 A second telematics unit for use in a vehicle, the 
telematics unit comprising: (a) a positioning sensing com 
ponent for collecting geographical position data from the 
vehicle during vehicle operation, the geographical position 
data being time indexed; (b) a data port for receiving 
operational data from the vehicle during operation of the 
vehicle; (c) a first in, first out buffer in which operational 
data is temporarily stored during operation of the vehicle: 
(d) a data link for wirelessly conveying data from the vehicle 
to a remote computing device; and (e) a processor config 
ured to use the data link to send operational data from the 
buffer to the remote computing device when an anomalous 
condition is detected at the vehicle. 

0080. The second telematics unit described above, where 
the processor is configured to include data defining the 
anomalous condition with the buffered operational data that 
is sent to the remote computing device. 
0081. The second telematics unit described above, where 
the processor is configured to send a predefined additional 
quantity of operational data collected after the anomaly is 
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detected to the remote computing device, along with buff 
ered operational data collected before the anomaly is 
detected. 

0082. The second telematics unit described above, where 
the processor IS configured to include geographical position 
data defining a location of the vehicle when the anomalous 
condition is detected with the buffered operational data that 
is sent to the remote computing device. 
0083. The second telematics unit described above, where 
the processor is configured to analyze the operational data 
entering the buffer to detect the anomalous condition. 
0084. The second telematics unit described above, where 
the processor is configured to receive a notification from a 
different vehicle processor configured to detect the anoma 
lous condition. 

0085. The second telematics unit described above, where 
the processor is configured to ignore anomalous conditions 
occurring during a predefined settling period after vehicle 
startup. 
0086. The second telematics unit described above, where 
the processor is configured to determine a position of the 
vehicle at startup, and ignore anomalous conditions occur 
ring while the vehicle's position is proximate to a known 
location where anomalous conditions should be ignored. 
0087. The second telematics unit described above, where 
the processor IS configured to determine a position of the 
vehicle at startup, then send a request to the remote com 
puting device to determine if the position of the vehicle is 
proximate to a known location where anomalous conditions 
should be ignored, and if so, the processor is configured to 
ignore anomalous conditions occurring proximate that loca 
tion. 

0088. The second telematics unit described above, where 
the processor IS configured to ignore anomalous conditions 
that have already been reported to the remote computing 
device. 

0089. The second telematics unit described above, where 
the processor is configured to send buffered operational data 
to the remote computing device based on a trigger signal 
received from a vehicle operator, even if an anomalous 
condition has not been detected. 

0090. The second telematics unit described above, where 
after buffered operational data has been sent to the remote 
computing device in response to the detection of an anoma 
lous condition, the processor is configured to monitor a 
warning lamp status associated with the anomaly, and to use 
the data link to send lamp escalation data to the remote 
computing device when that warning lamp changes condi 
tion. 

0091. A system for detecting an anomalous condition 
with a vehicle and diagnosing that anomalous condition: (a) 
a vehicle comprising: (i) at least one sensor for generating 
vehicle operational data; (ii) a first in, first out buffer in 
which operational data is temporarily stored during opera 
tion of the vehicle; (iii) a data link for wirelessly conveying 
data from the vehicle to a remote location; and (iv) a 
processor configured to use the data link to send operational 
data from the buffer to the remote location when an anoma 
lous condition is detected at the vehicle; and (b) a computing 
device at the remote location, the computing device being 
configured to implement the function of analyzing the 
buffered operational data received from the vehicle to diag 
nose the anomalous condition. 
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0092. The system described above, where the computing 
device at the remote location IS configured to automatically 
alert the operator of the vehicle about the diagnosis. Such an 
alert can be conveyed using at least one of a text message, 
an email message, and an automated telephone message. 
0093. The system described above, where the processor 
in the vehicle is configured to include position data defining 
a location of the vehicle when the anomaly is detected with 
the data being conveyed to the remote computing device. 
0094. The system described above, where the processor 
in the vehicle is configured to ignore anomalies, and thus not 
send data to the remote computing device, for a predeter 
mined period of time following vehicle startup. 
0095. The system described above, where the processor 
in the vehicle is configured to ignore anomalies when a 
location of the vehicle at startup corresponds to a predefined 
location. In some embodiments, each Such predefined loca 
tion is stored in the vehicle, while in other embodiments, 
upon startup the processor communicates with the remote 
computing device to determine if the vehicle's present 
location indicates that anomalies should be ignored. 
0096. The system described above, where the processor 
in the vehicle is configured to ignore anomalies that are 
repetitive. 
0097. The system described above, where the processor 
in the vehicle is configured to monitor lamp status associated 
with a previously detected anomaly, and if the lamp status of 
a warning lamp associated with that anomaly changes, the 
processor is configured to convey lamp escalation data to the 
remote computing device. 
0098. The system described above, where the processor 
in the vehicle is configured to convey buffered operational 
data to the remote computing device based on an operator 
trigger, even if no anomaly has been detected. 
0099. The system described above, where the computing 
device at the remote location is configured to automatically 
schedule a repair of the vehicle. 
0100. The system described above, where the computing 
device at the remote location is configured to automatically 
schedule a repair of the vehicle based on a current location 
of the vehicle using location data received from the vehicle 
with the buffered operational data. 
0101 The system described above, where the computing 
device at the remote location is configured to automatically 
order parts required to repair the vehicle. 
0102 The system described above, where the computing 
device at the remote location is configured to receive and 
store position data from the vehicle during normal operation 
of the vehicle, and when buffered operational data is 
received from the vehicle, the computing device automati 
cally forwards the buffered operational data to a computing 
device operated by a different entity, the different entity 
performing the diagnosis. In Such a system, the buffered 
operational data received by the first entity may require 
reformatting to a different data format, such as XML, before 
sending the data to the second entity for analysis. 
0103) A method for detecting an anomalous condition 
with a vehicle and diagnosing that anomalous condition, 
including the steps of: (a) storing operational data generated 
while operating a vehicle in a first in, first out buffer during 
operation of the vehicle; (b) detecting an anomalous condi 
tion; (c) using a data link to wirelessly convey buffered 
operational data from the vehicle to a remote location; and 
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(d) analyzing the buffered operational data at the remote 
location to diagnose the anomalous condition. 
0104. The method described above, where a computing 
device at the remote location IS configured to automatically 
alert the operator of the vehicle about the diagnosis. Such an 
alert can be conveyed using at least one of a text message, 
an email message, and an automated telephone message. 
0105. The method described above, where a processor in 
the vehicle is configured to include position data defining a 
location of the vehicle when the anomaly is detected with the 
data being conveyed to the remote location. 
0106 The method described above, where a processor in 
the vehicle is configured to ignore anomalies, and thus not 
send data to the remote location, for a predetermined period 
of time following vehicle startup. 
0107 The method described above, where a processor in 
the vehicle is configured to ignore anomalies when a loca 
tion of the vehicle at startup corresponds to a predefined 
location. In some embodiments, each Such predefined loca 
tion is stored in the vehicle, while in other embodiments, 
upon startup the processor communicates with a remote 
computing device to determine if the vehicle's present 
location indicates that anomalies should be ignored. 
0108. The method described above, where a processor in 
the vehicle IS configured to ignore anomalies that are 
repetitive. 
0109 The method described above, where a processor in 
the vehicle is configured to monitor lamp status associated 
with a previously detected anomaly, and if the lamp status of 
a warning lamp associated with that anomaly changes, the 
processor is configured to convey lamp escalation data to the 
remote computing device. 
0110. The method described above, where a processor in 
the vehicle is configured to convey buffered operational data 
to the remote computing device based on an operator trigger, 
even if no anomaly has been detected. 
0111. The method described above, where a computing 
device at the remote location is configured to automatically 
schedule a repair of the vehicle. 
0112 The method described above, where a computing 
device at the remote location is configured to automatically 
schedule a repair of the vehicle based on a current location 
of the vehicle using location data received from the vehicle 
with the buffered operational data. 
0113. The method described above, where a computing 
device at the remote location is configured to automatically 
order parts required to repair the vehicle. 
0114. The method described above, where a computing 
device at the remote location is configured to receive and 
store position data from the vehicle during normal operation 
of the vehicle, and when buffered operational data is 
received from the vehicle, the computing device automati 
cally forwards the buffered operational data to a computing 
device operated by a different entity, the different entity 
performing the diagnosis. In Such a method, the buffered 
operational data received by the first entity may require 
reformatting to a different data format, such as XML, before 
sending the data to the second entity for analysis. 
0115 Although the concepts disclosed herein have been 
described in connection with the preferred form of practic 
ing them and modifications thereto, those of ordinary skill in 
the art will understand that many other modifications can be 
made thereto within the scope of the claims that follow. 
Accordingly, it is not intended that the scope of these 
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concepts in any way be limited by the above description, but 
instead be determined entirely by reference to the claims that 
follow. 
The invention in which an exclusive right is claimed is 

defined by the following: 
1. A computer-based real time diagnostic system to pre 

vent damage to a vehicle caused by continuing to operate the 
vehicle after a malfunction is detected, comprising: 

a vehicle data bus interface to receive first throttle posi 
tion data generated while the vehicle is operating: 

a processor arranged to detect an anomaly in the first 
throttle position data in real time; 

upon detection of the anomaly in the first throttle position 
data, the processor arranged to direct a request for 
second throttle position data, the second throttle posi 
tion data not automatically passed across the vehicle 
data bus interface; 

a first-in, first-out ring buffer arranged to store operational 
data, the operational data including the first throttle 
position data and the second throttle position data; and 

a data link to convey in real time the operational data and 
fault code data associated with the detection of the 
anomaly in the first throttle position data to a remote 
computing device, wherein the remote computing 
device is arranged, based on the operational data and 
fault code data, to: 
diagnose a cause of the anomaly in the first throttle 

position data; 
assign a priority to the cause of the anomaly; and 
communicate an indication of the priority to the vehicle 

via the data link. 
2. A computer-based real time diagnostic system accord 

ing to claim 1, wherein the remote computing device is 
further arranged to: 

communicate, from the remote computing device to the 
vehicle via the data link, a direction to change logic 
used by the processor to determine what represents an 
anomaly in the first throttle position data. 

3. A computer-based real time diagnostic system accord 
ing to claim 1, wherein the indication of the priority from the 
remote computing device includes a recommendation to an 
operator of the vehicle that continued operation of the 
vehicle may occur. 

4. A computer-based real time diagnostic system accord 
ing to claim 1, wherein the remote computing device is 
further arranged to: 

communicate, from the remote computing device to the 
vehicle via the data link, instructions to proceed with a 
scheduled route. 

5. A computer-based real time diagnostic system accord 
ing to claim 1, wherein the indication of the priority from the 
remote computing device includes a recommendation to an 
operator of the vehicle that continued operation of the 
vehicle does not occur. 

6. A computer-based real time diagnostic system accord 
ing to claim 5, wherein the remote computing device is 
further arranged to: 

communicate, from the remote computing device to the 
vehicle via the data link, instructions to proceed to a 
designated repair facility. 

7. A computer-based real time diagnostic system accord 
ing to claim 6, wherein the remote computing device is 
further arranged to: 

automatically schedule a repair of the vehicle. 
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8. A computer-based real time diagnostic system accord 
ing to claim 7, wherein the remote computing device is 
further arranged to: 

automatically order parts associated with the repair of the 
vehicle. 

9. A computer-based real time diagnostic system accord 
ing to claim 1, comprising: 

a user input arranged to enable an operator of the vehicle 
to trigger a transmission of at least Some of the opera 
tional data in the first-in, first-out ring buffer to the 
remote computing device. 

10. A computer-based real time diagnostic system accord 
ing to claim 1, wherein the operational data conveyed to the 
remote computing device via the data link is a reconfigu 
rable amount of operational data. 

11. A computer-based real time diagnostic method to 
prevent damage to a vehicle caused by continuing to operate 
the vehicle after a malfunction is detected, comprising: 

providing a vehicle data bus interface to receive first 
throttle position data while the vehicle is operating: 

detecting an anomaly in the first throttle position data in 
real time; 

upon detection of the anomaly in the first throttle position 
data, requesting second throttle position data, the Sec 
ond throttle position data not automatically passed 
across the vehicle data bus interface; 

storing operational data in a first-in, first-out ring buffer, 
the operational data including the first throttle position 
data and the second throttle position data; 

conveying to a remote computing device in real time, via 
a wireless data link, the operational data and fault code 
data associated with the detection of the anomaly in the 
first throttle position data; 

based on the operational data and fault code data, diag 
nosing a cause of the anomaly in the first throttle 
position data; 

assigning a priority to the cause of the anomaly; and 
communicating, from the remote computing device to the 

vehicle via the wireless data link, an indication of the 
assigned priority. 

12. A computer-based real time diagnostic method 
according to claim 11, comprising: 

based on the assigned priority, communicating, from the 
remote computing device to the vehicle via the wireless 
data link, a direction to change at least one parameter 
associated with the operational data stored in the first 
in, first-out ring buffer, and 

communicating, from the remote computing device to the 
vehicle via the wireless data link, instructions to pro 
ceed to a designated repair facility. 

13. A computer-based real time diagnostic method 
according to claim 11, comprising: 

accepting a user input from an operator of the vehicle; 
based on the user input, transmitting at least some of the 

operational data in the first-in, first-out ring buffer to 
the remote computing device. 

14. A computer-based real time diagnostic method 
according to claim 11, wherein the operational data con 
veyed to the remote computing device via the wireless data 
link is a reconfigurable amount of operational data. 

15. A computer-based real time diagnostic method 
according to claim 14, comprising: 
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communicating, from the remote computing device to the 
vehicle via the wireless data link, instructions to pro 
ceed to a designated repair facility. 

16. A vehicle-based diagnostic device, comprising: 
a vehicle data bus interface to pass first throttle position 

data to an onboard vehicle-based diagnostic unit while 
the vehicle is operating: 

at least one memory, the at least one memory having a 
first-in, first-out ring buffer arranged therein; 

a processor coupled to the vehicle based interface and the 
at least one memory, the processor arranged to detect an 
anomaly in the first throttle position data in real time, 
and upon detection of the anomaly in the first throttle 
position data, the processor arranged to direct a request 
for second throttle position data, the second throttle 
position data not automatically passed across the 
vehicle data bus interface; and 

a wireless data link, wireless data link arranged to: 
communicate, in real time and upon an occurrence of at 

least one processor-detected anomaly, performance 
data stored in the first-in, first-out ring buffer, the 
performance data including operational data passed 
across the vehicle data bus interface and fault code 
data associated with the occurrence of the at least 
one processor-detected anomaly; and 

receive, in real time, information associated with a 
diagnosed cause of the at least one processor-de 
tected anomaly; 
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receive, in real time, a priority value assigned to the at 
least one processor-detected anomaly; and 

receive, in real time, a direction to modify logic used by 
the processor to determine what represents the at 
least one processor-detected anomaly. 

17. A vehicle-based diagnostic device according to claim 
16, wherein the vehicle data bus interface is arranged to pass 
engine fuel Supply data while the vehicle is operating, 
wherein the processor is arranged to detect an anomaly in the 
engine fuel Supply data in real time, wherein the wireless 
data link arranged to receive, in real time, information 
associated with an engine control unit malfunction. 

18. A vehicle-based diagnostic device according to claim 
16, wherein the wireless data link is arranged to receive, in 
real time, a direction updating how much performance data 
should be communicated after the occurrence of at least one 
processor-detected anomaly. 

19. A vehicle-based diagnostic device according to claim 
18, wherein less than all of the performance data in the 
first-in, first-out ring buffer is communicated upon the 
occurrence of the at least one processor-detected anomaly. 

20. A vehicle-based diagnostic device according to claim 
16, comprising: 

at least one user input arranged to trigger communication 
of at least Some performance data in the first-in, first 
out ring buffer via the wireless data link. 
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