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1. —FIDLLICAF IR 7 2%, HERRIEAE T, i 7 A4 DL R P 3R

S1: BEHXEXESCAF 22 AT  FEXESCAR 1) J& 1t 7 BeAZ 8 A Pl 32 m) 5

S2: MRHEEXE SCAF I N A7 bk , FR BREXE SCA 39 26 b 38 — AN I N A7 i bk s BRI 85— A
(¥ N A7 L, SR EXEXE ST 7 38 g 5 — AN T I A A7 Bl s MR 48 8 fo — AN 19 B P A7,
SE 5T — NI/  BA R B i — AN T AEEXE U IR AS AR

S3: FEEXESCAF TR, 7B Ji — N1 2 5 38— AN BT I DLL AT , A DLL AT 3H4T 3 B« %
DLLAS ZEEXESCAFH () AR RS (B AEL A « 53¢ Jei — AN 5 AEEXE SR AR RS AR, i b fg — N9 9
KN

S4 BEDLL A B85 5 NDLLAT ZEEXE ST I RS AL .

2. QBRI SR BT R I DLL ST A4 B Rl 7 325, HORFAEAE T, S2 BAR AR A -

S201 : 3 418 IR EXE SCAE I N A7 Ho ik , SR BREXE SCAERIDOS Sk 55 A A7 Hu bl 5

S202 : MEHEDOSKFR N A7 Hu bk , B2 EREXESCAFRINT SK 3 A7 H b 5

S203 : MR HENT Sk 3 N A7 Mo I, SREXEXE S5 2 b 85— N5 10 I A7 Ml b

S204 : fEEXESCAE YT R P BRAR 55— AN T W AZ L SR B fo— N W I A A7

S205: FEEXESCHF ik o MR AR i Ja — N W I N A bk, 1 A s — N IR/ BA BB
J& — N AEEXE U H R AB AR

3. WIAURIE R LA I DLLSCE IR 25, R AEAE T, S3Fp BT X DLL AT #E47 1% Bk
BHELL T e -

FEDLLAT I P A7 bk 1 B BTl i J — A9 B A AE ik in

FEDLLAT I 5 PR SEXESCAF 17 R I © A B FR#EATIX 595

FEDLLY 1) & 5 B I BN P 3R] 5

FEDLLAY 1) K/ INBRAEL A 75 EEAF N RIDLLSCAF ) K/ o

4 ABUR)EE SR TR (IDLL SO B R R v, FoRRAE7E T, SA) HAR IR FE A - SR BT iR
DLLIC A 2 AT, K FINES S92 06 DLLSC AR B4 AT TN i 5 K 5 (9 DLL SR 308 5 NDLL
TTEEXESCA R AL -

5. QBRI EE SR L B AT — TR I DLL S AR BR 9 7 v, AR EAE T, S4 2 Je i BFE LT
0.
S5+ AT AL A Fr iR DLLSC A1 B2 FHAR 72 I8 5 4 BT DLL AT HR ) DLL S AR 2 43 4047 1525

IS R N 3 BRI DLL SO 2

6. — FPSEIBURIZE R 1 25T — T A J7 A MIDLLSCAF (M R R G, JLARIEE T, 1% R4
ALFEEXESCAF 1 U B (EXESCA 17 3R S HR A  DLL 5 AL A B MIDLL S B4 5 N

EXESCAF S BB I T« 2 EREXESCAE 32 AT  FEEXE SO i 1t - BB O P 3 m] 5

EXE ST R A FRATH AT RABREXE ST P A7 bk, SREREXE SO R iR 3 — N 10 Y
P A7 RE s R4 BB — A B A7 hE , SREREXE SR R B G — AN T R A7 b s AR &
Ja— AT IR AL B8 B RO/ B R S AN W AEEXE U B R RS A

DLLAY A e FH T FEEXESCHF 1R, fE B e — N W 2 G 30— A8 DLLAY , X DLL
TRAT R E FDLL T AEEXE SO R A (BB N « B 5 — A T AEEXE S () R AE, N
FsJE— TR

DLLIC A4 5 AN T I DLL S 5085 5 ANDLLAY 7EEXE S H i w2 Ak

Ni

2
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7. BRI EE SR 6 BTk FIDLLSC A (R R 4, JRRAEAE T, ITREXE ST 17 3R 2 4R AL 1)
HAR TAERFER

(1) MR T IREXE SCAF ) A7 Ho L , SEEXEXE SCAF (IDOS K F8 A A7 Hitik: 5

(2) MR PEDOSK F A A7 b, SLEREXE S FINT Sk 38 9 A7 L b

(3)MRIENT K A7 bk , FREXEXE SCAE T 3R AR 55— AN 1 A7 bk 5

(4) EEXE ST 3R, M4 55— N9 1 A7 b, SRESL G — A5 19 N A7 b bk 5

(5) FEEXE A7 3R, AR 55 J — N9 I P AE bk, 88 5 0 J — N9 1 K/ A BB I
— ANFEEEXE SO I R A A

8. WIBLA SR 6 BT id I DLL S I Bk R 4t » HARAEAE T, BTk DLL A5 A8 oA B v 6 DLL
AT E R S HRELL T TAEGRRE .

HEDLLAT (1) N A7 Hu bk 15 B R il e — N1 B A7 b fin 1

FEDLLAT (19717 ARk SEXESCA 7 R I OO I35 BFEAT X 43 5

HEDLLAT (1 @M B oA PT 1m] 5

FEDLL AT K/ INBE R 75 ZEAF N IDLLSC A B K /N o

9. TIBURIE R 6 T A IIDLL ST A 1 Re i &R 4, HARAEAE T, BT IR DLLSC AR B4 5 ARSI
HAR TAERARA « SLEUFTARDLLC AR 2 AT, SR FH N 28 B2 6 DLLSC AR B B 33E AT N 2% 5 » K
5 DLL S S0 5 ADLLYEEXESCAF (K g 4k

10 TIAURZE R 6 BRI — T TR IDLL AR I B R, HAFIETE T, % RGUE A HE M
IR FEPAT I, T BAT 5 B DLL SR B2 A FE 5 5 B DLL A o (9 DLL 3¢
PEEE AT SR AL, gk s B DLL SCAF £
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— MDLL S HHHIRRIE 77 R B R R

B GE
[0001]  AJ W KDLLICAF(Dynamic Link Library, ZhAx8ERE 2 SCHF) ) i B ATUE, B A
W R FDLLIAF IIREEOTVE S 25

BREAK

(00021 [ Aif, ML FHRE 3o K 22 AR AL I, N2 IR P ) SR AL R 2R — e B —MEXESC
ff(executable program, AJ$AAT SCAF) A ANDLLIAT o B FHRE 7 AT, SoREXESC AR A2
ANDLLICAT B 2 2 SO 5 B PR P22 3, S0l 2 ST A BTy SCA A7 T 2 3
Ko

[0003]  {H /&, EXESCAFAE 2 B RE vy, 8 A3 & AE 2 SR B R TP AR MIDLLSC AR L L, T2t
1T S 30 A 4T 48 FBUASEDLL AR B 18 o ADLLIC {4 AS 1F 244 S AS e i, DLLSC X6 Bz (1)
N2 HRE - Rl BETCVR A Y S B AE AR SR 0 18 Y, 32 i (38 45 L FHRE Jo o A T ) ) e 7™

HAZ

ZRAE

[0004] 5 TRAT HL A A7 AE KT BB AR & B g e (R H R )RR < 3 DLL ST AR 38 AEEXE 3L
Pz H, AR I B S s DLL SO A 3 M DA s 3 4R 21, 30 B 2 3K T S 3 BAT =
158 FH N FHRE P M FE e KA ARATE 1 B2 R P R A FH 22 4 B KOS AR s R TR R R 2
[0005]  JyiABILA b B, A K IR AL DLLSCAF A BE 5 7 v, B 4G LA T P 5%

[0006]  S1:iEHUEXESCAF 2 AT KGEXESCAF ) S8 1 7 BB U AT 36 7] 5

[0007]  S2: HRHEEXE A1 N A7 s hE , SREXEXE SCAFF5 3R 85— AN I I AZ - bk s AR PE 55—
AT A AR R SREEXE SO R Hh i fa — AN AR L s MR AR B S — AN B AR HE
hE, 858 S )5 — A EOR/N B R B G — N T AEEXE SO R I R A AE 5

[0008]  S3:EEXESCHF R H , fE e fa— AW Ja 30— AN B DLL Y , A DLL 7 #EAT & & -
WEDLLF FEEXESCA B m A2 AR AR A « B¢ i — A T AEEXE ST R mAZ AR, 0 b e — A1
RN

[0009]  S4:3&DLLCA4%#E 5 NDLLY EEXE A th K ImAZ AL

[0010] Ak B HRAEA SEIW b 3R T vERIDLL SO B 5 2R 4t , 8 REEXE SO/ 52 BB B L BXE 3¢
P R A AL DLL T A BB HOMIDLL S 2R 5 A5

[0011]  EXESCAF iz U H T« 2 EREXESC A 22 W AR  SGEXESCAF IR J8 1t - BB U AT 132 A]
5

[0012]  EXESCAF 7 R A HRALH T« lRAEEXESCAF I A A7 SREREXESCAF R 55—
ST AL s AR S — AT A AR L SR EXEXE SO 5 2R B s — A TR A A7 A 5 AR
P e — NN AL 808 B — D RN CBL B e A T AEEXE ST R A2
¥

[0013]  DLLFAE RS T« FEEXESCAF 5 38 b, AR s i — N 1 L Ja 3 I — N B I DLLAY



CN 106295402 A w Bg B 2/4 T

XFDLLAT BEAT % B DLLAT ZEEXE ST o IR fm B AR AR A « B S — N 5 AEEXE S K R B2
{8, I BB 5 — AN RN

[0014]  DLLICF#dE 5 AAEER T S DLL SO 50HE 5 NDLLA EEXE SCAF K IR A AL
[0015]  SELAHAMLL , AR BHK AL S 7E T

[0016] AR BHAEEXESCAR T R B 17— AT AZDLLSC AR DLLAY , 317 4% DLLSC A4 DA
5 NDLLY [ 77 2URE g AEEXE SO o 5 I BOR o i 38 & A0 22 26 SCAF B 3R A3 JIDLLSC
PERIAT BAREL , A I A A2 255 S FIRE At 5 DR DL SC AR g AEEXE SO, i DA 22 285 3¢
B R BEADLLICAE o DR i, 35 FH 38 Al 3 DAAE 22 285 SCAF 21 38 v 4R 31 R R B BR R K DLL 3¢
PR, B0 2 (IR T S R B AT AT R R PR e 3 B B KA ARAIE T 2 AR P 1 i
4 VA SN R R T R 2

[0017] @ —35, A K BIEDLL SO LA 5 NDLLAS I, S DLLSC A4 B4 47 s , BE % F 3%
FEEXESC A R 3R BIDLLSCA , 75 ZE1550 5 N 28 Skt L 1) i 25 SRk A RE e BRDLL SO, i —
IR T H I A AT A TN R

B 1352 BA
[0018] &1y AR BH St 49 h DLL SO R RE il T VA TR I o

BRSHES T

[0019] DA &5 GBI B st 49 5o A e IR AE s — 2D PE4H U A

[0020]  Z WL 1 J 7~ , AR O B S Jita 8] v BRI DLL S AR B g V2 » A DA AP 3R

[0021]  S1:i@itwindowsH B 8L (CreateFile) , M BUEXE A & N AF  IEXE LA
1) JE P T BB AT 2 R] 5 a1 FFEXE S

[0022]  S2.: MRHEEXE S P A7 Mokl , 2R HUEXE SCAE 35 3 b 85— AN 16 Py A7 b, 4R 55—
AT N A7 RO R, SR EREXE ST 5 38 v B Ja — AN 15 I P A7 b bk s AR B8 5 Je — AN 5 1 P A7
il # B JE — N RN B R e — AN T AEEXE ST RS A

[0023]  S2rREXESCAF 1 R MR A : EXE ST H1 22 N T ALk » A1 47 i o5 A R R 508
— M —AEXESCAEE . tex t 3 (ARRE ) L . data [ CEAEY )« . reloc¥i (EEL ). . idata
PR P ARG B AT R (BEXEX T R) NN EEH
K VAR B BT AEEXE ST A (AR A FAC T B K /IND AR T ) AR T R RS B
JEPES BAHE R Al a5 al AT,

[0024] 7Rt LAl B S2f) HAREFE N

[0025]  S201 : MRAEEXESCAF1) N AZHOHE , SEEREXE SCAFIDOS Sk H 4 A7 ik, HARVEFE A -
PIMAGE_DOS_HEADER pDosHeader= (PIMAGE_DOS_HEADER)ExeAddr; HExeAddr HEXE L {EH
W A7 HLIE , pDosHeader ADOSSLH A A7 Hi ki

[0026]  S202: HR#EDOSLFS A 47 Hihk (pDosHeader ) 132 HREXE SCAF FONT Sk H# Py A7 b, HAK
JiF59 : PIMAGE_NT HEADERS pNtHeader= (PIMAGE_NT HEADERS) (ExeAddr+pDosHeader—>
e lfanew); HtfpNtHeader ANT L HE N A HuhE o

[0027]  S203 : HRAENTLE P A2 Hu HE (pNtHeader ) 3R HUEXE SC A2k 35 26 Hh 85— AN 35 (1) N 47 Hb
b, BARGRE S -
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[0028] Int nSize=sizeof (pNtHeader—>FileHeader)+

[0029] sizeof(pNtHeader—>Signature)+

[0030] pNtHeader—>FileHeader.SizeOfOptionalHeader;

[0031]  PIMAGE_SECTION_HEADER pSecHeader= (PIMAGE_SECTION_HEADER) ((BYTE)
pNtHeader+nSize);

[0032]  HipSecHeader AEXE A7 2RI 55 — A5 ) A A7 sk

[0033]  S204: FEEXESCAF TR, iR 55— N I P A7 bk, SRR f5 — N 9 1 A A7
BARGFE N

[0034] plastSectHeader=pSecHeader+(NumberOfSections 1);F . FplLastSectHeader
NG — NI A AEHEHE , NumberOf Sections NEXESCAE S g 5 S 5 H o

[0035]  S205: ZEEXESCAF A5k b, i e fa — > "W I N A7 ik, 54 08 e Ja — A T B9 R/ SR
Bt fi— AT AEEXESCAF R R FE 1

[0036]  S3: AEEXESCAF R, AL — A 1 Ja BN — MBI DLL AT , R DLLAT #EAT 1 . -
[0037]  S301 :KEDLL Y FEEXESCAF Hh B RABAE A « B J5 — A AEEXE U T K m A AA
B G — A RN

[0038]  S302:KDLLFT I N A7l pNewSec tionik B A : pNewSection=plLastSectHeader+
L;

[0039]  S303:REDLLT 7 A4 Ak i BN . d11data” , Skhp S Aot ] DL ot 47K, (2
BUMEXE ST R B9 O A 175 AR IEAT X 43, BEASBE A A 175 A RRAH ] o

[0040]  S304 :KEDLL YT & Pk T B W E VAl 52A] 5

[0041]  S305  KFDLLT I K/ INEAE N 75 247 NBIDLLICAFHI K /N o

[0042]  S4: FFDLLI A4 5 ADLLAS FEEXE S IR A AL I, # BT 3847 DLL A5 3 5 ADLL
SCAFRIEXESCHR AT B G

[0043]  SAHIEDLL A 5 ANDLL S EEXE SCAH A i I A% Ak i) BAR Vi R o < il ek windows i 132
HUSCA pR B (CreateFile) , BEHRDLL A 22 AT 5 SR FUINES B3 6 DLL S B4 HEAT N )5
R I DL LA B8 5 NDLLAT AEEXE ST H A AR A% A o AR St 491 o £ s 52925 7] DA JADES
Nz &L (Data Encryption Standard, RFRINZE BVE) o

[0044] S5 £E LN _E AT A 3 AR B B DLL SO ) B2 AR A REDLL S o (U DLL SO 4L
PR AT CLEURIAAR 2, P fife 2 F B DLL SO B4R AT R A7 5 B AR I R A7 I DLLSC A 24
DA I 5E SO DLLSC AR g o

[0045] A AR HR AL SEIN bk 5 vERIDLL SCAR R Ra e R Gt , B FEEXE SCAF B2 BB B L EXE SC
PEAT R A FRAR I  DLLAT AR A  DLL SO B4 5 N BRI L FHFR 7 AT R

[0046]  EXESCF BB B I« SEHUEXE SO 22 A AF , K EXE SR I e 7 B iz i oy ml i m]
5.

[0047]  EXESCAFF R AR H AT - R AEXESCAF () N A7 bk, SREREXESC A R rp 55— A
TN AT L AR 4 5 TN A7 HBAE , SREXEXE SO R b B m — AT N A AL s AR
Wi Ja — TR AF B, B E B R — AT RN VB R JE A T AEEXE ST ) i 2
{Ho

[0048]  EXESCHF 7 R A HRMEI HAR TARRAE N

6
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[00491 (1) M4 I IREXE ST A A7 Hu bk , B EXE SCAERIDOS Sk 38 A A7 Hiu -

[0050]  (2)FR4EDOSKLES P A7 HubE , 52 HUEXE SCAFIINT K35 A7 Hi i 5

[0051]  (3)HRABNTLEL P AZ b , SREEXE SO A5 e b 85— A 0 A AE b 3k

[0052]  (4)FEEXESCAHF 7R, HRHE 88— N1 (0 N A7 b, SR AR 5 — A9 1 9 A7 Rk
[0053]  (5)FEEXESCHF T R, M4 dpe Jo — AN I N A7 b, 808 s e — AN R RN BL&
G — AN AEEXE SO AR AS A

[0054]  DLLATAE sl F T : fEEXE A7 R v, 78 5 — A1 2 S 39— AN B (I DLLAY
SFDLLAT AT R B -

[0055]  (1)¥EDLLATEEXE LA P I m B AEL MRARL N - # Ji — A T FEEXE SCAF RS AEL, in
B AATR N

[0056]  (2)#&DLLAT(¥) A7 Huhk & B NPT s 5 — T I W A7 bR N

[0057]  (3)#FDLLAT¥ 5 L4 ARSEXESCAF T R P (1 B A 115 A RR AT X 43

[0058]  (4)¥DLLATI JE M F B BN T Em 5

[0059]  (5)¥DLLATII K /IRAE AT BAFEARIDLLICAFRI R /N

[0060]  DLLC{H-%04E S5 ANARHL A T B DLL SCAF 54 5 NDLL A5 /EEXE SO imFs Ak, B
W TAESRREA « SEEUITIRDLL SR 22 P AT 5 SR B N8 S DLL ST AR B 8 34T TN i 5 5
FRIDLL SO $50H8 5 NDLL A 7EEXE U B RS A

[0061] N AR PP AT REER AT AT 60 5 A BT IR DLLSC AR B2 FHFR 7T, K BT I DLL 5 H
(RIDLLSCAR B 34T 52 B, gk s B (I DLLSC AR 558

[0062] AR EHAS SRR T i 5 7y 2K, AT ARH AR U0 AR N Sk il , 7E A b &
KRR EFR I RTHR T 38 AT DA 25 sk R 4 , 3 e g3k AT -t R0 A s 2 B () AR 3
TR 2 P o AU BH A RAE PRANFE IR 1 N 28 T AU B R N A I A ER



CN 106295402 A

in B H M

1/1 3

BiR S

BEEXESCHFE 75, FEXESCHIR
b B TS

I

FRERE XSO TP 2 o J — 1T
KA BURAEEXESCHER (i 18

I

R R — /MW 2 M — BT DLL
W, MDLLAMEATRE: HDLLAZE
EXEXCHH B A 5 85— A5t

;

BInEFDLL Y H#ES ADLL
EXE XX HmEE Ak

:

HAT N AR R, EDLLY T IDLL
- HHE AT SR U AR % f5 I3k




