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(57) Abstract: Described herein are systems, methods, apparatus-
es, and computer readable media for generating a network topol-
ogy for a network based on dependencies between network com-
ponents. Transactions between network components may be mon-
itored in accordance with at least some embodiments. Dependen-
cies may be identified between network applications and/or net-
work devices based on detected transactions detected between
those network components. A network topology may then be gen-
erated for a network based on the identitied dependencies. In some
embodiments, the network topology may be used to determine an
impact score for one or more network components within the net-
work. An impact score may be used to make determinations with
respect to the network.
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SYSTEM AND METHOD FOR DETECTING NETWORK TOPOLOGY
BACKGROUND

[0001] Conventional computer Infrastructure (Hosting environment) have
numerous network devices (e.g., Router, Switches, Firewalls, Load Balancers, Proxy
servers etc.) facilitating communication between Compute Systems (Servers,
Storage units, Laptops, Desktops) running numerous applications (e.g., enterprise
software). In some cases, a network administrator may want to deactivate a
particular network device, because its operation may not appear to be important to
the system as a whole. In such cases, the network administrator could deactivate
the particular network device, only to find that its deactivation did unexpectedly and
adversely affect the system as a whole. As a result, in such systems, there may be
a tendency to let all network devices and their applications simply run. This is also
problematic, since this can result in wasted energy and resources as well as giving

operational challenges to update/maintain different components safely.

[0002] Embodiments of the invention address these and other problems,

individually and collectively.
BRIEF SUMMARY

[0003] Embodiments of the invention are directed to systems, methods,
apparatuses, and computer readable media for generating a network topology for a
network based on dependencies between network components (network
applications and network devices) within the network and the applications/Services
running with their contribution. A network topology may comprise a mapping of
dependencies between various network components that may be used to determine
an impact that an update to a particular network component would have on
applications/services running on the network. In some embodiments, dependencies
may be identified between network components that frequently communicate. The
dependency may also be determined based on a direction of a communication
related to the transaction. For example, if Application A frequently sends requests to

Device B, then it may be determined that Application A is dependent upon Device B
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within the network topology. Accordingly, an update made to Device B would also

have an impact on Application A.

[0004] One embodiment of the invention is directed to a method of generating
a network topology comprising receiving, for each device of a plurality of devices
involved in a network, an indication of traffic between the device and a plurality of
endpoints, mapping each endpoint of the plurality of endpoints to an application of a
plurality of applications, each application of the plurality of applications associated
with an application impact score, storing information indicating a relationship
between each device and one or more applications based on the mappings,
generating the network topology based on the stored information, and determining a
device impact score for each device of the plurality of devices based on the

generated network topology and the application impact scores.

[0005] Another embodiment of the invention is directed to a server computer
comprising a processor and computer-readable medium coupled to the processor,
where the computer-readable medium comprises code, executable by the processor,
for performing a method. The method receive, for each device of a plurality of
devices involved in a network, an indication of at least one communication between
the device and a plurality of endpoints, map each endpoint of the plurality of
endpoints to an application of a plurality of applications, each application of the
plurality of applications associated with an application impact score, store
information indicating a relationship between each device and one or more
applications based on the mappings, generate the network topology based on the
stored information, and determine a device impact score for each device of the
plurality of devices based on the generated network topology and the application

impact scores.

[0006] These and other embodiments of the invention are described in further

detail below.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 depicts an illustrative example of a network topology that may
be generated such that a device’s impact on the network may be quickly determined,;

[0008] FIG. 2 depicts an illustrative example of an exemplary management
server that may be configured to generate a network topology in accordance with at

least some embodiments;

[0009] FIG. 3 depicts an illustrative example of a network topology that may

be generated in accordance with embodiments of the disclosure;

[0010] FIG. 4 depicts an flow chart illustrating a process for generating a
network topology and determining an impact score for a particular network

component based on the generated network topology;

[0011] FIG. 5 depicts a process for generating an impact score for a network

component in accordance with at least some embodiments; and

[0012] FIG. 6 depicts a flow diagram that illustrates a process for generating a
network topology and determining an impact score for a particular network

component based on that network topology.

DETAILED DESCRIPTION

[0013] In the following description, various embodiments will be described. For
purposes of explanation, specific configurations and details are set forth in order to
provide a thorough understanding of the embodiments. However, it will also be
apparent to one skilled in the art that the embodiments may be practiced without the
specific details. Furthermore, well-known features may be omitted or simplified in

order not to obscure the embodiment being described.

[0014] Embodiments of the present disclosure are directed to systems,
methods, apparatuses, and computer readable media for generating a network
topology for a network based on dependencies between network components (e.g.,

network applications and network devices) within the network. In some
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embodiments, a network topology may be generated by monitoring transactions
between various network components within the network. A transaction may
comprise any suitable indication of an interaction between two or more network
components. For example, the system may assess data logs and configuration files
to identify transactions received by, or originating from, the network component
associated with the data log. Once transactions have been detected, IP addresses
associated with those transactions may be mapped to an originating network
component as well as a receiving network component. A network topology may then

be generated that reflects each of the detected dependencies.

[0015] In some embodiments, an impact score may be generated for at least
some of the network components within the network based on the generated
network topology. For example, an administrator or user may initially assign an
impact score to one or more network components. Embodiments of the disclosure
may then calculate impact scores for various other network components based on
detected dependencies. In some embodiments, the network topology and/or impact
scores may be used to make determinations that affect the network. For example, a
decision on whether to make an update to a particular network component may be
made based on an impact score associated with that network component. In some
embodiments, updates may be made automatically (e.q., without user interaction) to
network components that have an impact score below a threshold impact score
value. For example, the system may determine that a software update is available
for installation on a number of network devices. In this example, the software update
may be automatically deployed to those network devices that have a lower impact on
the network, whereas the software update may be deployed to those network
devices that have a higher impact on the network only upon receiving administrator
approval. This would allow an administrator to identify any potential issues caused

by the software update without putting the network at risk.

[0016] Prior to discussing embodiments of the invention, description of some

terms may be helpful in understanding embodiments of the invention.



10

15

20

25

WO 2018/144019 PCT/US2017/016547

[0017] A “distributed computing system” may be any set of computing devices
that interact with each other in order to achieve a common goal. in some
embodiments, a distributed computing system may comprise a set of networked
computing devices that communicate and coordinate their actions by sending
communications throughout the network. in some embodimenis, network
applications running on a distributed computing system may be run on a number of

different server devices.

[0018] An "endpoint" may include any suitable termination (origin or
destination) for a communication. In some cases, an endpoint may be an address

such as an |IP address.

[0019] An “impact score” may be any indication of a network component’s
impact on a network. In some embodiments, an impact score may be generated for a
particular network component based on impact scores associated with network
components that depend upon that particular network component. In some
embodiments, an impact score may be represented by a numerical value. In some
embodiments, the system described herein may be configured to make one or more
determinations with respect to a network component based on an impact score
associated with that network component. For example, the system may deactivate all

network devices that have an impact score below a threshold impact score value.

[0020] A “network application” may be any set of instructions configured to
cause one or more processors to execute a specified function within a network. In
some embodiments, a network application may be installed on, and executed from, a
number of different computing devices within a network. Execution of various
network applications may be initiated either by a user or automatically (e.g., without
user interaction), such as on a timed or periodic basis. In some embodiments, a
network application may comprise a distributed application or service. For example,
the network application may comprise an application or service that is implemented

across a distributed computing environment.
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[0021] A “network device” may be any electronic device that provides access
to a resource or function. Some non-limiting examples of potential network devices
may include network gateways, routers, network bridges, modems, network
switches, network hubs, repeaters, or any other suitable devices. In some
embodiments, the network device may comprise a combination of hardware and
software configured to provide access to a resource or function. In some
embodiments, the network device may comprise a computing device that has access
to a resource (e.g., stored in memory). For example, a network device may comprise

a database server that may be used to obtain information from a database.

[0022] A “network topology” may be any indication of one or more
relationships between various network components. In some embodiments, the
network topology may comprise a logical topology, which illustrates how data flows
within a network, regardless of its physical design. In some embodiments, the
network topology may indicate various dependencies between different network
components. Dependencies indicated in this manner may be related to network
applications and/or network devices. In some embodiments, a network topology may

be stored as one or more database tables using a database management system.

[0023] A “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled to a Web server. The server
computer may be coupled to a database and may include any hardware, software,
other logic, or combination of the preceding for servicing the requests from one or
more client computers. The server computer may comprise one or more
computational apparatuses and may use any of a variety of computing structures,
arrangements, and compilations for servicing the requests from one or more client

computers.

[0024] A “transaction” may be any interaction or exchange between two or
more parties. For example, a transaction may include a first network component

requesting resources from a second network component. In this example, the
6
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transaction is completed when the resources are either provided to the first network

component or the transaction is declined.

[0025] Details of some embodiments of the present invention will now be
described.
[0026] FIG. 1 depicts an illustrative example of a network topology that may

be generated such that a device’s impact on the network may be quickly determined.
The network topology depicted includes mappings between not only network
devices, but also network applications. In FIG. 1, a number of network devices 102
may be in communication with a number of network applications 104. In some
embodiments, the network can include any appropriate network, including an
intranet, the Internet, a cellular network, a local area network or any other such
network or combination thereof. Components used for such a system can depend at
least in part upon the type of network and/or environment selected. Protocols and
components for communicating via such a network are well known and will not be
discussed herein in detail. Communication over the network can be enabled by wired

or wireless connections and combinations thereof.

[0027] A network device may be included in a network or may be external to
the network. In some embodiments, a resource or function managed by the network
device may be requested by a network application. For example, an application may
require access to an internet protocol (IP) address located outside of a network
within which the application has been executed. In this example, the application may
request access to a network gateway and/or a firewall device or proxy server in order

to securely communicate with a computing device at the IP address.

[0028] In some embodiments, a network application may be installed on a
number of servers throughout a distributed computing environment. In some
embodiments, network applications may be installed upon, and executed from, a
dedicated server (or other computing device). In some embodiments, multiple

network applications may be installed on a single server.
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[0029] In accordance with embodiments of the disclosure, transactions
between various network applications and network devices may be monitored. To
generate a network topology, the system may note IP addresses from which
communications transmitted within the network originate and IP addresses to which
those communications are routed. The system may then map each noted IP address
to a network device or network application. To map a communication to a network
application, the system may identify a server associated with the IP address and

determine the application running on that server related to the communication.

[0030] Once a network topology has been generated, a network component’s
impact on the network may be determined. For example, in the network topology
illustrated in FIG. 1, an update (e.g., a deactivation) to network device 106 may be
determined to impact a number of network applications 108 based on the topology.
In this example, the system may also determine the impact of an update to the
network for each network device 102 based on a number of other network devices in
the network that provide access to the same resource or function as the network
device. For example, although additional applications (e.g., application 110) may be
impacted by an update to network device 106, the impact may be reduced if the
application is in communication with a network device 112 that provides access to
the same resource or function as the network device 106. In some embodiments,
each application and/or device may be assigned an impact score based on its
necessity to the network as a whole. The system may calculate an impact score for a
network device or network application based on its impact to other network devices /

network applications and their respective impact scores.

[0031] An impact score for a network component may be used by the system
in a number of ways. For example, upon determining that there are insufficient
resources to maintain the entirety of the network components (e.g., in the event of a
power outage or power shortage), the system may determine that at least some
network components should be powered down so that the remaining network
components may be maintained. In this example, the system may identify the

network components with the lowest impact on the network as a whole to be

8
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powered down. This may be repeated a number of times until an amount of resource
necessary to maintain the remaining network components is less than the amount of
that resource available. In another example, upon determining that a network is
being underutilized (e.g., there is more bandwidth available than is being used), the
system may determine that one or more network components may be deactivated (at
least temporarily) in order to reduce costs of operating the network. In this example,
the system may continue to deactivate the network component with the lowest

impact score until the network is being optimally utilized.

[0032] For simplicity of illustration, a certain number of components are shown
in FIG. 1. Itis understood, however, that embodiments of the invention may include
more than one of each component. In addition, some embodiments of the invention
may include fewer than or greater than all of the components shown in FIG. 1. In
addition, the components in FIG. 1 may communicate via any suitable
communication medium (including the internet), using any suitable communications

protocol.

[0033] FIG. 2 depicts an illustrative example of an exemplary management
server 202 that may be configured to generate a network topology in accordance
with at least some embodiments. In accordance with at least some embodiments,
the management server 202 may be in communication with a number of network
devices 204 (1 - X) and a number of network applications 206 (A — N). In some
embodiments, each of these described components may be in communication via a
network 210.

[0034] The management server 202 may be any type of computing device
capable of generating a network topology and/or determining an impact score in
accordance with embodiments of the disclosure. In at least some embodiments, the
management server 202 may include at least one memory 212 and one or more
processing units (or processor(s)) 214. The processor(s) 214 may be implemented
as appropriate in hardware, computer-executable instructions, firmware or
combinations thereof. Computer-executable instruction or firmware embodiments of

the processor(s) 214 may include computer-executable or machine executable
9
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instructions written in any suitable programming language to perform the various

functions described.

[0035] The memory 212 may store program instructions that are loadable and
executable on the processor(s) 214, as well as data generated during the execution
of these programs. Depending on the configuration and type of management server
202, the memory 212 may be volatile (such as random access memory (RAM))
and/or non-volatile (such as read-only memory (ROM), flash memory, etc.). The
management server 202 may also include additional storage 216, such as either
removable storage or non-removable storage including, but not limited to, magnetic
storage, optical disks, and/or tape storage. The disk drives and their associated
computer-readable media may provide non-volatile storage of computer-readable
instructions, data structures, program modules, and other data for the management
server 202. In some embodiments, the memory 212 may include multiple different
types of memory, such as static random access memory (SRAM), dynamic random

access memory (DRAM) or ROM.

[0036] Turning to the contents of the memory 212 in more detail, the memory
212 may include an operating system 218 and one or more application programs or
services for implementing the features disclosed herein including at least a module
for generating a topology for a network and/or determining an impact score for a
network device or network application (network management module 220). The
memory 212 may also include network topology data 222, which provides data

associated with network device / network application relationships.

[0037] In some embodiments, the network management module 210 may, in
conjunction with the processor 204, be configured to monitor transactions between
various network devices and/or network applications and to generate a network
topology based on those transactions. In some embodiments, transactions may be
associated with communications routed from a first network component to a second
network component. Embodiments of the disclosure may comprise identifying IP
addresses from which each communication originates as well as IP addresses to

which each communication is routed. Identified IP addresses are mapped to their
10
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respective network devices. To map the IP address to an application, the
applications running on a server device at the IP address may be identified. In some
embodiments, the network management module 210 may, in conjunction with the
processor 214, be further configured to determine an impact score for a network
application or a network device based on the generated network topology. This may
comprise determining a criticality of at least some network applications to the
network. An impact score may then be generated for a network device/application
based on dependencies between the network device/application and various other
network applications (e.g., applications that are indicated as being impacted via the

network topology). This is described in greater detail below.

[0038] The management server 202 may also contain communications
interface(s) 224 that enable the management server 202 to communicate with a
stored database, another computing device or server, one or more remote devices,
other application servers, and/or any other suitable electronic devices. In some
embodiments, the communication interface 224 may enable the management server
202 to communicate with other electronic devices on a network 210 (e.g., on a
private network). The management server 202 may also include input/output (1/0O)
device(s) and/or ports 226, such as for enabling connection with a keyboard, a
mouse, a pen, a voice input device, a touch input device, a display, speakers, a

printer, etc.

[0039] The management server 202 may be in communication with a number
of network devices 204 (1 - X). Each network device may include a memory 228
(e.q., a computer-readable storage medium) storing instructions that, when executed
by a processor 230 of the network device, allow the network device to perform its
intended functions and typically will include an operating system 232 that provides
executable program instructions for the general administration and operation of that
network device. Suitable implementations for the operating system and general
functionality of various network devices 204 (1 - X) are known or commercially
available and are readily implemented by persons having ordinary skill in the art,

particularly in light of the disclosure herein.

11
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[0040] Similar to the memory 212 of the management server 202, the memory
228 may include an operating system and a number of applications. In accordance
with embodiments of the disclosure, each network device of the network devices 204
(1 - X) may execute a separate set of applications and/or provide access to a
separate set of resources. For example, a first network device may comprise a
firewall device whereas a second network device may comprise a database server.
In this example, the first network device may include software configured to block
network communications that meet specified conditions whereas the second network

device may include software configured to perform database functions.

[0041] The management server 202 may be in communication with a number
of network applications 206 (A - N). Network applications 206 may be executed in
order to perform some service with respect to the network 210. In some
embodiments, a network application may comprise a distributed program running on
a distributed computing system (e.g., a cloud computing system). In such systems, a
single application may be instantiated on a number of servers distributed throughout
a network. Multiple instances of each network application may be executed at any

given time.

[0042] FIG. 3 depicts an illustrative example of a network topology that may
be generated in accordance with embodiments of the disclosure. FIG. 3 is depicted
as portions of a number of database tables 302, 304, and 306. In some
embodiments, the network topology may be stored in any suitable type of database

system (e.g., a relational database system).

[0043] In accordance with at least some embodiments, database tables may
include indications of interactions between two network components. In some
embodiments, a data field associated with two network components (e.g., network
applications and/or network devices) may include a value that represents a number
of interactions that have occurred between the two network components within a
predetermined period of time (e.g., within the last 30 days). In some embodiments,
these data fields may be updated dynamically as new information is obtained (e.g.,

new interactions occur).
12
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[0044] In accordance with at least some embodiments, rows and columns of a
database table may be used to represent different things. For example, in some
embodiments, rows of a database table may represent a network component to
which a communication (related to a transaction) was routed whereas columns of
that same database table may represent network components from which the
communication originated. In this example, data field at a specific row may be
populated with a value that represents the number of transactions conducted by the
network component associated with the column to the network component

associated with the row during the last 30 days.

[0045] In some embodiments, multiple database tables may be used to
represent a single network topology. For example, in FIG. 3, three separate
database tables are used to represent a network topology. In this example, table 302
may represent network application initiated interactions with various network
devices, table 304 may represent interactions between various network applications,
and table 306 may represent network device initiated transactions with various
network applications. Communications routed within the network may be monitored
by a management server. IP addresses associated with both a sender and receiver
of each message may be mapped to specific network components. An indication of
each message may then be recorded in its respective database table. Additionally,
information in the database table may be removed as it exceeds a predetermined

age.

[0046] It should be noted that although a number of database tables (302,
304, and 306) are depicted in FIG. 3, the network topology may instead be stored in
a single database in some embodiments. For example, indications of interactions
between various network components (both network applications and network
devices) may be stored in a single database. In some embodiments, positive and
negative values may be used to represent a dependency (e.q., represented by the
direction of a communication). For example, a value of 23 stored in a field associated
with a row having Application A and a column having Application B may indicate that

23 messages have been passed from Application B to Application A, whereas a

13
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value of -23 may indicate that 23 messages have been passed from Application A to

Application B.

[0047] In accordance with at least some embodiments, the network topology
may be used to identify dependencies between various network components. For
example, the system may identify a dependency as existing between two
components when a value in a corresponding data field is above a predetermined
threshold value. In other words, a dependency may exist between two network
components when a large enough number of transactions have transpired between
the two network components. A dependency may be identified such that a network
component from which communications related to a transaction originate is
dependent upon a network component to which those communications are routed. In
other words, in the example given above, the network component associated with
the column of a data field depends upon the network component associated with the

row of that data field.

[0048] To evaluate an impact that a particular network component has on the
network as a whole, the system may identify all of the network components that
depend upon that particular network component. The system may then identify all of
the network components that depend upon those network components. This may be
repeated until a complete mapping of dependencies has been created in relation to a
particular network component. For example, upon selecting a particular network
device for which to determine an impact on the network, the system may identify a
number of network applications that depend on that network device from table 302.
In this example, the system may then identify each of the network applications
identified in the previous step from database table 304. This step may be repeated
until no additional network applications can be identified. Continuing with the
example, the system may identify any network devices that depend on the network
applications identified in the previous steps from database table 306. In this manner,
the system can identify each of the network components that are dependent upon a
particular network component. In some embodiments, a number of network

components may be assigned an impact score (representing a criticality or level of

14
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importance). An impact score may be calculated for a particular network component
based on impact scores associated with each of the network components that

depend upon that particular network component.

[0049] FIG. 4 depicts an flow chart illustrating a process for generating a
network topology and determining an impact score for a particular network
component based on the generated network topology. In FIG. 4, a network 402 may
comprise a number of network components, including both network devices and
network applications. A management server 404 may be communication with the
network 402. In some embodiments, management server 404 may be an example

management server 202 depicted in FIG. 2.

[0050] In accordance with embodiments of the disclosure, the management
server 404 may monitor network interactions between various network components
of the network 402 at 406. In some embodiments, the management server 404 may
retrieve various logs and configuration files to identify these transactions. For
example, the management server 404 may assess firewall logs to identify

transactions between network components.

[0051] As communications related to transactions are detected, the
management server 404 may determine an |IP address to which that communication
is directed as well as an IP address from which the communication originated at 408.
The management server 404 may subsequently identify network components
associated with each of the IP addresses identified in the previous step at 410. In
some embodiments, the IP address may be assigned to a server or host on which
one or more network applications are running. In this scenario, the system may
retrieve a server log from the server to determine which network application a

communication originated from.

[0052] Indications may be stored with respect to each of the identified
transactions as network topology data at 412. For example, as depicted in FIG. 3, a
data field value associated with two network components may be incremented each

time that a transaction is detected between those two components. In some
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embodiments, only recent transactions may be reflected in the network topology,
which serves to automatically (e.g., without user interaction) update the topology of
the network as the structure of the network is updated. For example, a set of master
tables may be updated to reflect each transaction detected between various network
components. In this example, a network topology may be generated by comparing a
current version of the set of master tables to a version of the set of master tables
from a previous date (e.g., a snapshot). In this way, the network topology may be
made to reflect a difference between the two versions of the set of master tables. In
some embodiments, each transaction between network components may be

associated with a date and/or time.

[0053] Once a network topology has been generated, the management server
404 may determine an impact that an update to a particular network component will
have on the network as a whole based on the generated network topology. In some
embodiments, this may be initiated at 414 when the management server 404
receives a request that includes an identifier for the network component. The
management server 404, upon receiving this request, may initiate an impact analysis
at 416.

[0054] To perform an impact analysis for a particular network component, the
management server 404 may identify all of the network components that depend
upon that particular network component. The management server 404 may then
identify all of the network components that depend upon each of those identified
network components. In some embodiments, to determine whether a dependency
exists with respect to two network components, the system may determine whether a
data value associated with both of those network components is above a threshold
value. This may be repeated until a complete mapping of dependencies has been
created in relation to the particular network component. The management server 404
may then identify any network devices that depend on the network applications that

were identified in the previous steps.

[0055] In some embodiments, at least some of the network components in a

network may be assigned an impact score. Initially, an impact score for at least some
16
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network components of the network may be assigned by a system administrator or
other user. For example, the system administrator may identify a number of mission
critical network components. Each of these mission critical network components may
be assigned the highest impact score possible. During an impact analysis, an impact
score may be determined at 418 for a network component that has not previously
been assigned an impact score based on impact scores associated with each of the
network components that depend upon that network component. This is described in

greater detail below with respect to FIG. 5.

[0056] FIG. 5 depicts a process for generating an impact score for a network
component in accordance with at least some embodiments. FIG. 5, a number of
application dependencies have been identified with respect to network device A
(depicted at 502). Additionally, a number of dependencies are depicted by arrows
(e.q., 504) in the diagram. For example, as depicted in the diagram, Network
Application B and Network Application C both depend upon Network Device A.
Network Application D and Network Application E both depend upon Network
Application B. Network Application G and Network Application H both depend upon
Network Application D. Network Device B depends upon Network Application F,
which further depends upon Network Application C.

[0057] Initially, an impact score may be assigned to a number of network
components within a network. In some embodiments, this may be done by an
administrator or other user. For example, Network Application H (506) may initially
be assigned an impact score of 100 (out of 100) to indicate that it is a mission critical
network component. Additionally, Network Device B may initially be assigned an
impact score of 80. In this example, because Network Application H depends upon
Network Application D, it may be determined that Network Application D is also to be
assigned an impact score of 100. In some embodiments, an impact score may be
weighted, or otherwise adjusted, based on a number of transactions stored in

relation to a dependency.

[0058] An impact score may be calculated for each network component based

on the network components upon the network components that depend upon it as
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well as the number of other network components that provide the same functionality
or serves the same purpose as the network component being evaluated. For
example, Network Application D depends upon Network Application B in the
depicted example and has an impact score of 100. However, Network Application D
also depends upon Network Application A. If Network Application A provides the
same functionality or serves the same purpose as Network Application B, then the
impact score of both Network Application A and Network Application B may be
determined to be lower than the impact score of Network Application D (as neither
network component is as critical). In some embodiments, bandwidth of a particular
network component (i.e., the amount of requests that may be processed by that
particular network component) may be used to adjust the impact score assigned to
that network component. For example, if a set of data fields indicating dependency
upon a network component in the network topology have a sum that is significantly
less than the bandwidth of that network component, then the impact score for that
network component may be adjusted downward as the network component is being
underutilized. For example, if a network device has a bandwidth that enables it to
handle to 50 requests per minute, and the network topology indicates that it has
handled 32 requests in the last day, then the impact score for that network device
may be adjusted downward. On the other hand, if there are two similar network
devices (e.g., those that provide the same functionality or serve the same purpose)
that each have a bandwidth that enable them to handle to 50 requests per minute,
and the network topology indicates that and average of 70 requests have been
received per minute over the last day, then the impact score for that network device
may be adjusted upward as the loss of one of the devices would result in the second

device being unable to handle the amount of requests received.

[0059] In some embodiments, multiple network components may depend
upon a single network component. For example, in the depicted diagram, both
Network Application B and Network Application C depend upon Network Device A. In
some embodiments, a network component may be assigned the highest impact

score assigned to network components that depend upon that network component.
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For example, if Network Application B has been assigned an impact score of 50 and
Network Application C has been assigned an impact score of 80, then Network
Device A may be assigned an impact score of 80. In some embodiments, a network
component's impact score may be adjusted based upon the number of other network
components that depend upon that network component. For example, if a large
number of network components depend upon a particular network component, then
an impact score associated with that particular network component may be adjusted

upward.

[0060] FIG. 6 depicts a flow diagram that illustrates a process for generating a
network topology and determining an impact score for a particular network
component based on that network topology. Some or all of the process 600 (or any
other processes described herein, or variations and/or combinations thereof) may be
performed under the control of one or more computer systems configured with
executable instructions and may be implemented as code (e.g., executable
instructions, one or more computer programs or one or more applications). In
accordance with at least one embodiment, the process 600 of FIG. 6 may be
performed by at least the one or more management servers 202 depicted in FIG. 2.
The code may be stored on a computer-readable storage medium, for example, in
the form of a computer program including a plurality of instructions executable by
one or more processors. The computer-readable storage medium may be non-

transitory.

[0061] In at least some embodiments, process 600 may begin at 602, when
an indication of a transaction is received by the management server. In some
embodiments, a transaction may be indicated via a communication sent from a first
network component to a second network component. In some embodiments,
transactions may be identified from data logs maintained by a number of network

devices.

[0062] At 604, the management server may identify one or more endpoints

(e.q., IP addresses) associated with the identified transaction. For example, the
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transaction may be associated with an origination endpoint from which a request to

conduct the transaction was received.

[0063] At 606, the identified endpoints may be mapped to specific network
components. For example, a management server may query a server at the
identified endpoint to request information related to the transaction. The server may
respond to this request with an identifier of a network application running on the

server.

[0064] At 608, the management server may store an indication of a
dependency in relation to the determined network components. In some
embodiments, the management server may increment a counter or data field value
for each transaction identified with respect to the relevant network components. In
some embodiments, the network component associated with an origination endpoint
may be determined to be dependent upon a network component associated with a

receiving endpoint.

[0065] At 610, a network topology may be generated based on a number of
dependencies stored in the manner described. In some embodiments, a network
topology may comprise a number of records of transactions between various
network components stored in a data store. For example, the network topology may

comprise a number of data fields stored in database tables.

[0066] At 612, the management server may receive an indication of a network
component for which an impact analysis process is to be performed. In some
embodiments, this may comprise a request submitted by a user (e.g., an
administrator). In some embodiments, an impact analysis may be performed
automatically (e.g., on a periodic basis). For example, an impact analysis may be
performed for a number of network components on a daily basis. Requests

submitted by a user may include a network component identifier.

[0067] At 614, a number of dependent network components may be identified
in relation to the specified network component. The number of dependent network

components may be identified based on recorded transactions between various
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network components. In some embodiments, to be considered dependent upon a
network component, another network component must have conducted a number of
transactions with that network component. For example, only network components
that have conducted a number of transactions greater than a threshold number with
the specified network component may be considered dependent upon the specified

network component.

[0068] At 616, an impact score may be identified for each of the dependent
network components. In some embodiments, the dependent network component
may have been assigned an impact score by an administrator. In some
embodiments, an impact analysis process may have been performed with respect to
the dependent network component in order to determine an impact score for that
network component. In some embodiments, an impact analysis process may be
recursively performed for each dependent network component identified in the

previously described manner.

[0069] At 618, an impact score may be generated for the specified network
component based on the impact scores associated with each of the dependent
network components. The impact score for the network component may be
determined based on the impact scores assigned to each of the network
components that depend upon the specified network component. In some
embodiments, the impact score may be determined as a maximum, or highest, value
of the impact scores assigned to each of the network components that depend upon
the specified network component. In some embodiments, the impact score may be
determined using a function influenced by a number of factors. For example, the
impact score may be influenced by the number of other network components that
depend upon the specified network component, a number of transactions that have
been conducted by the specified component, a bandwidth of the specified network

component, or any other suitable factor.

[0070] Embodiments of the invention provide for a number of technical
advantages. For example, embodiments of the invention enable users, such as

network administrators, to quickly ascertain the impact that an update to a particular
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network component will have on the network as a whole. Additionally, unlike
conventional network topologies, in which only device-to-device dependencies are
identified, the current disclosure enables identification of application-to-device
dependencies. This is useful in a number of environments in which a single
application may run on a number of different devices (e.g., a distributed computing
environment). Accordingly, embodiments of the current disclosure enable
identification of a business-level impact that an update to a particular network

component will have on the network.

[0071] It should be understood that any of the embodiments of the present
invention can be implemented in the form of control logic using hardware (e.g. an
application specific integrated circuit (ASIC) or field programmable gate array
(FPGA)) and/or using computer software with a generally programmable processor
in a modular or integrated manner. As used herein, a processor includes a single-
core processor, multi-core processor on a same integrated chip, or multiple
processing units on a single circuit board or networked. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will know and
appreciate other ways and/or methods to implement embodiments of the present

invention using hardware and a combination of hardware and software.

[0072] Any of the software components or functions described in this
application may be implemented as software code to be executed by a processor
using any suitable computer language such as, for example, Java, C, C++, C#,
Objective-C, Swift, or scripting language such as Perl or Python using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions or commands on a computer readable medium for storage
and/or transmission, suitable media include random access memory (RAM), a read
only memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an
optical medium such as a compact disk (CD) or DVD (digital versatile disk), flash
memory, and the like. The computer readable medium may be any combination of

such storage or transmission devices.
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[0073] Such programs may also be encoded and transmitted using carrier
signals adapted for transmission via wired, optical, and/or wireless networks
conforming to a variety of protocols, including the Internet. As such, a computer
readable medium according to an embodiment of the present invention may be
created using a data signal encoded with such programs. Computer readable media
encoded with the program code may be packaged with a compatible device or
provided separately from other devices (e.g., via Internet download). Any such
computer readable medium may reside on or within a single computer product (e.g.
a hard drive, a CD, or an entire computer system), and may be present on or within
different computer products within a system or network. A computer system may
include a monitor, printer, or other suitable display for providing any of the results

mentioned herein to a user.

[0074] The above description is illustrative and is not restrictive. Many
variations of the invention will become apparent to those skilled in the art upon
review of the disclosure. The scope of the invention should, therefore, be determined
not with reference to the above description, but instead should be determined with

reference to the pending claims along with their full scope or equivalents.

[0075] One or more features from any embodiment may be combined with
one or more features of any other embodiment without departing from the scope of

the invention.

[0076] A recitation of "a", "an" or "the" is intended to mean "one or more"

unless specifically indicated to the contrary.

[0077] All patents, patent applications, publications, and descriptions
mentioned above are herein incorporated by reference in their entirety for all

purposes. None is admitted to be prior art.
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WHAT IS CLAIMED 1S:

1. A method of generating a network topology comprising:

receiving, for each network device of a plurality of network devices
associated with a network, an indication of one or more transactions between the
network device and a plurality of endpoints;

mapping each endpoint of the plurality of endpoints to a network
application of a plurality of network applications, each network application of the
plurality of network applications associated with an application impact score;

storing information indicating a relationship between each network
device of the plurality of network devices and one or more network applications of
the plurality of network applications based on the mappings;

generating the network topology based on the stored information; and

determining a device impact score for each network device of the
plurality of network devices based on the generated network topology and the

application impact scores.

2. The method of claim 1, wherein the device impact score is also
weighted based on a number of transactions between the network device and each

endpoint.

3. The method of claim 1 further comprising:
obtaining a second indication of transactions conducted between
different endpoints of the plurality of endpoints; and

updating the stored information based on the second indication.

4, The method of claim 1 wherein the indication of one or more
transactions between the network device and a plurality of endpoints includes an

originator of the transaction.

5. The method of claim 1 wherein each endpoint comprises an

internet protocol (IP) address.

6. The method of claim 1 wherein the plurality of network
applications comprise distributed programs installed on a set of network servers

within the network.
24
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7. The method of claim 6 w

comprises a distributed computing system.

8. The method of claim 1 further comprising performing at least
one action with respect to a number of network devices of the plurality of network
devices based at least in part on the impact scores associated with the number of
network devices.

9. The method of claim 8 wherein performing the at least one
action with respect to a number of network devices comprises deactivating the
number of network devices upon determining that the impact score associated with

the number of network devices is below a threshold impact score value.

10.  The method of claim 1 wherein the device impact score for each
network device of the plurality of network devices represents a level of criticality of

each network device of the plurality of network devices.

11.  An apparatus comprising:
one or more processors; and
a memory including instructions that, when executed by the one or
more processors, cause the server apparatus to:
receive, for each device of a plurality of devices involved in a
network, an indication of at least one communication between the device and
a plurality of endpoints;
map each endpoint of the plurality of endpoints to an application
of a plurality of applications, each application of the plurality of applications
associated with an application impact score;
store information indicating a relationship between each device
and one or more applications based on the mappings;
generate the network topology based on the stored information;
and
determine a device impact score for each device of the plurality
of devices based on the generated network topology and the application

impact scores.
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12.  The method of claim 1 w
each application of the plurality of applications represents a i1evel o1 criucaity or eacn

application of the plurality of applications.

13.  The method of claim 1 wherein the network topology comprises

a number of data fields stored in database tables.

14.  The method of claim 13 wherein the number of data fields are
populated with values that reflect a number of transactions conducted between two

network components.

15. The method of claim 13 wherein at least one of the rows or
columns of the database tables represents an originating network component and
the other of the rows or columns of the database tables represents a receiving

network component.

16.  The method of claim 1 wherein the device impact score is

determined for each device of the plurality of devices on a periodic basis.

17.  The method of claim 1 wherein the device impact score is
determined for each device of the plurality of devices upon receiving a request from

a user.

26



WO 2018/144019

PCT/US2017/016547

1/6

112 =

Devices 102

1

APPLICATIONS 104

— 00 G
e

/

B0 0O
5B

N/

/__

e




WO 2018/144019 PCT/US2017/016547

2/6

MANAGEMENT SERVER 202
PROCESSOR(S) 214

STORAGE 216

CoMM. INTERFACE 224

/O DEVICE(S) 226
NETWORK
MEMORY 212 TOPOLOGY
OPERATING SYSTEM 218 DaTa 222

NETWORK MANAGEMENT MODULE 220

NETWORK DEVICE 204 (1)

PROCESSOR{S) 230

MeEmoRyY 228

OFERATING SYSTEM 232

NETWORK

APPLICATION 208 {A)

NETWORK |
210

NETWORK DEVICE 204 {X) NETWORK

APPLICATION 206 (N}

PROGESSOR{3) 230

MEMORY 228
(OPERATING SYSTEM 232




PCT/US2017/016547

WO 2018/144019

3/6

3

34010

0 0 ¥1 £ ddy { 0 0 £ ddy 0 S 0 £ A8Q
0 St 0 g ddy 0 3 143 g ddy z 0 £ 9 A8Q
{ 0 11 g ddy - vE 0 63 G ddy o 6 0 5 A3Q
nG - HM
z 134 0 | pddy | ) st 1T | pddy |2 L 1 o | vAsg
% : B $
o G 87 | egddy | 0 €T 12 gddy | = € o L € ABQ
1 43 0 zady | 7 z o 0 zdoy | 7 0 €1 g e
0 P 0 T ddy 43 1€ 0 1 ddy ¥ 0 £7 T ARQ
£ABQ | ZASG | T ARG cddy | zddy { 1ddy cddy | zddy | 1ddy
SIDAIJ SNOLLVYOTddy SNCLIYONddY
80¢ ¥0E 70¢




WO 2018/144019 PCT/US2017/016547

4/6

402

f”)

DEVICES i APPLICATIONS (e APPLICATIONS & DEVICES

Y
MONITOR NETWORK RECEIVE
INTERACTIONS [DENTIFIER
i 406 i 414
IDENTIFY P PERFORM IMPACT GENERATE IMPACT
ADDRESSES ANALYSIS SCORE
&

408 416 418

IDENTIFY NETWORK R
SRR == NETWORK
COMPONENTS g
TorPoLOGY

410 412

404




PCT/US2017/016547

WO 2018/144019

5/6

0] 1240085
weduy

FERLEN
HHOMIIN

00T 124038
1oeduw)

H ddy NOMIIN

~

809

£y "ddyf HHOMLIN

08 124008
1oeduly

4 ddy HHOMIEN

I "dey HHOMLIN

00T 124008
1oeduly

(1 "4y HeOMIIN K7

0% 124005
wedud 0g -a1005
1oedu
7 ddy MHOMIEN
, NERTEl
05 19402 HHOMLIN
wedul

S

705

G “ddy WHOMLIN

0% 124008
wedud

TR vy HOMLEN




WO 2018/144019 PCT/US2017/016547

6/6

Lexl
[
2

602

{ RECEIVE AN INDICATION OF A COMMUNICATION y
i 604

IDENTIFY [P ADDRESSES ASSOCIATED WITH THE _j
COMMUNICATION

i 606

Map THE IP ADDRESSES TO NETWORK COMPONENTS “j

i 608

STORE AN INDICATION OF A DEPENDENCY ’j

i 610

ENERATE A NETWORK TOPOLOGY TO INCLUDE A NUMBER CF
DEPENDENCIES

612

< RECEIVE AN INDICATION OF A NETWORK COMPONENT y
i 614

IDENTIFY DEPENDENCIES RELATED TO THE NETWORK _,j
COMPONENT FROM THE NETWORK TOPOLOGY

i 616

IDENTIFY AN IMPACT FOR EACH IDENTIFIED DEPENDENCY ’/j

‘i 618

@NEW\TE AN IMPACT SCORE FOR THE NETWORK COMPONENT




International application No.

A A AR
INTERNATIONAL SEARCH REPORT PCT/US2017/016547

A. CLASSIFICATION OF SUBJECT MATTER
HO04L 12/24(2006.01)i, HO4L 12/26(2006.01)i

According to International Patent Classification (IPC) or to both national classification and [PC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
HO4L 12/24; GO6F 15/16; HO4L 29/08; GOGF 17/30; HO4L 12/26; HO4L 29/06; G06Q 50/26; GO6F 21/00

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal) & Keywords: management, network, mapping, server, application, endpoint, transaction, detecting, topology,
score, deactivating, threshold, and similar terms.

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A US 06144961 A (PIERRE DE LA SALLE) 07 November 2000 1-17
See claim 1.
A US 2013-0298244 A1 (SRINIVAS KUMAR et al.) 07 November 2013 1-17
See paragraphs [0066]-[0096]; and figures 1-5.
A US 2016-0366163 A1 (STEPHEN SOHN et al.) 15 December 2016 1-17
See paragraphs [0024]-[0060]; and figures 1-5.
A US 2004-0215746 A1 (STEVEN MCCANNE et al.) 28 October 2004 1-17
See paragraphs [0072]-[0116]; and figures 4-7.
A US 2015-0319256 A1 (GLIMMERGLASS NETWORKS, INC.) 05 November 2015 1-17

See paragraphs [0019]-[0088]; and figures 1-5.

|:| Further documents are listed in the continuation of Box C. See patent family annex.

* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
"E" carlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
"O" document referting to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family
than the priority date claimed

Date of the actual completion of the international search
27 October 2017 (27.10.2017)

Date of mailing of the international search report

02 November 2017 (02.11.2017)

Name and mailing address of the [SA/KR

International Application Division

Korean Intellectual Property Office

189 Cheongsa-ro, Seo-gu, Dagjeon, 35208, Republic of Korea

Facsimile No. +82-42-481-8578

Authorized officer

KIM, Seong Woo

Telephone No.

+82-42-481-3348

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/US2017/016547
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 06144961 A 07/11/2000 US 5878420 A 02/03/1999
US 6144961 A 07/11/2000
US 2013-0298244 Al 07/11/2013 IL 235413 A 31/12/2014
JP 2015-519652 A 09/07/2015
JP 2016-181265 A 13/10/2016
KR 10-2015-0006042 A 15/01/2015
US 2013-0298192 Al 07/11/2013
US 2013-0298230 Al 07/11/2013
US 2013-0298242 Al 07/11/2013
US 2013-0298243 Al 07/11/2013
US 2015-0244735 Al 27/08/2015
US 8776180 B2 08/07/2014
US 8850588 B2 30/09/2014
US 8990948 B2 24/03/2015
US 9027125 B2 05/05/2015
US 9092616 B2 28/07/2015
WO 2013-166126 Al 07/11/2013
US 2016-0366163 Al 15/12/2016 US 2014-0283074 Al 18/09/2014
US 2015-0381640 Al 31/12/2015
US 9160758 B2 13/10/2015
US 9455999 B2 27/09/2016
WO 2014-145539 A2 18/09/2014
WO 2014-145539 A3 06/11/2014
US 2004-0215746 Al 28/10/2004 US 2010-0318665 Al 16/12/2010
US 8069225 B2 29/11/2011
US 8473620 B2 25/06/2013
US 2015-0319256 Al 05/11/2015 None

Form PCT/ISA/210 (patent family annex) (January 2015)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - wo-search-report
	Page 35 - wo-search-report

