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VIRTUAL NETWORK DEVICE 
ARCHITECTURE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This is a Continuation application to U.S. Utility 
application Ser. No. 12/722,568, filed Mar. 12, 2010, entitled 
“VIRTUAL NETWORK DEVICE ARCHITECTURE.” 
Attorney Docket No. 16356.1364, the disclosure of which is 
incorporated herein by reference in its entirety. 

BACKGROUND 

0002 The invention relates generally to the technical area 
of network switch and router architecture and specifically to 
a network switch or router architecture that is comprised of 
virtualized control and data plane functionality. 
0003 Modular network routers or switches (network 
devices) typically include a chassis with separate cards or 
modules for the provision of different functions associated 
with their operation. Such a modular architecture can include 
a control module that operates to provide overall control of 
the network device operation and to provide routing and/or 
Switching protocol functionality (all generally referred to as 
control plane functions), one or more line cards to provide 
packet processing and forwarding functionality (generally 
referred to as data or forwarding plane functions) and one or 
more Switching cards to Switch packets between the line 
cards. All of these cards can be connected to a backplane that 
is arranged in the network device chassis. FIG. 1 generally 
illustrates this prior art switch architecture. 
0004. The switch/router 10 in FIG. 1 includes a control 
module and a plurality of line cards all connected by a switch 
fabric. The control module is comprised of three CPUs, CPU 
A, CPU-B and CPU-C, each of which operates to perform 
different functionality in support of the overall system opera 
tion. In this case, CPU-A can be dedicated to certain manage 
ment functions such as user interface management, system 
chassis management, System configuration management and 
management of system security to name only a few functions. 
CPU-B can be dedicated to running layer 3 routing protocols 
such as the border gateway protocol (BGP), the open shortest 
path first (OSPF) protocol, routing information protocol 
(RIP) to name just a few and CPU-C can be dedicated to 
running layer 2 Switching protocols such as the Internet group 
management protocol (IGMP), address resolution protocol 
(ARP), spanning tree protocol (STP) and the virtual router 
redundancy protocol (VRRP) to name just a few. The routing 
protocols running in CPU-B generally send messages to and 
receive messages from the Surrounding network devices in 
order to learn certain information about these devices and 
their relationship to the network. This information can 
include their IP address, distance information, link attributes, 
group membership information to name only a few. The 
Switching protocols running in CPU-C generally gather infor 
mation from the packets being processed by the host device, 
which in this case is the router 10. This information can 
include the MAC address and the port I.D. of another network 
device. The information received by the protocols running on 
CPU-B and CPU-C can be used to derive the shortest path 
from the host network device to another, neighboring network 
device or to calculated the distance between two network 
devices, to calculate a next hop address for instance or span 
ning trees and other information used to construct and main 
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tain layer 2 switching tables and layer 3 routing tables. The 
Switching table and routing table information is then made 
available to the line cards which use this information to 
update forwarding tables which it uses to process packets or 
frames of information arriving at the router 10. 
0005 Continuing to refer to FIG. 1, each of the line cards 
includes a CPU which is largely dedicated to running pro 
cesses to Support the construction and maintenance of layer 2 
and/or a layer3 forwarding tables stored in memory on each 
of the line cards. The information contained in each of the 
layer 2 and layer3 forwarding tables stored in each line card 
is substantially the same. There are other tables stored and 
maintain by each of the line cards as well, and each of these 
tables can include different information. These tables can be 
an ingress L2 access control list (ACL) table, VLAN mem 
bership table, L2 QoS table, MPLS forwarding table and a 
next hop table to name only a few. Each of the line card CPUs 
also is responsible for running a MAC agent and a FIB agent. 
The MAC agent is primarily responsible for communicating 
with some of the layer 2 processes running on CPU-C of the 
control module to identify and receive commands or actions 
they need to take regarding the maintenance of the layer 2 
forwarding table(s). The FIB agent is primarily responsible 
for communicating with some of the layer 3 processes run 
ning on CPU-B of the control module to identify and receive 
commands or actions they need to take regarding the main 
tenance of the layer3 forwarding table(s). 
0006 Each line card is designed to support some fixed 
number of input/output ports (ports) that operate in the data 
plane to receive packets from and transmit packets to the 
network to which the network device is connected. Each port 
is typically designed to process a maximum number of pack 
ets or bytes per second. As the volume of network traffic 
increases, it becomes necessary to design network devices, 
such as routers and switches that have the capability to handle 
the increased volume of traffic. Generally, the solution to this 
problem has been to add additional resources. One solution to 
this problem is to design line cards that are capable of pro 
cessing and forwarding the packets more rapidly. Another 
solution to this problem is to add more ports to each of the line 
cards. Typically, both of these solutions are implemented 
together, in which case it may be necessary to add additional 
components to the line card in order to support the additional 
ports. As there is a finite amount of space on each line card to 
support all of the functionality associated with it (additional 
memory and packet processing devices, etc), adding more 
resources to a line card can necessitate increasing its dimen 
sions which is not always desirable or possible. Conse 
quently, it is desirable to design a network device that oper 
ates to very efficiently utilize the resources provided for 
processing packets and frames of information and for running 
the various network protocols. 

SUMMARY 

0007 We have discovered that it is possible to very effi 
ciently utilize processing and storage resources comprising a 
network device by virtualizing one or more control and data 
plane processes running on the network device. Further, we 
discovered that virtualizing one or more control and data 
plane processes obviates the need for line card processors 
used to implement the control and data plane processes. Still 
further, the virtualization of one or more control and data 
plane processes eliminates the need for one or more CPUs to 
Support the layer 2 and layer 3 protocols, and frees up space 
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on the line card for additional ingress and egress ports. As a 
consequence, the system uses less power, the system cost is 
lowered, the system processing and memory resources are 
very efficiently utilized, less memory is used to maintain the 
forwarding tables and to store the line card agents and the line 
cards are highly available. 
0008. In one embodiment, a network device is comprised 
of a plurality of physical line cards that include ingress and 
egress ports and means for processing and forwarding one or 
more packets of information, and each one of the plurality of 
physical line cards is in communication with one or more 
virtual processes that operate to Support the packet processing 
and forwarding means. From another perspective, a method 
of operating a network device comprises one or more virtual 
processes that receive information that they use to modify a 
first database, an agent running on at least one of the one or 
more virtual processes that detects the modification to the first 
database, and the agent using some information associated 
with the modification to the first database to modify a second 
database included in a physical line card. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009 FIG. 1 is a block diagram of a prior art router/switch 
architecture showing one control module and a number of line 
cards interconnected over a switch fabric. 
0010 FIG. 2 is a block diagram of a network device show 
ing a control module that includes a number of line card 
virtual machines and their associated physical line cards. 
0011 FIG. 3A is a detailed block diagram of one embodi 
ment of the network device of FIG. 2. 
0012 FIG. 3B is a detailed block diagram of another 
embodiment of the network device of FIG. 2. 
0013 FIG. 3C is a detailed block diagram of another 
embodiment of the network device of FIG. 2. 
0014 FIG. 4A is a diagram showing the functionality 
comprising one embodiment of a line card virtual machine. 
0015 FIG. 4B is a diagram showing the functionality 
comprising another embodiment of the line card virtual 
machine. 
0016 FIG. 5 is a diagram showing the functionality com 
prising a router processing module. 
0017 FIG. 6 is a diagram illustrating the hi-level function 
ality comprising a line card. 

DETAILED DESCRIPTION 

0018 FIG. 2 is a high level functional block diagram of a 
network router or switch 20, hereinafter referred to as the 
network device 20, comprised of a control module (CM) 21 
and a plurality of line cards LCo-LC) connected to each 
other over a standard inter-process communication bus Such 
as a PCIe bus. It should be understood that the network device 
20 typically also includes other functional modules, such as 
one or more Switching modules and a back plane, but the 
functionality of these other modules is not important for the 
purpose of this description and so will not be discussed in any 
detail here. The CM 21 can be comprised of a number of 
virtual processes which in this case includes a control proces 
sor virtual machine (CP-VM) 22, a first rout processing vir 
tual machine (RP-VM), a second rout processing virtual 
machine (RP-VW and a plurality of line card virtual machine 
instances (LC-VM-LC-VW). Each of the LC-VMs oper 
ates in conjunction with only one of a plurality of respective 
physical line cards (LC to LC). So for example, LC-VM 
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operates in conjunction with LC and LC-VM operates in 
conjunction with LC and each of the LC-VMs is in commu 
nication with its respective LC over the PCIe bus. Although 
all of the individual processes running in the CM 21 are 
described as virtual processes, not all can be running in a 
virtual manner. Some can be running on CPU devices and 
Some can be running under the control of a Supervisory virtual 
process. Regardless, in the case where all of the CM 21 
processes are running in a virtual manner, the CM 21 can be 
referred to as a virtual control module. 

0019. As will be described in detail later with reference to 
FIG. 3A, the functionality comprising the CP-VM 22, RP 
VM and RP-VM is performed in a virtual manner by, in this 
case, a single CPU in the CM 21 operating under the control 
of a specially modified operating system and a hypervisor. 
However, it should be understood that the functionality asso 
ciated with each of the CP-VM22, the RP-VM RP-VM and 
LC-VMs can also be run by separate CPUs. That is, a different 
CPU can be responsible for running the functionality associ 
ate with the CP-VM 22, the RP-VM, the RP-VM and the 
LC-VMs. The CP-VM 22 generally manages the overall 
operation of the network device 20 and is comprised of the 
same functionality as that of CPU-A of FIG. 1. Specifically, 
the CP-VM 22 can manage the users interface to the network 
device, it operates to provide overall control of the network 
device chassis, it can run a simple network management 
protocol (SNMP), it can run a configuration manager, it can 
run a remote authentication dial-in user service (Radius) to 
only name some of the functionality. The RP-VM and RP 
VM have overall responsibility for running a plurality of 
networking protocols. Specifically, RP-VM is responsible 
for running layer3 routing protocols and some layer 3 control 
and management functions such as those run by CPU-B of 
FIG. 1. A list of these routing protocols and other functions 
can include BGP, OSPF, LACP. RIP, RSVP. Diffserv manager 
and MPLS controller. The RP-VM is responsible for running 
a number of layer 2 Switching protocols and layer 2 manage 
ment functions such as those run by CPU-C of FIG. 1. A 
listing of the switching protocols running on the RP-VM can 
include STP/xSTP, VRRP multicast, IGMP, PIM and NDPM 
and it also runs a layer two manager and an ARP manager. 
0020 Substantially all of the functionality comprising the 
CP-VM 22, RP-VMVRMP, and the LC-VMs runs in what 
is typically referred to as a control plane, and Substantially all 
of the functionality comprising the line cards (LC-LC) runs 
in what is typically referred to as a forwarding plane. The 
control plane is typically associated with network device 20 
functionality responsible for gathering and processing infor 
mation from the Surrounding network and from packets or 
frames being processed in the data plane at any of the line 
cards (O-N) comprising network device 20. This information 
is used to construct and maintain layer 2 tables Such as a MAC 
table and layer 3 tables such as a routing table. These layer 2 
and layer 3 tables are referred to in this description collec 
tively as the first database. The data plane functionality is 
typically associated with the network device functionality 
implemented on a line card that is responsible for processing 
packets or frames of information received by the network 
device from the surrounding network to determine how to 
forward the packets. Decisions about how to forward these 
packets or frames are made using information stored in a layer 
2 and/or layer3 forwarding tables collectively referred to here 
as a forwarding information base (FIB). In order to support 
very high data rates through the network device and to permit 
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a large number of ports to be implemented on each of the line 
cards, the control and data plane functionality is strategically 
partitioned between the control module 21 and the line cards 
(O-N). This architecture results in the removal of the CPUs 
(CPU-CPU) and the associated line card software (MAC 
and FIB agents) from each of the line cards (LC-LC) in 
FIG. 1. Each of the instances of the line card software 
removed from each line card can be implemented in a sepa 
rate one of the LC-VM (O-N) instances running on the CM21. 
The removal of the CPUs and associated software from each 
of the line cards results in freeing up space (no CPU and less 
memory) on each line card which can be used to implement 
additional ports which has the effect of increasing the volume 
of traffic through the network device. 
0021 FIG. 3A is a block diagram of an embodiment of the 
network device 20 architecture showing functionality com 
prising the CM21 included in the network device 20 of FIG. 
2. CM21 is comprised of the CP-VM 21, the RP-VM, the 
RP-VM and the plurality of LC-VMs 0-N of FIG.2 each of 
which are in communication with a host operating system 
over a virtual machine (VM) bus referred to here as an inter 
process communication (IPC) bus. The host operating system 
runs on top of a hypervisor which in turn runs on top of a 
multi-core CPU 31 or simply CPU 31. The CPU 31 is con 
nected over a bus (CPU bus) to an PCIe switch 32 which 
generally operates to switch signals from the CM21 to one or 
more of the line cards (LC-LC) or to receive signals from 
the line cards over a serial bus which in this case is a PCIe bus. 
It should be understood that FIG. 3A is a logical representa 
tion of the functionality comprising the CM 21. The instruc 
tions/software/firmware used to implement the virtual 
machines represented by the CP-VM 22, the RP-VM, RP 
VM and the LC-VMs as well as the host kernel and the 
hypervisor are stored in memory or a mass storage device 
accessible by the CPU 31. For the purpose of this description, 
FIG. 3A illustrates the logical relationships between the vir 
tual machines and the physical modules. Further, it should be 
understood, that the functionality of one or more of the CP 
VM22, RP-VM and RP-VM need not be virtual, but can be 
implemented in a physical device as in the prior art network 
Switch 10 described with reference to FIG. 1. 

0022. As described previously with reference to FIG. 2, 
the two RP-VMs, RP-VM and RP-VM, shown in FIG. 3A 
implement protocols that generally operate to send informa 
tion about network device 20 (IP address, port IDs and status, 
etc.) to other network devices, they operate to receive infor 
mation from other network devices that network device 20 is 
able to communicate with and they can operate to detect 
information in packets or frames of information received 
from other network devices and which are processed in the 
data plane of device 20. In this context, other network devices 
can be router, Switches, aggregators, servers or any device 
connected to the network that is either the source or destina 
tion for packets or frames of information. The information 
received from other network devices and from local packets 
can include the IP address and/or MAC address of the other 
network devices, distance information, link attributes, and 
group membership information about the other network 
devices. RP-VW and RP-VM use the information they 
receive from the other network devices to derive, among other 
things, new or updated information that is used to modify a 
table entry in the first database, for instance. This update 
information can include the shortest paths to other network 
devices, the distances to other network devices, aggregation 
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of network devices and spanning tree information or MAC 
addresses and port IDs and the results of these derivations can 
be stored in the first database maintained by each of the 
LC-VMs. An agent running on each of the LC-VMs periodi 
cally examines the databases maintained by each LC-VM to 
identify new information, which can be a next hop address for 
instance. In the event that the agent does identify new infor 
mation, it can send this information to the respective physical 
line card(s) where the new information is stored in a forward 
ing table (FIB) or other table associated with the LC. In this 
embodiment, each LC-VM (O-N) maintains a separate 
instance of both a routing and a MAC table comprising the 
first database instance. A detailed description of the agents 
running on an LC-VM is included later with reference to FIG. 
3B. 

0023 FIG. 3C is a block diagram showing functionality 
comprising RP-VM. RP-VM is not described here in the 
same level of detail as this module operates similarly to RP 
VM, with the primary difference being the network proto 
cols running on it. Among other things, the RP-VM is 
responsible for running layer 2 network protocols such as the 
address resolution protocol (ARP), the spanning tree protocol 
(STP), the Internet group management protocol (IGMP), the 
protocol independent multicast (PIM) protocol and a number 
of other protocols. Each of these protocols runs in the RP 
VM as a separate process under the control of the kernel, and 
all of these protocols are well known to those familiar with the 
operation of communication networks and so they will not be 
described here in any detail. The RP-VM is also comprised 
of an instance of a kernel, which in conjunction with the CPU 
31 controls the overall operation of the layer 2 protocols 
running in the RP-VM. 
0024. Referring again to FIG. 3A, and as previously men 
tioned, all of the virtual processes running on the CM21 is 
under the control of a hypervisor, which in this case is the 
commercially available XenR hypervisor. The hypervisor is 
designed to operate in conjunction with a number of commer 
cially available multi-core CPUs which can include an 
embedded virtualization capability. The primary purpose of 
including a hypervisor in the network device 20 architecture 
is so that at least one instance of a operating system kernel can 
be responsible for running each of the virtual machines in the 
network device 20. Specifically, a separate instance of a ker 
nel is responsible for running the CP-VM 22, the RP-VM, 
the RP-VM and a separate instance of a kernel is responsible 
for running each instance of the LC-VMs. So, in the case that 
CM 21 supports fourteen instances of a LC-VM, there are 
seventeen instances of an operating system kernel running 
(one kernel for each of the CP-VM, two RP-VMs and four 
teen LC-VMs). In this case, the NetBSD kernel is used to run 
each of the virtual machines comprising the CM21, but other 
Suitable operating system kernels can be used as well. 
0025. With continued reference to FIG. 3A, a host kernel 
running on top of the hypervisor is a specially modified, 
commercially available operating system kernel, which in 
this case is a modified Linux kernel. The specially modified 
kernel has special rights to access physical input/output (IO) 
resources as well as interact with the CP-VM 22, the VPRMs 
and the LC-VMs comprising the CM 21. All of the IO mes 
saging to/from the virtual machines (CP-VM 22, RP-VMs 
and LC-VMs) is handled by the host kernel and the operation 
of each of the kernel instances running the different virtual 
machines is managed by the hypervisor. 
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0026. The functionality and operation of one of the plu 
rality of LC-VM instances will be described now with refer 
ence to LC-VM 34 in FIG.3B. The LC-VM 34 is comprised 
of several different processes and tables all running under the 
control of an instance of OS kernel 39 (NetBSD in this case). 
The processes can include a MAC agent, a FIB agent and 
other agents collectively referred to here as agents 35. Among 
other things, these agents operate to construct and maintain a 
first database 33 comprised of a routing table instance 36 and 
a MAC table 37 instance. The routing table 36 can be com 
prised of several entries such as an entry to a destination 
networkid, an entry for a path cost and an entry of a next hop 
address and other entries associated with quality of service, 
packet filtering information for instance. The MAC table 37 is 
typically comprised of a plurality of MAC address and port 
ID entries. Entries in these tables can be used to construct and 
maintain forwarding tables in each of the associated physical 
line cards. The LC-VM 34 also can include separate pro 
cesses for constructing and maintaining separate instances of 
other tables 38 (ACL tables, VLAN membership table, QoS 
tables, MPLS forwarding table, next and first hop tables to 
name only a few). The kernel 39 is in communication with the 
host kernel over the IPC bus identified in FIG. 3A. As 
described previously with reference to FIG.3A, the agents 35 
operate to receive information from the layer 2 and layer 3 
network protocols running on RP-VM and RP-VM respec 
tively and to use this information to update the first database 
33. 

0027 Continuing to refer to FIG. 3B, the agents 35 also 
operate to detect changes or modifications information com 
prising the first database 33 (table entry changes), and in the 
event that the agent does detect new information, it enters at 
least some of this new information into a forwarding table or 
other table associated with at least one of the LC (0-N) 
described with reference to FIG. 3A. More specifically, the 
MAC agent 35 is comprised of functionality to configure the 
first database 33 that is used to Store the MAC table 37 
information, functionality to maintain a FIB, functionality to 
learn and age address information, functionality to monitor 
port state changes, functionality to track VLAN membership, 
functionality to manage communications with the VPRMs 
and LCs (O-N) and counter functionality to name just a few of 
the functions. The agent 35 also identifies modifications to the 
routing table 36 entries and uses at least some information 
included in the identified, modified table entry to update a 
forwarding table or FIB stored on at least one of the line cards 
(LC 0-N) associated with LC-VM34. Other tables compris 
ing LC-VM34 can include ACL tables, a VLAN membership 
table, QoS tables, a MPLS forwarding table, next and first hop 
tables to name only a few. 
0028 FIG. 4A is a diagram illustrating another embodi 
ment of a network device architecture comprised of virtual 
line card functionality. In this embodiment, a control module 
41 included in a network device 40 is comprised of the same 
functionality as the CM21 in network device 20 described 
earlier with reference to FIG. 3A; namely, CM41 is com 
prised of a CP-VM, two RP-VMs, a single LC-VM, a host 
kernel, a hypervisor and a CPU connected over a bus to an 
PCIe Switch. One difference between the network device 20 
embodiment described with reference to FIG. 3A and this 
network device 40 is that of the separate LC-VM instances 
comprising network device 20 are encapsulated in a single, 
logical LC-VM instance 42 in network device 40. So, if the 
network device 40 is comprised of fourteen physical line 
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cards (LC 0-13), only a single logical instance of a LC-VM, 
LC-VM 42, is implemented in the CM 31, and this single 
LC-VM instance 42 is capable of communicating with each 
of the fourteen physical line cards comprising the network 
device 40. Another difference between the embodiment of 
network devices 20 and 40 is that the single, logical LC-VM 
42 instance constructs and maintains only a single instance of 
a first database, comprised of a routing table and a MAC table, 
which includes information used to Support the operation of 
all of the physical line cards with which it is associated. This 
single database architecture is possible because each of the 
physical line cards use Substantially the same routing table 
information and the same MAC table information to construct 
their forwarding tables. The LC-VM 42 maintains separate/ 
different layer 2 and layer 3 tables (ACL tables, VLAN mem 
bership table. QoS tables, MPLS forwarding table, next and 
first hop tables to name only a few) for each one of the 
physical lines cards with which it can communicate. Each of 
these tables is generally Small in size and more easily main 
tained than the relative large routing and MAC tables. The 
functionality and operation of the LC-VM 42 is described 
below with reference to FIG. 4B. 

0029. The functionality comprising LC-VM 42 will now 
be described with reference to FIG. 4B. The LC-VM 42 is 
comprised of several different processes and databases all 
running under the control of an instance of OS kernel 49 
(NetBSD in this case). The processes can include a MAC 
agent and a FIB agent collectively referred to here as agents 
45. These agents 45 operate to construct and maintain a first 
database 44 comprised of a single routing table 46 instance 
and a single MAC table 47 instance both of which are used to 
construct and maintain a second database comprised of for 
warding tables (FIBs) in each of the physical line cards in the 
network device 40. The LC-VM 42 also can include separate 
processes for constructing and maintaining separate instances 
of other tables 38 (ACL tables, VLAN membership table, 
QoS tables, MPLS forwarding table, Next and first hop tables 
to name only a few) for each of the physical line cards 
included in the network device 42. The kernel 49 is in com 
munication with the host kernel over the IPC bus identified in 
FIG. 4A. The agents 45 operate to receive information from 
the layer 2 and layer3 network protocols running on RP-VM1 
and RP-VMO respectively, and to use this information to 
update the routing table 46 and the MAC table 47 comprising 
the first database 44. The agents 45 also operate to detect 
changes to the routing table 46, the MAC table 47 or any of the 
other tables maintained by the LC-VM 42 to identify new 
information (entry changes), and in the event that the agent 45 
detects new table information, it can send this information to 
all of the physical line card(s) where the new routing infor 
mation is stored in a forwarding table or other table associated 
with the LC. More specifically, the MAC agent 45 is com 
prised of functionality to configure the first database 44 and 
FIBs, functionality to learn and age address information, 
functionality to monitor port state changes, functionality to 
track VLAN membership, functionality to manage commu 
nications with the VPRMs and counter functionality to name 
just a few of the functions. The routing table 46 can be 
comprised of several entries such as an entry to a destination 
networkid, an entry for a path cost and an entry of a next hop 
address and other entries associated with quality of service, 
packet filtering information for instance. The agent 45 iden 
tifies changes to the routing table 46 and sends this table 
change information to all of the physical line cards in the 
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network device 40 where it is used to update the forwarding 
tables. The MAC table 47 can be comprised of several entries 
Such as an entry for a MAC Source? destination address and 
port ID of another device connected to the network, entries 
can be static or dynamic and MAC addresses can be unicast or 
multicast. Other tables maintain in LC-VM 42 can include 
ACL tables, a VLAN membership table, QoS tables, a MPLS 
forwarding table, next and first hop tables to name only a few. 
0030 There are a number of advantages in aggregating all 
of the LC-VMs into the single logical LC-VM42 as described 
in FIG. 4B. One advantage is that there is only a single point 
of communication for all of the processes running on each of 
the two RP-VMs. Another advantage is that running a single 
LC-VM instance 42 consumes less memory than running two 
or more LC-VMs. This is possible because only one instance 
of a routing table and one instance of a MAC table need to be 
constructed and maintained to provide forwarding informa 
tion to all of the physical line cards in the device 40. Another 
advantage is that performance and convergence times of rout 
ing and Switching entries is improved since there are fewer 
databases to be updated. 
0031 FIG. 5 is a block diagram of one of the physical line 
cards (LCO-N) shown in either FIG. 3A or FIG. 4A. This line 
card (LCn) includes substantially all of the means to perform 
forwarding plane functionality comprising a network device 
and can include, among other things, a packet processor 50 
for receiving packets or frames of information at an input port 
to the line card, examining header and other information 
included in the packet or frame and using this information as 
a pointer into a memory 51 in which a layer 2 or layer 3 
forwarding table is stored. The line card also includes a sec 
ond database 51 comprised of L2/L3 forwarding tables that 
include port and address information used by the packet pro 
cessor 50 to determine how to forward the received packet or 
frame of information. Other tables that store forwarding 
information specific to at least one particular line card (same 
type of table in each line card, but information stored in table 
can be different) are maintained database 51. These other 
tables can include ACL tables, VLAN membership tables, 
QoS tables, next and first hop tables to name only a few. All of 
these tables are constructed and maintained by the agents 35 
or 45 that respectively comprise any of the LC-VM instances 
described with reference to FIG. 3B or the single, logical 
LC-VM instance described with reference to FIG. 4B. 

0032 FIG. 6 is a logical flow diagram of the process, 
employed by the embodiment described with reference to 
FIG. 3A or FIG. 4A, for updating tables used to forward 
information in the data plane. In step 1, layer 2 network 
protocols running on RP-VM1 and layer 3 network protocols 
running on RP-VMO, that comprise either network device 20 
or 40, respectively receive layer 2 information from packets 
or frames being processed by the data plane in the device or 
topology information from other network devices with which 
it can communicate. In step 2, this information received by 
the protocols running on either RP-VM 0 or RP-VM1 in step 
1 is used to derive updates to a routing table, a MAC table, and 
other tables stored on a LC-VMinstance, such as the LC-VM 
instances described in FIG. 3A and 4A. In step 3, if an agent 
running on a LC-VM detects that a change to a routing or 
MAC table entry should be made, in step 4 it updates the 
tables accordingly. Otherwise the process returns to step 1. In 
step 5, in the event that an agent running on the LC-VM 
detects a table change in step 4, in step 6 the agent updates the 
appropriate tables Stored on the physical line cards. 
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0033. It should be understood that while the embodiments 
described herein are all in terms of the layer 2 and 3 protocols 
and the agents being virtual processes, not all of these pro 
cesses need to be virtual. One or more of the process can be 
implemented on one or more physical CPUs. So for instance, 
the network protocol functionality can be implemented in a 
CPU and the MAC and FIBagent functionality can be imple 
mented virtually. 
0034. The forgoing description, for purposes of explana 
tion, used specific nomenclature to provide a thorough under 
standing of the invention. However, it will be apparent to one 
skilled in the art that specific details are not required in order 
to practice the invention. Thus, the forgoing descriptions of 
specific embodiments of the invention are presented for pur 
poses of illustration and description. They are not intended to 
be exhaustive or to limit the invention to the precise forms 
disclosed; obviously, many modifications and variations are 
possible in view of the above teachings. The embodiments 
were chosen and described in order to best explain the prin 
ciples of the invention and its practical applications, they 
thereby enable others skilled in the art to best utilize the 
invention and various embodiments with various modifica 
tions as are Suited to the particular use contemplated. It is 
intended that the following claims and their equivalents 
define the scope of the invention. 
What is claimed is: 
1. A networking device, comprising: 
a chassis; 
a backplane housed in the chassis; 
a physical line cardhoused in the chassis and coupled to the 

backplane, wherein the physical line card includes at 
least one port and a physical line card database; and 

a virtualization Subsystem housed in the chassis and 
coupled to the physical line card through the backplane, 
wherein the virtualization Subsystem is configured to: 
determine a database update; 
determine that the database update provides modifica 

tions to information in the physical line card database 
and, in response, update information in the physical 
line card database using the database update; and 

perform, using information in the physical line card 
database, layer 2 and layer 3 protocol processing for 
the physical line card to process and forward a packet 
that was received through the at least one port Such 
that the packet is forwarded through the at least one 
port. 

2. The network device of claim 1, wherein the physical line 
card is free of a layer 2 protocol processing system. 

3. The network device of claim 1, wherein the physical line 
card is free of a layer 3 protocol processing system. 

4. The network device of claim 1, wherein the virtualiza 
tion Subsystem is configured to: 

execute at least one network protocol to receive network 
information through a network; and 

use the network information to determine the database 
update. 

5. The network device of claim 1, wherein the physical line 
card database includes a layer 2 forwarding table. 

6. The network device of claim 1, wherein the physical line 
card database includes a layer 3 forwarding table. 

7. The network device of claim 1, wherein the database 
update is provided in a virtualization Subsystem database in 
the virtualization subsystem, and wherein the virtualization 
Subsystem includes at least one agent that is configure to: 
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determine that the database update provides modifications 
to information in the physical line card database and 
update information in the physical line card database 
using the database update in response to determining 
that the database update provides modifications to infor 
mation in the virtualization Subsystem database. 

8. A networking system, comprising: 
a backplane; 
a plurality of physical line cards coupled to the backplane, 

wherein each of the plurality of physical line cards 
includes at least one port and a physical line card data 
base; and 

a virtualization subsystem coupled to the plurality of 
physical line cards through the backplane, wherein the 
virtualization Subsystem is configured to: 
determine a database update; 
determine that the database update provides modifica 

tions to information in a respective physical line card 
database included in each of a subset of the plurality 
of physical line cards; 

update, using the database update, information in the 
respective physical line card database included in 
each of the subset of the plurality of physical line 
cards; and 

perform, using information in the respective physical 
line card database in each of the plurality of physical 
line cards, layer 2 and layer 3 protocol processing for 
each of the plurality of physical line cards to process 
and forward packets that are received by those physi 
cal line cards such that the packets are forwarded from 
those physical line cards. 

9. The networking system of claim 8, wherein each of the 
plurality of physical line cards is free of a layer 2 protocol 
processing System. 

10. The networking system of claim 8, wherein each of the 
plurality of physical line cards is free of a layer 3 protocol 
processing System. 

11. The networking system of claim 8, wherein the virtu 
alization Subsystem is configured to: 

execute at least one network protocol to receive network 
information through a network; and 

use the network information to determine the database 
update. 

12. The networking system of claim 8, wherein each physi 
cal line card database includes a layer 2 forwarding table. 

13. The networking system of claim 8, wherein each physi 
cal line card database includes a layer 3 forwarding table. 
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14. The networking system of claim 8, wherein the data 
base update is provided in a virtualization Subsystem data 
base in the virtualization subsystem, and wherein the virtual 
ization Subsystem includes at least one agent that is configure 
tO: 

determine that the database update provides modifications 
to information in the respective physical line card data 
base included in each of the subset of the plurality of 
physical line cards and update information in the respec 
tive physical line card database in each of the subset of 
the plurality physical line cards using the database 
update in response to determining that the database 
update provides modifications to information in the Vir 
tualization Subsystem database. 

15. A method for forwarding packets, comprising: 
determining, using a virtualization Subsystem in a net 

working device, a database update; 
determining, using the virtualization Subsystem, that the 

database update provides modifications to information 
in a physical line card database included in a physical 
line card in the networking device; 

updating, by the virtualization Subsystem using the data 
base update, information in the physical line card data 
base included in the physical line card; and 

performing, by the virtualization Subsystem using infor 
mation in the physical line card database included in the 
physical line card, layer 2 and layer 3 protocol process 
ing for the physical line card to process and forward a 
packet that is received by the physical line card such that 
the packet is forwarded from the physical line card. 

16. The method of claim 15, wherein the physical line card 
is free of a layer 2 protocol processing system. 

17. The method of claim 15, wherein the physical line card 
is free of a layer 3 protocol processing system. 

18. The method of claim 15, further comprising: 
executing, by the virtualization Subsystem, at least one 

network protocol to receive network information 
through a network; and 

using, by the virtualization Subsystem, the network infor 
mation to determine the database update. 

19. The method of claim 15, wherein the physical line card 
database includes a layer 2 forwarding table. 

20. The method of claim 15, wherein the physical line card 
database includes a layer 3 forwarding table. 
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