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(57) Abstract: Devices, systems, arid methods are provided for securing com-
munication integrity. An. input Signal associated with a user using a remote
connection to access a client server can be received. The input signal may
identify an. input received via an interface. An. integrity module can be exe-
cuted to generate an integrity certificate using the input signal, a secret key,
and a sequential identifier corresponding to the input The integrity certificate
can be generated for use during a verification process associated with the input
signal. The integrity certificate and the input signal can be transmitted to the
client server using one or more channels. The client server can forward the
integrity certificate and the input signal to a verification server configured to
validate the integrity certificate.
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DEVICES, SYSTEMS AND METHODS FOR SECURING COMMUNICATION
INTEGRITY

CROSS-REFERENCES TO RELATEDR APPLICATIONS

{0001} The apphication claims the bsnefit of and the pricrity o US. Provisional
Apphication N, 83330875, filed April 14, 2022, which is hereby incorporated by raferavce

1 its engirety {or all pusposes.

TECHNICAL FIELD
[N} The present disclosure relates generally to wmiormation security. Move specifically,
but not by way of Hmitation, this disclosure relates to devives, systenss, and methods for

securing comununication integrity,

BACKGROUND

{60037 The ncidents of cybsrsecwrity attacks 1o pain access and control over an
ovganization’s resources {such as credit card dafabases, code repositories, seoret intellectaal
property and blueprings) have been increasing every year. The most commaon mode of attacks
has involved comproniising the computer of an emplovee, in any of myriad ways (remaie
attacks, phishing campaigns, infected aitachments, malware via browser, gtc). By gaining
access 1o enployed™s compider, the attacker can now muove latevally betweenl computers wmside
the organizabion through the rewmole access to the machine by assuming the employee’s
credentials,

{04} Itocan be dilficult to detect whether or not § computer has been hacked or
compronised due o the level of sophistication of wodern attack tools to evade security tools,
such as IPSADS systems and anti-viras, This hag created a push towards “zero frust” secority
policies sraong more mature organizations, whereby end-user devices {and possibly other
servers) are assumed lo be compronvised.

16605 Io lne with thas movement, some form of authentication fechnology, typically
muhi~fictor suthertication such as one-time password {OTF) tokens or push-based mobile
apps, have been implemented to enhance the cybersscurity. These technologies endow the
sesaion with the remwste server with confidentiality and mtewrity when the end-user

authenticates ot the log-in. However, these techuologies cannol wiintuin such security
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properties if the endvuser or the remote server have been compromised by an attacker. In
particulay, these fechnologies have generally netther able 1o detect nor prevent an attacker whoe
has compromised the end-user computer frinn “stealing” an established session o the remuote
server {eg., after venification} or imitiating a clandestine session, soach as a session in the
hackground. In the absence of session integnty during contpromise, an attacker may be ableto

mnpersonate the end-user and issue rogue commands on the remote server,

SUMMARY

B0} Thus, there is 8 need for devices and systems that can provide a secure qocess,

particularly session integrity, during an entire commuicgtion session with a ramote server
even i the pressnce of a ovheratiack on the end-user’s systems, as well a5 detecting such
cyberattack.

{00071 In some embodiments, a computer-implemented method is provided that involves
recetving an input signal associgted with g user using a remote connection 1o access & client
sgrver, the input signal wdentifving an mpat (e, kevstrokes, mouse clicks or movements,
jowstick o game controller interaction, or fouchsoreen futerachon) received via an injerface
{e.g., a kevboard, mouse, joystick, game controller, eic). The method further fnvolves
executing an indegrity module 1o genstate an inteprity certificals using the mput signal and a
secrel key corresponding o ihe nput, the infegrity certiflicaie being generated for use duting a
verfication process aasociated with the input signal. In some examples, execnting the integrity
module @ penerate the mizgriy certifiente nxy Involve using a sequential identifier (e, a
couniar, a timestamp, 3 suitable function derived from the counter, £1¢.) m addition to the input
signal and the secret key. The integrty modale can generate a tuple encoding the integrity
certificate such that the twple socludes the sequential identifier indicating an order of the mput
signal and an indeprity Rey, The integrity key can be created based on the mput signal, secret
kev, and sequential identifiar using a cryptographic protocol {e.g., crypiographic hash function,
digiial signature scheme, ele). The method additionally involves tramsnatiing the legrity
ceriificate and the wnpot signal to the client server using one or move channels, The client server
can be configured (o forward the titegrity cortificate and the input signal to & verification server
configured to validate the integnily certificate.

{Bo0g] fn some embodiments, a system s provided that ncludes one or more data
processors and 3 non-transiery compuier-readable storsge medium containing mstructions

which, when executed on the one or more duta processors, cawse the one or mors dala

bed
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processors to perform part or sl of one of wore methods disclosed berein. The instruchions can
melade actions associated with the one of more methods disclosed herein.

{6009} in somie embodimenis, § commuter-program product 15 provided that is tangibly
embodiad in a non-transitory maching-readable storage mediam and that includes instruchions
configured to cause one or move data processors to perform part or all of one o more methods
disclosed hevein. The instructions can include actions associsted with the one or more methods
diselosed herein.

{0010} Some embuodinents of the present discloswre nghade a syxtem mchuding one o
more dita processors. In some embodiments, the system includes 8 non-transitory computer
readahle storage medinm containing nstructions which, when execwted on the one or more
data processors, cause the one or more data progessors to perform part o all of oune or more
methods andfor part or all of one or more processes disclosed herein. Some smbodiments of
the present disclosure include a computer-program product tangibly embodied in & now
transitory machine-readahle storage medium, including instructions configured to cause one or
more data processora to perform pard or all of one or more methods andfor part or all of one or
mare processes disclosed herein

[o011]  The tenms and expressions which have been employved are used as terms of
description and not of Hmitation, and there is no inteniion m the use of such termis and
expressions of excluding any equivalents of the features shown and dexcribed or porlions
thereof, bat it {8 recognized that varions modifications are possible within the scope of the
trvention clafimed. Thus, it should be understond that slthouph the present mvention as clmmed
has been specifically disclosed by smbodimenis and optionsl feahures, modification and
variation of the concepts hevein disclosed may be resorted 1o by those skilled i the art, snd
that such modifications and variations are considered to be within the scope of this invention

as defined by the appended claims,

BRIEF DESCRIPTION OF THE DRAWINGS
{86121 The discloswre can be belter anderstond with the reference fo the following
drawings and description. The components in the figures are not necessarily to scale, the
emphasts being placed upon ithusuaiing the principles of the dizclosure. The present disclosure
ts described 1w conjunction with the appended fgures:
[e013]  Figure | Hlusiraies gn example of systent environment for validating wn integnity of

an input of an inpul stresm using a peversted key according to embodiments,

Lad
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[eRid}  Pigure 2 Hustrates an example of a systewn envivonment for validating a set of fuput
sigoads of gn mput Fom a web server asing & set of geverated jutegrity kevs according to
embodinients.

joa15] Figure 3 1 an exanple of s hardware iimplementation of the integrity module shown
1 Figure | according to embodinents.

[6016]  Flawre 4 35 an example of a soliware lmplementation of the imegrity madule shown
i Figure 1 accovding to endbodiments,

{0017y Figure § shows a fowchant dhestrating an exanple of a method of generating an
ilegrity corbficate for imputs(s) of a stream using 4 hardware implementation of the integrity
module and verifying the input using the generated certificate according 1o embodiments.
[6018]  Figure 6 shows a flowchart ilosiraling an example of & method of generating an
integrity cerbificate for nput(s) of a stream using a software plementation of the integnity
module and verifying the inpu using the generated certificate according (o embodiments.
160197 Figwre 7 shows a flowchart iHustrating an example of a method of genemting s
ipfegrity cegtificate for input(s) of a stream and verifying the put(s) using the generated
certificate within a browser according to ambodiments.

[0020]  Figure ¥ is a data Oow diagram depicting an example of g data flow for paiting an
frtegrity key of an agent 10 & user wenlifier-of 8 ternungior according o embodimients.

{6021} Figure ¥ is a sumplified block dagram of sy example of a computing sysiem for

inplementing cerfain enmbodintents disclosed herein.

DESCRIPTION OF THE EMBODIMENTS
22y in the following description, mumerous specific details are seb forth such as
examples of specific compovents, devices, methods, ete, w order fo provide a thorough
understanding of sinbadiments of the disclosure. Towill be apparent, however, to one skilled in
the art that these specific detalls need not he emploved e pracice embodiments of the
disclosure. In other mstances, well-known materials or wmethods have not been desenbed in
detwil tn order to avoid unnecessanty obscuring embodiments of the disclosure. While the
diselosure is susceptible to vanous modifications and alternative forms, specific embodiments
thereof are shown by way of sxample in the drawings and will herein be desoribed in detad. It
should be anderstood, however, that there 15 no intent to Hmit the disclosure to the parbcular
forms disclosed, but on the contrary, the disclosure is 1o cover gl modifications, equivalems,

and altervatives falling within the spinit and scops of the disclosure,



WO 2023/200904 PCT/US2023/018393

{00231 This disclosure generally relates to technigues that can authenticate inputassociated
with g user troughout an entire session of communications to control access o g client server:
Examples of the faput can wwlade kevstrokes, mouse clicks or movements, joystick or game
controller inferaction, or louchscreen nteraction. The disclosed technigues can be configured
1o authenticate each mput signal and/or a sebset of fuput stgnals 18 g stream of wser npat
detecied by a human interface device (HID) (e.p., each keysiroke) coupled to a user computing
devie by verifving a seorst key associated with that user and/or device that is travsmitted with
each inpul signal, In some examples, the stream of wser put that i authenticated can inchade
one or more of keystrokes, mouse chicks, mouse moverments, or other suitable aser input as the
mpin signals, Forexample, 2 subset of the stream including kevsirokes may be interleaved with
antther subset of the stream mcluding mouss movements,
j6024 The secret key according o the discloswre remsains wernal {e.g, by preventing
exposwre of the sgerel key o potential mabicious actors) so thal it is not communicated o
externalized directly. Examples of the secret key can inchude symmetnic kevs or asymmetric
kevs for encryplion. Creating the symmetric keys can ivolve uaing symmetric oryptography,
and creating the asyowneine keys can nvolve asymuneine public-key cryplography. In some
examples, the sscret kev may be generated in an gxtemal system (e, an extermal key
generation programs} pricy to uploading the seoret key 1o be used according to the disclosurs,
By using the seoret key internally, the dinclosed technigues can provide security and infegnity
{e.e. rehvely logh confidence thal messages are woaltered) of the entire sesmion of
commmications. By muomatically verilyving the mput (Le., maiching the user nput with
miegnty attestations), the disclosed technigues can also enaghle detection of an atiack {e.g.,
cyberattack) or another action by a malicious actor such that a suitable security measure can B
miplemented to address the attack. Thus, using the processes and devices as described herein,
the security aud integrity of the data (eg., control messages, nput signals, ete) transnutied
during an entirg session of comnumications can be sobstantially puarantewd, thereby decreasing
the risk of unanthorized scoess to protected computing resources {e.g., the compuder, network,
or the dats ransmitied). The disclosed technigues can therefore address the deficiencies of
carrent awhentication techaiques, fw example by venfving sach foput spaal during a
comunugication session rather than usiig 4 one-Ume wser awhenticalion to mnitiate the
COTUNUICHION Session.
[0025]  Various embodiments fmplementing these techmigues we described hevein,

wmoluding svstems, methods, devices, modules, models, slgorithms, networks, structures,
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provesses, computer-program products, and the like. Some embodiments of the presewt
disclosure welsde a svstem mncluding one or more data processors. In some embodiments, the
system includes a non-transitory computer readabls storage medium containing instructions
which, when executed on the one or mote data processors, cawse the one or more data
processors to perforin part or all of one or wore methods andior part or all of one or more
processes disclosed berein, Some embodinients of the present disclosure inclode o computer-
program product tangibly embodied i a non-transitory machine-readable storage medium,
mcluding fastructions confiygured 1o causy o or more data processors o perfone partoralt of
ong of more methoeds and/or part or all of oue or move processes disclosed herein,

[8026]  The ferms and expressions which have been emploved are used as terms of
description and not of Hmuation, and there is no imleniion m the use of such terms and
expressions of exchuding any equivalents of the features shown and desenibed or portions
thereof, but it is recopnized that vanons modiflcations ave possible within the scope of the
mventon clanned. Thus, it should be anderstood that although the present invention as claimed
has been specifically disclosed by embodiments and optional features, mwodification and
variaton of the concepts herein disclosed may be resorted to by those skilled v the art, and
that such modiltcations and variations are considered 1o be within the scope of this invention
as defined by the appeaded claims,

{6027 The present description provides preferred exemplary embodinments only, and is not
mmtended to Himi the scope, apphicability or configuration of the disclosure. Rather, the present
deseription of the preferred exenipliry embodiments will provide those skifled 1n the st with
an enabling description for mmplementng various smbodiments. | is understond that variony
changes may be made in the fonction and arvangement of elements withowt departing from the
spirtt and scope as set forth o the appended claims.

[e028]  Specific details are given m the present deseription fo provide a thorough
understanding of the smbodiments. Howsver, it will be understood that the embodiments may
be practiced without these specific details. For exarple, cireuits, systems, tebworks, processes,
and other components may be shown as components in block dingram form in order vol o
ohscure the embodimernts @ unnecessary detail. In other instances, well-known elrcuis,
processes, algorithmy, structures, and techimgues may be shown withowt unnecessary detail n
order to svord obscuring the embodiments.

[0029]  Figure 1 depicts sn example of 8 system environment 100 in which an input 132

{e.g., keystroke) (o a user computing system 11, detected using an interfice 130, can be

&
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verified during @ cormmunication sesston with or via one or more cliewt servers 170, In some
embodimants, the system environment 100 may wnclude one or more of g user computing
systemd{s) 110, & netwonk 130, a verification ssrver 160, andior png or more client server(s}
PF). The wvarious systems and components described herein may be in divect logical
comnrancation with each other in a bus, network, andfor thwough any other sutlable weans, or
may be individually connected as desenibed further herein, As described in greater detail below,
appropriate progradumng (1.e., compuer program, software, hardware, firmware, ete.) can be
mstalled on or provided with each of each user cornputing svsien 1 HY the venification server
160, each remote chient server 170 {e.g., sgent app 1723, and can operate m a coordingted
fashicn o perform the methods of the present disclosure.

[6030]  In varous embodiments, the ussr computing systent 10 may include a user device
120 associated with @ user 106, The user device 120 may inchude any type computing device
or computer mchuding but not Himited to, for example, a laptop compuier, personal computer,
network device, cellular phone, handheld commrmication device, orany other device. The user
compiting system 110 may include a1 least one interface 130 comnected to or anlt udo the user
device 120 The tnterface 130 may be any buman interface device {HID) configured to detect
user input 132 gud teansmit at leasi ong inpadt sigoal 134 in response to dedecting the input 132,
{6031} o this example, as shows m Figare 1, the mter{ice 130 mav be s kevbogrd capable
of iransmitting a kevoode as the input signal 134 corvesponding 10 sach kevstroke inputted
using the kevboard. The keyboard can transnut each keycode in response o the user 16
selepting one or more keyboard keys of the keyboard o input each keystroke. For example,
gach keveode mav be a hexadecimal represeniation of the physical character typed on the
keyboard. The kevboard may include but i not hinuted 1o a physical kevbomrd, such as a
peripheral device connected to the nser device 130 using wived {e:g., cabley or wireless means;
such as Bluctooth® connectivity, a touch soreen, among others, or a combination thereofl Tt
will be understood that that the imterfhos 130 15 vot Hmited to a kevboard snd may melade
aliernative andior additional devices, mcluding but vot hinuled o mouse, joystick, game
comtrodler, among others, or any combination theveoll

{8032} In various embodiments, the user commputing system 110 may melude an mtegrity
module 14 disposed between the interface 130 and an operating system or target application
of the user device 120 The integrity module 140 ey be a hardware or software olement
configured o generate integrity infrmation {e.g., an integnty ceriiflicate 108Y for at least a

subset of the input 132 received Hrom the interface 138 and a secret key 142 registered to the
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user 106 of the user device 120 or integrity module 148, Once the mtegrity module 140
generates the ntegrily certificate 108, the buegrity module 140 cay transmit the egrity
certificate 108 for verificatinn by the verification ssrver 160 during the communication session.
The integrity module 140 nwy be a hardware device configured o be connected fo the user
device 120 andfor to the interface 130, soliware insialled on or operaied by the user devies 120
and/or imterface 130, gmong others, or a combination thereoll Figure 3 shows an example of &
hardwars maplementation of the mtegrity module 143, and Figure 4 shows an example of a
software roplementanon of the mtegrity moduls 140,

{8033} Each imteprity module 140 may stove the seeret key 142 that can be ased ©
apthenpicate an identity of the user 106 1o venly and sllow the input 132 received by the
merface 130 with respeoet (o sccessing the client server 170 In some sxamples, the imeprity
module 140 may enable controlled access of protect computing resources. Examples of the
protected computing resources can include interactive computing environments, software
applications, databases, Hles, ete. The one or move proteciad computing resources can he
associated with the nser computing system 119, the clisnt server 170, or 2 combination thereof.
The seeret key 142 may be a sequence of bits associated with the user 106 of the user device
120 andfor the imegrity module 140 and may be shared with the venilicasion server 164, The
secrel key 142 can'be o synunetnic key or part of an asvinmetric key pair that includes a public
kev and ¥ private kev vsabls to decrvpt the public key. Examples of symmetric key techniques
can inclode stream oiphers (e, ChaChay or block aphers {eg, Advanced Encryption
Standiwrd (AES). Exanples of ssvimmetric key techmigues can include elliptic-ourve
orypiegraphy, Rivest-Shamir-Adleman (RSA) sncryption algoriiun, ete. If the secrat key 142
is the public key of the asymmetric key paty, the secret key 142 can be used to encrypl data 1o
generate ciphertext, while the private key cau be used to decoypt the oiphertext. In some
examples, nstead of being associated with the user 106, the seeret hey 142 may be associated
with the wser device 120, a virtual nachine, or another sultable device.

{00341 Hach mntegrity module 140 may also nclude one or more sequential wdentifiers 144
{e.8., counters, timestamps, random nombers, any suttable function dertved from an underlying
counter, efe). In some examples, the sequential wdentifier(s) 144 may be sn application
wansaction counter (ATO), Wihe sequential identifier 144 ix a random number, ihe integrity
module 140 may use 3 random seed to inibalize a vandom number penerator that generates the
sequentigl identiBier{s) 144, In some examples, the inteprity module 140 may penemte an

wtenrity key 114a (IR, also refirred o as “IK™) for each veceived mput 132 using af least a
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%

subset of the mpat 132 recetved from the iterface 130, the stored secret key 142, and the
sequential dentifier 144, Tn this example, the ATC may be a nuwber that is incremented with
every generation of the infsgrity key 1{4a so that that gach number in the integrity certificate
8 15 wnique. In some other examples, there may be maltiple ATC counters, for example if
the user computing systern 110 includes more than one tser device 120 that each include 1
respective sequential identifier. In some examples, the integrity modole 148 may generate the
ntegrity certificate 10N using additional or altemative indormation o the ssquential identifier
144, For example, the integrity moduls 140 may geverate atuple 112 ax the integrity ceritficate
0N using other wdentifiers, thme stamps, randont or pseudo-randomn manbers, pre-defined
sequences, biometric information, measurement data, other infornation, among others, or any
combmation thereef.

{6035] v some examples, the integrity key 1 14a may be geverated based on an Input signal
134 (e.g., a keyeode corresponding to the characters inputted using the interface 130, relative
coordinates of a mouse during a chick, tap coordinates of ¢ touchscrgen, efc), the stared secret
key 142, the sequentinl vilee determined by the sequential identifier 144, psing a eryptographic
protocol 113, In some examples, the eryptographic protocol 115 may be g hash-based message
authentication code (HMAC). Additionslly or altematively, the crypiographic protocol 113
may be an alternate hash fimelion, 3 digitel stenature digest, oF an encoding or encryption of
the inpal 132 using & separate covplographic kev. In this example, the integrity cemificate 1
iy nclade the integnity key Tl4a, input signal 134, and sequential identifier 144 ov sequential
valine. In some examples, the inteprity certificate 108 muy be in 8 form of a 3-uple <nput
signal 134, sequental identifier, IK>. Alternatively, the integrity vertificate 108 may be a 2
tople {ey., <sequential wdentifier; =)

{i3a] in some exaroples, the infegrity wodule 130 may {ransmit the integrity centificaie
108 and the mput signal 134 1o the wser device 120, for exumiple, by nsing stundard or custom
USH oy Bluetooth® protocols. The imeprity certificate 108 may be seriatized as bis, encoded
as characters, or uwse other known methods of miormgbon wansler via the profocols.
Specifically, the mtegnty cerihicale 108 can be encrypted prior to bewng travsmitied to the
vertticgtion server 160, engbling relatively higher security by Hmiting security nisk related to
witerception of the intewrity cerlificate 108,

{Be37} i some exsnples, s shown and deseribed with respect to Figares 6 and 7, after the

user device 120, uses an integnity apphication 122 (e, dover, kernel module, privileged

program in user space, efe) to encode the integriiy certificate 108, the user device 120 may

Q
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travsmi 2 message ncleding the encoded characters corresponding 1o a serialization of the
megrity ceritficate 108 and the character(s) cosresponding 10 the input signal 134 to-the chieut
server {70 to determine a user identifier 116 assomated with the compuication session, user
device 124 andfor the intepnity module 140, For example, the user identitier 116 may be
determined using existing authentication processes, pre-populaied by a system admimstrator,
entered by the user 106, inferved from other input or daty, or other suitable methads.

{B8338] o some examples, when implemented in browser support, for example, as shown
and described with respect (o Figwre 7, after the user device 120, for example, using an iiegrity
apphcation 122 (e, driver) encodes the integrity ceritfieste 108, the user device 120 may
transmi @ message using an HETP request 1o the chient server 170 with the user identifier 116
Alernatively, the messuge fransmitied by wser device 120 may be frausmitied through
Websockets, raw TCP connections, or any other communication protogcol.

106397 After the user identifier 118 is determined, the client server 170 may send g message
{o the verification server 160 to vertdy the input 132 detecied by the integrity modale 140, The
message can mclude the encoded inteprity certificate 108, the user identifier 116, and a
character corresponding to the input signal 134, In examples n which the nterface 130 includes
multiple possible mput layouls {e.g., keyboard layouts), the message may include a set of
possible characizes such that the verification server 188 can compare gach character of the set
of possibla characters 1o determine 3 watch. For example, o the multiple mput fayouds are
kevboard lavouts, the set of possible characlers can correspond 0 a physical key on the
interface 130 thai is pressed by the user 106 (o generate the nput 132, Specifically, the user
106 may use language software associated with an operating systent of the user device 12010
change a Keyboard layowt of the mnterface 13 Ax an illestrative example, changing the
kevboard lavout from an Enghsh keyvboard layout to a Spasish kevboard layout suay couse the
mierfgce 130 (o detect "8 as the input 132 tnstend of ;" whewn the user 106 presses the keyv Ry
a semicolon. Accordingly, the messape transmitted by the client server 176 o the venfication
server 160 may inclode both *87 and *;° as possible characiers used by the verification sefver
160 o determine a malch with the inpot signal 134

{040} In somie exaimples, the user devics 120 may use separate communication channels
154a-b o transmit information to the client server 170 and the verification server 160,
Specifically, the user device 120 can transnut the input signal 134 (o the cliont server 170 using
a first channel 154a conmmunicatively coupling the user comyputing system 110 snd the client

server 170, The user device 120 can use a second channel 154b to transmil the inteprity
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certificate 1% 10 the verification server 168 the client server 170, or another suifable
compisting systeny compmunicatively conpled to the gser coruputing systesn 110, In addittonad
or alternative examples, the bwo conumunivation channels between user device 120 and clisnt
server 170 may be combined. In such examples, the user device 120 can send an inlewity
ceriificale 108 throngh the combined channel according 1o existing protocols. for example as
an put-of-band message, by transmitiing and Iater deleting the same content, or other suitable
mechanisms.

{001} In seane exammples, the verification server 160 may decode, deserialize, or unpack
the integrity cerlificate 10X 1o determine the mput signad 134, the sequential identifier 144, and
the integrity key (TK) 114a. The venfication server 150 may vetrieve snother secvet key {42h
assoctated with the user identifier 115 from a user record database 162 that is comnunicatively
coupled to the verification server 160, Tn some examples, the vser record databazse 162 may
also mclnde security profiles for sach user 106 that are wsed 1o determing a sutiable security
measure 174 i response w0 unauthorized input 164, By way of example, each integrity modude
140 andior user divice 126 may be registerad 10 a weer identifier 116 and a secvet key 142, 1f
the integrity module O uses asyoumeiric eryplogtaphy, the secret key 142 can correspond to
a public key of an asymmetnic key pair generased for the inteprity module 140, A private key
of the agyinnelric key pmy corngsponding fothe seomt key 142 can be stored onthe userdevice
120, After the verification server 160 defermines the other secret kev 142h associated with the
user 106, the verification server 160 may generate another itegrity key (IK™) Hidb using the
other seeret key 142b, the sequential ientifier 144, and the input signad 134 included in the
message, m somne examples following the logic described above.

a2} The verification server 164 may be confipured o (1) verity the tnpwd sigaal 134
mcluded it the wessage matches the character meluded in the wessage; and (i} venty that the
generated {or second} inteprity key 114h associated with the input 132 maiches the {first)
mtenrity kev 1lda received in the message. I this verification is successfil (e, both
mformation matches), the venification server 1Bk can comnuutitcate fo the chent setver 1730Ho
accept the mputted character and the chient server 170 can accept the mputied characier as input
132. It is 1o be understond that, as used herom, the character can refer 10 & mouse movement,
kevsiroke, mouse click, touchsoresn inpui, sic

{6043} Alternatively, if the vertfieation i wwaccessfol, the verification server 168 can
deternune that the mpit 132 of the user 106 is unauthorized, In some examples, the verification

may be unsuccessiul due to the nput 132 being wsaunthorized input 164 associated with a
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malicions actor, The maliciows actor may geserate the wnapthorized wopat 164 via remote
aceess of the user device 120, for exavnple after jutercepting a remote connechion 152 {o the
chient server 171 that has been authenticated by the user 106, Tu some examples, through the
verification provess, the verification server 160 may determine that the input 132 8 not
physically inputted via the inderface 130, thereby causing the vertfication server 16010 transmil
a warning notfication 168 to a dillgrent computing system {e.2., the client server 170, an
external monitoring system 18, or another suitable server). In some examples, the external
monitoring system 180 can be specified by the aser HID and may include sofbware (o monitor
devices, traffic, applicabions, or 8 combination thereof. Additionally or sltematvely, the
malicions geior may nstall a virus or mnother type of malware on the user device 120 or the
user computing system 1H) to generate unsuthorized mput 164, for example by intercepting
and modifying the iapat 132 of the aser 106,

{60441 Ifeither the input signal 134 or the mteprity key 114 is anvenfied (Le., indicating
that the tnput 132 is yoauthorized), the verification server 150 may communicate with the client
sgxver 170 to cause at least one secarity measure |74 based on a security pohioy 176 (e, the
seourity profife stored in the wser record database 162) associated with the user 106
Additionally or altemmatively, if the verifivation server 160 transouits the waming notification
L&S to the external montioring systent {34, the external roonnoring systam 1889 gan deternune
the security measure 174 to address the waring sotification 168, Once the exiernal monitoring
system 180 determines the securnity meanure 174, the extersal montionng system 180 can
transnt @ response message to the verification server 160 or another suitable server {e.g. the
client sevver 174) to inoplament the securily measure 174,

{5 Inresponse to an unsuccesshd verification of the nput sigmal 134, the client server
P70 may request addirona] authonzation from the user 100, such as using a separate mulit-
factor guthentication svstem {eg., Don, YubiKey, Google Authenticsior, et} I some
examples, the verification server 160 may request additional authorization from the user 106
11 response to determinivag that the ipot 132 lacks cotresponding physics! maput from the user
i, For example, the mpot 132 may be existing text copied by the user 106 and pasied as the
mput 132 o intevact with the client sevver 170, Once the verification server 168 detacts this
copy-pasie input, the verification sérver 160 may wansmit a request to the wser devicg 120 10
obtain the addittonal suthorization from the aser 106 thvough the separste nulu-factor
anthentication system. If this additional suthorization from the user 106 is valid, the cliem

server 170 naay allow the wput 132 {from the user 106, Alteraatively, if the additional
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authorization s fnvahd, the chent server 170 then may implement additional secunty measares
{e.g., notilving secarity personnel) to address the woanthorized put 164,

[0046]  The verification server 160, the chient server 170, or another suitable computing
systemy {e.g., the external monitoring system 1803 can determine a suitable secanity measure
174 by applying arule set. For exarople, the verification server 160 may select the rule set from
one or more rule sets stored tn u role database that may be local to or remote from the
verification server 160, By selecting o sultable rule set, the vertfization server 160 or the chent
server 170 can determine the switable secutly messwre 174 o prevent an attacker from
migraling or escalating from a compromised user device {o another user device
communicatively coupled to the chent server 170, In some examples, 8 machme-legrning
maodel can be trained to identify or generate the rule set used o deternumne the seowrity measure
174, for example based on the security policy 176, the anauthorized input 164, or s combination
thergof, During traiming, training data associated with selecting or generating a saitable rule set
can be supphed o the macline-leaming model, enabhing the machme-learning model to
identify palterns related {0 the waining data or 0 identify relationsinps between the traiming
data and output data (e.g., a rule set selected to address the unsuthorized mput 1641

[8047]  Additionally or alternatively, the securtty policy 176 way be at least in part set by
an admisgrator assocuted wilh the client server {70, 1o some exangples, the securily measure
174 may include bat ave not lmited to the vertfication server 160 lgnoring the mpw signal 134
and instructing the client server 170 not to accept 1y o verification server 160 requesting owt-
af-band {such as twough muli-factor authenticstion or content aflinnalion vis 8 sepwrate
channel} authentication of unverified mpus; the verification server 160 requssting a chent 110-
server 106 conpection to be termiunsted; the venfication server 160 sending a waring
notification 168 o alert the administrator, security systems (SOC or SIEM). ot other entities
that the unverified mput bas been sttampied; among others; or a combination therenl.

{6048} fo some examples, lnstead of vertfyving vach input sipnat 134 singly, the verification
server 1D may verily a sel of integaily certificates 220 received from a web server 240 that s
compnancatively coupled to the uder computing system 110, The set of integrity contificates
220 can metade at least one integrily vertificate 108 generated by the integriy module 140,
Figure 2 iltusivates an exanple of a system environment 200 for validating aset of inpui signaly
210 of the mput 132 from the web server 2340 using o set of gonerated ntegrity kevs 230
apcorsding 1o enthadiments. As shown in Figure 2, the systemn envivorment 200 can include the

web server 240 commumnicatively zoupled o the user computing system 1140 via the network
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150, Specifically, the user computing systemt 110 can commmumioate with the wed server 240
vid g oweb browsér 230 secessible using a user device 120 1o the user computing systems 110,
(6049}  Additicually, mstead of ransmittting each mput signal 134 singly, the imterface 130
can fransmit the set of dnpot signals 210 and the seb of infegrity certificates 220 to the
vertflcation server 160 at a thwe. For example, the web server 240 may transmit the sel of
integrity certificates 220 to the venfication server 160 via a verification request {8.g., using on
application programnung interfuce (APD call). In some examples, the web ssrver 240 can
group each set of nlegrily vertilivates 220 based on one or mere felds available in the web
browser 230, Examples of the felds can imclude an ema! subject Bne, 8 transaction amount
field, an address field, ete. For example, the web browser 230 or the web server 240 can detect
an ending signal corresponding to the user 106 switching from o fivst field 1o a second field in
ihe web browser 23 Based on this ending signal, the web server 240 can transmit a first set
of integrity certificates corresponding (o the frst feld separmiely from a second set of integrity
ceriificates corresponding o the second field. Additonally, the sequential 1dentifier 144 for
each integrity cerfificate HON transmuitted by the web server 240 can indieate an order by which
the set of nput signals 210 was mpuited by the user 106, enabling the web server 244 or the
verification server 160 o wdentily non-consecutive input {e.g., editing} from the user We, If
ong of prere wtegrity certificates 108 of the set of inteprily certificates 220 from the web server
240 13 deemed nvalid or unvenifiad by the venfication server 164, the verification server 168
can determine a suttable security measwre as described above with respect 16 Figure 1. For
example, the verification server 160 may deny or bloek the set of input signals in response 1o
determining that an infegrity certificate 10R of the set of integrnity certificates 220 s invalid,
S Retorning to Figuwre 1, in some embodiments, the user compgting system systemis)
110, the venbication server 160 andfor the client server(s} 170, may include any computing or
ditta processing device consistent with the disclosed embodiments. The user computing system
110 and the verification server 160 and/or the client setver 170 may transmit and recetve dyia
across 4 commuumcations network {e.g., the network 150,

{8051 By way of example, the nebwork 150 can include one or more commmurication
networks such as a data network, a wireless netwink, @ telephony network, or any combivation
thereof The data network may be any local area petwork (LAN), metropolitan area ngiwork
(MAN], wide area pebwork {WAN), a public data network (e.p., the Infernetd, short range
wireless network, or any other suntable packetswitched network, such as a commerciaily

owned, propuetary packst-switched network, e.g., 8 proprietary sable or fber-uptic netwark,
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and the ke, NFCRFID, RF memory tags, tosch-distance radios, or sny combination thereof
In addition, {he wireless network may be, for example, o celhdar vetwork and may employ
varions techunofogiss pluding enhisuced data rates for global evolution (EDGE), general
packet radio service {GPRS), global system for mwobile communications (GSM}, Infernet
protocol mulimedia subsystems (IMS), uiversal wobile telecomnumications system (UMTS),
ate, as well as any other sultable wireless mediom, e, worldwide interoperability for
microwave acvess { WiMAX), Long Tenm Evalation (LTE) networks, code division maltiple
access {COMAY, wideband code drvision mudhiple aecess {WEDMA), wiralesy fidelity (WiFl,
witeless LAN {WLAN), Bluctooth®, Internet Protoco! (1P} data casting, satellite, mobile ad-
hoc nebwork (MANET), and the like, or any combination thereof, The user compuiing system
110, the vertlication server 160 and/or the clicnt ssrver 170 may further implement aspents of
the disclosed embodiments withouwt accessing other devices or networks, such as-the network
E3

[00521  The user compuiing svstent 118, the verification server 160 and/or the client server
170 may inclode one or mote computing systenms for processing, storing, receiving, oblaining,
andfor transmitting information, such as computing system 900 described o conuection with
Figure 9, tn some aspects, the aser computing system 114, the vertfication ssrver 160 andior
the chient server 170 may be mplomenied with hardware components andior software
nstruciions 10 peribrn one or more operations consisient with the disclosed embodiments (g1,
the example ernbodiments desenbed with reference to Figures 5-7) The software structions
may be ingorpormied into s single compuder or any additional or allernstive computing
device/system (.., a single server, multiple devices/servers, et ). The user computing system
LY myay also include or associate with distributed computing devices and compuating systems
and may egecute software mnstractions on separale computivg sysies by remolely
conumpmicating over 3 network {eg., the network 130}, The user computing system 110, the
verification server 160 andior the clent server 170 may also implement aspects of the disclosed
embodimerits without acoessing other devices or nebworks, such as the setwork 130, The user
compuling system 110, the vexification server 160 andfor the chent server 170 may also be
fplenented with one o more dala storages for storing Information consistent with the
ambodunents deseribed below,

[p0s3]  Although the systemsidevices of the systern environment 100 sre shown as being
directly connected. the user computing system 110 may be tndivectly connected 1o ane or more

of the other systems/devizes of the system snvironment 100, In some embodiments, the user
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conmpusting systemy 110 may be only directly comnected to one or more of the other
systems/devices of the svstem environment 100,

[6054] 1t is alse o be undersiced that the system envivonment 100 may omit any of the
devices tostrated andifor may include additionat systems andior devices not shown, 3 is also
1o be understood that move than one device andfor systems mayv be part of the svslem
environment 100 alithough one of sach device andior system s tHastrated n the svstem
envirprenent 100, It is Buther 1o be understood that each of the plurality of devices andéon
systems may be dilfferent or may be the same, For example, ong oy more of the devices of the
devices may be hosted at any of the other devices. By way of example, the chent server 170
may be hosted i the verification server 160 As another example, the system environment 100
may inclide more than one verification server 160, such as when the user 106 conasgets (o the
client server 170 through another client server. I such esamples, a verification server 160 can
correspond 1o the client server 170, while another verification server can correspond to the
other chiemt seyver.,

{HHORS] Figure 3 shows an example of a bardware implementation of an fntegrity modale
300 (2 g, the ntegrity module 140 of Pigure 1) scoording to emvbodiments. As shown in Figure
3, the integrity module 300 may be condigured (o be wired or wirelessly conmected to the user
device 120. For example, the miggrity moduls 380 may include 3 convmunication wnterfyee 310
which may be a porl configured for USRB, COM, Serial, Parallel, Fiewwe, vy Thundertholt
connaction.

{6656]  In some examples, the mtegrity module 300 may include one or more processing,
wnils 320 and storage 330, The processimg wmt 320 may be configured 1 execuis instructions
for performing various operations, and can include, for example, 2 micro-controller, a peoeral-
PUrpOse progessor, of anueroprocessor suitable for implementation within a portable elecirome
device, such as a Raspberry Pi. The processing unit 320 may be communicatively coupled with
& plurality of componenis within the tntegrily moduls 300, For sample, the processing uois
330 may conwnunicaie with other componenis across 8 bus. The bus may be any subsystem
adapied {o wansfer data within the fntegrily wodale 300, The bus may include g plurslity of
computer buses and addinonat cireuitey to franster data.

{HST] in some embodimenis, the processmg volt 320 may be coupled to the storage 338,
In some embodiments, the storage 330 mny offer both short-termt and long-term storage and
may be divided into several pnits. The storsge 330 may be volatile, such as static random access

mamory (SRAM) anddor dynanuic random access memory (DRAM), andfor non-volatile, such
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as read-only memory (ROM), fash memory, and the like. Furthermaore, the storage 330 may
melude removable storage devices, such as secure digital (3D cards. The storage 330 may
provide storage of compuier readable instructions, dala structurss, program madules, audio
recordings, image files, video recordings, and other data for the integnty module 300, Insome
embodimerts, the storage 330 way be distributed wnio different hardware modules. A set of
mstructions gadfor code might be stored on the storage 330, The nstractions nught take the
form of executable code that may be executable by the integrity module 300, andior might take
the form of sourve andfor installable code, which, upon compitation andfor fnstaltation on the
itegrity module 300 {2, wsing any of & vaviety of generally avarlable compilers, installation
programs, compression/decompression uiilities, and the bike), may take the form of executable
code,

{6058] To some embodinments, the storage Y3 may store a plurality of apphication roodoles
336, which may include any number of applications, such s applications for contradling the
comnuication wierface 310, the secret key 332, and the sequential identifier 334 {eg. 8
cognter, timestamp, random namber, gy suttabde function derived from an underlving counter,
efe.). The secref key 332 and the sequential wdentifier 334 can be the seorel key 143 and the
sequential identifier 144 of Figure 1. The application modules 336 may include particular
mstructions ralated 1o wonerations of the mieerity key and an infegnity certificate {e.g., the
integrity certificate 108 of Figure 13 lo be executed by the processing unily 320, In some
embodiments, certain applications or parts of the application modules 336 may be execuiable
bv other hardware moduales, such as a comnrunication iterface 3140, In certain entbodiments,
the storags 330 may additionally include secure memwowy, which may include additional
secanty controly fo prevent copying or pther unauthorized acvess to secore mformation,
o039} in some embodiments, the storage 330 may inchude an operating system 338 loaded
theveln, such as an Androwd operating system or any other operating systen: sutiable for mobile
devicss or portable devices. The opsrating system 338 miay be operable to initiate the execution
of the instruchions provided by the applicalion modules 336 andfor manage other hardware
modules as wel as interfaces with 2 communication perface 310, which may inchude one oy
more wireless or wired transcaivers, The opergting system 338 may e adapted to perform other
aperations across the componenis of integriy module 300 including threading, resource
managernent, data storage control, and other similar functionslny,

[ed6l]  Figure 4 shows an example of a software inplementation of sn integrity module

400 {e.g., the integrity module 140 of Figure 1) sccording (o embodiments. As shown in Figute



WO 2023/200904 PCT/US2023/018393

4, the miegrity modude 200 may be configured to be an applicetion stoved on the user device
120 of Figure 1, Additionally of altevoatively, the buegrity siodule 200 may be confipuwed o
be a low-level device driver or a hypervisor driver,

{6061} In some examples, the integrity modale 4080 may include one or more processing
units 430 and storage 430, The processmg wmt 420 may be configired to execute instruciions
for performing various operations, and can include, for example, § micro-controtler, g general-
PUrpose processar, of a microprocessor suitable for implamentation within a portable efectronie
devive, such as a Raspberry P The processing anit 420 may be comemumicatively coupled with
a pluralidy of components within the infegrity module 400, For example, the processing unis
420 may commumeate with other components geross & bus. The bus way be any subsystem
adapted to transfer daia within the integrily module 400, The bus may include a phuality of
computer buses and additional cirawitry o transter data,

{6062} 1o some embodiments, the processing umit 420 way be coupled 1o the storage 434
I somme embodiments, the storage 430 nay offer both showi-term and long-term storgge snd
may be divided into severalanits. The storage 430 may be volatile, such as staticrandom acoess
memory {SRAM} sad/or dvranie randomy access memory (DRAM), and/or non-volatile, such
as read-only memory (ROM), flash memory, snd the like. Furthermore, the storage 430 may
melde removable storage deviees, such as secure digital {SD) cards, The stovage 430 may
provide storage of compuler readable instractions, dals struchures, program modudes, audio
recordings, wage files, video recordings, and other data for the integnity module 200, Insome
embodiments, the storage 430 may be distributed o differens hardware modules. A sef of
mstructions and/or code mizht be stered on the storage 430, The instructions nught take the
form of execatable code that may be execotable by the tndegriny modale 4L, andfor might take
the form of source andfor mstallable code, which, upon compilation and/or 1ostallation on the
nteprity wodole 400 (e.g., using any of a variely of generally available compilers, installation
programs, compressinn/decompression willities, and the lke), may fake the form of executable
code.

{66631 In sorne embodbments, the storage 430 may welude a secured condainer o store the
seeret key 432, For example, the seowed contatner ean be a nucrocontroller (e.g., o seoure
cryploprocessor, a system-on-chip (80C) secure enclave, ele) o securs hardware through
mtegrated oryptographic kevs. In this example, the secured container may be a trusted platform
madule (TPM) 43 1a that e include a hardware random mumber genevajor, 8 cryplographic

kev generator, remote attestation, decrvption capabiliizs, or & comlunation thersof. In some
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exanples, the secured comtainer includes the secret key 432 that has been generated duning
production of the uyer device. In Such examples, av entily that gevdrates the hardware of the
user device may ship the user device with the secret key 432 present in the secwved container
of the storage 43¢, Additionally or altematively, the user device may include a key dentifier
{e.g., hardware sertad muanbers, BIOS wformation, efe) that is usable to devive the secret Key.

[8064]  In some embodiments, the storgge 430 may store a plurality of apphication modules
436, which may include any number of applications, such as applications for controfling the
commanication nferface 410, the TPM 431, and the sequential identifier 434, The application
modules 436 may mclode particular nstructions related 1o penerations of the integrity key and
an inteprity certificate {e.g., the integrity cerfificate 1OR of Figure 1) to be executed by the
processing units 420, In some examples, the apphication modules 436 may have TPM HMAC
foncuonality irnoware to gererate the integnty certificate. In some embodiments, certain
applications or pads of the application modules 436 may be executable by other hardware
modules, such as a conumunicaiion inferface 410, Tn certain embodiments, the storage 430 may
addinionally nchade secure memory, which may inclade additional security controls to prevent
copying of other unauthorzed access o seawe wformation.

[0065]  1nsome embodiments, the storage 430 may include an operating system 438 loaded
theretn, such s an Android operating svstenms, Apple®t 105, or any other operating svsiem
suttable for mobdle devicss or poriable devices. The operating svatent 438 may be operable {o
imtiate the execution of the Wsiructions provided by the applicabon modules 436 andior
manage other bardware modudes as well as mierfaces with » comniunication interface 418,
which may include one or move wiveless or wired transcetvers. The operating systent 438 may
be adapted 1o perform other operations across the components of integnty modele 400
meloding  threading, resource munagement, data storage contrel, and other similay
functionality.

{6066] Figures 5-7 show flow charts Hhestrating examples of verifying at lsast a subset of
one or more inpal sigials 134 of an mput 132 recetved by the client server 170 andéor the
verification server 160 during 8 communication session with or via the chent server 170 using
shared integrity key according to embodiments. The steps of Figures 53-7 arg descrtbed below
with reference to components discussed above in Figure U It will be understood that thess are
non-limiting examples and that the eperations deseribed 1 these flow charts may be modified
avcording to modifications fo the architecture, By way of example, the verification server 160

may parform ong or mors pperations of the client server 170, For example, one or move of the
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operations may be omitted, performed in parallel, ete. Addiionally, one or more operations
deseribed hesetn may be performed slong with other operations,

[6067]  While an mierface {e.g., the isterface 130 of Figure 1} m these examples is
described with respect to a kevboard, it will be understood that the operations described heveln
are not Hmited to this inderfiice (Lo, kevboard) and may be performed for mput (e.g., the input
132 of Figure 1} or input streams received by additional andior alternative interface(s). Iwill
be understood that that the interface is not Hmited to a kevboard and may include alterngtive
andfor additionad devices, weluding but not lmtled to mousejovstiok, game controller, ainong
others, or any combination thereof, Exanples of the mput can include kevstrokes, mouse olicks
or movaments, joystick or game controller internetion, or touchscreen intersction,

[6068]  Figure 5 shows a fow charl llustrating sn example of verifying at least one inpat
signal 134 of an input 132 {e.g., keysiroke) recetved by a verification server 160 dusing &
comnuaication session using a hardware implementation of an integrity module 140, for
exanple, as shown and descnibed in Figures 1 and 3, according to ainbodiments. Operations
desertbed in flosw chart S6G may be performed by a computing environment, such ag the system
anvironment 100 descobed above with respectio Figure 1 ora computing system 90t desertbed
below with respect to Figuwre 9.

{6069} Althowul the flow chart SIH) may describe the operanons as @ segquential process,
various smbodiments, some of the sparations may be performed v parallel or concurrently. In
addition, the order of the operations may be reavvanged. Av operation may have additional steps
net shown i the figere. In sovse embodiments, some operstions may be optionsl. Embodiments
of the mathod/archiecture may he implementad by hardware, software, finnware, middleware,
microcode, hardwars deseription languages, of any combiimtion thereni. When implemented
i sofbware, fHrmwire, nuddleware, or microvode, the program code or code segmients to
perform the gssociated tasks niay be stored 1 a non-transitory computer-readable medium such
a3 & storage medium,

{60701 Operations in flow charl SO0 way begin gt block S12. Before imitaiing the
compuancation session, the user 106 way first have the integrity module 140 comected to the
interfage 130 (o4, kevboard), Additonally, i the user computing system 110 is executing the
wiegrity module 140 for a st time, the user cotmputing syyem 110 can imitiale a pairing
provess with the client server 170, The pairing process is desceribed further below with respect

to Figure 8,
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{8071} At block 312, the Interface 130 may detect an input 133 1w response o a key that
was physically touched, or otherwise nteracied with, by g usér 106, For example, 1f the
mterface 13Hs a keyboard, the user 16 pressing a key on the kevboard can cause the mierface
130 to detect an inpat 1353 of a character corvesponding 1o the keyv ou the keyboard. As another
example, if the interfoce 130 is a computer mouse, the futerface 130 can detect an miput 132
from the user 106 pressing the wheel or a bution of the computer mouse, such as a nght chek
or a eft click.

{0072 At block 314, the interface 130 may wanset an inpot signad 134 comrssponding to
the et 132 1o the integrity wodole 140, fa response o detecting the inpud 132 caused by the
user 106 the interface 130 may convert the mput 132 ito an input signal 134 {ep |
hesadesimal representation of a charseter typed by the user 106 using the kevboard). In some
embodiments, such conversations may group key codes together, map key codes to chamoelers
af @ different kevmaps, andior perform other functional transfommations on the inpat 132 10
produce taput sigeal 134

{7 3] At block 322 the integrity module 140 may recetve the input signal 134 and
generate gn jutegnty key l4a based oo the recetved nput signal 134 and the secret key 1425
storad in the ieprity module 140 In some examples, at block 322, the integrity module 140
may ncrement the sequential identifier 144 {o.g., 8 conutter, Hmestamyp. randont number, any
suttable fumction derived from an underlving counter, ete.) in the memory by 1. The inteyrily
module 140 may generate the tdeprity key (1K) by applyving o oryptographic protocel 1S {eg.,
SHA-256 and/or SHA3-256 (Keceak) secure hash algorithns (SHA)Y to the input signal 134,
sequential ideatifier 144 and secret kev 1422, Some other embodiments of the integniy moduls
140 may use different mathematical transformations to generate the IK, inclading digital
signaiwe schemes based on gevyrometric cryplography (such as RSA s PROSHL, Elliptie-Curve
public-key algorithims like BUDSA, ECDH, or others), hash functions consistent with post-
quantam oryography (such as Kyben), or others. Yt pther ensbodunents of integrity madule
140 may combine one or more oryplographic protocols 113 {e.g., hash fumchions, digital
signature schemes, ete ), the wnpat signal 134, the secret key 1423, and optionally the sequential
identifier 144, 1o the idegrity key 114da

{0074} Al block 524, the inlegrty module 148 may generats an indeprily cestificate 18, In
some examples, the ntegrity ceriificaie 1O may cowespond to a tuple 12 {e.g., <input signal,
sequantial identifier, IK> or <seguential ddentifier, IKD) that contains an immutahle ondered

sequance of elemients. For example, the ntegrity module 140 may generate a sequence of
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characters as the tuple 112 corresponding to the itegnity certificate 108, After, at Block 528,
the integrity modale 140 may transmit the udegrity cerificate 108 and the input sigual 134 1n
one or mors niessages to the user device 120,

j0a75] At block 532, the user device 120 wmay recetve the integrity certificate 108 and the
mput sigoal 134, At block 532, the user device 120 may receive a full value of the input sigoal
134 and 8 curvent value of the sequential idensifier 144 but does not vecatve g copy of the fivst
seerel key 142a. The user davice 120 wmstead recelves the mtegrity key 114b that was generated
uging the second secred key 142b.

{Be 76} At block 532, the wser device 130, Tor example, using the OFS, may convert the
mput signal 134 included in the eprity certificate 108 1o the corresponding {eviginal}
charagter. At black 334, the user device 120, for example, using the mtegrity application 122,
may encode the integrity certificate 10R {block 526). Al block 536, the user device 120 may
then transiit the encoded mdegrity certificate 108 and the character o the client server 170 vig
the network 150,

{77y MNext, at block 542, the chient server 170 may identify a wser identifier 116
assoctated with the mtegniy wodale 140 for which it received g message {character and the
encoded bateprity cantificate via the user device 120), for example. asing any Known
authentication techmaques.

{60778 At block 544, the client server 170 may connect o the verification server 161 and
then transrdt & message inchuding the vser Mentthier 116, the encoded infegrity certificate 108,
the inpu signal 134 and the chargeter. In some embodiments, the character or other
representations of the mput signal may be omitiad,

{7 At Block 352, the venflication server 160 may decode the recerved {encoded)
tegrity certilicate 108 to deternune the soput signal 134, the sequential sdentifier 142, md ibe
mrteprity key 1ida (which can be reforred to as "IKY™)  In some examples, the verification
server 160 may proceed with the operations at Mocks 352-504 if the inputl 132 is of a type @
be processed according fo 8 secunity profile of the systemn enviromment 100, At block 534, the
verification server 160 may defermine another secret Rey 142h repistered fo the user 106 by
fooking up the other sseret key 142b inthe user record database 162 using o user whatifier 116,
Next, al block 556, the verification server 160 may gensraie a {second) tntegrity key (K1 14b
using the received input signal 134, the received sequential identifier 144, and the retrieved

secvet key 142b o verify the recaived integnity key (TK) 1ida
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[eR88] At block 35X the verification server 160 may compare the npuat signal 134 (block
514) to the character {block 344} {o determine whether they watch, If the input sigaal {34
transmitted by the mierface 130 dees not match the character transmitied in the message (NG
at block 33R8), the verification server 60 may consider the tnput 132 to be mvalid oy
prawthorized and can cause a secuvity measore 174 based on g securily policy 176 {block 5623}
1f the 1oput signal 134 ronsmitted by the interface 130 maiches the chargeter wransmitted in the
message (YES at block 336), the verification server 164 may compare the futegrity key (1K)
g (block 324) vecetved in the message and the other infegrity key (Ko} 1 14b {block 358)
venetated using the inpat signal 134 and sequential identifier 144 vecerved in the message ©
deternine whether they maich at block 560, If the verification server 160 determines that the
tntenrity kevs 114a-b maich {YES at blovk 360, the input 132 (block $12) can be considered
vatid. The verification server 160 can conumanicate lo the client server 170 to accept the inpat
132 (block 412) at block 364, If the verification server 160 determines that the mtegrity keys
11da-h do not match (NO at Block 560), the mput 132 (block §12) van be considered invalid
or wnauthorized. The verification server 160 can cause the secority measure 174 based on the
secuwitty policy 176 for the enbity configured by the admimstralor andfor for the user 106 at
bliack 562
6081} T will be understood that steps 512-564 may be repeated for further tput signals
of additional input received by the verification server 160 andior the client server 170 during
the commupnication session. This way, the integnity of the entire conunanicaiion session can be
matittained, Hiniting access of the client server 170 1o comrespond (o verified input from the
ser 106, Additionally, it will be undersiood that steps 512-564 can be implemantad 10 process
& sel of mpad signals that can include mors than one nput sigual. As an Hlostratve example, i
the set of nput signals mcludes *2°, 'P, and ‘¢ the verification server 1680 may venly
attestation For a collective sequence of the set of inpot sipnals a3 "ahe”. Specifically, instead of
perforiing steps S12-364 three tmes, once per inpul signal, the verification server 160 may
perform steps 512-364 once for the set of three npat signals.
160821 Figore 6 shows a flow chard llostrating an example of verifying an inpoi 132 {e.g.,
keystroke) recetved by the cliemt server 170 andior the venfication server 16 durmng a
comumuRicaton session using & soflwars inplementation of an ntegrity module 140, for
example, as shown and deseribed i Figures 1 and 4, sccording o embodiments, Operations
described in fow chart 604 may be performed by a computing enviromment, such as the system

environmant 100 described above with respect to Figure | or a computing system deseribed

[
[7S]
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below with respect to Figwe 9. Althoogh the Row chart 600 may describe the operations as g
sequential process, in various embodiments, some of the operations may be pecformed n
parallel or concurrently. In addition, the order of the opsrations may be rearranped. Aa
operation may have additional steps not shown in the fgure. In some embodiments, some
operabions may be optional. Embodiments of the method/architecture may be mplemented by
hardware, software, fimoware, middleware, microcode, hardware description languages, or oy
combination thereod. When implemented in softwarg, frmware, middlewsre, or migrocods, the
prograry code or code segments 1o perform the assoctated tasks may be stored in g compuler
readable roedinm such as a storage mediant,

[6083]  Operabions in fow chart 600 may begin at block 612, the mierface 130 (2 g,
kevboard) may detect an npat 132 in response (o a key or switch of the wterface 130 that was
physically touched, or vtherwise inputted, by a aser 16, In examples 1w which the mterface
134} 15 & touchscreen, the user 106 may generate the input 132 interncting with the touchscreen
{e.o., anubii-finger soreenouch). At block 614, the interfice 130 may transmit an input signal
134 {e.g., hexadecimal representation of a physical chavacter typed by the user 106 on the
keyboard) corvesponding to the put 132 io theuser device 130,

[0084]  Next, ot blogk 622, the integrity module 140 of the user device 120 may receive the
inprut signal 134 angd generate an ntegrity key | 14a based on the recetved input signal 134 and
the storad secret kev 1420, In some examples, al block 622, the infegrity module 140 may use
a trusted platform module (TPM)Y 431 o ook up the seoret key 1424 stored i the persistent
memory in the TPM 431 and to generate the infegrity key 11da. For example, the integrity
module 140 may cause the TPM 431 {o increment the sequential identifier 144 i the persistent
TPM memory by 1. The inteprity module 140, asing the TPM 431, muay generate the infearity
key (1K) 114a by applving a cryptographic protocol S {sg., SHAZ56 andlor SHAZ256
{Keceak) secure hash slgorithms {(SHAW o the mput signal 134, the sequential identifier 144,
and the secrat kev 142a. In an aliernative sxamyple, the integrity module 140 instead may socess
the 142a that s stored wa priviteged location of the storage 430 that a malicious atleor s smable
o access withowt adnunistrative privileges.

{8085] At Dlock 624, using the TPM 431, the miegnty module 140 may generate an
wiegrity certificate 108, In some examples, the inlewrity certifivate 1N may comrespond 1o 3
tuple 112 of <input signal, sequential wdentifter, K> or <sequential wentifier, IK>. Afler, at
black 626 the integnity module 140 may sransmit the integrity cevtificate 108 i one or more

massuges o the integrity application 122,
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8086} At black 632 the user device 120 may convert the mpat signal 134 received from
the interfzce 130 to the corresponding (priginal) chavacter. Ad block 634, the user device 120,
{e.g., application’O/SY of the user device 120 may receive the integrity certificate 114 from the
ntegrity modale 140, At this step, the sser device 120 may recetve a full value of the inpat
signal 134 and 8 current value of the sequentiad identifier 144 but does not veceive a copy of
the secret key 142a, The user device 120 vather receives the other imegrity key 114D that was
wenerated using the seeret key 142b. At block 634, the user device 120, for example, using the
integrity application 122, may encode the ntegrity certificate T8, Atblock 636, the user device
120 may then transmit the character and the encoded ieprity cortificate 108 (representing the
J-tuple} to the client server 170 vis the network 150

{6087}  In somi examples, the verification nperations at blocks 642-664 performad by the
verification server 100 andior the client server 1780 may be similar to those described with
respect to Figure 5. At block 642, the client server 170 may identily 8 user identifler 116
assoekited with the integrity module 140 for wihich the client server 170 received & message
{character and the encoded integrity certificate via the user device 1248, for example, usmg any
known authentication techniques.

[0088] At block 644, the client server 170 may connget to the verification server 160 and
then ansniit a message mcluding the user wdentifier 119, {he encoded misgny certtficate 10§,
the inpui signal 134, and the characier,

{608Y] At block 652, the werification server 160 may decode the recetvad {encoded)
ttegrity certificale 108 to detenmine the input sigeal 134, the sequential identifier 144, and the
migenity Kev (1K) 1148 In some examples, the vertfication server 16 may provesd with the
operations ot blocka 652-664 i the input 132 is of 2 type 1o be processed according {0 a seounity
profile of the system environmient 100, At block £54, the verification server 160 may defermime
ancther sgoret key 142b registered to the user 106 by looking up the other secret key 1420 in
the user revord database 162 using the user wentiffer 116, Nex, at lock 656, the varification
server 16O may generate a {second) mtegrity Key (1K) 114b using the recerved mput sigial
134, the received sequential identifier 144, and the retrieved seoret key 142b,

{0090] At block 658, the vendicallon server 160 may compare the fnput signal 134 {blogk
614) to the character {block 644} o delermine whether they match. If the tynat signal 134
transmitted by the interface 130 does not mateh the input signal 134 gansmitted o the message
(NG at hlock 65%), the verification server 160 nay consider the input 132 to he invalid and

cause a security measurs 174 based on a sscurity policy 176 {block 662). If the input signal
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134 transmitled by the inferface 130 maiches the tiput stenal 134 transmitted in the mesaage
{YES at block 636, the verification server 160 may compare the fivst integrity key (1K) Tida
{block 624) recsived in the messags and the second imtegrity key (1K) 114b (hlock 656}

epperated using the put stenad 134 and the sequential identifier 144 recedved in the message
5 & g 8

at block 660, H the verification server 160 determunes that the imtegrity keys 114a-b match
{YES gt block 660}, the input 132 (hlock 612) can be considered valid or guthorized. The
verification sexver 160 then can conumunicate to the chant server 170 o accept the fnput 132
{tlock 612} at block 664,

{091} {fthe verification server 160 determines that the integrity keys 1Hda-b do not match
(NG at block 6603, the input 132 {block 612) can be considered invalid, The verification server
160 can transnut g wanung notification 168 to the clisnd server 170, causing a sscwrity measure
174 based oun the security poloey 176 for the entity coutigured by the administrator anddor for
the user 106 at block 662, In some examples, the security measure 174 may involve allowing
a predetermined number of uncertified clarcters 10 account for filse positive results associated
with incorrectly indicating whent malicions sotyvity i3 occuring. Additionally or altematively,
the chient server 170 may ignore uncertified input, thes preventing lateral escalation attempls
by g malicions actor. Further examples of the security measure 174 can include logging the
zer H06 off from the remote comaction 132, disabling access o the user 106 o the protecied
computing resources, aiomativally exsouting couniermensures or myvestigations to ideniify the
mwalciows acior, or a combination thereof,

160921 It will be understood that steps 612-604 niay be reprated for further input signals
of additional input received by the verification sarver 160 andior the client ssrver 1700 This
yeay, the integrily of the entire commnuasication session can be maintained,

[o93]  Figuee 7 shows a How chart Wusttating an exarople of venfying an mput 133 {e.g.,
keysiroke, or a set of kevstrokes) to s web browser 230, The inpus 132 into the operating system
{at block 732} and ndn the web browssr 230 (ot block 736} may be regeived using a hardware
implementation of the integrity modhdde 140, for example, as shown aid described in Figures |
and 2, according o embodiments. In some embodiments, the web browser 230 nay buffer a
set of input signals 210 and 8 set of corresponding integnity certificates 220 before submitting
the buffer contents 1o fhe verification server 160 via the client server 170,

[p9d]  Operations deseribed w flow chant 700 may be performed by a computing
environment, such as the system environments 100 and 200 described above with respect ©

Figurg 1 and Figure 2 or a computing svstem described below with respest to Figure 9.
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Although the flow chart 700 may describe the operations as 8 gequentiad process, in various
ambodinenis, some of the operations may be performed in paraliel or concurrently. To addition
the order of the operations may b rearranged. An operstion may have additional steps not
showy in the figure. In some embodiments, some operations may be optional. Embodiments of
the method/archifectire may be iplemented by hardware, software, firmnware, middleware,
migrocode, hardware description languages, or any combination thereol. When implemented
i software, fivware, middleware, or microconds, the program code or code segments to
perform the assoviated tasks may be stored I a computer-readable medivm sach as a storage
median,
[@93]  Operations in flow chart 700 may begin at block 712, Before initiating the
corannptcation session, the yser 1 may frst have the integrity modhle 140 connected to the
terface 136 {e.g., kevbosrd) and initiate & communication session o a web server 240 (e,
a third~party server} using a web browser 230 on the user device 120, Onee the web browser
234 on the user device 120 comects 1o the web servar 240, the chent server 170 can terminate
g conpection (e.g., SSL connection) between the web browser 238 and the web sevver 240 and
create another connection befween a proxy server and the web server 240, The proxy server
can be an wmiermediary server that commmumicatively couples the user devige 120 {0 the web
servar 244,

{6096} Alfter a connection between the proxy server and the web sarver 240 s creatad, at
block 612, the interfuce 130 muy detect an inpot 13218 response {o a key that was physcally
touched, or otherwise mputied, by a user 100, At block 714, the mierface 130 may trausimit m
mput sigaal 134 {e.g., hexadenntal representation of the physival character typed by the usar

1336 on the kevboard, o mounse click, or a touchscreen tap} corresponding to the input 132,

feenT  Next, af block 722, the mtegriy module 130 may recetve the toput sigoal 134 and
generate an integrity key | ida based on the recetved input signal 134 and the stoved secret key
f42a. o some sxamyples, at block 722, the integrity module 140 may increment the sequential
identrfier 144 1 the memory by 1. The integiily module 140 muy generate the inlegrity key
(1K) by applving & crypiographic protocel 113 {eg., SHA236 andior SHAZ256 (Keceak)
secure hash slgorithms (SHA Y o the mput sigasl 134, sequential idenufier 144, and secvet kay
142a. At block 724, the integrily module T44 may generate an integrity certificate 108, In some
examples, the integrity ceriificate 108 may corvespond 1o a tuple 112 of <input signal,

sequantial sdentifier, K> or <sequential identifier, K> Afier at block 726, the inteprity

r
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module 140 may transnnt the inteprity certificate 108 and the foput signal 134 1n one of more
messages 1o the user device 120,

6093] At block 732, the user device 120 may recsive the integrity cerificaie 108 and the
pput signal 1340 At block 732, the user device 120 way receive & full value of the mput signal
134 and a cwrrent value of the sequential identifier 144 but does not recetve g copy of the secret
key 142a. The user device 120 rather vepetves the infegrity key 4b that was generated using
the stored secret kev 114bb, thus hnuting access 1o the seeret keys 1423-b to mcrease data
seCuTity.

{099} At block 732, an operating system ({¥S) may convert the input signad 134 meluded
n the integrity certificate 108 o the corresponding (origimal) character, At block 734, the user
device 124, for example, using an integrity application 122 {eg.. driver), may encode the
tegrity certificate 108, In some examples, the mtegrily application 122 may transoit the
encoded integrity certificate 108 1o the /S, In some examples, at block 734, the O/S may then
transmit the encoded integrity certificate 108 and the character o the web browser 230
{HG1008]  Af block 736, the web browser 230 may recetve the encoded integrity certificale
JON {representing the 3-tuple) via the O/S. In some examples, the web browser 230 may also
receive from the (/S the character (2.2, a letier) cormresponding o the wpnt signal 134 received
frony the interface 130 (block 714, For sxanyle, an mpid sizngl 134 for number 8" mav be
translated mio & composite character ™7 because a combimation of a Shift mndifier keyv and a
key for the number "8 was pressed. Specifically, the tuterface 130 may trpmsiit a separate
wput signat 134 For the number "8, the Shift inodifier key, and the composite character ™%,
[8101] At block 736, 3 browser extension within the web brovwser 230 mav track text o
mumber fields {e.g. defing browser areas wy which the user 106 can type characters, such as e-
mal subjects or cooumients) within destgnated webstiefs). In some examples, the desigoation
can be policy-spemific. For exgmple. the designation can velve all websites {for auditing
purposes), a subsel of wabsites where a secrel key 142 is reguired, application programming
nterfaces (AP, among others, or any combination thereof

{66102  Ag block 730, the browser extension ny within the web browser 230 {0 consume
the encoded integrity certificate 108 and assoviated charstters (blocks 712-734) for the
designated websties, For example, the bufler may slore the mtegnity cedfificate 108 and
assoctated charscters as 2-tuples {<character, <input signal, sequential identifier, IK>>). This
way, the buffer may aceumudate a set of encoded mtegrity certificates 220 and the assogiated

characters,
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[a0103] At block 738, upon the web browser 230 sobauithing a request 1o the web server 240,
a browser extension can add an addiional feld o an owlgoing HTTP request. For example,
each HTTE GET or POST request with a text field with identifier | that was tracked by the
browser extension can receive an additional text feld with identiBer {1}, where v is & function
for generating a unique name, The additional text freld with identifier (1Y can contain serialized
content of the buffer, providing a correspondence between the characters that were typed in the
text field and the set of meprity keys 250 corresponding io a respective chavacter,

{00104] At block 742, the client server 170 may receive the HTTP, HTTPS or Websocket
request including the text fields. At block 744, the chent server 170 nay wdentify 8 user
wlentifier 116 ussociated with the integrity module 140 for which the client server 170 received
a message {characier and the encoded integnty certiltcate 108 via the yser device 126), for
example, using any known authentication techmigues.

[60105]  Based on g policy associated with user 106 andfor user device 120, the proxy server
can sedect w13 for each text field that the policy diciates should be verified by the verification
sgxver 16 In some examples, the policy may include all fext or pumber field form elements
andfor 4 subset thereof

[e0106] At block 746, the client server 170 may connget to the verification server 160 and
then transimit a message including the wser identifier 116, the encoded inlegrily certification
10X, the mput stgnal 134, and the charvacter.

1601071 Ac block 752, the werification server 160 may decode the recetved {encoded)
ntegrity certificate 108 frovn the buffer of the web browser 230 0 detenmine the mput signal
134, the sequential wentifier 144, and the miegnty kv 114da.

{0108] Al block 734, the verification server 160 may delenmine ancther secret key 142b
registered o the user 106 by looking ep the other secret key 142b 1o the user record database
162 using g vser identifier 116, Next, at block 756, the verification server 160 may generate a
{second) ftegrity key (1K) 114b using the received mput signal 134, the recsivad sequential
identifier 144, and the retrieved secret key 12h,

1601091 At block 758, ihe venfication server 160 may compare a set of wpul signals 210
receved in the text field (block 714) to a corresponding set of characters (block 744} 1o
determine whether they are valid {e.g.. maich). Each chatacter received in the text feld must
correspond 1o somte valid character 1 the set of tput signals 210 and the corresponding set of
meprity cerpficates 220, Specifically, i the set of input signals 210 received in the text feld

does not mateh an equally sized subset of vharacter(s) transmitted in the message (N at block
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738}, the verification server 160 may comsider the input 132 1o be invalid and canse a secority
measwre 174 based on 2 sécurity policy 176 (block 762). Otherwise, 1 the set of input signals
210 received n the text Held matches the squally sived subset of character(s) ransmitied in the
pessage {YES at block 756}, the venfication server 160 may compare the set of inlegrity
ceriificates 220 {block 724} recaived 1o the message and the set of integrity cenificates 320
{block 796} genersted using the set of input signals 210 and sequential identifiers received in
the message at block 760. i the verification server 16{! determines that the 3ot of miegrity
certificates 220 match (YVES at block 760, the mput 132 (Mock S12) can be constderad valid.
The veritficabon server 160 then can conununicate 1o the chent server 170 to accept the set of
mput signals 210 (block 712) at block 764, At block 764, the verification server 160 can
optionally remove the v(I} infegrity key buffers from the request body and the request o the
web server 240 wansparently (e, as 1t would do without the verification process disclosed
thergin),

[66110]  If the verification server 160 determiings that the set of infeerity certificates 220 do
not mateh {(NO at block 7603, the nput 132 (block 712) can be considered invalid. The
verification server 160 can cause a secunty measure 174 based on the security policy 176 for
the entity comfigurad by the administrator and/or for the user 106 at block 762, For example,
depending on the sexurity policy 176 configured by the admunistrator, the verification sarver
150 could ignore the mput signal 134 withowl permitting the third-party server to receive it,
thus generating o client exror in the broveser| the venfication server 160 could issue a diveet
response to the web browser 230 to notify an end-user; the verification server 160 could request
ut-of-hand (such &3 malt-factor authenticalion) mwthentication of the wnverified input or
unverified set of tnput; the vertfication server 160 could request the clieniserver conmection to
be terminated; the verification server 1660 could conmnnicate to the svsiem admunisiraior that
2 rogue lext entry fe.g., a set of keystrokes) has been sttempied. among others, or any
combination thereaf.

[60111]  Figure & depicts a data flow diagram 800 of an example of a data How for paring
an mieprity kev of an agent 810 fo 8 wser wdentifier of & termunator 830 sccovding o
cmbodinents, Operations deseribed m dsta flow dlagram 800 may be performed by 8
compiding envivonment, such as the system environments 100 described above with respect to
Figure 1 or a computing systemn described below with vespect 1o Figure 9. Although the data
flow dizgram 800 may describe the operations as a sequentisl process, i various embadiments,

somg of the operations may be performed wn parallel or concuwrrently. Tn addition, the ordsy of

30
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the operations may be rearranged. An opershon yay have addibonal steps not shown in the
figare, In sowe ewbodimends, some operations may be optional Embodiments of the
methodfarchitecture may be implemented by bardwarg, sofbware, frmware, muddleware,
micrpcode, hardware description languages, or any combination thereofl When implemented
11 software, fvmware, middlewsre, or microcode, the program code or code segments o
perform the associated tasks may be stored in a computer-readable medions such as a storage
medium,

{8112} Operstions i data Sow diagram 800 may begin af block 802, Poor wo perfomung
the vertfication process desoribed above tn Figwe 1 theough Figwre 7, an agent 810 associated
with a user can imiiate # matchmaking process {e.g., & trust on first use process) to pair the
agent R14 with a corresponding terminator 83 {e.g., the chent server 170 of Figure 1) In
some examples, the agent 8 1 can be the wser device 1240 or the user computing system HOof
Figuve | that is associnted with the user 106 of Figure 1. A dispatch 820 can be an intermediate
rendter communicatively couphing the agent 810 and one ov more terminators 830a-b 1o faciliate
the matchmaking process. Additionally, the dispateh 820 can be associated with a user account

of the vser and can wanage a respective sequential wentifier (e.g., the sequential dentifier 144

of Figure 1} for gach agent communigatively coupled to the dispatch 820, {n some examples.
more than one user commputing syatem (e, 3 work phong and a work laplop) may be assocgted
with the ussr accouut of the dispaich 820, In such examples, the dispatch 82 can overses a
different sequential identifier associnted with each nser computing systern asseouted with the
user gectn,

[813]  In some examples, prior o thus matchmaking process, the agent 818 may have a
seeret Key assoctated with the waer and the waser compuiing system but may baek 2 wsernans
used as o userdentifier {e.g., the user identifier 116 of Figure 1) for the user, Conversely, the
ong or more fernuinstors §30s-b in g system environment {g.2., the system envivonment 100 of
Figurg 1} may have the username but lack the secret key corresponding o the user of the
wsermame, Accordingly, the muichmalking process can engble the ggent 810 o pair with the
corresponding ternungtor $30a velatively quickly with fimited inferaction From the user,
{80114] At block RBO2, the agent 810 can register with the dispatch 820 that the agent 810
tacks a username associated with the user of the agent 8190, Simtlady, & block Bida, the
terminator 8304 may gansmit & request (o g aser divectory database 840 o determine the secret
key {e.g., a public key of an asymmetric key pair} corresponding 0 the usernume assogisted

with the terminator €30a. The user dirsctory databass R4 can store mappings of tsernames ©
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secret kevs fromsuccessfud matchmaking processes. At block 804b, the user direciory database
830 can trausmil & response 1o address the reguest from the tenminator 830 indicaiing that the
secret key corresponding to the username is unavailabls. For example, 1 the user is a fisi-time
pser of the verification process, a mapping of the secret key corresponding o the asemame
may be unavailable i the user directory database 840 watil ihe matchmaking process 15
completed. At hlock 806, in response 1o receiving the response from the user divectory databyse
8441, the tenminator ¥30a can transmit another reguest o the dispateh 820 w register a lack of
a corresponding secret key for the usemame assoviated with the termipator 33,

[BO1IS] Al block 808, the agent 810 can tutiate the matchmaking process by transoutiing
an input message 1o the dispatch 820, The input message nay mclude the secret key, an
tenrity key associated with the apeni 810, mn wtegrity certificate gensrated by the agent 810,
an input signal {e.g., the input signal 134 of Figure 1) detecied by an interface {e.g., the interface
130 of Figure 1) coupled fo the agent 818, or g combination thereal At blocks 812a-b,
response to recalving the mpoi message, the dispateh 820 can transmit the secret key of the
agent ¥ fo sach {ernvinator of the fermunators 830a-b thai ave avaidlable for painng For
example, as depicted in Figure 8§, the dispaich 820 can trassimit the secret key to the termitnator
§30a and another termmnator 830b. Afler receiving the secret ey, the tenninators 830a-b can
verily whether the secrst kev of the agent %10 maiches with a respective username of each
fernunator. For example, the seoret key may match with the wemame assocated with the
fernuingtor 830a but not with another username assoctated with the other erminator 830b,
[00116] At block 814, afler verifving that the secret key of the agemt 810 muiches with the
usernamie of the termingtor 8304, the fsrminator B30 can trassmit & pairing confirmation
messaze that includes the secrst key and the usernanse to the dispatch 820, I the other usemane
associated with the other fernunaior 8300 does vol match with the secret key of the agent 814,
the other termunator 830b miav transinil a paining rejection message 0 the dispaich 820
indicate the nyisinatch between the secret key and the other usemame. In soime examples, the
ternungior 8302 may match more than ove inpul message from the agent 810 to the usemame
of the terminator 8304 prior to ransmitting the pairing confirmation message to account fora
possibility of a false positive match, In such exaraples, if o predefined number of mput
messages from the agent 311 malches with the termsinator 334, (e terminator 330a then may
transmit the pairing confinnation message to the dispatch 820, For exanmple, the terminator
830a may wait wntil three saceessful matches are made between the mput messages and the

terminator 834 before transmitting the paming confirmation message o the dispateh 82
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[aB117] At block 816, once the dispateh 820 recetves the paining confirmation message, the
dispaich 820 can forward the painng confivmation shessage 1o the agent 810 to tuforin the agent
810 of the successfid match with the lerminator 830a. Based on the peiring confivmation
pressage, the agent 810 can associate the secret key with the username of the termiinator 8304,
Additionally, at block 18, the dispatch 820 may transnut the secret key of the agent 810 to the
user directory databuse S40 {o generate § mapping coupling the seovet key and the nsemame
assouigted with the ternunator 8305, When the agent S1Q transmits another mput message 10
the dispaich 326 after the successiid matchmuakimg provess, the tenmingior 338 can transmit
anather request to the user divectory database 840 to delernune the secret ey corresponding o
the username associated with the terminator 8304, Since the mapping corresponding o the
username of the terminator 830 and the secrst key of the agent 818 15 now available in the
user directory database 840, the wer divectory database now can use the mapping to retusn the
secrel key of the agent 14 in response i the ather request. Once the terminator 8303 receives
this secret key from the user directory database 840, the ternunator 830 can transnuy the seeret
key 1o the dispatch 826 o forward {o the agent 814, At block 822, once the secret key of the
agent §101s paired with the uservame, the agent 5 1) can continue with the verification process
described above with respect to Figuve | through Figure 7,

[6G118] Figure Y depicts o block diagram of an exgmpls computing svsiam 900 for
mplementing certain ernbodiments. For example, In some aspects, the computer syslem 00
may imchude computing systems associned with a device (eg., the user device 120, the
verification server 160 and/or the chent server 170) performing one or more progesses {e.g.,
Figures 3-8} disclosed herens. The block disgram illustrates some elecironic camponsiydy of
subsysiems of the computing systeny. The computing system 900 depicted in Figove % i werely
an exainple and i3 ot intended to unduly timy the scope of nventive embodiments recited in
the clams, One of ordinary skill i the ant would recognize miany possible variations,
altermativey, and modiicanony. For sxample, m some implementations, the computing svstem
Q00 may have more or fewer subsysiems than those shown in Figure 9, may combing bwo o
more subsystems, or may have a different configuration or arrangement of subsysiems.
{03119]  In the example shown in Figure 9, the computing system 90 wmay includs ong or
more processing units 914 and storage 920, The processing wnits 910 may be configured to
axecute tnstructions for performning various operations, and can inclade, for example, 8 micro-
comtroller, & general-purpose processiy, or a microprocessor suitable for implementation within

a portabde elsctronic devivce, such as o Raspbemry Fi The procsssing units Y10 may be

et
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conmnanicatively coupled with g plaradity of components within the computing system 9060,
For example, the processing onits 910 may communicate with other components across g bug.
The bus may be suy subsystem adapted (o trauster dats within the computing svstem 908 The
bus may include a plurality of computer buses and additional circuityy to transter data.

1601201 In some embodiments, the provessing wnits 9H may be coupled to the storage 920
11 some smbodiments, the storage 920 may ollivy both short-tevm and long-lenn storage and
may be divided inte several units, The storage 920 may be volatle, such as static random access
memory (SRAM} andior dynamic random access memory (DRAMY, anddor non~volattle, such
as read~only memory (ROM), fash memory, and the ke, Furthermore, the storage 920 nay
molude removable storage devices, such as secure digital (SD) cards, The storage 920 may
provide storage of compuler readable instractions, data structurss, program modules, sudio
recordings, image files, video recordings, and other data for the compating system ML In some
embodiments, the storage 920 may be distributed into different hardware modules. A set of
mstroctions sudfor code might be stoved on the storage 920, The instruchions might take the

form of execuiable code that may be executable by the computing svsiem YL, andfor might
ke the Form of sowrce and/or instatlable code, whi.ch_., upon corapiiaiion andfor nstallation on
the computing system 900 (e.p.. using sny of a vavtety of genewally available compilers,
wstallalion programs, conyrression/decompression uiitities, and the hike), wmav take the formof
executable code.

[60121]  In sowe embodiments, the storage 920 wmay store @ phaality of application modoles
924, which may include sny nuntber of applications, such ss applications for controlling
wput/ouiput (K0) devices 948, a swaich, a camera, & microphone or audio recarder, § speaker,
a media player, a display devics; ele.). The appheation modules 924 may include particelar
mstiyctions to be executed by the processting units P10, In some embodiments, cerdain
appheations or parts of the application modules 924 may be executable by other hardware
madules, such as 8 communication subsystem 2350, In ceriain embodiments, the storage 930
Y ﬁddji‘ivomiiy mmchide seoure metnory, which may chide addilional secority controls {o
prevent copyving or other unauthorized secess to secure mformation.

{80122} In scame enubodiments, the storage Y24 may include an operating system {Q/8) #22
foaded therein, such as an Android operating system or any other operating system suitable for
mobile devices or portable devices. The operating system 922 may be operable to imtiate the
execution of the instuctions provaded by the application modules 924 and/or manage ather

hardware modules as well as interfaces with 3 communication subsystemy 930 which may
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melude one or more wireless or wired transceivers, The operating systemn 922 may be adapted
to perform other operations across the components of the computivg sestem 900 including
threading, resource management, data stovage control, and sther similar functionality.

{60123  The conwnusication subsysterm 950 may inclade, for example, an infrared
competnication device, a wireless commumication device andfor chipset (such & a Bhuelooth®:
device, an TEEE 802,11 (WD device, 2 WiMax device, cellular commanication facilities,
and the fike), NFC, ZigBee, and/or similar conununication mierfaces. The computing svsiem
S0 nay inchade one or more antennas Gust shiown m Flgure 9 for wiveless cominurioation as
pant of the conumunication sebsystem 950 or 45 2 sepatate component coupled to any portion
of the systen.

[60124]  Depending on desired functionslity, the conununication subsystent 950 may include
separate ramceivers fo comtmmicate with base transceiver stations and other wireless devices
and aceess points, which may include comprmicating with different data networks andior
network types, such as wireless wide~-nrena nepworks (WWANs), WLANSs, or wireless personal
area networks (WPAN)L A WWAN may be, for example, & Widdax (IEEE 802.9}) network, A
WLAN niay be, for example, an IEEE 802.1Ix network, A WPAN may be, for example, a
Blustonth nepwork, an TEEE 802.16x, or some other types of network., The tecluigues
described herets miay also be used for any confunation of WWAN, WLAN, andior WPAN, In
some smbodimants, the compumicaiions subsystem 930 may include wirsd communication
devices, such as  Universal Serial Bus (USB) devices, Lhuversal  Asynclwounous
Recetver Transmitter (UART)Y devices, Etharnet devices, snd the ke The communications
subsysiem 950 may penmit data o be exchanzed with 8 netwink, other computing systems,
andéor any other devices described herein. The communication subsysism 9350 may include s
means for rapsmitting or vecetving daty, such as identifiers of portable goal tracking devices,
position data, 3 geoprapdic map, a heal map, photos, or videns, using mitennas and wireless
Huks. The conumunication subsystem 930, the processing units 910, and the storage 920 may
together comprise at least a part of obe or move of 4 means for petforming some Tunclions
disclosed herein.

{00128]  The conyputing system 900 ey inctade ong or more 17O devices 940, such ay
sensors, 8 switch, a camera, a microphone or audio vecorder, a compmmication port, or ihe like.
For example, the O devices 940 may include ove or more touch sensors or button sensors
associated with the hoitons. The tonch sensors or hutton sensovs may inclode, for example, a

machanical switch or a capacitive sensor that can sense the touching or pressing of a button,

Ly
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[a126]  In some embodiments, the YO devices 940 may wclade & microphone or audio
recorder that may be used o record an qudio message, The nuerophone and audio recorder may
mclude, for example, a condenser or capacitive mucrophone using siticon diaphtagms, a
piezoeleciric acoustic sensor, or an electret mucrophone. nsome ewbodiments, the microphone
and audio recorder may be a voite-activated device. Iy some embodiments, the microphone
and gudio recorder may record an audio clip in a digital format, such as MP3, WAV, WMA,
IS8, ete. The recorded audio files may be saved to the siovage 920 or may be sent to the one
or more network servers througly the conmumunication subsystem Y340,

{88127)  in some embodivoents, the VO devices 940 may inchade a focatron tracking device,
such as a global posutoning system {GPS)Y receiver. Tn some embodiments, the FO devices 940
may inclade @ wived communization potrt, such as a micre-USHE, Lightning, or Thunderbolt
franseeiver.

[00128]  The IO devices 240 may also include, for example, a speaker, 8 media playver, &
display device, 2 communication pont, or the like For exsmple, the FO devices D40 may
include g display device, sach as an LED or LCD display and the comvesponding driver cireuit
The FO devices 940 may inchude a text, gudio, or video player that may display a text message,
play an audio chp, or display o video clip,

{60129}  The computing svstem 908 may melude g power divice 260, such ss arechargestle
battery for providing elecirical power 1o other circuits on the computing systens WY The
rechavgeable battery may nclude, for example, one or wore alkaline battertes, lead-acid
batieries, lithium~-ion balteries, zing—carbon batteries, and NiCd or WiMH batteries. The
computing system 200 may also inchulsa battery shargsr for charging the rechargeabls battery.
In some embodiments, the battery charger may inchade & wireless charging antenng that may
support, for example, one of (1, Power Matlers Associafion {(PMAY, or Association for
Wireless Power (A4WP) standard, and may operate at different fregoencies. In some
embodiments, the battery charper may nclude a hard-wived connscton, such as, for example, a
micre-LISE or Lightning® connector, for charging the rechargeable battery using ahard-wared
connection. The power device 960 may also melade some power management integrated
clreuits, powsr regulators, power convertors, and the like.

{B0136]  The compuiin

embodiments, the different components of the computing system 00 described above may be

o system 900 may be implemented i many different wayvs. In some

Fae

mteprated A same prinded circuit board. Tu some ambaodiments, the different components of

the counputing systrn 904 described above may be placsd in different physical locations and
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mercomected by, for example, elecirical wires. The computing svstem 900 wmay be
maplemenied 1 vavions physical forms and may have varous extemal appearavces. The
componenis of computing system 00 may be positioned based on the specific phyvsical fm,

[80131]  The methods, systems, and devices discassed above are examples. Varous
embodimernts may onut, substiute, or add vanous procedures or componenis as appropriate.
For tnstance, in alternative conligurations, the methods described nay be performed i an order
different from that deseribed, andior varioas stages miay be added, omitted, andéor combined.
Alses, featares deseribed with respect o cenain embodiments may be combined i various othey
embodiments. Different aspects and elements of the ambodiments may be combined in a
similar mmmer. Also. technology evolves and, thus, many of the elements are examples that
do not limit the scope of the disclosure to those specific examples.

[80132]  The foregoing method descriptions and the process flow diagrams are provided
mergly as Hlustrative examyples and are not injeaded (o require or imply that the operaticns of
varipus embodinments must be perfonmed in the order presemted. As will be appreciated by ane
of skill in the art the order of operations in the foregoing embodiments may be performed in

RS

any order. Words such as “thereafier.” “then,” “next,” ete. are not intended o ot the order
of the operations; these words are simply used to goide the reader through the description of
the methixds. Further, any reference (o claim eloments in the singular, for example, using the

N

artickes Ya,.” Man” or “the” s nod 1o be construed as Inniting the element to the simuudar
{60133] While the terms “first”™ and “second”™ ave used herein to deseribe data transmission
assocmted with g subscription and data recetving associated with a different subseription, such
wdentifiers are meraly for convenience and are not meant o lhmit various embodiments v a
particular order, sequence, tvpe of network or carrier.

[oR134]  Vanouos iftestrative logical blocks, modules, civeunits, and algoribm operations
described in connection with the embodiments disclosed hevein may be unplemented gs
electronic hardware, compuigr softvvare, or combinations of both. To clearly ilustrate this
nterchangeability of hardware and soffware, varions sllusirative components, blocks, modules,
circuits, and operations have been desertbed above geverally s terms of thew functionality.
Whethier such functionality 15 mplemented as hardware or soflware depends wpon the
particndar application and desiyn consirainds imposed on the overall system, Skilled artisans
may implement the deseribed fmchonality iy vavying ways for each particular apphication, but
such embodinent decisions should not be interpreted as causing 8 departure from the scope of

the claims,

4
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[00135]  The hardware used to wmplement vanous illustrative logics, Jogical Blocks,
modules, and civcuits descnibed n connection with the embodiments disclosed heremn may be
implemented or performed with a general purpnse processor, a digiial sigaal processor {DSP),
an application specific integrated circait {ASIC), a Reld programmable gate array {(FPGAY or
other programmable logic device, discrele gate or transistor lome, discrete hardware
components, or gy combination theveof designed to perform the funciions desertbed herein,
A penersl-purpose processor may be s microprovessor, bu, in the aliernative, the processor
may be any copventional processor, controfier, mucrocontroller, or state machine. & rocessor
may also be mnplemented as a combination of computing systenss, {eg., & conmbmation of a
DSP and g microprocessor, o plurabity of nucroprocessors, ong or more MICroprocessors in
conjunction with a DSP core, or any other such confipuration. Alternatively, soime operations
or methods may be performed by circuitry that §s specific to a given function.

[80136]  Inong or more example embodiments, the functions desoribed may be implemented
iy hardware, sofbware, firmware, or any combingtion thereof. I implemented in software, the
functions may be stored ax one or more msiractions or code ony a pon-dransitory compater
readable mediom or non-transitory processorreadable medinm. The operations of o method o
algorithm disclosed hereinmay be embodied in a processor-executable software madule, which
may resule oa & von-franstory computer-readable or processor-readable storage medium, Non-
franstiory computer-readabls or provessor-readabls storage media may be auy storage media
that may be accessed by a computer or a provessor. By way of example but wot limitation, such
ner-lransitory computer-readable or processor-readable media may nclude RAM, ROM,
EEPROM, FLASH memory, CD-ROM or other optical disk sinwage, mapnatic disk storage or
other magnetic storage devices, or any other medium that may be used to store desired program
code m the form of msiructions or dada structares and that may be accessed by a computer.
Disk and disc, as used herein, inclodes compagt dise {CD), laser dise, optical dise, digital
versatile dise (DVD), floppy disk, and Blu-ray dise where disks wsually reproduce data
magnetically, while dises reproduce data optically with lasers, Combnnations of the above are
also included withun the scope of non-transttory computer-readable and processorwreadable
media. Additionally, the operations of & method or algorilm may reside as ong or any
combination or sat of codes and/or insfructions on a non-ansitory processor-raadable medium
andéor computer~-readable mediom, which may be incomporated Do & compuler program

produgt,
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[80137F  Those of skill m the art wall appreciate that information and signals used ©
commmaicate the wessages descrbed hevein may be represented wsing auy of a variety of
different technologies and technigues. For sxamyple, data, instractions, commands, information,
signals, bits, svmbeols, and chips that may be referenced throughount the above description may
be represented by voltages, corents, electromagnetic waves, magnetic flelds or particles,
optical fields or particles, or any combination thereof

{00138  Terms, “and”™ and “ov™ as used hereln, may wolude & varlety of meaninis that also
s expected to depend ot least in part upon the comtext i which such terms ave wed. Typically,
“or” if used to associate a list, such as A, B, or € i intended to mean A, B, and €, here used
in the molusive sense, gs wel as AL B, or  here nsed in the exclusive sense, Inaddition, the
term “ore or more” as ussd hersin may be used to describe any fegture, strugture, or
charncteristic in the singular or may be used to deseribe some combination of features,
structures, of characteristics, However, 1t should be noted that this is merely an dlustrative
example and claimed subject matier is not hntited to this example. Furthermore, the erm ™t
feast one of” if used to assoviate & Bt sach a8 A, B, or ¢, can be interpreied (o mean sny
combimation of A, Boandfor O, suchas &, AB, AC, BC, AA, ABC, AASR, A&BBCCC, wndithe
tike.

[6G139} Further, while certain embodiments have been described using a partioular

~

combination of hardware and sofiware, it should be recognived that other combinations of
hardware and software are also possible. Certain evbodiments may be buplemented ounly in
hardware, or only in softwwre, or using combinations thereofl In one example, softvare may
he implemanted with a compuler program product comainng computer program code O
msiructions execetabls by one or more processors for perfornung any or all of the sigps,
operations, ot processes deseribed in this disclosure, where the computer program may be
stored on & non~transitery computer readable medium. The various processes desernibed herein
can be implemented o the same processor or differant processors i any combination.

1601401 Where devices, systems, components or medules are deseribed as beng configured
fo perform certain operabions or functions, such configuration can be sccomplished, for
example, by desipning elepromic circuils to perform: the operation, by progromming
progranunable electronic clrouits (such a3 migroprocessors) to perform the operation such as
by execuling computer nstructions or code, OF Processors ov cores programned o execute
cider oy Instractions stored on 1 now-trgnsitory memory medium, or any combination thereof

Procgsses can communivae asing o variety of techniques, meluding, but not limited to,
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conventiom] fechongues for nter-process comomomcations, and different pairs of processe

e

may use different techniques, or the same pair of processes may use different technigues at
different times.

[00141]  The disclosures of each and every publication cited herein ave hereby mcorporated
herein by refarence n their stytivety.

[60142]  While the disclosure has been descoribed n detail with reference to exemplary
embodiments, those skilled i the art will appreciate thet vavous moedifications and
substitutions may be mwade thersto withowt departing from the spivit and scope of the disclosure
as set forth in the appended claims. For expmple, elements andior festures of different
exernplary embodiments may be combined with each other andior subsiiuted for each other

within the scope of this disclosure and appended clam.
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CLAIMS
WHAT IS CLAIMED IS
i. A computer-inplemented method comprising:

recetving an inpit signal associsted with a user using 8 remoefe connection (o
avcess a client servar, the pul signal entifying an mput received via ao interface;

execuling an integrity madule to generate an infegrity certificate using the inpaot
signal, a secret Rey, and & sequeniial identtfer corresponding 1o the mput, the mwiegrity
certificate being generated for use during § verification process associated with the mput signal;
and

transotting the integvily certificate and the mput signal (o the chient server
usaang one or more channels, the clignt server being configured 0 forward the integrity
certificate and the nput signal o a vertfication server configured to validate the imtegrity

caritficais.

2. The computer-implemented method of claim 1, wherein penerating the
intggriey certificats further comprises;
generating, by the mlegrity modale, a tuple encoding the integrity cartificate,
wherein the tuple compnises:
the sequeniial ideniifier shat indicates an order of the input signal; and
an integrity key crested based ot the nput signal, the secret key, and the

sequential identifier using a covplowraphic protocol.

3. The computer-implomented method of elaini 1, whevein the verification
process farther comprises using the venfication server o vendy the imegrity centificals
recetved from the client server by querying a database using a vser identifier associated with
the wser 1o 1dentify another secret kev stoved tn the database, wherein the other secret key is

associated with the wser identifier.

4. The compuier-implementad method of ¢lam 3, wherein the verification
server is conligured 1o penergte another integrity key using the other secret key stored in the
database, and whergmn the verificatinn server 1z confiswred (o detect unanthonzed nput by
comparing the integrity key received from the client server with the other imtegniy key

venerated by the verification server
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5. The computer-implemented wethod of claim 3, wherew the other secret
kev stored in the database 18 a private key of an ssymmnetric key pair gengrated using

asynuneiric public-key eryptography, and wherein the other secret key s usable to degrypi the

secret key that is a public key of the asymmetric key pair.

é The computer-tmpleamented method of elalm 1, wherein the verification
server 13 configured (o ransmil @ warning notiffcation o g different comprting system n

responise o detecting wnsuthorized input during the verification process.

7. The computer-implemented method of ¢laim 6, whersin, in response
receiving the warning notification frow the verification server, the client server is configared
10 Cause a securiy measure based on a security policy to address the waming notification by

denying the inpat signal with respect 1o accessing the client server.

5. The computer-implemented method of claim 1, wheren the venfication
server is further configured 10 receive a verification reguest from a web server to verify g set
of interrily certificates corresponding to 2 set of inpat slusaly tronsmitled {o the venfication
server by the wab server, and wherein the set of wpal signals 35 associatad with the auser

accessing the web server,

9, The computer-implemented method of claim B, whavein the verification
serveris configured 1o deny the set of inpugt signals in respormse (o determining that one or swe

iitegrity cerfificates of the set of egrity certificades are voverified.

10, The compuier-implenented nrethod of clane 1, wherein the interface is
a kevboard with obe or more kevboard keys configored o generate the nput signal inresponse

fo being selected by the user.

L The computer-implemented method of claim 1, further comprising:
recetving a setof wput signals associated with the user, wheremn the set of aput

signals identifies move than one inpud recaived via the interface;
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executing the integrity module (o penerate ot feast one ategrity certificate uaing
the set of 1put signals, the seeret key, and the sequential identifier corresponding o the more
than one fnput; snd

fransmitting the at least one integrity cerfificate and the set of input signals {o
the chient server using the one or more chanvels, wherely the client server s confligured 1o
forward the ot least one integrity certificite and the set of tnpud signals to the veritfication server

that is configured o vahdate the al least one inlegrity cartificate.

120 Asysiom comprising:

one or more diia processors;

a new-traunsitory computer readable storage medium comaimng nstructions
which whes executed on the one or more data processors, caase the one or wote data processors
10 perform actions including:

receiving sn inpul signal assoctated wih w user using & romote
conpection o access a client server, the input signal identifving an input received via
i irterfaces

executing an infegrity wodale 0 generaie an integrity centificate using
the imput stenal, 3 secret key, and & sequential wWentifier corresponding to the input, the
integrity certificate being generated foruse duving a verification process associated with
the input sigaal; and

transnutting the integrity cerfificate and the input signgd to the client
server using ong of more chamnels, the client server beng configured o forward the
integnly certificate and the inpm sigaal to a verification server configured to vahidate
the inlegriy certificale,
13, The sysimm of claim 12, wherein geuverating the lnteyrity certificate

further comprises;

generating, by the integrity module, 8 tuple encoding the mtegniy cerbificate,

wherein the tuple comprises:
the sequential 1dentifier that indicates an prder of the tnput signal; and
an integrity key created based on the wnput signal, the secvet key, and the

sequential identifier using @ cryplographic protocol.
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.o The system of claim 12, whereln the verification process Torther
comprises using the verification server to vently the wtegrity centificate received from the client
server by querying s database using a user ideniifisr associated with the user o ideniify another
secret key stored in the database, wherein the other secret key s associated with the user

idantifier

i

w7

The system of clatm 14, wherein the verification server is vonfigured w0

A

wenerate another integriny key wsing the other secrel key stoved m the database, and wherein
the verification server 1s configured 1o detect unaunthorized faput by comparing the integrity
kay recetved from the chent server with the other integrity key venerated by the venfication

servar.

16, Thesystemof claim 12, wherein the verification server is configared to
transmit @ warning notification fo the client server in response to defecting unnuthorized input

during the verification process,

17, The system of claim 16, wherein, in respouse o repeiving the warning
notification from the verilication server, the client server v configured 1 cause a security
measare based on a security polivy fo address the warning nofification by denving the input

stgnal with respect o accessing the client server.,

IR, The svsiam of claim 12, wherem the verification server 1 furthey
configured to receive a verification request from 8 wel server to verify a set of integrity
certificates correspondhog 1o 4 sef of input signals ransmitted to the venlicahon server by the
web server, mid wherain the set of inpul signals iz associated with the user accessing the web

SeTVRL

19 A non-ransiory  compuler-readable wedium nclading mstruchions
configured to cause one or e daty processors o perform actions comprising:

receiving an inpul signal associated with a user using @ femote conneclion 1o
aceess a olient server, the input signal identifying an input received via an iterface;

execuiing an integrity module (o generate an miegrity ceriificale using the fnput

signal; a seoret key, and a sequential identifier vorresponding 10 the inpud, the integrity
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certificute being penerated for ase during a venfication process assoctated with the tnput signal;
and

trausmitthing the integoiy certifivate and the inpul signal to the client sarver
asing one or more channels, the client server being configured 1o forward the integrity
cerhificate and the input sigoal o a venlication server configured to vahidate the inlegriiy

geritficaie,

2. The non-wansitory computer-readable mediom of claim 19, wherein
eenetating the integrnity certificate futher comprises;
generating. by the mtegrity wodule, a tuple encoding the inteprity vertificate,
whergin the tuple conprises:
the sequential identifier that indicates an order of the mput signal; and
an integrity key created based on the input signal, the secret key, and the

seguential identifer using a crypiographic protocal.
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