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9A e A mde] AweE A ZUE AL ok
B oaAZ stold HiolA % weok (P HIHOb) AP HEoA
3l SelMong AGH3HTE. SellMond) & 7]%e BAH A% E A
25 Adskes Zolth. 53], st=do] AEAE Y DEP AL o] HE& = SelMon T £ #ge 3}
Aol B 2ZES ] 74 Qe oEdHA] @t

olde] 7] BT Ht WA, Sel-Mong A78H7] Ao, E AAldE = 30 ZAlE nRe} o], A9 Hd 74
Qa0 oEFA] ¥ AT E O HS FEsE T3 Ad [27], SKEE [17] € Hilps [21]9} 22 7]|& A
Wals FAsth, a9 g ol A Wle] Al AWOHWW%H/~ ] PA (AT AZEY)E Ko}

Al A R Ae WA solx HlolR lulolEet & wek] 23 AN FAsHEA olRd] we) s
de F oAle] 7E, & Awgle Qdels v 49 gelow FRAT. 9% 4o Solrta Urks AL A
s mEdA, AolEE B3 Akl Aowel AnAS Aet Axu TS AT webq AR 7
o] FolE AmESolE REay] fla) ACE AV AvAom AgEEA Helael 24 [T WA A3

A BT,
(%% 11 CROGIA WP MIES PAsE 3 8 A9 3% @ AolE m=e] 9w)

1 entry :

3 mov % cr0, %rax //Get current CRO value (&4} CRO %t 7} <27])
4 and ~CRO_WP, %rax //Clear WP bit in copy (AFEolA WP BHIE A$-7])
5 mov %rax, %cr0 //Write back to CRO (CRO® t}A] 227])

6 cli //Disable interrupts (SIE|HE v|&A3})
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T
-3 71d-

gol#] ol Z FaF A MAE BEsy] s TH AL ZE A daf ¢lv] d& ddS A8
gt " o Ade Bl AAE ddelER = RS FH AdE (R WP WES AMESte] Al ~E
AA e A8 AAE fAFH. 55 19 3-5 Polo = # ol A Gl tiF FEHoA 27 YAE
Hlgg sl dh(Ag GolM v W 2 W u}zm 5 OARM opFIEA = ol dh Ale] HIE T

O_u—’m
oo,
m{u:
oL
5&

]
A 7V (S, WS AFsHA g, Holx] HolE
&

22 2 AR YA2H (xzr)E AFEste] TTBR g TAstE SKEE Ao

m
K
(n
o
e
1

2 msr DAIFset,0x3 // Mask all interrupts(X2E QJEHE np27])

3 mrs x0,ttbrl_ell // Read existing TTBR1 value(”7]<& TTBR1 %t ¢171)

4 str x0,[sp, #-8]! // Save existing TTBR1 value(”7]& TTBR1 % A7)
5 msr ttbrl_ell,xzr // Load Zero to TTBRI(TTBR1¢] 02 =)

6 isb

7 tlbi vmallel // Invalidate the TLB(TLB @& 3})

8 isb

9 ......

-SKEE-

ARMOl A WP -4 Aol ¢l7] wjiel SKEE:E the A WS ARg3th. @3 993 v @3 g el tis) F
Mol MR oh& Folx] HolES FHIst. dek Joo tigh #Alo]A Heo|Eo vk sd o] dig mige] o
., ol AS Fge uigh oA FAstEt. d HE Fol o)A HolES HdshE o] o WAL
TIBRS HUlolEsdt= WHS Adste] ACJEE ofgslo] oA #FHojx] HolES wg & F vk @xol
At o] HAE slAsteH, TIBRS Aoz Hests SKEEE A5 T4 (0x0)olA Ad GG g w o
A "HelEs Fal 55 204 & F 0ol TIBR fulolEdA A= #A=H (XZR)E AR&gh. 4 (0x0)7F
187 %%»@%:4%§?ﬂ% B AA oA Tl 71 (5, 2 A Ho]A) S AMEEte] AY #HHAA 5F
W2 e 0x00F ThA] ug Eakzﬂ%ﬂﬂ.kﬂ?ﬁﬂﬂw}éiom36kﬂw<$$W1%3i
W&%:?ﬂq.ﬂ~*wJMm7wLiE%0w 0]l Boot ROMS HRA|E}E R Juno E.=olA] SKEES &4 3}
steW wREE ohA] g sofsiet. %HQHA.Tﬂ-L%:ﬂ%(é,EE:ﬂN@) sfo]9 nHpo]x me Y
Hob AH (5, TEE AY)9 AY R AAsA v, A9 o=z SKEE A 2] ojgfd Adk o
A AEE AT Ee] B3 E 93 AP 7f oAH ).

B8 3 IR (A8 A AAZE)S PASE Hilps AlolE mEo] A% A4 T4 wel @ HolA A7)
o# Zejsie] fEAol ALY

3 mrs x5,ter_ell // Read the current TCR

4 and x5,x5, # Oxfffffffffffdffff // Set T1SZ flags
5 orr x5,xb, # 0x400000

6 msr tcr_ell,x5 //Configure TCR

7 isb

8
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9 mov x6,# 0xc03f // Check the TCR setting

10 mov x7,# Ox1b //(1) virtual address range

11 movk x6,# 0xc07f,1sl #16 // and (2) trans. granule size
12 movk x7,# 0x8059,1sl #16

13 and x5,x5,x6

14 cmp x5,x7

15 b.ne 1b // If invalid, configure TCR again

16 ......

-Hilps-
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M ~E RUEEST. 53] 3fo]H ulo]A ] Lo GXEQIEE FASte] WA A d9E& EUHP T
O g gYo] v Ak JHor HAstyw ol EQIEV} A3t

29l A% Aol stFokshs EUEY A7)l st ok (e AnE o)
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4o} el 49 AP BFL MWE/IE Ak A AW TAY BUE APE g2 05 AY RUHPL 9
s o4 stols] ol 05 AWM EEHHW ol # elsli= AT Jqo| ols] wEel o) =T, W
05 8% 9 (o TIBR 7Y EE oA ol dulelE)e Felsku fdo] Qi A HAd A%
92 st o AgeA NG FelA v 9@ Jow g9 Al wART. AH (DAF 9o 1
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el fge] gl F9e AAsHE B stoln vhol4 oA HeolE JuolEs} e mer] Faw Ao
d@ ado] 91 4 Ak A So] slol¥ ol 03] HelA HolEe qulel=ar] 8l 05 AY F
of st e AHslor Btk of 83 ASW U Jdow Andol @At AH FelA] o9 Wy
of s LAHE stol¥ 2 olg3te] o 29XT Beldth. FAo 4 Fuo| U AAT UEL the A
Aol A= st

(2% 4) : GAFOIE B A 2B S TS soln] ol P
1// ...( Omitted : save kernel registers ) ...

2 // Setup hypervisor trap for debug exception

3

4 L1:

5 mov x4,# MDCR_TDE // Get the MDCR value
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6 msr MDCR_EL2,x4 // Set the MDCR

7 isb // Synchronization barrier

8 mov x5,# MDCR_TDE // Get the MDCR value

9 cmp x4,x5 // Validate the set value

10 b.ne L1 // If invalid, loop back

11

12 12:

13 mov x4,# MDSCR_KDE_MDE // Get the MDSCR value

14 msr MDSCR_EL1,x4 // Set the MDSCR

15 isb // Synchronization barrier

16 mov x5,# MDSCR_KDE_MDE // Get the MDSCR value

17 cmp x4,x5 // Validate the set value

18 b.ne L2 // If invalid, loop back

19

20 L3:

21 mov x4,# WPVALUE // Get the monitoring addr.

22 msr DBGWVRO_EL1,x4 // Set the watchpoint addr.

23 mov x5,# WPVALUE // Get the monitoring addr.

24 cmp x4,x5 // Validate the set value

25 b.ne L3 // If invalid, loop back

26

27 L4:

28 mov x4,# WPCTLR_LO // Get the control flag ( low )
29 mov x5,# WPCTLR_HI // Get the control flag ( high )
30 add x4,x4,x5 // Get the full control value

31 msr DBGWCRO_EL1,x4 // Configure the watchpoint

32 mov x5,# WPCTLR_LO // Get the control flag ( low )
33 mov x6,# WPCTLR_HI // Get the control flag ( high )
34 add x5,x5,x6 // Get the full control value

35 cmp x4,x5 // Validate the configured value

36 b.ne L4 // If invalid, loop back

(5.5.1) sfol¥f npe]A X4,

AG AGAES AFstE A ok SelMond CPU R=7F slo]ld wpol 42 3kd uf ¢x]xel
HE A (22 4). MDCR_EL29] TDE Z#H1E A ZQAE oS 3lo]H HlolA & g9-83t%
KDE B! RUE f¥ L oJfE (MDE) Z# L stol¥ upolA Hrox SXERQIE o] A& 3&at
#rh. 13 b3 DBGWCR 2 DBGWWRES AA3le] A4 Ad Jde ZYUHPIT, G EJE FA o] |

ol @A AEHel el mg Aow g @S Ik L3 G IEQNE YAREHE AAIT F FHAT 9

o
(m

[¢]
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EIE VW HES FESS] Pal P4 BES ohgaa Rehus dx A gol el goh gaA o
gk, oleld AXAHE AT Folw PSUIES TW (D) Belvh vagE R SR EIE} B4
A gelz FAEG. sEede] tmg A9 AHoA AFQEe], PSIATE.DE 97t BT vtk G4 v
G e

2 mov x4,# SCTLR_WXN_LO // Get the SCILR value
3 add x4,x4, # SCTLR_WXN_HI
4 msr SCTLR_EL2,x4 // Set the SCTLR

5 isb // Synchronization barrier

7 mov x5,# SCTLR_WXN_LO // Get the SCTLR value

8 add x5,xb, # SCTLR_WXN_HI

9 cmp x4,x5 // Validate the set value

10 b.ne L5 // If invalid, loop back

11

12 t1bi ALLE2 // Invalidate the TLB

13 isb // Synchronization barrier

14

15 adr x4,savedPrivStack

16 str sp,[x4] // Save the priv stack

17 adr x4,savedNonPrivStack

18 ldr x4,[x4]

19 mov sp,x4 // Switch to the non - priv stack
20

21 msr DAIFclr, #8 // Enable the debug exception
22 b non_priv_reg // Jump to the non - priv region

(5.5.2) H] A3t JAoZ o] R,

w2 A, o A1 | A4S 4E T
B

SCILR_EL2% MMUE Alolslnz 3
7] 9181 stols] kol A sbg Fa
SCTLR_EL2 HA < wei= gt 3

5]
olt}. sfol® wlolA mER Fa

o MUE HMBHEE Ak, ol T A®

A% Alow kAR webd W0 g e

o] SIth. N Abge] B 1B Azt B 2

b Aua (SIS AFHA 1 WEel dels whel Al Bl Al T
H

o
N
N
3

PW

£ ZeA@ch. whdol ASIDE ®ob % ulnoh AE] mo] sl Ad BEelAq A8 & vk webd Sellon
ol AW W= nsel AT o 4% FL Ut MG Bystd T Astel = T Ado] gl o
Aol et xule 747k qgela Bl



[0207]

[0208]

[0209]
[0210]
[0211]
[0212]
[0213]
[0214]
[0215]
[0216]
[0217]
[0218]
[0219]
[0220]
[0221]
[0222]
[0223]
[0224]
[0225]
[0226]
[0227]
[0228]
[0229]
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[0231]
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[0233]
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[0235]
[0236]

[0237]

[0238]
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Ft}, ulx)uto = PSTATES
< &g3gi.

s o v stets stol® F (hve) o9 #HH o3

1 /% swrsrsrsrs Non — privileged region #ksksessss +/
2 hve # REQNO // Hypervisor call

3

4 [# wwerrseker Exception vector skkssssskss x/
5// ... Omitted : verify the current exception ) ...
6

7 L6:

8 mov x4,# SCTLR_NOWXN_LO // Get the SCTLR value

9 add x4,# SCTLR_NOWXN_HI

10 msr SCTLR_EL2,x4 // Set the SCTLR

11 isb // Synchronization barrier

12

13 mov x5,# SCTLR_NOWXN_LO // Get the SCTLR value
14 add x5,# SCTLR_NOWXN_HI

15 cmp x4,x5 // Validate the set value

16 b.ne L6 // If invalid, loop back

17

18 t1bi ALLE2 // Invalidate TLB

19 isb // Synchronization barrier

20

21 adr x4,savedNonPrivStack

22 str sp,[x4] // Save the non - priv stack

23 adr x4,savedPrivStack

24 1dr x4, [x4]

25 mov sp,x4 // Switch to the priv stack

26

27 b priv_reg // Jump to the privileged region

(5.5.3) AF Jgoze 9%,

A Gl g 5L o9 Aol oJs) ERH= sfolv] 5EE TEY] A8 W A 2= dasirt
st=glo] w A AMel] AmE g2 o9 PSTATE.DE AHg o AAste] FAEJE RUEHS v
e )] O‘—‘

i\j}
Stz ARYE Y
53 wgol ol A
A% 2Esh 9y 4G 9 (3% 9o b Aol
). Wb gA4E el

| A= S vk, B WE= SCTLR_EL29] WXNS A 9A #%
& W2 (DEP)E Lt (Turn Off). 2= Ad Fdo) tsix=
= 243kE goel AAglol FF A= e (2 b
A= FRA AR HdEete] doly A3 WA (DEP)E W45t 5 gl

lmJ
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[0243]
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(5.5.4) stol¥ wiolAE FRI.
sto]¥ mpelA & FastW AW #A=E 4
o] FHL HAgte] Gl

Ak, 1Ey FE FERE (PU BEE AY
ol7}= eret WHOIE &

SHAZINEE M2 v Z2AM BE Zho] f¥s glazolth. ey Sellon dfo]s HpolA] R Z¢]
9 FEA old AAS AFsta HYInRE HA BE BHE o|Fo XIRIE AMES WaElEH] geth. dF
So] AR 2 A RE 7], = doly $9 H(breakpoint)& AA37] flal] AAEJEE AME3H= gdb
[9] 2 kedb [11]2 SellMon©] 8= ZJEjell M= A& ARES o= vk, EJE DEPS] 54 A7 AlAE Ao @
Az=E7F 2b mEdd el WAasr] wie] v R=ol Hetd FiFE FA &erh. sholy mpolA Bl AEE
T e FHdolsh 22 A= AT EL S yuAsiEw ARt om JTAG JEH |27 = =] HH

Ak, sEde] HMAL dolE o4E RUNYRES GANXAEE TS g A5 @

System register Description

DBGWVR & DBGWCR Configure watchpoint

DAIFCLR {(Un)mask debug exception

MDCR Configure watchpoint exception handling location

SCTLR Configure DEP

ESR Validate trapped exception
(6) =
= F. Selllon 5o HAAlsAY Ao s AT 4 S wE F23] Ak [35]. A sho]y uje]
A TEe Lot 83 2] dlEgdolde 2F8r] A% AY AAE 2k i ool o 770 A
oltt (Zt7} AeUE P v A F9e Ag 250 LoC). T@olA HAgte] flE FGelA Fdss AP
Ho]A] Elo]E 9 TIBR Yulo]ES} % o= AgErt (o]= Sel-Mon

I
lo
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ko
b
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P
il
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2
r
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o
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o
rlr
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). ol zgelM ARE F7F Bt A 84 [16] (o @ AE wEe
g F4)= FAEAG. wEb Ad RUEZE s FaEE Aol gl 999 L7t ¥ AR ¢

o] %

ATk,

Thin Hypervisor. 3Fo]¥ Hlol#A &S )&l Linux FX E# Y (juno.dtsi)S FAHse] &4 w=2e W
21S 0xFE000000°l| A1 OxFEFFFFFF (16MB)7}#] ol eF3it}. Z® th-g 3loly nlolx ZAgZ Y& ook 995 A
gt BE EE4 vy WHHE wiEske Bx do]A HolES ATk, 0xFE000000¢ A K.z #H oA Hol &
Sz, Holx] EHolE Aol dhmuEwW yHgsl W3k gHolE 7|E #lX2E (VITBR_EL2), 743t w3k Ao
X 28 (VICR_EL2) % 3lols ujo]lA A @A 2E (HCR_EL2)9} 722 Rz dHoldS &43835t7] ¢8 Ao

X =87} A E .

Ad x|, stolH oA AE FA4 EUHY 7es T 98 old g A [16, 3015 wET
TTBR 2 VBARS®} 72 Hoto] T3k A|x®l A AHE A AHL dlo|d vlo)4 && (o : hve)Z A
g w3k Ho)x] elolE B 4 (o : set_pte F set_pmd)ell Fo]H nvlolA TEFS Y

AeA 227 A E Ad Holx] Heolge] fHo|EE st olddolddtt. AY HAEE S2H3E &
A wiEEge Bz dolx] HolEdA ¢7] A&oR HAuo] HAES X W
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stols ulo] Ao Sellond 437 8] 3toly wlolA wlmaz] (16MB)ES z+7 8B A T o] Hulo=

7 A9, A% 4G 9Ash AsE 20 AF A RAA Qdoms SALAE 44 8F A (=l o
B AR A4S FEAT. FEA Sellond B 98l shtel SRmAER Basith et 4 9
o st Z)E oY SHAEAES gl FaASl 24T + A,

S T ARM Z2AA (o : ARMv8-A [6]) AMeke] dR=Z Aolmw AzPAdA JxHom uEdsEtA

npA e 2 3 3 SelMone] A9 uf @ Zelg AAsty] 9@ A= AVE“ dX=HE o Zloln
= A [6]
U A e 3 dirdog Zrud g xYHr).

Azg AA2EE S 5 ddehE Z2ed R Sellond MEsEW AxGA] Aol Basith. o
= HA AzGAY A% AgetelE B olnlx (o] : Bt 05 L stolnl vlelx)e] BANE sk n
oF #9 [15]0] Qwrsow A4 o] AHEsY] WiEelth, vlolaw AEFe ] 29 A= A 9 ARSI
97 EAES EFF U1 /)5 Joan,

12} ARMv8-A%} ARMvS-M z1e] o}71elx] BEUdX= <la] #7138 FX oA SelMons WES W o] B AA 1
o Abglo] Hast oz oid"n. MM 8olA oo tial =<3t

(7) #7}t

of AHAHE WA Sellon®] 7H5d B2 EWS TN EdHoR AusHt wpe] dd =g, o
e Sellonol A AT A5 on g S w

Sellon®] HeHe AuHAQ) steglo] 7% (o @ SPAEAE 2 DEP)S AT TAo we) ok, FARTE T
48 48522 AR Sllood £ L & Aok ook BAH Sellone] FAAZ} A5l Shede A
H.

shols wholx == oW 29 [16, 17, 21, 2719 fALSA u] AF Ao} mEel= Fa AxE AHAE (
TR VBRE AW S sl 9ol EEo] A @kn R i el del 3 o 1 o1
o ;= el uleld] Helx| HelLelA 9j7] WE VO
. 2AA A SHe 27] sbs Aol oy meg 4
@ ool Wi A9 Aol 4 DEPE B4l

=) P

Re 29x. A4 5.5.1 B 5.5.404 Aol AAEIEE stoly HpolAR Folrtal vE o
sto]s npolA Al#k Bl FR WAL= ¢7] Lo v I AR G AGe] FAglo] S
b, Wb BAAE A ITAE 4= Ath. TDE, KDE % MDE Zei1 &
S AA AR RUE o] g stE o] &4 Fogo] AM~ 3 S k. AR
(DBGWVR) 2 Ao} (DBGWCR) #AIAEE oto]dog AFAsH X EQJE BEx HEAsie,

1A g&olA X ENE #d e A 2HE vg AR or A9, wapd 4 A5 A

2 A% 4 Q. BEv} ﬂkjji ThA] Agksw YA 2E gho] Ad Ao BJdHn. Ad 44LS A
v 99d A= WEd FAA7E 22 & 4 qiok, =3k 3AxL Stoly wlolA ASE A ¢lV] Wi
= A fraskA fv. &, 5 F9 vpAd HERl eret (PU BREE AYR 3

A%k gld 297kl SelMon PSTATEolA DEP % t®¥z w27 (D) ZI2s FAIH.
A7k (# 8)S AMEste] FARHER FAAE A FE dedEs dut dX2EHE FH2E AT
&3 = gt Az Ao YAAEH (SCILR)S WA okst =2 DEP Aol Folsfof 3},
F9F Al SCTLRO 715 @ 3 4" #e écﬂdﬂ} muset Ze o A2y 442
SCTLReY <]&f| Alej=]7] wjiZell DEP Fa 1wt ofye} v Fel1% Bssopsirl. SCILR #h2 Elo] 13
T= dAorgtt. 71S5E #e viE Aow WA gy wwsiynt s "ok, AT 1S5 Abele Elelw
2ol &2 Q1] MMUE Al HIEdst & = Sk, sk, 7 FA2E AA F49 sYshA wEsh] widd A%

[t
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[0262]
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[0264]

[0265]
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[0268]
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[0271]

[0272]

ZIHSd 10-2022-0103253

2 o3 77aHelar Aoty wEtA FAAE S 3T ¢ vk, 53], 49 dFo] dueied
AP golE dEH o] 2]l Stoln F& AEsle] Hd Ao RO ACEE Aol sttt dtolH F sE:Glo]
ACER I BE AL 9% IUE d9& A, nxjgtoz dlo]y nlolx ZEoM= 7|50 2
7] ol QIHHES FAsleA ettt wEld AoE ZE Ad F HHEE HeF BN mH dg
7b gink [27]. AEH] A [Ae fa. dtoly F &GO AER HISE FE AEe 94X EQIE 4
E g, mpHEte R dloly ulo)x] REAAE 7150 A7 wie] JEHEE EAgeA Zerh. wE)
A ACIE e Ad F RIEYPES HeF #AdA aed et glvk [27]. A3A A Adks S8, stol
2 gfo]¥ ulo] =

S |
fato)

E= o A
M= Zlge] A7l witel JAHHES 2438k etk wEA AlolE A5 dd F AEHES B
old aed ey ]

}_
AEYPETL BASE ASolw G de] WEs AT o v BE 9 ZF] AFEH7] Wil Sellion?]
Hoke WS @t olo] ¥ ANdelAE AHYET AR Aol ola) A AYHESF FAL S
itk A 5 9 AL, FANPE ALY+ 9 AL TR AL nelslo @rh. A 5o, FAA
= spols] ol g g AY TEz So1R & AT, WA slold WA mEr} B4FEY
sfol 5| kol o] 99| ThE P g ol 34 WEHE AASHE Ae asit. shely kel A o
oA o] N A ot 3 e wlPets] waku A,

)
H,
_?L
°
s
i)
o rH

7
AA Al BF Zvk. Selllone AZE O] HRHS wAAY AAS= Ae HuE S o] diel ¥
ARZE EYAE gA V1E A oFgsh As W 4 st (18, 4, 12D). ey AlAaEe] )R o
THORE Selllon® EVAE dAC] FAGE R g A4S Aste] gAY Ax® &Y T
AA ARz

o [

7.2 A%

3loly wmlo]A] | ofZEAlolAd = 0S HES A3l SelMone 2B J=Z Hrlst, E3), AdY FEA 2y
E (4 : TIBR fHlolE)E Fd3t= ol "ash stoly nlelA 4 ZEngre Ass A%, 19 o&
SPEC CPU2006, LMBench ® Phoronix Test SuitezlE A 7FA] Wlx] w32 Adsle] AR 2 SelMon %3} &}ol

# wpe] A oA A= ofEFE Aol B 0S9 s S8t

(% 4)
Operation Baseline SelMon Stdev Overhead
Mode switch 3.2 4.2 0.63 1.31x
TTBR update 4.0 5.2 1.03 1.30%
Page table update 44 6.5 1.08 1.47%

4= Qa2 ABE sl vlelqe] rae A% A%, Sellons] 7k Abdlel i@ 10 3 W) Bt A
(us) 2 EE A=} A A,

A% B 2 weje) Ao Qs onl Sl=sh wAdt, Ax% 849 (5.1Sellon 44
0 wUEYeks A ol whol Aol Sellong A4tk 1 thg TIBR, oA Ho]

w2 gluo|Esh 2o solu wholq Aele] Aol WrhETH 53, Sellon 4F % ¥ sholw
=

E4oA B 5 QRol, Sellon® AWt stols] uholq Zhe] @ Aol 31 %) oM HEE Faa), o
ol SEol stols vhol4 W%, w A ol vd FF % o]y w4 Txol U AHT Algte] X
HETh, g A% A7 SolE TR QElelE Aelxt u A% delA gulelE BHe Adss ¥ o
we Azrol Basith, Wy HAA /b 99 Aol Bastd @] Wl P Bl wa) om A=t F

RE 29K, uiele] ol EHolE glulo= Aelxdi ] A P Ve 9o el Aste] Wasi). o
dole o4& ¥ Ag JdolA slol7 ulold 52& sEae]l AFHM, o 5EL Jole Agow UnY
th. ol Hele] fulolERW ] A Qejo] o MF ACIEES o tha ASALh. o F7t 4
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Qe Te % F9ol ue) Seliond] oM HEE F7AAE o aslolth,

0S Ad A~ Aesm FAAT (F 5). 9 7] & 27 492 o 2929 FARE °F 30 %9 oY F=
£ gk 29y A7 dolE ﬂﬂﬂ 71kl wEr o Sl=r) e 227 2 9] Aol A7]7F 80
ol ERTE AW oW HE7F 27 6 % H 2 9= AA AT 0S AE S dtoln npolA ] wE] wjg g
b, wEhA] Folx] HeolE JHOE (F, dhe]y nlo]lA Fi HBZE Holx| HolE)d gt oH F=izo] A
o EFEA] =T

7.4 o Zg]A ol 2L 0S WA w=

SelMone] o &Aool W X&= A% 93-S LMBench % SPEC CPU2006 #1%] wlaE A a)ste] 7pglch. nhdo
$-2]+= Phoronix Test Suitesol|A A& AY HAE 23S AFEsle] 0S Aol B3 & on =5 H7}
ot

LMBench. 2 % execvedt & 7|2 0S A%l AA Abs + 7HA 874 (e 2 A3t | sto]5 wleo] A
A AdEE 09)oA FA g ¥ 62 vmlolaE z 99 AxE e, syscall read, write, stat,
open, signal handler ¥ sockve— zgete] #e Ad AZNE 25k e 242 Selllond] & 93-S UEF
WA sk, ol ZF H&E FAojxrt Ad AbE SHse §3F ol }O]HE TESHA 7] wEoleka
Azttt woh FAHoR, ol npe|As}t AYrE | i

A% (TIBR fulolE) B 0S #Heolx] Heol& o] Eo|
el SEdths JS adstd o3 HAEd s 54 Foll o2’k 05 Aflo]l 34 A &=
(&% 5)
8 bytes 80 bytes 800 bytes
Operation  Baseline SelMon Baseline SelMon Baseline SelMon
Read 38 5.1(0:0.56, 1.34x) 7.9 8.1(0: 1.1, 1.02x) 50.7 521 (0:3.63, 1.02X)
Write 44 3.7 (0:0.67, 1.29%) 18 8.3 (g:0.82, 1L.06X) 3l 53.7 (g 2.98, 1.05%)

E 5 QR W Sellon FF el wholAe] i@ €17] X 271 44l . 10 3 A (us B B
AQ Az, EE AR L ol A=sk dmso] vk A A7) 8 HolEelA 800 vl EA tiekait. o

R 992 v g Enk. wEbA] ZAglddl= HolA] HolE fJulo]lEe] o =Tt EFE R et
(% 6)
Baseline SelMon Stdev  Overhead

syscall 0.690 0.690 0.004 1.00%
read 1.545 1.546 0.009 1.00x
write 1.310 1.313 0.004 1.00x
stat 4.939 4,953 0.012 1.00x
open+close 10.886 10.956 0.209 1.01x
signal handler  6.532 6.534  0.225 1.00x
sock stream 26.093 26.531 0.919 1.02x
fork+exit 565.940  745.142 7.134 1.32%
fork+execve 1466.65 1899.20 60.620 1.29%
\bin'sh -c 5639 7249 37.824 1.29x

¥ 6 @ YE 2 SelMon 73} slo]# wlo]A oA Linux 052 LMBench Z3}. Z} SelMon H|Z=E #Ao]22] 10 3
N E

13 9 SellMon 78} sko]® who] A7} )i SPEC CPU2006< pebH mwlolth. Asbe e sto]s ulo]
o2 AFSEAH(ESTF F2).

7= 9 3 SelMon 73} she]s wlo] A9} 7 Phoronix Test Suiteds Adste] H7ket 0S5 45 e
Holtt. SelMong AHE3 ot 5 3] AqL e stoly npojAe] dPoz Aytstedp(HErs F5).
@y vkR ek A 7}x] HAE Ab#l, S fork, execve B shell A3 oF 30 %9 oW =& FHgow, o
= Sholsl vhold & XeviElHe] Ratel Sellone] oM stk QAT M 7.3 AP W2 w=

)

_21_



[0286]

[0287]

[0288]

[0289]

[0290]

[0291]

[0292]

[0293]

[0294]

[0295]

SIHS31 10-2022-0103253

A 2929 A% 7] AtoR Qe o =k AR At vk A AL A ZEA2 4
& 915 05 Aol Holi Yook olsl vl Adg AT SEFL drhart, ST A2 A A
H2E ARl JriHon we A9 Ao Q18 TIBR JUClEE AAs] Aa sl el EEsHe
ofe) AUsE 2927 9& = Ao,

SPEC CPU2006. = 6% Z3}e sloly nlo] A= AL&3F CPU2006 HIAE #Alo]xe] AMeS et Axs A

slo]y nlolA = SAHHE Moz Ayfstd.

LMBench®] Z#¢}= ] (PU20062.2 Z=AHE oW I FAIS 29)=

B =7} #2HQTE. E3] SelMone] ¥3F ¥ bzip2+ ¢ U A5S UeRi.
)

o] Autel Ue HAs THTA= FdAR thFd ) (of @ CPU 225 &)l & TAsh= wol= wE
d Ao dddn. Zdk= stoly nlelAES TEsks A (5, HolA HolE: R TR HHOIE) o] 7t

)
RERAGIHAA FaA EE SIWTT, iBenchell M BB (R)ol B A7) Wil vl Sellon
ovl =7t AR

Phoronix HIZE 29 E. SellMon AMHoz <la 05 ALl VA= e IS Hrst. = 794 & & A=
o] Phoronix Test Suite?] 10 7}x] #H4¥ HIAE Z2a3o] ALgdth, o1 =+ OpenSSL L MAFFTOlA 1
oA 5 %7FA] thkslth. MAFFT Qlo% 7-7ZIP R bzip2E 4 %2 Aoz & on =2 =3}, = 79
bzip2t %= 69 bzip2 (H o 50MB)ETH B o] B2 93 (256MB)S ARE3TH. di€% 9 GFole b
7] H EAF Ao <l Wiwgh AYAE A3k 9 ol o/ Basith, o= <l

Holx] &F A7 A4 # stol¥ &2 3 3telH ulo] A7}t o A5 SEETE.

upx]Eko 2 SPEC CPU2006 H] 3 ] Phoronixd] w29 HAE Aldle Ad FHekH¢l zRgo=m 23 u =
& on == zg s},

8 EE

L

Selllon& alo]3 wlol A2 o] 4ele] Selliond] HHAS wo] FAT AY weEolx HAHE ArEH}E S
dus 24% + Yom B SH=dol A% (o 1 DEP R HALAE)E ATB. o] Jxe duHow
Hok gEjel Al WF ALGE 4 ol7] wWie] REE (FF@ 48 #3)elA 29uHE 0

UE TR Seliono.2 Fde] A was 9 @ & Qe ol AdE] s ool Aol
915t o Belol sk AT FEE Sellone] WEsH= Aol 9]

ETASE= 4 E.D]—OH 0]:

=
1L
o (o oo
i
-lN >
%0,
EE
QL
fo
-
>
o
é
-
ol
K
o
-
1o,
i)
rl
ok
> r
o
T

it
H
<51
5]
o
>
fz
O
o
o
U)
il
fz
fol
o,
_8.
H
=
=
fﬁ
&
(e}
=
D
Lo,
PE
2
% o
oy
ot
ol
o
rlr
o,
r =
U g s
oz | Ml Jo =
N oo 2
o o
"
N
e
-
° 1o
= i)
22 T
o
oL
— 1,
iy
14
>

r}o1 r
oX,
Q‘L
fr

o s
lo
°
o
2

s 3= E'J%Ei ol 3lo] otdrh, Az 43; PUE
A ¢k7] wiolth, dellA I K] AHoA =23 ule} ol
2o}, SelMond} AT Ego] A3t #2 (SFI) [19, 38, 45]&
A< W] 2 F 9tk odE B9, oA ¥JE A FF, u
Z3lo] B = glomw U3 oo MM A3A| oF

1~n
J _l
N
N
N

AEZD] (o @ ARMVE-M) O] AMYS oFX] IRIEES X9e
SelMong A &@ste]w of7|HjA] fol= lsf A HAk]

F s e 0 S OPE AR FEe. wed Aol HelRE Agste] 2 Afel 4
7 43l3 DEP AL S0 24T & . £F Hix zﬂ% =

1A ow Tu e A AANeE @), vme 1
A ALESA olelR Fe € TH 82T BT F Qi FsH £TH0 B A0E
oh. A FH AN Sellon FESY A o FrhE AR Aolvh. WH x862 =

AF@T. AR Sbsd BUEY W9 20)E ARsol Y,

=5 w}am x86<>ﬂ 1 OFA] 3

],
9 gg 16 ) tRow ¥

N
=
oft
o
oA
N
W)
2
HU F_L,

}01'
o>4
R
=
=
[an}
N—
i
ol
=)
A
- o
N

2
S
[
rO

H~l

91 E (watchpoint) S AFE23le] SelMons &3l

AgatA g, g e @sta 2 o] o AMsE HeHoR wBY
(2 B4 Wme) nE ) [131% Selllon 86 710 A|~50] WEe) A A4 F5d Sl ol

_22_



[0296]

[0297]

[0298]

[0299]

[0300]

[0301]

[0302]

[0303]

[0304]

[0305]

[0306]

[0307]

[0308]
[0309]

[0310]

[0311]

[0312]

[0313]

[0314]

[0315]

[0316]

[0317]

SIHS3 10-2022-0103253

axEYole] A HEE T /1€ AT AL BAET oled A Wae] Ao Wl
A AR Aol FEsHA B2 olfFE B g 2
o] P2
2R =

7Is& 2&ste] ARM oF7|EjA el g

o makE welFo] N3 05 AY FALES BUHPSE A stels) welAol Sellon® A8} 4 Bl
A Selon stols mholA 713 Aol Al o 30 %] oM S=E Paget, Jefu grEe] om ss 7
A,

2E Aol AA HEFIOA slolH niolA mEFL] FHA FEOZ Q3] SPEC CPU2006°A 71¢%
Phoronix& AH&-3 0S A% H7FA Hdl 5 %9 oW s|=7F &

sto]3 wlo] Aol SelMons o] A PA T, A wWale] o] AAE Fxdte A st=do] e (o @ SAEQIE
of 7hgAe® s wel %o mEet Ady Z2 gE REME FAFSH

ool A AmE B o ALd A 2 FRE =we o3 dgEE o] ohym, B wHe] s|&H A}
A weluA @t Wel ueld ol 7 A%, W @ wAe] e deiel Wug el

[1] 2008. Architecture Reference Manual (ARMv7-A and ARMv7-R edition). ARM DDI C 406 (2008).

[2] 2017. Android for Work on Samsung KNOX devices.
https://kp30.s3.amazonaws. com/0b2e7b{6ffc167b609daed41001d00e9 . pdf

[3] 2017. Full TrustZone exploit for MSM8974. http://bits—please.blogspot.kr/2015/08/full-trustzone-
exploit-for-msm8974.html

[4] 2017. Here Be Dragons: Vulnerabilities in TrustZone.
http://atredispartners.blogspot.kr/2014/08/here-be-dragons-vulnerabilities—in.html

[5] 2018. AMD-V Nested Paging. http://developer.amd.com/wordpress/media/2012/10/NPT-WP-1%201-final-
™. pdf

[6] 2018. ARM Architecture Reference Manual ARMv8, for ARMv8-A architecture profile.
https://developer.arm.com/docs/ddi0487/1atest/arm-architecturereference-

manual-armv8—for-armv8-a—architecture-profile

[7] 2018. ARM Security Technology - Building a Secure System using TrustZone Technology.
http://infocenter.arm.com/help/topic/com.arm.doc.prd29-genc-

009492¢/PRD29-GENC-009492Ct rust zonesecur i tywhi tepaper . pdf
[8] 2018. Enabling Intel Virtualization Technology Features and Benefits.

https://www.intel.com/content/dam/www/public/us/en/documents/whitepapers/virtualization-enabling-
intel-virtualization—technology-features—andbenefits-paper.pdf

[9] 2018. GDB: The GNU Project Debugger. https://www.gnu.org/software/gdb/

[10] 2018. Juno ARMH we Development Platform SoC.
http://infocenter.arm.com/help/topic/com.arm.doc.ddi0515f/DDI0515Fjunoarmdevelopmentplat formsoctrm. pdf

[11] 2018. Kgdb. https://elinux.org/Kgdb

[12] 2018. Lifting the (Hyper) Visor: Bypassing Samsung's Real-Time Kernel Protection.
https://googleprojectzero.blogspot.com/2017/02/11ifting-hyper-visorbypassing-samsungs.html

[13] 2018. Memory protection keys. https://lwn.net/Articles/643797/

[14] 2018. Second-level page table walk. https://developer.arm.com/docs/ddi0333/latest/memory-
management-unit/mmu-descriptors/second-level-page-tablewalk

[15] William Arbaugh, David J Farber, Jonathan M Smith, et al. 1997. A secure and reliable bootstrap

_23_



[0318]

[0319]

[0320]

[0321]

[0322]

[0323]

[0324]

[0325]

[0326]

[0327]

[0328]

[0329]

[0330]

[0331]

SIHS31 10-2022-0103253

architecture. In Security and Privacy, 1997. Proceedings., 1997 IEEE Symposium on. IEEE, 657771.

[16] Ahmed M Azab, Peng Ning, Jitesh Shah, Quan Chen, Rohan Bhutkar, Guruprasad Ganesh, Jia Ma, and
Wenbo Shen. 2014. Hypervision across worlds: real-time kernel protection from the ARM trustzone secure
world. In Proceedings of the 2014 ACM SIGSAC Conference on Computer and Communications Security. ACM,
90?77102.

[17] Ahmed M. Azab, Kirk Swidowski, Rohan Bhutkar, Jia Ma, Wenbo Shen, Ruowen Wang, and Peng Ning.
2016. SKEE: A lightweight Secure Kernel-level Execution Environment for ARM. In 23rd Annual Network
and Distributed System Security Symposium, NDSS 2016, San Diego, California, USA, February 21-24,
2016.

[18] Paul Barham, Boris Dragovic, Keir Fraser, Steven Hand, Tim Harris, Alex Ho, Rolf Neugebauer, Ian
Pratt, and Andrew Warfield. 2003. Xen and the art of virtualization. In ACM SIGOPS operating systems
review, Vol. 37. ACM, 164?7?177.

[19] Kjell Braden, Lucas Davi, Christopher Liebchen, Ahmad-Reza Sadeghi, Stephen Crane, Michael Franz,
and Per Larsen. 2016. Leakage-Resilient Layout Randomization for Mobile Devices.. In NDSS.

[20] Yaohui Chen, Dongli Zhang, Ruowen Wang, Rui Qiao, Ahmed M Azab, Long Lu, Hayawardh Vijayakumar,
and Wenbo Shen. 2017. NORAX: Enabling executeonly memory for COTS binaries on AArch64. In Security and
Privacy (SP), 2017 IEEE Symposium on. IEEE, 3047?319.

[21] Yeongpil Cho, Donghyun Kwon, Hayoon Yi, and Yunheung Paek. 2017. Dynamic Virtual Address Range
Adjustment for Intra-Level Privilege Separation on ARM. In 24th Annual Network and Distributed System
Security Symposium, NDSS 2017, San Diego, California, USA, February 26 - March 1, 2017.

[22] Abraham A Clements, Naif Saleh Almakhdhub, Khaled S Saab, Prashast Srivastava, Jinkyu Koo,
Saurabh Bagchi, and Mathias Payer. 2017. Protecting bare-metal embedded systems with privilege
overlays. In 2017 IEEE Symposium on Security and Privacy (SP). IEEE, 289?7?7303.

[23] Patrick Colp, Jiawen Zhang, James Gleeson, Sahil Suneja, Eyal de Lara, Himanshu Raj, Stefan
Saroiu, and Alec Wolman. 2015. Protecting Data on Smartphones and Tablets from Memory Attacks. In
Proceedings of the Twentieth International Conference on Architectural Support for Programming
Languages and Operating Systems (ASPLOS '15). ACM, 177??189.

[24] John Criswell, Nathan Dautenhahn, and Vikram Adve. 2014. KCoFI: Complete control-flow integrity
for commodity operating system kernels. In 2014 IEEE Symposium on Security and Privacy. IEEE,
29272307

[25] John Criswell, Nathan Dautenhahn, and Vikram Adve. 2014. Virtual ghost: Protecting applications
from hostile operating systems. In ACM SIGPLAN Notices, Vol. 49. ACM, 817796.

[26] John Criswell, Andrew Lenharth, Dinakar Dhurjati, and Vikram Adve. 2007. Secure virtual
architecture: A safe execution environment for commodity operating systems. ACM SIGOPS Operating
Systems Review 41, 6 (2007), 3517?366.

[27] Nathan Dautenhahn, Theodoros Kasampalis, Will Dietz, John Criswell, and Vikram Adve. 2015. Nested
kernel: An operating system architecture for intrakernel privilege separation. In ACM SIGPLAN Notices,
Vol. 50. ACM, 191??7206.

[28] Xiaowan Dong, Zhuojia Shen, John Criswell, Alan L Cox, and Sandhya Dwarkadas. 2018. Shielding
software from privileged side-channel attacks. In 27th {USENIX} Security Symposium ({USENIX} Security
18). 1441771458.

[29] Andrew Ferraiuolo, Andrew Baumann, Chris Hawblitzel, and Bryan Parno. 2017. Komodo: Using
verification to disentangle secure-enclave hardware from software. In Proceedings of the 26th
Symposium on Operating Systems Principles. ACM, 2877?305.

_24_



[0332]

[0333]

[0334]

[0335]

[0336]

[0337]

[0338]

[0339]

[0340]

[0341]

[0342]

[0343]

[0344]

[0345]

[0346]

[0347]

SIHS31 10-2022-0103253

[30] Xinyang Ge, Hayawardh Vijayakumar, and Trent Jaeger. 2014. Sprobes: Enforcing Kernel Code
Integrity on the TrustZone Architecture. Proceedings of the Third Workshop on Mobile Security
Technologies (MoST) (2014).

[31] Le Guan, Peng Liu, Xinyu Xing, Xinyang Ge, Shengzhi Zhang, Meng Yu, and Trent Jaeger. 2017.
TrustShadow: Secure execution of unmodified applications with ARM trustzone. In Proceedings of the
15th Annual International Conference on Mobile Systems, Applications, and Services. ACM, 488?7501.

[32] Zhichao Hua, Jinyu Gu, Yubin Xia, Haibo Chen, Binyu Zang, and Haibing Guan. 2017. vTZ:
Virtualizing ARM trustzone. In In Proc. of the 26th USENIX Security Symposium.

[33] Kari Kostiainen, Jan-Erik Ekberg, N Asokan, and Aarne Rantala. 2009. Onboard credentials with
open provisioning. In Proceedings of the 4th International Symposium on Information, Computer, and
Communications Security. ACM, 104?7115.

[34] Shih-Wei Li, John S Koh, and Jason Nieh. 2019. Protecting Cloud Virtual Machines from Hypervisor
and Host Operating System Exploits. In 28th {USENIX} Security Symposium ({USENIX} Security 19).
1357771374

[35] Jonathan M McCune, Yanlin Li, Ning Qu, Zongwei Zhou, Anupam Datta, Virgil Gligor, and Adrian
Perrig. 2010. TrustVisor: Efficient TCB reduction and attestation. In Security and Privacy (SP), 2010
IEEE Symposium on. IEEE, 14377158.

[36] Bryan D Payne, Martim Carbone, Monirul Sharif, and Wenke Lee. 2008. Lares: An architecture for
secure active monitoring using virtualization. In Security and Privacy, 2008. SP 2008. IEEE Symposium
on. IEEE, 23377247.

[37] Nuno Santos, Himanshu Raj, Stefan Saroiu, and Alec Wolman. 2014. Using ARM trustzone to build a
trusted language runtime for mobile applications. In Proceedings of the 19th international conference

on Architectural support for programming languages and operating systems. ACM, 677780.

[38] David Sehr, Robert Muth, Cliff Biffle, Victor Khimenko, Egor Pasko, Karl Schimpf, Bennet Yee, and
Brad Chen. 2010. Adapting Software Fault Isolation to Contemporary CPU Architectures.. In USENIX
Security Symposium. 17?12.

[39] Arvind Seshadri, Mark Luk, Ning Qu, and Adrian Perrig. 2007. SecVisor: A tiny hypervisor to
provide lifetime kernel code integrity for commodity OSes. In ACM SIGOPS Operating Systems Review,
Vol. 41. ACM, 3357?350.

[40] Monirul I Sharif, Wenke Lee, Weidong Cui, and Andrea Lanzi. 2009. Secure in-vm monitoring using
hardware virtualization. In Proceedings of the 16th ACM conference on Computer and communications
security. ACM, 47777487.

[41] Lei Shi, Yuming Wu, Yubin Xia, Nathan Dautenhahn, Haibo Chen, Binyu Zang, and Jinming Li. 2017.
Deconstructing Xen.. In NDSS.

[42] He Sun, Kun Sun, Yuewu Wang, and Jiwu Jing. 2015. TrustOTP: Transforming Smartphones into Secure
One-Time Password Tokens. In Proceedings of the 22nd ACM  SIGSAC Conference on Computer and
Communications Security. ACM, 97677988.

[43] Zhi Wang and Xuxian Jiang. 2010. Hypersafe: A lightweight approach to provide lifetime hypervisor
control-flow integrity. In 2010 IEEE Symposium on Security and Privacy. IEEE, 3807?7395.

[44] Zhi Wang, Xuxian Jiang, Weidong Cui, and Peng Ning. 2009. Countering kernel rootkits with
lightweight hook protection. In Proceedings of the 16th ACM conference on Computer and communications
security. ACM, 54577554.

[45] Bennet Yee, David Sehr, Gregory Dardyk, J Bradley Chen, Robert Muth, Tavis Ormandy, Shiki
Okasaka, Neha Narula, and Nicholas Fullagar. 2009. Native client: A sandbox for portable, untrusted

_25_



ZIHSd 10-2022-0103253

x86 native code. In Security and Privacy, 2009 30th IEEE Symposium on. IEEE, 797793.

[0348] [46] Ning Zhang, Kun Sun, Wenjing Lou, and Y Thomas Hou. 2016. CaSE: Cache-Assisted Secure Execution
on ARM Processors. In Security and Privacy, 2016. SP 2016. IEEE Symposium on. IEEE.

[0349] [47] Yajin Zhou, Xiaoguang Wang, Yue Chen, and Zhi Wang. 2014. Armlock: Hardware-based fault isolation
for arm. In Proceedings of the 2014 ACM SIGSAC Conference on Computer and Communications Security.
ACM, 558?7?569.

Feol Hd
[0350] 100 : 3}o]y] upo]A
200 @ 99 2=AHF

300 @ HE A9 X

=g
=97
50| HfO|X] ~_ 100
[
o Ak ~_- 200
[
BE AQXE ~_- 300
=52

Os#HE ZLHY

(=Ne]
= 7
SE=E[E oH0|H Z 0= Hot S| o HME | 28 7\ _-201

iy

A
g | \__-203

Hot A2 A2|517] fsll AKX ZIEQ 22| HHIH
MI|HX|(DEP) 22| 1S FM8H= HQH HO|EE 3 At \_-205
Aoq H| @ IS M= CHAY|

_26_



=93
Outer kernel execution Nested kernel execution Kernel execution SKEE execution
(Non-privileged) (Privileged) (Non-privileged) (Privileged)
TTBR1 =
Clear = KR (D) 3
Outer kernel CRO_WP Outer kernel Kermel Kernel
Nested kernel Nested kernel SKEE SKEE
(Not accessible). (Accessible) (Not accessible) (Accessible)
Page table | I Page table ‘ TTBR1
(read-only) (Writable) Kernel page-table SKEE page-table at 0x0
,,,,,,,,,,,,,,,,,,,,,,,,, a) Nested Kernel (x86) b) SKEE (ARM)
Outer domain execution Inner domain execution
(Non-privileged) (Privileged)
Reconfig
Outer domain e L Outer domain
Inner domain Inner domain
(Not accessible) (Accessible)
TCR_EL1 TCR_EL1
Hide inner domain Map all domains
¢) Hilps (ARM)
=04

Non-privileged region

Privileged region

Region switch Privileged data .
Turn on:
: RWX
Watchpomt & DEP Pl‘i\.ileged code
) ) RX
Exception vector Exception vector
= e RX . sy RX
Non-privileged code Turn off: Non-privileged code
Watchpoint & DEP
- RW > o RW
Non-privileged data Non-privileged data

| Accessible

| [naccessible <]

_27_

ZIHSd 10-2022-0103253



=H5
Kernel Hypervisor
Exception vector Privileged code | Non-privileged code
ave the kernel conte
Swit
Monitor
the kernel
Switch to the pnivileged region
Update page tables
[ Switth to the don-privileged region
| Monitor
Trap HVC the kernel
Restore the kernel I
context Current
| execntion
Time line I = Mode switch
———— Region switch
=96
o 104
g
£ ” 1.02
£ 101
o
o 1 1 i 1 1 1 1
2 1
=
&
0.98
& © & & & ) & R # ¥
iR & & o i & & & N & &
® $ *(\&9 2 &\’-’5 \'{'/@‘ 0‘;&& \Qs\e
S #
=07
1.06
N 1.05
Q
£ L.04 1.04
g 1.04 103
2 102 1.02 1.02 102
o 1.02
z I I L0l I 101
2, |
& & & © 4R g S & g N
%\é & S & o 4N & S &Qt' N
FAC N Y& o
y v
0&
Avr 3.17 27.74 40 4237 2149 85 1035 80.7 114 475
o 0.584 1114 1 2162 0.468 3.266 1.802 1.133 1 0.346

_28_

SIS

10-2022-0103253



	문서
	서지사항
	요 약
	대 표 도
	청구범위
	발명의 설명
	기 술 분 야
	배 경 기 술
	발명의 내용
	해결하려는 과제
	과제의 해결 수단
	발명의 효과

	도면의 간단한 설명
	발명을 실시하기 위한 구체적인 내용
	부호의 설명

	도면
	도면1
	도면2
	도면3
	도면4
	도면5
	도면6
	도면7




문서
서지사항 1
요 약 1
대 표 도 1
청구범위 3
발명의 설명 4
 기 술 분 야 4
 배 경 기 술 4
 발명의 내용 4
  해결하려는 과제 4
  과제의 해결 수단 4
  발명의 효과 5
 도면의 간단한 설명 5
 발명을 실시하기 위한 구체적인 내용 5
 부호의 설명 26
도면 26
 도면1 26
 도면2 26
 도면3 27
 도면4 27
 도면5 28
 도면6 28
 도면7 28
