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(57) ABSTRACT 

Systems, methods and computer-readable media having com 
puter-executable instructions embodied thereon, for auto 
mated configuration, implementation and/or maintenance of 
a healthcare information system are provided. The systems, 
methods and computer-readable media of embodiments 
described herein utilize a number of information sources 
prior to initiation of configuration, implementation and/or 
maintenance to tailor or flex the process in a manner that is 
facility- and/or personnel-specific, thus alleviating Solicita 
tion of unnecessary information. Such information Sources 
may include, by way of example only, one or more of facility 
and/or personnel-specific content, facility and personnel pro 
files, site profiles, help and knowledge assistance informa 
tion, and pre-configured content options. The more informa 
tion to which the system has access prior to initiation of the 
configuration, implementation and/or maintenance process, 
the more tailored the configuration, implementation and/or 
maintenance may be and, accordingly, the less time and effort 
will be required by a user. 
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DEFINING PRIVILEGES IN ASSOCATION 
WITH THE AUTOMATED CONFIGURATION, 

IMPLEMENTATION AND/OR 
MAINTENANCE OF A HEALTHCARE 

INFORMATION SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims the benefit of U.S. Provi 
sional Patent Application No. 60/805,169, filed Jun. 19, 2006, 
entitled “Automated Design, Build and/or Maintenance of a 
Healthcare Information System” and is a divisional applica 
tion of U.S. application Ser. No. 1 1/765,233 filed Jun. 19, 
2007, the entirety of both is hereby incorporated by reference. 
This application is related by subject matter to U.S. patent 
application Ser. No. 1 1/765,221 entitled “Defining Privileges 
in Association with the Automated Configuration, Implemen 
tation and/or Maintenance of a Healthcare Information Sys 
tem, filed on Jun. 19, 2007 and is hereby incorporated by 
reference in its entirety. 

BACKGROUND 

0002 Healthcare information systems are traditionally 
very institutionally customized and require a tremendous 
amount of time and effort to implement from ground level or 
convert from a different system. This is primarily because 
Such systems are manually built which is a tedious process at 
best, generally taking several months and multiple in-person 
consultant visits to accomplish. 
0003. In particular, security and/or privileges are generally 
associated on an individualized basis. That is, for each indi 
vidual having some access to the healthcare information sys 
tem, security/privileges must be defined. Such process is 
rather time consuming when viewed in the context of the vast 
number of personnel that may have some access to the health 
care information system for varying reasons, e.g., data entry, 
auditing, order access, and the like. 

BRIEF SUMMARY 

0004. This Summary is provided to introduce a selection 
of concepts in a simplified form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed Subject matter, nor is it intended to be used as an aid 
in determining the scope of the claimed Subject matter. 
0005 Embodiments of the present invention relate to com 
puterized systems, methods, and computer-readable media 
having computer-executable instructions embodied thereon, 
for configuring, implementing, and/or maintaining a custom 
ized healthcare information system. In embodiments, such 
configuring, implementing, and/or maintaining may include 
automated design and build of a customized healthcare infor 
mation system from the ground level or may be an automated 
converting or updating process of a user's existing healthcare 
information system. The systems and methods of embodi 
ments of the present invention utilize a number of information 
Sources prior to configuration/implementation/maintenance 
to tailor or flex the process in a manner that is facility and/or 
personnel specific, thus alleviating Solicitation of unneces 
sary information. Such information sources may include, by 
way of example only, one or more of facility- and personnel 
specific content, facility and personnel profiles, help and 
knowledge assistance information, and pre-configured con 
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tent. The more information to which the system has access for 
initiation and run of the configuration/implementation/main 
tenance process, the more tailored the process may be and, 
accordingly, the less time and effort will be required. 
0006. In embodiments, systems and methods of the 
present invention facilitate configuration, implementation, 
and/or maintenance of a healthcare information system 
through a series of screen displays designed to Solicit perti 
nent information from a user wherein each Subsequent Screen 
display is selected based, at least in part, upon information 
extracted from one or more previously presented Screen dis 
plays. In one embodiment, presentation of Such screen dis 
plays is Web-based. 
0007 Accordingly, in one embodiment, the present inven 
tion relates to one or more computer-readable media having 
computer-executable instructions embodied thereof that, 
when executed, aid in defining privileges and/or security 
based on position upon configuring, implementing and/or 
maintaining a customized healthcare information system. 
The method includes receiving input of a position associated 
with a facility, the position having at least one configurable 
privilege associated therewith, presenting the configurable 
privilege (e.g., displaying the configurable privilege to a user 
defining the privileges associated with the position), receiv 
ing a configuration definition for the configurable privilege 
and storing the configuration definition in association with 
the privilege. 
0008. In an additional embodiment, the present invention 
relates to a user interface configured for defining privileges 
based on position in configuring, implementing and/or main 
taining a customized healthcare information system. The user 
interface includes a selected positions display portion and an 
instructional display portion. The selected positions display 
portion is configured to display a list of positions associated 
with a facility, each position in the list having at least one 
configurable privilege associated therewith. The instructional 
display portion is configured to display instructions regarding 
one or more tasks to be completed in order to define the 
configurable privilege associated with at least one of the 
positions displayed in the list. 
0009. In a further embodiment, the present invention 
relates to a method for defining privileges based on position 
upon configuring, implementing and/or maintaining a cus 
tomized healthcare information system. The method includes 
receiving input of a position associated with a facility, the 
position having at least one configurable privilege associated 
therewith, receiving a configuration definition for the config 
urable privilege(s), and storing the configuration definition in 
association with the configurable privilege(s). 
0010. In an additional embodiment, the present invention 
relates to one or more computer-readable media having com 
puter-executable instructions embodied thereon that, when 
executed, aid in defining privileges based on position in con 
figuring, implementing and/or maintaining a customized 
healthcare information system. The method includes receiv 
ing input of a position associated with a facility, the position 
having at least one configurable privilege associated there 
with, receiving a configuration definition for the configurable 
privilege, determining if the configuration definition is con 
sistent with at least one other configuration definition associ 
ated with the position, and storing the configuration definition 
in association with the configurable privilege. 
0011 Still further, embodiments of the present invention 
relate to a user interface configured for defining privileges 
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based on position in configuring, implementing and/or main 
taining a customized healthcare information system. The user 
interface includes a selected positions display portion, an 
instruction display portion and a reconciliation alert display 
portion. The selected positions display portion is configured 
to display a list of positions associated with a facility, each 
position in the list having at least one configurable privilege 
associated therewith. The instructional display portion is con 
figured to display instructions regarding one or more tasks to 
be completed to define the at least one configurable privilege 
associated with at least one of the positions displayed in the 
list. The reconciliation alert display portion is configured to 
display a reconciliation alertifit is determined that a configu 
ration definition associated with a given position is inconsis 
tent with at least one other configuration definition associated 
with the given position. 
0012. In a further embodiment, the present invention 
relates to a method for defining privileges based on position in 
configuring, implementing and/or maintaining a customized 
healthcare information system. The method includes receiv 
ing input of a position associated with a facility, the position 
having at least one configurable privilege associated there 
with, receiving a configuration definition for the at least one 
configurable privilege, determining if the configuration defi 
nition is consistent with at least one other configuration defi 
nition associated with the position and storing the configura 
tion definition in association with the at least one configurable 
privilege. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0013 Embodiments of the present invention are described 
in detail below with reference to the attached drawing figures, 
wherein: 
0014 FIG. 1 is a block diagram of an exemplary comput 
ing environment Suitable for use in implementing embodi 
ments of the present invention; 
0015 FIG. 2 is a block diagram of an exemplary system 
architecture for use in implementing embodiments of the 
present invention; 
0016 FIG. 3 is a flow diagram, in accordance with an 
embodiment of the present invention, illustrating a method 
for configuring, implementing and/or maintaining a health 
care information system; 
0017 FIG. 4 is a screen display of an exemplary user 
interface that may be displayed upon user initiation of a 
process configured to permit selection of processes that com 
monly occur in an ambulatory setting that the user desires to 
automate. Such processes typically occurring before or during 
a patient visit and/or configured to manage orders placed in 
the office or clinic, in accordance with an embodiment of the 
present invention; 
0018 FIG. 5 is a screen display, in accordance with an 
embodiment of the present invention, of an exemplary user 
interface that may be displayed upon selection of the “Pre 
paring charts for patient appointments and transferring 
patient information from paper to electronic format” hyper 
link of FIG. 4; 
0019 FIG. 6 is a screen display of an exemplary user 
interface that may be displayed to permit user selection of 
processes that commonly occur in an ambulatory setting that 
the user desires to automate, such processes typically occur 
ring outside of an office visit and/or including health infor 
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mation management, billing, and administrative manage 
ment, in accordance with an embodiment of the present 
invention; 
0020 FIG. 7 is a screen display of an exemplary user 
interface that may be displayed to permit user selection of 
processes that commonly occur in an ambulatory setting that 
the user desires to automate, such processes pertaining to 
documentation, in accordance with an embodiment of the 
present invention; 
0021 FIG. 8 is a screen display of an exemplary user 
interface configured to permit a user to associate positions 
that existina healthcare information system being utilized by 
the user that is other than the healthcare information system 
being configured, implemented and/or maintained with cat 
egories to be utilized for setting privileges available to per 
Sonnel assigned to that position, in accordance with an 
embodiment of the present invention; 
0022 FIG. 9 is a screen display, in accordance with an 
embodiment of the present invention, illustrating a list of 
positions for which security may be configured in association 
with an office or clinic a user desires to automate; 
0023 FIG. 10 is a screen display of an exemplary user 
interface illustrating a list of those positions that were 
selected in the screen display of FIG.9, each position being 
selectable to initiate the defining of security pertinent thereto, 
in accordance with an embodiment of the present invention; 
0024 FIG. 11 is a screen display, in accordance with an 
embodiment of the present invention, of an exemplary user 
interface configured to permit a user to define position secu 
rity with respect to scheduling, location, allergies, problems 
and diagnosis, and procedures; 
0025 FIG. 12 is a screen display, in accordance with an 
embodiment of the present invention, of an exemplary user 
interface configured to permit a user to define position Secu 
rity with respect to immunization, health records, and orders 
and charges; 
0026 FIG. 13 is a screen display, in accordance with an 
embodiment of the present invention, of an exemplary user 
interface configured to permit a user to define position Secu 
rity with respect to prescriptions, medication profiles and 
clinical notes; 
0027 FIG. 14 is a screen display, in accordance with an 
embodiment of the present invention, of an exemplary user 
interface configured to permit a user to define position Secu 
rity with respect to structured documentation; 
0028 FIG. 15 is a screen display, in accordance with an 
embodiment of the present invention, of an exemplary user 
interface configured to permit a user to define position Secu 
rity with respect to forms, pediatric growth chart, patient 
history, and flow sheets: 
0029 FIG. 16 is a screen display, in accordance with an 
embodiment of the present invention, of an exemplary user 
interface configured to permit a user to define position Secu 
rity with respect to tasks and inbox; 
0030 FIG. 17 is a screen display, in accordance with an 
embodiment of the present invention, of an exemplary user 
interface configured to permit a user to define position Secu 
rity with respect to various activities: 
0031 FIG. 18 is a screen display, in accordance with an 
embodiment of the present invention, that may be displayed 
upon user selection of security settings that require further 
clarification; 
0032 FIG. 19 is a screen display, in accordance with an 
embodiment of the present invention, that may be displayed 
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upon selection of the “Finish' selectable indicator of FIG. 18 
illustrating a list of personnel that have been assigned to the 
position for which security has been set that provides the user 
with the opportunity to update or not update each member of 
the list in accordance with the security settings; 
0033 FIG. 20 is a screen display illustrating an alert that 
may be displayed upon user selection or de-selection of a 
security setting that is at odds with another security setting, in 
accordance with an embodiment of the present invention; 
0034 FIG. 21 is a screen display illustrating an alert that 
may be displayed upon user selection or de-selection of a 
security setting that is at odds with another security setting, in 
accordance with an embodiment of the present invention; 
0035 FIG. 22 is a screen display, in accordance with an 
embodiment of the present invention, that may be displayed 
upon user selection of security privileges that reasonably may 
be out of synch with one another permitting the user to change 
or verify such selections; 
0036 FIG. 23 is a partial screen display, in accordance 
with an embodiment of the present invention, of an exemplary 
user interface configured to permit a user to define position 
security with respect to allergies, wherein the option entitled 
“Enter/Update a patient's allergies (Allergy Profile) has 
been selected; 
0037 FIG. 24 is a screen display, in accordance with an 
embodiment of the present invention, illustrating the effect 
selection of the “Enter/Update a patient’s allergies (Allergy 
Profile) option of FIG.23 may have on the options available 
to an end-user of the healthcare information system being 
configured, implemented and/or maintained; 
0038 FIG. 25 is a screen display, in accordance with an 
embodiment of the present invention, illustrating the effect 
selection of the “Enter/Update a patient’s allergies (Allergy 
Profile) option of FIG.23 may have on the options available 
to an end-user of the healthcare information system being 
configured, implemented and/or maintained; 
0039 FIG. 26 is a screen display, in accordance with an 
embodiment of the present invention, illustrating the effect 
selection of the “Enter/Update a patient’s allergies (Allergy 
Profile) option of FIG.23 may have on the options available 
to an end-user of the healthcare information system being 
configured, implemented and/or maintained; 
0040 FIG. 27 is a screen display, in accordance with an 
embodiment of the present invention, illustrating the effect 
selection of the “Enter/Update a patient’s allergies (Allergy 
Profile) option of FIG.23 may have on the options available 
to an end-user of the healthcare information system being 
configured, implemented and/or maintained; 
0041 FIG. 28 is a partial screen display, in accordance 
with an embodiment of the present invention, of an exemplary 
user interface configured to permit a user to define position 
security with respect to allergies, wherein the option entitled 
“No access to a patient's allergies (Allergy Profile) has been 
selected; 
0042 FIG. 29 is a screen display, in accordance with an 
embodiment of the present invention, illustrating the effect 
selection of the “No access to a patient's allergies (Allergy 
Profile) option of FIG. 28 may have on the options available 
to an end-user of the healthcare information system being 
configured, implemented and/or maintained; and 
0043 FIG. 30 is a screen display, in accordance with an 
embodiment of the present invention, illustrating the effect 
selection of the “No access to a patient's allergies (Allergy 
Profile) option of FIG. 28 may have on the options available 
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to an end-user of the healthcare information system being 
configured, implemented and/or maintained. 

DETAILED DESCRIPTION 

0044) The subject matter of the present invention is 
described with specificity herein to meet statutory require 
ments. However, the description itself is not intended to limit 
the scope of this patent. Rather, the inventors have contem 
plated that the claimed subject matter might also be embodied 
in other ways, to include different steps or combinations of 
steps similar to the ones described in this document, in con 
junction with other present or future technologies. Moreover, 
although the terms “step’ and/or “block” may be used herein 
to connote different elements of methods employed, the terms 
should not be interpreted as implying any particular order 
among or between various steps herein disclosed unless and 
except when the order of individual steps is explicitly 
described. 
0045 Embodiments of the present invention relate to com 
puterized systems, methods and computer-readable media 
having computer-executable instructions embodied thereon, 
for configuring, implementing, and/or maintaining a custom 
ized healthcare information system. In embodiments, such 
configuring, implementing, and/or maintaining may include 
automated design and build of a customized healthcare infor 
mation system from the ground level or may be an automated 
converting or updating process of a user's existing healthcare 
information system. The systems and methods of embodi 
ments of the present invention utilize input from a number of 
information Sources prior to initiation of configuration/ 
implementation/maintenance to tailor or flex the process in a 
manner that is facility and/or personnel specific, thus allevi 
ating Solicitation of unnecessary information. Such informa 
tion sources may include, by way of example only, one or 
more of facility- and personnel-specific content, facility and 
personnel profiles, help and knowledge assistance informa 
tion, and pre-configured content. The more information to 
which the system has access for initiation and run of the 
configuration/implementation/maintenance process, the 
more tailored the process may be and, accordingly, the less 
time and effort will be required. 
0046 Referring to the drawings in general, and initially to 
FIG. 1 in particular, an exemplary computing system envi 
ronment, for instance, a medical information computing sys 
tem, on which embodiments of the present invention may be 
implemented is illustrated and designated generally as refer 
ence numeral 100. It will be understood and appreciated by 
those of ordinary skill in the art that the illustrated medical 
information computing system environment 100 is merely an 
example of one Suitable computing environment and is not 
intended to Suggest any limitation as to the scope of use or 
functionality of the invention. Neither should the medical 
information computing system environment 100 be inter 
preted as having any dependency or requirement relating to 
any single component/module or combination of compo 
nents/modules illustrated therein. 
0047 Embodiments of the present invention may be 
operational with numerous other general purpose or special 
purpose computing system environments or configurations. 
Examples of well-known computing systems, environments, 
and/or configurations that may be suitable for use with 
embodiments of the present invention include, by way of 
example only, personal computers, server computers, hand 
held or laptop devices, multiprocessor systems, microproces 
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sor-based systems, set top boxes, programmable consumer 
electronics, network PCs, minicomputers, mainframe com 
puters, distributed computing environments that include any 
of the above-mentioned systems or devices, and the like. 
0048 Embodiments of the present invention may be 
described in the general context of computer-executable 
instructions, such as program modules, being executed by a 
computer. Generally, program modules include, but are not 
limited to, routines, programs, objects, components, and data 
structures that perform particular tasks or implement particu 
lar abstract data types. The present invention may also be 
practiced in distributed computing environments where tasks 
are performed by remote processing devices that are linked 
through a communications network. In a distributed comput 
ing environment, program modules may be located in local 
and/or remote computer storage media including, by way of 
example only, memory storage devices. 
0049. With continued reference to FIG. 1, the exemplary 
medical information computing system environment 100 
includes a general purpose computing device in the form of a 
server 110. Components of the server 110 may include, with 
out limitation, a processing unit, internal system memory, and 
a suitable system bus for coupling various system compo 
nents, including database cluster 112, with the server 110. 
The system bus may be any of several types of bus structures, 
including a memory bus or memory controller, a peripheral 
bus, and a local bus, using any of a variety of bus architec 
tures. By way of example, and not limitation, such architec 
tures include Industry Standard Architecture (ISA) bus, 
Micro Channel Architecture (MCA) bus, Enhanced ISA 
(EISA) bus, Video Electronic Standards Association (VESA) 
local bus, and Peripheral Component Interconnect (PCI) bus, 
also known as Mezzanine bus. 

0050. The server 110 typically includes, or has access to, a 
variety of computer-readable media, for instance, database 
cluster 112. Computer-readable media can be any available 
media that may be accessed by server 110, and includes 
volatile and nonvolatile media, as well as removable and 
non-removable media. By way of example, and not limita 
tion, computer-readable media may include computer storage 
media and communication media. Computer storage media 
may include, without limitation, Volatile and nonvolatile 
media, as well as removable and non-removable media imple 
mented in any method or technology for storage of informa 
tion, such as computer-readable instructions, data structures, 
program modules, or other data. In this regard, computer 
storage media may include, but is not limited to, RAM, ROM, 
EEPROM, flash memory or other memory technology, CD 
ROM, digital versatile disks (DVDs) or other optical disk 
storage, magnetic cassettes, magnetic tape, magnetic disk 
storage, or other magnetic storage device, or any other 
medium which can be used to store the desired information 
and which may be accessed by the server 110. Communica 
tion media typically embodies computer-readable instruc 
tions, data structures, program modules, or other data in a 
modulated data signal. Such as a carrier wave or other trans 
port mechanism, and may include any information delivery 
media. As used herein, the term "modulated data signal 
refers to a signal that has one or more of its attributes set or 
changed in Such a manner as to encode information in the 
signal. By way of example, and not limitation, communica 
tion media includes wired media such as a wired network or 
direct-wired connection, and wireless media Such as acoustic, 
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RF, infrared, and other wireless media. Combinations of any 
of the above also may be included within the scope of com 
puter-readable media. 
0051. The computer storage media discussed above and 
illustrated in FIG. 1, including database cluster 112, provide 
storage of computer-readable instructions, data structures, 
program modules, and other data for the server 110. 
0.052 The server 110 may operate in a computer network 
114 using logical connections to one or more remote comput 
ers 116. Remote computers 116 may be located at a variety of 
locations in a medical or research environment, for example, 
but not limited to, clinical laboratories, hospitals and other 
inpatient settings, veterinary environments, ambulatory set 
tings, medical billing and financial offices, hospital adminis 
tration settings, home health care environments, and clini 
cians offices. The remote computers 116 may also be 
physically located in non-traditional medical care environ 
ments so that the entire health care community may be 
capable of integration on the network 114. The remote com 
puters 116 may be personal computers, servers, routers, net 
work PCs, peer devices, other common network nodes, or the 
like, and may include some or all of the elements described 
above in relation to the server 110. The devices can be per 
Sonal digital assistants or other like devices. 
0053 Exemplary computer networks 114 may include, 
without limitation, local area networks (LANs) and/or wide 
area networks (WANs). Such networking environments are 
commonplace in offices, enterprise-wide computer networks, 
intranets, and the Internet. When utilized in a WAN network 
ing environment, the server 110 may include a modem or 
other means for establishing communications over the WAN, 
Such as the Internet. In a networked environment, program 
modules or portions thereof may be stored in the server 110. 
in the database cluster 112, or on any of the remote computers 
116. For example, and not by way of limitation, various 
application programs may reside on the memory associated 
with any one or more of the remote computers 116. It will be 
appreciated by those of ordinary skill in the art that the net 
work connections shown are exemplary and other means of 
establishing a communications link between the computers 
(e.g., server 110 and remote computers 116) may be utilized. 
0054. In operation, a user may enter commands and infor 
mation into the server 110 or convey the commands and 
information to the server 110 via one or more of the remote 
computers 116 through input devices, such as a keyboard, a 
pointing device (commonly referred to as a mouse), a track 
ball, or a touchpad. Other input devices may include, without 
limitation, microphones, satellite dishes, Scanners, or the like. 
Commands and information may also be sent directly from a 
remote healthcare device to the server 110. In addition to a 
monitor, the server 110 and/or remote computers 116 may 
include other peripheral output devices, such as speakers and 
a printer. 
0055 Although many other internal components of the 
server 110 and the remote computers 116 are not shown, those 
of ordinary skill in the art will appreciate that such compo 
nents and their interconnection are well known. Accordingly, 
additional details concerning the internal construction of the 
server 110 and the remote computers 116 are not further 
disclosed herein. 
0056 Although methods and systems of embodiments of 
the present invention are described as being implemented in a 
WINDOWS operating system, operating in conjunction with 
an Internet-based system, one of ordinary skill in the art will 
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recognize that the described methods and systems can be 
implemented in any system supporting the automated con 
figuration, implementation and/or maintenance of a health 
care information system. As contemplated by the language 
above, the methods and systems of embodiments of the 
present invention may also be implemented on a stand-alone 
desktop, personal computer, or any other computing device 
used in a healthcare environment or any of a number of other 
locations. 

0057. As previously mentioned, the present invention 
relates to computerized systems and methods for the auto 
mated configuration, implementation and/or maintenance of 
a healthcare information system. Turning to FIG. 2, an exem 
plary system architecture for use in implementing embodi 
ments of the present invention is illustrated and designated 
generally as reference numeral 200. It will be understood and 
appreciated by those of ordinary skill in the art that the overall 
system architecture 200 shown in FIG. 2 is merely an example 
of one Suitable system architecture and is not intended to 
Suggest any limitation as to the use or functionality of the 
present invention. Neither should the overall system architec 
ture 200 be interpreted as having any dependency or require 
ment related to any single component/module or combination 
of components/modules illustrated therein. 
0058 System 200 includes a survey component 210 con 
figured to receive input from a number of content compo 
nents. Such content components include a facility- and per 
Sonnel-specific content component 212, a facility and 
personnel profile content component 214, a knowledgeportal 
216 and a pre-configured content component 218. It will be 
understood and appreciated by those of ordinary skill in the 
art that the number and nature of the inputs into the survey 
component 210 are merely exemplary and are not intended to 
limit the scope of embodiments of the present invention in any 
way. 

0059. The facility- and personnel-specific content compo 
nent 212 includes localized data derived from the particular 
facility, group of facilities, facility network, facility portion, 
or the like that desires to configure, implement and/or main 
tain the customized healthcare information system. Such 
localized data may include, by way of example only, clinician 
and other personnel lists, the physical address of one or more 
healthcare locations operated by the user, the facility organi 
Zation and design of one or more healthcare locations oper 
ated by the user, patient profiles, user preferences, user-spe 
cific orderable items and any associated aliases and/or 
collection requirements, work routing preferences, and the 
like. Basically, the localized data includes any data that is 
unique to the particular facility, facility portion, facility 
group, etc. that desires to configure, implement and/or main 
tain the healthcare information system in question and that 
cannot be estimated or derived absent specific input or inter 
action with such data. Such data may be input into the facility 
and personnel-specific content component 212 from a variety 
of sources including, by way of example only, data collected 
through Health Level 7 (HL-7) mining 220 of the facility’s 
existing healthcare information system and/or data collected 
through facility- or personnel-specific tables or spreadsheets 
222, which may be manually or automatically populated. 
Facility- and personnel-specific content component 212 is 
generally utilized in situations where the facility (facility 
portion, facility group, or the like) has an existing healthcare 
information system and desires to have such system updated 
or modified or to have a different healthcare information 
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system configured and/or implemented. If necessary, upon 
extraction of data from the facility- and personnel-specific 
content component 212. Such data is formatted to the require 
ments of the survey component 210 and input therein. 
0060 Facility and personnel profile component 214 
includes high-level data about the nature of the facility (facil 
ity portion, facility group, etc.) and/or associated personnel. 
For instance, the facility and personnel profile component 
214 may include data regarding what particular solutions the 
facility (facility portion, facility group, etc.) desires to have 
configured, implemented and/or maintained in its healthcare 
information system or data regarding what type of healthcare 
facility (facilities, facility portions, etc.) being operated (e.g., 
a children's hospital, an academic hospital, or the like). Such 
information is typically collected during cursory conversa 
tions or meetings, or preliminary fact-finding scenarios with 
respect to a particular facility (or the like) and input into the 
facility and personnel profile component 214. If necessary, 
upon extraction of data from the facility and personnel profile 
component 214. Such data is formatted to the requirements of 
the survey component 210 and input therein. 
0061 Knowledge portal 216 is configured to access and/or 
provide informational assistance data that will be available 
during configuration, implementation and/or maintenance of 
the healthcare information system, such data generally being 
presented in a natural language format. For instance, the 
knowledge portal 216 may include, by way of example only 
and not limitation, instruction on how to use the Survey com 
ponent 210, instruction on how to use a particular screen 
display presented during use of the Survey component 210, 
information regarding the reasoning for attempting to extract 
a particular piece of data from a user, data Supporting the 
ramifications of selecting one option over another (including 
real-life examples), definitions of terms, frequently asked 
questions, graphical displays, work charts, representations of 
front-end applications, and the like. Such information may be 
input into the knowledge portal 216 from a variety of sources 
including, by way of example only and not limitation, extrac 
tion from technical Support documents 224. In this regard, 
data may not simply be transferred from the technical Support 
documents 224 into the knowledge portal 216 but may be 
converted from technical language to a more natural, user 
friendly language upon input into the knowledge portal 216. 
0062. The knowledge portal 216 may additionally include 
data input from Survey-learned data component 228, which 
component is more fully discussed herein below. If necessary, 
upon extraction of data from the knowledge portal 216. Such 
data is formatted to the requirements of the Survey component 
210 and input therein. 
0063 Pre-configured content component 218 includes 
content that is pre-configured to be relevant in configuring, 
implementing and/or maintaining the desired for building the 
healthcare information system in question. In this regard, the 
pre-configured content may be based, at least in part, upon the 
preferences and/or regulations of a particular healthcare sys 
tem, the preferences and/or regulations of healthcare systems 
in a particular country or region, or the like. The pre-config 
ured content includes Survey-specific tables that contain all of 
the options a user/facility may desire with respect to health 
care information system configuration, implementation and/ 
or maintenance. The pre-configured content further includes 
information regarding typical healthcare information system 
configurations for, e.g., particular types of healthcare facili 
ties, and the like. In this regard, if a facility (facility group, 
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facility portion, or the like) does not have an existing health 
care information system and, accordingly, such system is 
being configured and/or implemented from the ground level. 
Such configuration/implementation may be seeded with data 
derived from Such pre-configured, typical configurations as 
opposed to seeded with facility- and personnel-specific data 
input from the facility- and personnel-specific content com 
ponent 212 as would be the case if the user had an existing 
healthcare information system. In one embodiment, content 
from each of the pre-configured content component 218 and 
the facility- and personnel-specific content component 212 is 
input into the survey component 210 for utilization in con 
figuring, implementing and/or maintaining a healthcare 
information system. Any and all Such variations and combi 
nations thereof are contemplated to be within the scope of 
embodiments of the present invention. 
0064 Data concerning typical healthcare information sys 
tem configurations and preferences may be derived, at least in 
part, from Survey-learned information stored in association 
with survey-learned data component 228. Survey-learned 
data component 228 includes data that has been mined or 
extracted from the survey-directed information store 226, 
which information store contains data associated with each 
configuration, implementation and/or maintenance of the 
healthcare information system. Thus, with respect to the 
healthcare information system being configured/imple 
mented/maintained, the Survey-directed information store 
226 includes clinical or common best practices, facilities 
data, and the like. The survey-directed information store is 
more fully discussed herein below. 
0065 Survey component 210 is configured not only to 
receive various inputs as described above, but also to present 
a plurality of Screen displays from which a user may input 
information to customize the healthcare information system 
being configured, implemented and/or maintained. Such 
screen displays may be presented on any type of computing 
device, for instance, a user's personal computer, desktop 
computer, laptop computer, handheld device, consumer elec 
tronic device, and the like. It should be noted, however, that 
the invention is not limited to implementation on Such com 
puting devices, but may be implemented on any of a variety of 
different types of computing devices within the scope of 
embodiments of the present invention. Typically, presenta 
tion of the screen displays comprises displaying the Screen 
displays on a display device associated with a computing 
device as discussed above. However, other types of presenta 
tion, Such as audible presentation, may also be provided 
within the scope of embodiments of the present invention. 
0066. The screen displays which are presented by the sur 
vey component 210 are selected based upon at least a portion 
of the information input into the survey component 210. 
Thus, the screen displays that are presented by the survey 
component 210 are flexed based upon the informationalready 
available to the survey component 210 prior to user interac 
tion with the screen displays. Accordingly, the screen dis 
plays that are available for user input and interaction will vary 
for each facility (facility group, facility portion, etc.) config 
uring, implementing and/or maintaining the healthcare infor 
mation system in question. Additionally, as the user interacts 
with each of the screen displays presented and inputs addi 
tional information into the system, each Subsequent Screen 
display is selected for presentation taking into account that 
information. In this way, the healthcare information system 
configuration, implementation and/or maintenance process is 
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customized for each facility (facility group, facility portion, 
and the like), significantly decreasing the time and effort Such 
configuration/implementation/maintenance may take. Cus 
tomization of the healthcare information system and exem 
plary user-directed Screen displays are discussed more fully 
herein below with reference to FIGS. 4-30. 
0067. The survey component 210 is further configured to 
output facility- and personnel-specific data to a Survey-di 
rected information store 226 once information has been input, 
and presented to and customized by a user. Only that infor 
mation which was selected by and/or customized by the user 
is output to the information store 226 and, as such, the infor 
mation in the information store 226 is both facility- and 
personnel-specific and Survey-directed. The information in 
the survey-directed information store 226 is subsequently 
available for mining and extraction by the Survey-learned data 
component 228 and, if desired, input into the pre-configured 
content component 218 and/or knowledge portal 216. In this 
way, the healthcare information system 200 gets “smarter 
with each configuration/implementation/maintenance run, 
that is, it has additional information available to it that allows 
it to further customize and direct the user through the process. 
0068 Turning to FIG. 3, a flow diagram is illustrated 
which shows an exemplary method 300 for automated con 
figuration, implementation and/or maintenance of a health 
care information system, in accordance with an embodiment 
of the present invention. Initially, as indicated at block 310, an 
indication that a user associated with a facility (group of 
facilities, facility portion, or the like) desires to configure, 
implement or maintain a healthcare information system is 
received. Such indication may be received, for instance, upon 
user selection of a “survey' icon present on the desktop of a 
display associated with the user's computing device. Subse 
quently, an accessible facility and/or personnel profile for the 
facility (group of facilities, facility portion, etc.) associated 
with the user is received, as indicated at block 312. Such 
facility and/or personnel profile may be received, for 
instance, by Survey component 210 from facility and person 
nel profile component 214 of FIG. 2. 
0069. Next, it is determined whether or not the facility(ies) 
associated with the user has an existing healthcare informa 
tion system. This is indicated at block 314. Such determina 
tion may be made, for instance, by Survey component 210 of 
the system architecture 200 of FIG. 2. If it is determined that 
the facility(ies) associated with the user does have an existing 
healthcare information system, facility- and/or personnel 
specific content derived from the existing healthcare infor 
mation system is Subsequently received, as indicated at block 
316. Such facility- and personnel-specific content may be 
received, for instance, by survey component 210 from facil 
ity- and personnel-specific content component 212 of FIG. 2. 
(0070. Subsequently, or if it is determined at block 314 that 
the facility (facilities, facility portion, or the like) associated 
with the user does not have an existing healthcare information 
system, pre-configured content that is pre-configured to be 
relevant in configuring, implementing and/or maintaining the 
healthcare information system is received. This is indicated at 
block 318. Such pre-configured content may be received, for 
instance, by Survey component 210 from pre-configured con 
tent component 210 of FIG. 2. Subsequently, prior to, or 
simultaneously, help and knowledge data is received, as indi 
cated at block 320. Such help and knowledge data may be 
received, by way of example only and not limitation, by 
survey component 210 of FIG. 2 from knowledge portal 216. 
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0071. It will be understood and appreciated by those of 
ordinary skill in the art that the order of steps 310, 312,314, 
316,318, and 320 is presented by way of example only and is 
not intended to limit the scope of the invention in any way. 
Input from each of the various sources of information may be 
received simultaneously, consecutively and/or in any order. 
Additionally, information from any one or more of the various 
information sources may be received within embodiments 
hereof. All such variations are contemplated to be within the 
Scope of embodiments of the present invention. 
0072. Once all available information has been received, 
the healthcare information system is configured, imple 
mented, updated, and/or maintained as indicated at block 322. 
Such configuration/implementation/maintenance may be 
conducted, for instance, utilizing a series of Screen displays 
presented to the user as described hereinabove. (One exem 
plary series of Screen displays for implementing general lab 
order catalog functionality is more fully described below with 
reference to FIGS. 4-30.) Once the configuration, implemen 
tation and/or maintenance run is complete, the facility- and 
personnel-specific, Survey-directed information is stored, as 
indicated at block 324. Such information may be stored, for 
instance, in the facility- and personnel-specific, Survey-di 
rected information store 226 (or database) of the system 
architecture 200 of FIG. 2. 

0073. If desired, the survey-learned data may be mined, 
extracted, or otherwise retrieved for utilization in future 
implementations, updates and/or maintenance of the health 
care information system. This is indicated at block326. In one 
embodiment, the survey-learned data may be extracted by 
survey-learned data component 228 from the facility- and 
personnel-specific, survey-directed information store 226 of 
FIG. 2 utilizing data mining techniques known to those of 
ordinary skill in the art. Subsequently, as indicated at block 
328, the survey-learned data may be fed, for instance, in the 
pre-configured content component 218 and/or the knowledge 
portal component 216 of FIG. 2. In this way, the system 
improves, or becomes 'Smarter, with each consecutive run. 
0074 Turning now to FIGS. 4-7, a series of exemplary 
screen displays for selecting processes to be automated in 
association with a healthcare information system being con 
figured, implemented and/or maintained is provided. It will 
be understood and appreciated by those of ordinary skill in the 
art that the series of screen displays presented in FIGS. 4-7 is 
exemplary in nature and is not intended to limit the scope of 
the invention in any way. Though not shown, it will addition 
ally be understood and appreciated by those of ordinary skill 
in the art that the automated process selection process may be 
initiated upon user selection of an indicator representing Such 
processes from a list of available processes and/or processes 
that are to be completed prior to operation of the healthcare 
information system being configured, implemented and/or 
maintained. 

0075. With initial reference to FIG. 4, an exemplary user 
interface illustrating a number of user-directed wizards that 
may be run in order to configure and/or modify particular 
functionalities upon configuration, implementation and/or 
maintenance of a healthcare information system is illustrated 
and designated generally as reference numeral 400. Note that 
each of the designated processes is provided with a natural 
language descriptor to help users more readily understand 
what he is being asked to do. Such a more complete under 
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standing may decrease the time it takes a user to complete the 
automated process selection method and, accordingly, 
increase user satisfaction. 

0076 User interface 400 includes a listing of available 
processes display portion 402, each of the listed processes 
typically occurring before or duringapatient visit, a managed 
order display portion 404 including a list of available pro 
cesses carried out to manage orders placed in the office or 
clinic, and a help and knowledge display portion 406. The 
available processes display portion 402 is configured to dis 
play selectable links for each process that typically occurs 
before or during a patient visit that is available to the user 
during configuration, implementation and/or maintenance. 
Similarly, the managed order display portion 404 is config 
ured to display selectable links for each process that is typi 
cally carried out to manage orders placed in the office or clinic 
that is available to the user during configuration, implemen 
tation and/or maintenance. The processes shown in the avail 
able processes display portion 402 and the managed order 
display portion 404 are selected based upon the information 
input into, for instance, the survey component 210 of the 
system architecture 200 of FIG. 2. Additionally, the user may 
complete a site profile (not shown) prior to initiation of the 
healthcare information system configuration, implementa 
tion and/or maintenance and the information gleaned from 
Such site profile may be input (e.g., into the facility and 
personnel profiles component 214) prior to initiation of the 
automated process selection method. As the system has 
access to this information prior to initiation of the healthcare 
information system functionalities described herein, the pro 
cesses shown are only those which pertain to the user, relate 
to processes that are available in the healthcare information 
system the user is configuring, implementing and/or main 
taining, and that pertain to the phase of configuration, imple 
mentation and/or maintenance being run by the user. As such, 
each of the display portions 402 and 404 of FIG. 4 will display 
customized lists of processes for each user initiating configu 
ration, implementation and/or maintenance of a healthcare 
information system. 
0077. The name or designation for each of the processes 
listed in the available processes display portion 402 and the 
managed order display portion represents a selectable link to 
additional information pertaining to the named process. Such 
information being derived, for instance, from the knowledge 
portal 216 of the system architecture 200 of FIG.2. By way of 
example only and not limitation, with reference to FIG. 5, an 
exemplary user interface that may be displayed upon selec 
tion of the "Preparing charts for patient appointments and 
transferring patient information from paper to electronic for 
mat” process listed in the available processes display portion 
402 of user interface 400 is illustrated and designated gener 
ally as reference numeral 500. User interface 500 includes an 
informational display portion502 configured to display infor 
mation to the user that pertains to the selected process, i.e., the 
chart preparation process. User interface 500 additionally 
includes a help and knowledge display portion 502 config 
ured to display selectable links to data which may be helpful 
to the user in determining if he would like to automate the 
selected process. By way of example only, such data may 
include a process map, content to Support the benefits and 
downsides of automating the selected process, and/or recom 
mendations. Such data may be derived, for instance, from the 
knowledge portal 216 of the system architecture 200 of FIG. 
2. 
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0078. Once the user has completed review of the informa 
tion displayed in the informational display portion 502, he 
may select the close indicator 504 to close the display of user 
interface 500 and return to the user interface 400 of FIG. 4. 

0079 Referring back to FIG. 4, the help and knowledge 
display portion 406 of user interface 400 is configured to 
display one or more selectable links to additional information 
that may be of use to the user in completing the healthcare 
information system configuration, implementation and/or 
maintenance. Such additional information may be derived, 
for instance, from knowledge portal 216 of the system archi 
tecture 200 of FIG. 2. 

0080 User interface 400 additionally includes an instruc 
tional display portion 408 and a selectable “Next indicator 
410. The instructional display portion 408 is configured to 
display instructions which inform the user what tasks he is to 
complete with respect to user interface 400. As indicated in 
the instructional display portion 408, the user is to “choose 
from processes that commonly occur in an ambulatory set 
ting.” That is, the user is instructed to select the indicator box 
next to each of the processes designated in display portions 
402 and 404 that he desires to automate. Once the user has 
completed selection of the process(es) for which automation 
is desired. Such processes typically occurring before or during 
a patient visit and/or typically carried out to manage orders 
placed in the office or clinic, he may select the selectable 
“Next indicator 410. Selection of the “Next indicator 410 
may initiate display of the exemplary user interface 600 of 
FIG. 6. 

0081. User interface 600 illustrates a number of additional 
processes that may be automated upon configuration, imple 
mentation and/or maintenance of a healthcare information 
system. User interface 600 includes an available processes for 
patient care display portion 602 having a list of available 
process for patient care that occur outside the office visit; an 
information management display portion 604 including a list 
of management-type processes, for instance, health informa 
tion management, billing, and administrative management; 
and a help and knowledge display portion 606. The available 
processes for patient care display portion 602 is configured to 
display selectable links for each process for patient care that 
typically occurs outside of the office visit that is available to 
the user for configuration, implementation and/or mainte 
nance. Similarly, information management display portion 
604 is configured to display selectable links for each pro 
cesses that is typically included in health information man 
agement, billing, and administrative management that is 
available to the user for configuration, implementation and/or 
maintenance. The processes shown in processes for patient 
care display portion 602 and the information management 
display portion 604 are selected based upon the information 
input into, for instance, the survey component 210 of the 
system architecture 200 of FIG. 2 and/or information gleaned 
from a site profile (e.g., input into the facility and personnel 
profiles component 214). In this regard, the processes shown 
are only those which pertain to the user, relate to processes 
that are available in the healthcare information system the 
user is configuring, implementing and/or maintaining, and 
that pertain to the phase of configuration, implementation 
and/or maintenance being run by the user. As such, each of the 
display portions 602 and 604 of FIG. 6 will display custom 
ized lists of processes for each user initiating configuration, 
implementation and/or maintenance of a healthcare informa 
tion system. 
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I0082. The name or designation for each of the processes 
listed in processes for patient care display portion 602 and the 
information management display portion 604 represents a 
selectable link to additional information pertaining to the 
named process, such information being derived, for instance, 
from knowledge portal 216 of the system architecture 200 of 
FIG 2. 
I0083. The help and knowledge display portion 606 of user 
interface 600 is configured to display one or more selectable 
links to additional information that may be of use to the user 
in completing the healthcare information system configura 
tion, implementation and/or maintenance. Such additional 
information may be derived, for instance, from knowledge 
portal 216 of the system architecture 200 of FIG. 2. 
I0084. User interface 600 additionally includes an instruc 
tional display portion 608, a selectable “Next indicator 610, 
and a selectable "Finish' indicator 612. The instructional 
display portion 608 is configured to display instructions 
which inform the user what tasks he is to complete with 
respect to user interface 600. As indicated in the instructional 
display portion 608, the user in the illustrated embodiment is 
to “choose from processes that occur outside the office and 
other administrative processes.” That is, the user is instructed 
to select the indicator box next to each of the processes 
designated in display portions 602 and 604 that he desires to 
automate. 

I0085. Once the user has completed selection of the pro 
cesses for which automation is desired from display portions 
602 and 604, it is determined whether or not the user has 
selected any processes from user interfaces 400 (FIG. 4) and 
600 (FIG. 6) that require documentation options to be 
selected. Such processes requiring selection of documenta 
tion options may include, by way of example only, “docu 
menting information obtained by the nursing staff while pre 
paring the patient to be seen by the provider”, “provider 
reviewing patient information, seeing the patient, and docu 
menting the visit”, “clinician electronically placing patient 
prescriptions or adding historical medications into the 
patient's chart', and “clinician electronically placing orders 
and charges', each process being listed in the available pro 
cesses display portion 402 of FIG. 4. 
I0086. If the user has selected one or more processes requir 
ing selection of documentation options, the selectable “Next' 
indicator 610 of the user interface 600 of FIG. 6 will be 
available for selection by the user. If, however, the user has 
not selected one or more processes requiring selection of 
documentation options, the selectable “Next indicator 610 
will not be available for selection by the user. In such case, the 
user will typically select the selectable “Finish indicator 612 
to indicate completion of the selection of automated pro 
cesses selection method. 

0087. If the “Next indicator 610 is available for selection 
and selected by the user, the exemplary user interface 700 of 
FIG.7 may be displayed. User interface 700 includes a docu 
mentation options display portion 702 and a help and knowl 
edge display portion 704. The documentation options display 
portion 702 is configured to display selectable links for each 
documentation option that is available to the user for configu 
ration, implementation and/or maintenance. The options 
shown in the documentation options display portion 702 are 
selected based upon the information input into, for instance, 
the survey component 210 of the system architecture 200 of 
FIG. 2 and the processes the user has selected for automation 
that require selection of documentation options. In this 
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regard, the options shown are only those which pertain to the 
user, relate to options that are available in the healthcare 
information system the user is configuring, implementing 
and/or maintaining, and that pertain to the phase of configu 
ration, implementation and/or maintenance being run by the 
user. As such, the display portion 702 of FIG. 7 will display a 
customized list of options for each user initiating configura 
tion, implementation and/or maintenance of a healthcare 
information system. 
0088. The name or designation for each of the options 
listed in the documentation options display portion 702 rep 
resents a selectable link to additional information pertaining 
to the named option, Such information being derived, for 
instance, from knowledge portal 216 of the system architec 
ture 200 of FIG. 2. 
0089. The help and knowledge display portion 704 of user 
interface 700 is configured to display one or more selectable 
links to additional information that may be of use to the user 
in configuring, implementing and/or maintaining the health 
care information system. Such additional information may be 
derived, for instance, from knowledge portal 216 of the sys 
tem architecture 200 of FIG. 2. 
0090. User interface 700 additionally includes an instruc 
tional display portion 706 and a selectable “Finish’ indicator 
708. The instructional display portion 706 is configured to 
display instructions which inform the user what tasks he is to 
complete with respect to user interface 700. As indicated in 
the instructional display portion 708 in the illustrated 
embodiment, the user has “noted in the previous pages that 
nursing staffwill be documenting information obtained while 
preparing the patient to be seen by the provider and that the 
provider will be reviewing patient information, seeing the 
patient, placing orders and prescriptions, or documenting the 
visit.” Accordingly, the user is asked “which documentation 
options will the nursing staff and providers be using to docu 
ment patient information in the patient's chart? That is, the 
user is instructed to select the indicator box next to one of the 
options designated in display portion 702 that describes the 
documentation option(s) the nursing staff and providers will 
be using. Once the user has completed selection of the desired 
documentation option(s), he may select the selectable “Fin 
ish indicator 708 to indicate completion of the automated 
processes selection method. 
0091 Turning now to FIGS. 8-22, a series of exemplary 
screen displays representing a process for defining security 
for each of the positions in the clinical setting associated with 
a healthcare information system being configured, imple 
mented and/or maintained is provided. It will be understood 
and appreciated by those of ordinary skill in the art that the 
series of screen displays presented in FIGS. 8-22 is exem 
plary in nature and is not intended to limit the scope of the 
invention in any way. Though not shown, it will additionally 
be understood and appreciated by those of ordinary skill in the 
art that the Security/privileges process may be initiated upon 
user selection of an indicator representing Such process from 
a list of available processes and/or processes that are to be 
completed prior to operation of the healthcare information 
system being configured, implemented and/or maintained. 
0092. The process represented in FIGS. 8-22 permits user 
to assign privileges at the position level Such that all personnel 
designated to a particular position will have the same security 
rights, absent any specifically delineated exceptions. Assign 
ing such privileges at the position level alleviates the need for 
a user to designate security rights for each individual having 
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access to the healthcare information system being configured, 
implemented and/or maintained. 
(0093. With initial reference to FIG. 8, an exemplary user 
interface configured to permit a user to associate positions 
that existina healthcare information system being utilized by 
the user that is other than the healthcare information system 
being configured, implemented and/or maintained with cat 
egories to be utilized for setting privileges available to per 
Sonnel assigned to that position is shown and designated 
generally as reference numeral 800. User interface 800 
includes a positions with no association display portion 802. 
a work area or category designation display portion 804, and 
a positions with associated areas display portion 806. The 
positions with no association display portion 802 is config 
ured to display a list of those positions currently designated in 
the healthcare information system being utilized by the user 
that is other than the healthcare information system being 
configured, implemented and/or maintained. The displayed 
list of positions may be derived, for instance, from the facility 
and personnel profiles component 214 of the system archi 
tecture 200 of FIG. 2. The work area or category designation 
display portion 804 is configured to display a number of work 
areas or categories with which each of the unassociated posi 
tions may be associated. The positions with associated areas 
display portion 806 is configured to display those positions 
which have been associated with a particular work area or 
category once Such designation is made by the user. 
0094. In practice, a user may select one of the positions 
listed in the positions with no associated areas positions with 
no association display portion 802 and Subsequently select 
the check box next to one or more work area or category 
designations from the work area or category designation dis 
play portion 804. The user may also indicate whether person 
nel assigned to the position in question can place orders in 
their own names in an order security display area 808. Once 
all work areas or categories associated with the selected posi 
tion have been designated, the user may select the “Save” 
indicator 810. Upon Such selection, the position in question 
will be moved from positions with no association display 
portion 802 to the positions with associated areas display 
portion 806. The user may then repeat the process for each 
position that has no category designation that he desires to 
categorize for purposes of setting security/privileges. 
(0095. User interface 800 additionally includes an instruc 
tional display portion 812 configured to display instructions 
which inform the user what tasks he is to complete with 
respect to user interface 800 and detailed instructions regard 
ing how to accomplish those tasks. Once all positions dis 
played in the positions with no association display portion 
802 that the user desires to categorize have been categorized, 
the user may select the selectable “OK” indicator 814 to begin 
setting security/privileges for all positions he desires to auto 
mate. 

0096 Turning now to FIG.9, an exemplary screen display 
illustrating a list of positions for which security may be con 
figured in association with an office or clinica user desires to 
automate is shown and designated generally as reference 
numeral 900. User interface 900 includes a positions for 
selection display portion 902 and an instructional display 
portion 904. The positions for selection display portion 902 is 
configured to display a list of positions for which security/ 
privileges may be set for the healthcare information system 
being configured, implemented and/or maintained. The list of 
positions displayed may be derived, for instance, from pre 
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configured content component 218 and/or Survey-learned 
data component 228 of system architecture 200 of FIG. 2. 
Additionally, if the user is updating the healthcare informa 
tion system such that there is already an available list of 
positions specific to the user, for instance, from facility- and 
personnel-specific content component 212 of the system 
architecture 200 of FIG. 2, the list of displayed positions may 
be flexed accordingly. 
0097. The instructional display portion 904 is configured 
to display instructions which inform the user what tasks he is 
to complete with respect to user interface 900. In this regard, 
the instructional display portion 904 contains instructions 
informing the user “from the list below, to select all the 
positions that work in the office or clinic you are automating.” 
The user is also informed that the selections made will deter 
mine future questions for these roles. 
0098. In practice, a user may select the check box dis 
played next to the name or designation for each position listed 
in the positions for selection display portion 902 that he 
desires to automate. If a position is desired that does not 
appear on the list, the user may select the selectable “Add' 
indicator 906 to free-text add a position or may select the 
selectable “Include Positions From Other Clinical Settings” 
indicator 908 to select additional positions from a different 
list of positions. 
0099. If the user hovers a pointer (e.g., a mouse pointer) 
over any of the positions listed in the positions for selection 
display portion 902, a text box (not shown) configured to 
display a description of what security privileges personnel in 
that position typically have may be displayed. (Such infor 
mation may be derived, for instance, from pre-configured 
content component 218 and/or Survey-learned data compo 
nent 228 of system architecture 200 of FIG. 2.) In this way, if 
a user is unfamiliar with a particular position or acronym 
position designation, he may easily obtain assistance in fig 
uring out what the name or designation is intended to repre 
Sent. 

0100. Once the user has selected each of the positions he 
desires to automate from the positions for selection display 
portion 902, he may select the selectable “Next indicator 
910. Upon such selection, the screen display of FIG. 10 may 
be displayed. In FIG. 10, an exemplary user interface illus 
trating a list of those positions that were selected in the Screen 
display of FIG.9, each position being selectable to initiate the 
defining of security pertinent thereto, is shown and desig 
nated generally as reference numeral 1000. User interface 
1000 includes a selected positions display portion 1002 and 
an instructional display portion 1004 configured to display 
instructions which inform the user what tasks he is to com 
plete with respect to user interface 1000. In this regard the 
instructional display portion 1004 informs the user that the 
positions he identified for the office or clinic being automated 
in FIG.9 are shown and that he is to select one of the positions 
for which establishment of security settings is desired. Once 
the user has selected one of the positions from the list of 
positions displayed in the selected positions display portion 
1002, he may select the selectable “Next indicator 1006 to 
begin setting security/privileges for the selected position. In 
the illustrated example, the position of “Physician Assistant” 
has been selected. 

0101. It should be noted that user interface 1000 addition 
ally includes a “Copy Security Settings' selectable indicator 
1008. Selection of indicator 1008 will permit the user to copy 
security settings that have already been set with respect to one 
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position to another position. In this way, significant time is 
saved in setting security settings for positions for which there 
is commonality and/or for which similar or identical privi 
leges are desired. 
0102. Upon selection of the selectable “Next' indicator 
1006 of user interface 1000, a series of screen displays 
prompting selection of privileges for the selected position are 
sequentially displayed. Initially, the screen display shown in 
FIG. 11 may be displayed. In FIG. 11, an exemplary user 
interface configured to permit a user to define position Secu 
rity with respect to viewing resource schedules, indicating 
arrival/location, allergies, problems and diagnosis, and pro 
cedures is shown and designated generally as reference 
numeral 1100. Once the user has selected the desired privi 
leges displayed on user interface 1100, he may select the 
selectable “Next indicator 1102 to continue with security/ 
privileges designation. 
(0103). Upon selection of the selectable “Next' indicator 
1102 of FIG. 11, the screen display shown in FIG. 12 may be 
displayed. In FIG. 12, an exemplary user interface configured 
to permit a user to define position security with respect to 
immunization records, health maintenance records, and 
orders and charges is shown and designated generally as 
reference numeral 1200. Once the user has selected the 
desired privileges displayed on user interface 1200, he may 
select the selectable "Next indicator 1202 to continue with 
security/privileges designation. 
0104. Upon selection of the selectable “Next' indicator 
1202 of FIG. 12, the screen display shown in FIG. 13 may be 
displayed. In FIG. 13, an exemplary user interface configured 
to permit a user to define position security with respect to 
prescriptions and medication profile and clinical notes is 
illustrated and designated generally as reference numeral 
1300. Once the user has selected the desired privileges dis 
played on user interface 1300, he may select the selectable 
“Next indicator 1302 to continue with security/privileges 
designation. 
0105. Upon selection of the selectable “Next' indicator 
1302 of FIG. 13, the screen display shown in FIG. 14 may be 
displayed. In FIG. 14, an exemplary user interface configured 
to permit a user to define position security with respect to 
structured documentation is illustrated and designated gener 
ally as reference numeral 1400. Once the user has selected the 
desired privileges displayed on user interface 1400, he may 
select the selectable "Next indicator 1402 to continue with 
security/privileges designation. 
0106. Upon selection of the selectable “Next' indicator 
1402 of FIG. 14, the screen display shown in FIG. 15 may be 
displayed. In FIG. 15, an exemplary user interface configured 
to permit a user to define position security with respect to 
forms, pediatric growth chart, patient history, and viewing/ 
commenting on patient results is illustrated and designated 
generally as reference numeral 1500. Once the user has 
selected the desired privileges displayed on user interface 
1500, he may select the selectable “Next' indicator 1502 to 
continue with security/privileges designation. 
0107. Upon selection of the selectable “Next' indicator 
1502 of FIG. 15, the screen display shown in FIG.16 may be 
displayed. In FIG.16, an exemplary user interface configured 
to permit a user to define position security with respect to 
tasks and inbox is illustrated and designated generally as 
reference numeral 1600. Once the user has selected the 
desired privileges displayed on user interface 1600, he may 
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select the selectable "Next indicator 1602 to continue with 
security/privileges designation. 
0108. Upon selection of the selectable “Next' indicator 
1602 of FIG. 16, the screen display shown in FIG. 17 may be 
displayed. In FIG. 17, an exemplary user interface configured 
to permit a user to define position security with respect to 
various activities is illustrated and designated generally as 
reference numeral 1700. Once the user has selected the 
desired privileges displayed on user interface 1700, he may 
Select the Selectable “Next indicator 1702 to continue with 
security/privileges designation. At this point, the user has 
completed designation of security/privileges but one or more 
of the selected privileges may require clarification. If this is 
the case, one or more user interfaces may be displayed upon 
Selection of the Selectable “Next indicator 1702 of FIG. 17 
that prompt the required clarification. One such exemplary 
screen display is shown in FIG. 18. It should be noted that if 
no privileges have been selected that require clarification, 
Selection of the Selectable “Next indicator 1702 of FIG. 17 
may instead initiate display of the screen display of FIG. 19. 
FIG. 19 is more fully described herein below. 
0109) Note that if the user is updating the healthcare infor 
mation system such that there is already available information 
pertaining to the security/privileges available to personnel 
designated to certain positions that is specific to the user, for 
instance, from facility- and personnel-specific content com 
ponent 212 of the system architecture 200 of FIG. 2, such 
selections may be defaulted for any of the screen displays of 
FIGS. 11-17. Even if such information is defaulted, however, 
the user may still be provided with the option to change the 
previously designated security/privileges for each position. 
0110. As previously stated, if clarification of security/ 
privileges is required, one or more user interfaces may be 
displayed upon selection of the selectable “Next indicator 
1702 of FIG. 17 that prompt the required clarification. FIG. 
18 shows one example of a clarification user interface. Such 
interface being designated generally as reference numeral 
1800. Note that the clarification prompts displayed on user 
interface 1800 are customized and relevant to the illustrated 
selections made in FIGS. 11-17. That is, any clarification user 
interfaces that are displayed will be flexed based on the pre 
vious security designations. As such, it will be understood 
and appreciated by those of ordinary skill in the art that user 
interface 1800 is merely exemplary. Once all clarification 
prompts displayed on user interface 1800 have been 
addressed, the user may select the selectable “Finish' indica 
tor 1802 to indicate that setting of security/privileges is com 
plete. 
0111. Upon selection of the selectable “Finish indicator 
1802 of FIG. 18, or if no clarification is required subsequent 
to user Selection of the Selectable “Next indicator 1702 of 
FIG. 17, the screen display of FIG. 19 may be displayed. In 
FIG. 19, an exemplary user interface illustrating a list of 
personnel that have been assigned to the position for which 
security has been set is shown and designated generally as 
reference numeral 1900. User interface 1900 provides the 
user with the opportunity to update or not update each mem 
ber of the list in accordance with the previously designated 
security settings. The user may select each of the names on the 
displayed personnel list and indicate whether or not he would 
like the security settings to be updated for that particular 
individual in accordance with the designated security set 
tings. Once the user has indicated “yes” or 'no' with respect 
to each individual, the defining of security/privileges for that 
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position is complete. The user may Subsequently again ini 
tiate the process to define security/privileges for another posi 
tion. Alternatively, a screen display (not shown) may be dis 
played prompting the user to select another position for which 
to define security or affirmatively state that he is finished with 
the security designation task. Any and all such variations are 
contemplated to be within the scope of embodiments of the 
present invention. 
0112 Embodiments of the present invention provide the 
user with alerts or indicators if the user selects or de-selects a 
security/privilege option that creates an inconsistency with 
other tasks the personnel assigned to that position designation 
may be set to be able to perform. For instance, with reference 
to FIG. 20, a screen display illustrating an alert that may be 
displayed upon user selection or de-selection of a security/ 
privilege setting that is at odds with another security/privilege 
setting is illustrated and designated generally as reference 
numeral 2000. In the illustrated embodiment, suppose the 
user has previously indicated that personnel categorized as 
Physician Assistants are to have the ability to place orders in 
a physician's notation portion of a patient's electronic medi 
cal record. Subsequently, and in accordance with this prior 
designation, upon displaying the screen display wherein 
security with respect to orders and charges is to be specified 
(e.g., screen display 1200 of FIG. 12), the selection which 
indicates that that Physician Assistants are to be able to place 
orders for a patient and view the list of orders that have been 
placed for a patient may be selected as a default. If the user 
de-selects this option, the alert 2000 may be displayed 
informing the user that de-selecting that particular task will 
also change the previously designated security/privilege set 
ting. The user may then be asked to affirmatively state 
whether this is his intent before he is allowed to proceed. In 
this way, inconsistencies in the security/privileges being set 
throughout the security process are flagged and reconciled 
prior to completion. Additionally, based on the user's selec 
tions during the conflict reconciliation process, indications of 
selection or de-selection of prior presented options may 
change. That is, if the user were to scroll back through previ 
ously completed screen displays, one or more options may 
appear changed from the selection(s) initially made by the 
user, the changed selection(s) being in accordance with the 
user's selections during the conflict reconciliation process. 
0113 FIG. 21 illustrates another example of the above 
described conflict reconciliation functionality. In FIG. 21, a 
screen display illustrating an alert that may be displayed upon 
user selection or de-selection of a security setting that is at 
odds with another security setting is shown and designated 
generally as reference numeral 2100. In the illustrated 
embodiment, Suppose the user has previously indicated that 
personnel categorized as Physician Assistants are to have the 
ability to order prescriptions in a physician's notation portion 
of a patient's electronic medical record. Subsequently, and in 
accordance with this prior designation, upon displaying the 
screen display wherein security with respect to prescriptions 
and the patient's medication profile is to be specified (e.g., 
screen display 1300 of FIG. 13), the selection which indicates 
that that Physician Assistants are to be able to prescribe medi 
cations, refill medications, and enter medications that the 
patient has taken or is currently taking into their record may 
be selected as a default. If the user de-selects this option, the 
alert 2100 may be displayed informing the user that de-se 
lecting that particular task will also change the previously 



US 2011/0099.030 A1 

designated security/privilege setting. The user may then be 
asked to affirmatively state whether this is his intent before he 
is allowed to proceed. 
0114. From the perspective of workflows in a clinical set 

ting, there are certain tasks that if an individual having a 
particular position designation is permitted to participate in, it 
stands to reason that there are other tasks in which he should 
also be able to participate. Such corresponding “reasonable' 
tasks may be derived, for instance, from pre-configured con 
tent component 218 of the system architecture 200 of FIG. 2, 
Such content including Survey-learned data. For instance, if 
an individual having a particular position designation is per 
mitted to update a patient's allergy profile, that same indi 
vidual should also be able to view that patient's allergy pro 
file. In Such circumstances, embodiments of the present 
invention may provide an alert to the user asking for the user 
to either verify or synchronize any apparent inconsistencies. 
A screen display illustrating an alert that may be displayed 
upon user selection or de-Selection of a security/privilege 
setting that creates an apparent inconsistency is illustrated in 
FIG 22. 

0115 FIG. 22 shows a screen display that may be dis 
played upon user selection of security privileges that reason 
ably may be out of synch with one another, Such screen 
display being designated generally as reference numeral 
2200. In the illustrated embodiment, the user has indicated 
that personnel assigned to the positions “BR Karen Test'. 
“Reg Clerk', and “Tech, Cytology' are to have view and 
update privileges that are inconsistent with one another. 
Accordingly, the user is asked to either synchronize the privi 
leges according to the previously set view privileges or update 
privileges, or to affirmatively indicate that he intends the 
privileges to remain out of synch. To synchronize the privi 
leges, the user may select each of the positions and indicate 
the privileges he intends personnel assigned to the selected 
position to have. When the user has completed the synchro 
nization, he may select the selectable “OK” indicator 2202 to 
indicate that the task has been completed. 
0116 Each of the security/privilege selections made by a 
user utilizing the security selection process according to 
embodiments of the present invention may have one or more 
effects concerning the options with which personnel assigned 
to the pertinent clinical setting position may be presented. By 
way of example, turning to FIGS. 23-30, a series of exem 
plary screen displays are provided illustrating a plurality of 
end-user effects selection or de-selection of a particular secu 
rity/privilege option in the security selection process 
described herein above with reference to FIGS. 8-22 may 
have. It will be understood and appreciated by those of ordi 
nary skill in the art that the screen displays presented in FIGS. 
23-30 are exemplary in nature and are not intended to limit the 
Scope of the invention in any way. 
0117. With initial reference to FIG. 23, a partial screen 
display of an exemplary user interface configured to permit a 
user to define position security with respect to allergies, 
wherein the option entitled “Enter/Update a patient's aller 
gies (Allergy Profile) has been selected with respect to per 
Sonnel assigned to the category of Physician Assistant is 
illustrated and designated generally as reference numeral 
2300. When this option is selected, each of the screen displays 
shown in FIGS. 24-27 may be displayed to an individual 
assigned to the category of Physician Assistant when navi 
gating through a patient's electronic medical record. As can 
be seen, the option of Allergy” is presented to the end-user in 
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screen display 2400 of FIG. 24 and the end-user is presented 
with the option to view the allergy profile of the patient in the 
screen display 2500 of FIG. 25. If the user elects in the screen 
display 2500 of FIG. 25 to view the patient's allergy profile, 
the screen display 2600 of FIG. 26 illustrating the patient’s 
allergy profile may be displayed. In this instance, no allergies 
have been recorded in the patient's allergy profile. Upon 
selection of the “Allergies (0):” selectable link from the Sum 
mary display portion 2602 of the screen display 2600 of FIG. 
26, the screen display 2700 of FIG. 27 may be displayed, 
wherein the end-user is permitted to select an option to add a 
new drug allergy to the patient's allergy profile. 
0118. By way of contrast, the screen displays of FIGS. 
28-30 illustrate the difference in each of the above-described 
screen displays if the “Enter/Update a patient's allergies (Al 
lergy Profile' security/privilege option of the screen display 
2300 of FIG. 23 had not been selected. In this regard, in FIG. 
28 a partial screen display of an exemplary user interface 
configured to permit a user to define position security with 
respect to allergies, wherein the option entitled “Enter/Up 
date a patient's allergies (Allergy Profile) has not been 
selected with respect to personnel assigned to the category of 
Physician Assistant is illustrated and designated generally as 
reference numeral 2800. When this option is not selected, 
each of the screen displays shown in FIGS. 29 and 30 may be 
displayed to an individual assigned to the category of Physi 
cian Assistant when navigating through a patient's electronic 
medical record. As can be seen with reference to the screen 
display 2900 of FIG. 29, though the option of “Allergy” was 
presented to the end-user when the “Enter/Update a patient’s 
allergies (Allergy Profile) security privilege option was 
selected (FIG. 24), such is not only not available but not even 
displayed when the option is not selected. Similarly, with 
reference to the screen display 3000 of FIG. 30, when the 
“Enter/Update a patient's allergies (Allergy Profile) secu 
rity/privilege option is not selected, the end-user is not pre 
sented with the option to view the allergy profile of the 
patient. (Contrast this with the screen display 2500 of FIG.25 
that may be displayed when the “Enter/Update a patient’s 
allergies (Allergy Profile) security/privilege option is 
selected.) As the end-user is not allowed to view the patient's 
allergy profile, the screen displays 2600 and 2700 of FIGS. 26 
and 27, respectively, are not presented to the end-user. 
0119. As can be understood, the present invention pro 
vides systems, methods, and computer-readable media hav 
ing computer-executable instructions embodied thereon for 
configuration, implementation and/or maintenance of a 
healthcare information system. Such configuration, imple 
mentation and/or maintenance may include building of a 
healthcare information system from the ground level or modi 
fying or converting an existing healthcare information sys 
tem. Utilizing the systems, methods, and computer-readable 
media herein described, security/privilege conflicts are mini 
mized as such inconsistencies are flagged and reconciliation 
is attempted prior to completion of the configuration, imple 
mentation and/or maintenance process. Additionally, as 
information is gleaned from a series of customized, pointed 
questions, and items for a user to elect to select or de-select 
rather than from free-text information entry, elements that 
don’t make sense from a clinical perspective are minimized as 
well. For instance, entry of a diagnosis of penicillin (which 
doesn’t make sense from a clinical perspective) would not be 
allowed. 
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0120. The present invention has been described in relation 
to particular embodiments, which are intended in all respects 
to be illustrative rather than restrictive. Alternative embodi 
ments will become apparent to those of ordinary skill in the 
art to which the present invention pertains without departing 
from its scope. 
0121. From the foregoing, it will be seen that this inven 
tion is one well adapted to attain all the ends and objects set 
forth above, together with other advantages which are obvi 
ous and inherent to the system and method. It will be under 
stood that certain features and sub-combinations are of utility 
and may be employed without reference to other features and 
sub-combinations. This is contemplated by and is within the 
Scope of the claims. 
What is claimed is: 
1. A user interface configured for defining privileges based 

on position in configuring, implementing and/or maintaining 
a customized healthcare information system, the user inter 
face comprising: 

a selected positions display portion configured to display a 
list of positions associated with a facility, each position 
in the list having at least one configurable privilege 
associated therewith: 
an instructional display portion configured to display 

instructions regarding one or more tasks to be com 
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pleted to define the at least one configurable privilege 
associated with at least one of the positions displayed 
in the list; and 

a reconciliation alert display portion configured to dis 
play a reconciliation alert if it is determined that a 
configuration definition associated with a given posi 
tion is inconsistent with at least one other configura 
tion definition associated with the given position. 

2. The user interface of claim 1, wherein the reconciliation 
alert display portion is further configured to display a reason 
able inconsistency alert if it is determined that the configura 
tion definition associated with the given position is reason 
ably inconsistent with at least one other configuration 
definition associated with the given position. 

3. The user interface of claim 1, further comprising a 
description display area configured to display a description of 
facility and/or industry privileges generally associated with at 
least one of the positions displayed in the list. 

4. The user interface of claim 1, further comprising a 
selectable copy indicator, selection of which initiates asso 
ciation of privileges associated with a first position in the list 
of positions with a second position in the list of positions. 
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