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TECHNIQUES FOR AUTHENTICATING DEVICES USING A TRUSTED
PLATFORM MODULE DEVICE

BACKGROUND

[0001] Many computing devices employ trusted platform modules (TPM) in the form of a
secure cryptoprocessor for providing hardware-based security-related functions. The TPM
is typically a cryptoprocessor chip integrated into the device via low pin count (LPC)
interface, a serial peripheral interface (SPI), or an inter-integrated circuit (I2C) bus, and
soldered to the printed circuit board (PCB). The computing device uses the cryptoprocessor
chip to create security keys (e.g., Rivest, Shamir, Adleman (RSA) private keys) for the
device, among other operations, which can be specific to hardware in the device to prevent
unauthorized replication and use of the security keys by other devices.

[0002] In some applications, a certificate authority can create digital certificates that a
device can use in communicating with one or more other devices in a network by providing
the digital certificate(s) to prove authentication to the one or more other devices. For
example, the one or more other devices may include a router or other component for
accessing a WiFi network. In such applications, the device can use the TPM to generate
one or more keys to sign the digital certificate. This allows the one or more other devices
receiving the digital certificate to ensure the digital certificate is received from a trusted

source, e.g., based on verifying the one or more keys used to sign the digital certificate.

SUMMARY

[0003] The following presents a simplified summary of one or more aspects in order to
provide a basic understanding of such aspects. This summary is not an extensive overview
of all contemplated aspects, and is intended to neither identify key or critical elements of all
aspects nor delineate the scope of any or all aspects. Its sole purpose is to present some
concepts of one or more aspects in a simplified form as a prelude to the more detailed
description that is presented later.

[0004] In an example, a device is provided including a memory storing one or more
parameters or instructions for executing a certificate authority service, an interface
configured to communicate with a removably connectable trusted platform module (TPM)
device, and at least one processor coupled to the memory and the interface. The at least one
processor is configured to detect an event corresponding to communications with the TPM

device via the interface, execute the certificate authority service to generate, in response to
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detecting the event, a digital certificate for authenticating the device, sign the digital
certificate using the TPM device, and transmit the digital certificate to authenticate the
device in communicating with one or more other devices.

[0005] In another example, a method for authenticating a device is provided. The method
includes detecting an event related to communications with a removably connectable TPM
device, executing a certificate authority service to generate, in response to detecting the
event, a digital certificate, signing the digital certificate using the TPM device, and
transmitting the digital certificate, as signed, to one or more other devices to authenticate
communication with the one or more other devices.

[0006] In another example, a non-transitory computer-readable medium including code for
authenticating a device is provided. The code includes code for detecting an event related
to communications with a TPM device, code for executing a certificate authority service to
generate, in response to detecting the event, a digital certificate, code for signing the digital
certificate using the TPM device, and code for transmitting the digital certificate, as signed,
to one or more other devices to authenticate communication with the one or more other
devices.

[0007] To the accomplishment of the foregoing and related ends, the one or more aspects
comprise the features hereinafter fully described and particularly pointed out in the claims.
The following description and the annexed drawings set forth in detail certain illustrative
features of the one or more aspects. These features are indicative, however, of but a few of
the various ways in which the principles of various aspects may be employed, and this
description is intended to include all such aspects and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Figure 1 is a schematic diagram of an example of a system for performing one or
more security-related functions for a device based on a trusted platform module (TPM)
device.

[0009] Figure 2 is a flow diagram of an example of a method for performing one or more
security-related functions for a device based on a TPM device.

[0010] Figure 3 is a flow diagram of an example of a method for providing a digital
certificate for a device based on a TPM device using one or more certificate templates.
[0011] Figure 4 is a schematic diagram of an example of a device in a state where a digital

certificate has not been generated.
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[0012] Figure 5 is a schematic diagram of an example of a device in a state where a digital
certificate is generated based on coupling with a TPM device.

[0013] Figure 6 is a schematic diagram of an example of a device in a state where a digital
certificate has been generated and used to authenticate the device.

[0014] Figure 7 is a schematic diagram of an example of a hierarchy of TPM devices and
associated signing of digital certificates.

[0015] Figure 8 is a schematic diagram of an example of a device for performing functions
described herein.

DETAILED DESCRIPTION

[0016] The detailed description set forth below in connection with the appended drawings
is intended as a description of various configurations and is not intended to represent the
only configurations in which the concepts described herein may be practiced. The detailed
description includes specific details for the purpose of providing a thorough understanding
of various concepts. However, it will be apparent to those skilled in the art that these
concepts may be practiced without these specific details. In some instances, well-known
components are shown in block diagram form in order to avoid obscuring such concepts.
[0017] This disclosure describes various examples related to a device having an interface
for communicating with a separate (e.g., non-integrated; independent; remote), removably
connectable trusted platform module (TPM) device for performing security-related
functions at the device. For example, the security-related functions may include signing
digital certificates created for the device to associate the digital certificates with a trusted
source. The TPM device can be a separate device with a memory for storing one or more
keys that can be used to perform the security-related functions for one or more devices. For
example, the TPM device can communicate with the device using a wired interface, such as
but not limited to a universal serial bus (USB) interface, a Firewire interface, etc., and/or a
wireless interface, such as but not limited to a Bluetooth interface, a near field
communications (NFC) interface, etc., in performing the security related functions.

[0018] Additionally, for example, the device may include a certificate authority (CA)
service for generating one or more digital certificates that the device can utilize to provide
authentication in communicating with one or more other devices. The device can utilize the
TPM device, in an example, to sign the digital certificate(s) with one or more keys (e.g., one
or more private keys) such that the one or more other devices receiving the digital

certificate(s) can verify the digital certificate using one or more corresponding keys (e.g.,
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one or more public keys) to determine whether the digital certificate(s) are associated with
a trusted source. If so, the one or more other devices may authenticate the device based on
the signed digital certificate(s). In this regard, the device does not need to include the TPM,
instead, the device can include the CA service that can operate (and/or can be activated)
based on coupling the TPM device with the device.

[0019] Turning now to Figures 1-3, examples are depicted with reference to one or more
components and one or more methods that may perform the actions or operations described
herein, where components and/or actions/operations in dashed line may be optional.
Although the operations described below in Figures 2 and 3 are presented in a particular
order and/or as being performed by an example component, the ordering of the actions and
the components performing the actions may be varied, in some examples, depending on the
implementation. Moreover, in some examples, one or more of the actions, functions, and/or
described components may be performed by a specially-programmed processor, a processor
executing specially-programmed software or computer-readable media, or by any other
combination of a hardware component and/or a software component capable of performing
the described actions or functions.

[0020] Figure 1 is a schematic diagram of an example of a device 100 that can communicate
with a separate (e.g., non-integrated; independent; remote), removably connectable TPM
device 102 for performing one or more security-related functions. Device 100 can also
communicate with another device 104 and authenticate communications therewith based on
performing the one or more security-related functions via the TPM device 102. In an
example, device 100 can include a processor 112 and/or memory 114 configured to execute
or store instructions or other parameters related to performing the one or more security-
related functions, such as executing a CA service 116 for generating one or more digital
certificates 142 for the device 100, and/or executing an application 118, which can
authenticate device 100 with one or more other devices 104 using digital certificate 142.
For example, the application 118 may include substantially any application for
communicating with another device 104 based on using a certificate for authenticated
communications, such as a cloud-based services application for communicating with one or
more cloud-based services or related network nodes over a network, a web browser used to
provide one or more certificates to another device 104 for communicating therewith using
one or more network connections or protocols, etc.

[0021] Device 100 may also include a communication interface 120 for communicating

with the one or more other devices 104. In an example, communication interface 120 can
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include a wired interface such as a wired connection to a local area network (LAN) with
which the one or more other devices 104 are associated, a serial or parallel wired interface,
such as a universal serial bus (USB), Firewire, etc. with the one or more devices 104. In
another example, communication interface 120 can include a wireless interface, such as a
wireless connection to a wireless (LAN) (e.g., via WiF1), a cellular network, etc. with which
the one or more other devices 104 are associated, a Bluetooth, near field communication
(NFC), etc. connection with the one or more other devices 104, and/or the like.

[0022] Device 100 can additionally include a TPM interface 122 for communicatively
coupling a TPM device 102 to the device 100. For example, the TPM interface 122 can
include or be coupled with a wired interface (e.g., USB, Firewire, or other serial or parallel
interface), a wireless interface (e.g., Bluetooth, NFC, etc.), and/or the like. The TPM device
102 can similarly include a TPM interface 132 for coupling with the TPM interface 122 of
device 100, where the TPM interface 132 can similarly include or be coupled with a wired
interface (e.g., USB, Firewire, or other serial or parallel interface), a wireless interface (e.g.,
Bluetooth, NFC, etc.), and/or the like. In some instances, the TPM device 102 can be a
passive device, without an independent processor, that is activated and controlled by a
processor 112 of device 100 when the TPM device 102 is coupled, via TPM interface 132,
to TPM interface 122 of the device 100. In another example, TPM device 102 can be an
active device, having an independent processor 130, such that coupling to the device 100
can be via a pairing process between TPM interface 122 and TPM interface 132 (e.g., a
Bluetooth pairing process, NFC handshake, etc.). In one example, processor 130 may be or
may include a TPM for generating the one or more keys 140 based at least in part on
hardware information related to TPM device 102.

[0023] In either case, TPM device 102 can include a memory 134 for optionally (as
indicated by dashed lines) storing one or more keys 140 that can be used to perform security-
related functions at one or more devices that receive the TPM device 102. In addition, for
example, memory 134 can store one or more logs 141 including one or more parameters
related to the one or more digital certificates 142 signed by the TPM device 102 (e.g.,
contents or a copy of the digital certificates 142, a serial number associated with the digital
certificates 142, etc. In an example, memory 134 may be a protected or otherwise encrypted
memory such that the contents thereof can be encrypted upon storing, and decrypted when
retrieved. Moreover, for example, the one or more keys 140 can include, but are not limited
to, one or more Rivest, Shamir, Adleman (RSA) keys, which may be private or public keys.

In a specific example, described further herein, insertion of the TPM device 102 into the
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device 100, or pairing of the TPM device 102 with the device 100, can be an event detected
by the device 100. The device 100 (or a component thereof) can perform one or more
security-related functions via the TPM device 102 based on the detected event.

[0024] In one specific example, CA service 116 can generate one or more digital certificates
142, which can be stored in memory 114, for authenticating device 100 to another device
104, e.g., for establishing and/or maintaining communications. In this example, TPM
interface 122 can access TPM device 102 for performing one or more security-related
functions, such as signing the digital certificate(s) 142. In this example, TPM interface 122
(e.g., based on detecting the event) can provide the digital certificate(s) 142 to TPM device
102 for signing with the one or more keys 140 to associate a trusted source with the one or
more digital certificates 142. Device 100 (e.g., via application 118) can then transmit the
one or more digital certificates 142 (e.g., from memory 114), as signed using the one or
more keys 140, to the other device 104. Device 104 can verify that the digital certificate(s)
142 are from a trusted source based on verifying the one or more keys used to sign the digital
certificate(s) 142. For example, device 104 may attempt to decode the digital certificate(s)
142 using one or more corresponding public keys. Device 104 can accordingly authenticate
the device 100 based on the digital certificate(s) 142 where the digital certificate(s) 142 are
determined as associated with the trusted source.

[0025] In one example, CA service 116 can operate to generate and sign digital certificate(s)
142 based on whether the TPM device 102 is coupled to the device 100 (e.g., CA service
116 can be activated when the TPM device 102 is coupled to device 100 and can be
deactivated with the TPM device 102 is not coupled to device 100) and/or based on whether
or when the one or more keys 140 are obtained from the TPM device 102. In another
example, device 100 can include a type of switch, such as a mechanical, electro-mechanical,
or virtual button, which may include switch/button 124, activation of which can cause
generation of one or more digital certificates 142. In yet another example, TPM device 102
can include a switch/button 136 (e.g., a mechanical, electro-mechanical, or virtual button)
for approving generation and/or signing of the one or more digital certificates 142. In
additional examples described further herein, the TPM device 102 and/or CA service 116
may also include one or more certificate templates 144, 146 indicating the types of
certificates that can and/or should be generated by CA service 116 and/or signed by one or
more keys from TPM device 102. For example, the CA templates 144, 146 may include a
list of settings, parameters, etc. that can be specific for certain types of templates; thus

similar digital certificates can be generate based on a CA template.
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[0026] In either case, in this regard, device 100 does not need an integrated TPM to sign the
digital certificate(s) 142 such to associate the digital certificate(s) 142 with a trusted source.
Thus, a user can indicate a trust relationship with the device 100 by inserting the TPM device
102 into device 100 to allow for signing of the digital certificate(s) 142 via one or more keys
140 in the TPM device 102 (and/or to allow generation of the digital certificate(s) 142 in
the first place).

[0027] Thus, the device 100 described herein may allow a user to easily and efficiently
authenticate the user-owned device (e.g., device 100) with any other device via use of a
user-owned or user-accessible TPM device 102. For instance, in some example use cases,
the user may simply and easily authenticate a new user device to other devices on a network,
such as but not limited to authenticating user-owned Internet of Things (IoT) devices to one
another so that they can communicate on a network, authenticating a device to an access
network (e.g., to a WiFi router), and authenticating a device to access cloud-based services.
The aspects described herein can enable a user to perform such authentication without
reliance on complicated and potentially inaccessible network-based certificate authorities.
[0028] In an example, device 100 can include substantially any device that may or may not
have input and/or output components. For example, device 100 can include a computer, a
server, a personal device, such as a cellular phone, smart phone, tablet, etc., a home
appliance (e.g., a refrigerator, oven, toaster, washer, dryer, security system, etc.). In an
example, device 100 can be substantially any device that can connect to a home network
(e.g., a WLAN) to communicate with one or more devices on the home network, cloud-
based services devices, etc., which can include device 104. Similarly, device 104 can be
similar to one or more of the above listed examples for device 100 and may communicate
with device 100 over a network or direct connection thereto, as described. In one example,
device 104 may be a TPM device, as described in further detail herein.

[0029] Additionally, in an example, TPM device 102 may include a USB/Firewire key
device, a Bluetooth or NFC enabled fob device, or substantially any device that can include
at least a non-volatile (and, preferably protected) memory for storing the one or more keys
140 and an interface for allowing a device (e.g., device 100) to engage the TPM device 102
for performing one or more security-related functions.

[0030] Figure 2 is a flowchart of an example of a method 200 for performing security-
related functions for a device. For example, method 200 can be performed by a device 100
and/or one or more components thereof to facilitate performing security-related functions at

device 100 based on coupling with a TPM device 102.
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[0031] In method 200, at action 202, an event related to communication with a removably
connectable TPM device can be detected. In an example, TPM interface 122, e.g., in
conjunction with processor 112, memory 114, etc., can detect an event related to
communication with a separate (e.g., non-integrated, independent; remote), removably
connectable TPM device 102. For example, TPM interface 122 may detect the event as a
coupling of TPM device 102 to device 100, which may include detecting physical
attachment of the TPM device 102 to device 100 (e.g., an event related to plugging the TPM
device 102 into a USB/Firewire port of device 100), detecting a pairing of the TPM device
102 with device 100 (e.g., an event related to a Bluetooth pairing, NFC handshake, etc.),
discovery of the memory 134 of the TPM device 102 as a storage device, and/or the like.
For example, TPM interface 122 may detect the event based on receiving a notification of
the coupling of TPM device 102 to device 100 from an operating system executing on the
device 100.

[0032] In another example, TPM interface 122, e.g., in conjunction with processor 112,
memory 114, may detect the event based on a communication received from the TPM device
102, such as a message sent to device 100 via TPM interfaces 132, 122 (e.g., a message after
TPM device 102 is attached to or paired with device 100). Furthermore, in an example,
TPM interface 122 may detect the event as a notification from the application 118 to perform
one or more security-related functions with the TPM device 102. Moreover, for example,
TPM interface 122 may detect the event as or based on activation of a switch/button 124 on
the device 100, or switch/button 136 on TPM device 102, for the purpose of causing the
device 100 to perform the one or more security-related functions (e.g., provisioning on a
home network), accepting or causing generation of one or more digital certificates 142, etc.
In this example, the switch/button 124 may be communicatively coupled to the TPM
interface 122 (e.g., via processor 112, as shown, via a direct connection, etc.), and detecting
activation of the switch/button 124 (e.g., by being pressed by a force, such as user touch)
may be the detected event for causing one or more of the functions described below.
Alternatively (or in addition), the switch/button 136 may be communicatively coupled to
the TPM interface 132, and detecting activation of the switch/button 136 (e.g., via
communication of the event through TPM interface 132, 122 communication) may be the
detected event for causing one or more of the functions described below.

[0033] In method 200, at action 204, one or more security-related functions can be
performed with the TPM device based on detecting the event. In an example, TPM interface

122, e.g., in conjunction with processor 112, memory 114, etc., can perform, based on (e.g.,
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in response to) detecting the event, the one or more security-related functions with the TPM
device 102. As described, the one or more security-related functions can include associating
one or more digital components (e.g., digital certificates) with a trusted source using one or
more keys 140. For example, the one or more digital components can be signed with the
one or more keys 140, which can correspond to RSA private keys or other security keys,
secrets, credentials, etc., to associate the digital components with the trusted source.

[0034] In an example, TPM device 102 can store the one or more keys 140 in memory 134.
TPM interface 122 can receive a notification of the event related to the communication with
the TPM device 102, as described above (e.g., an event detected via TPM interface 122, by
an operating system executing on device 100, by application 118, by activation of a
switch/button 124, 136, etc.), in an example, and can accordingly perform one or more
security-related functions with TPM device 102. In one specific example, performing the
one or more security-related functions at action 204 may optionally (as indicated by dashed
lines) include, at action 206, executing a CA service to generate a digital certificate, and at
action 208, signing the digital certificate using the TPM device. In an example, TPM
interface 122, e.g., in conjunction with processor 112, memory 114, etc., can execute the
CA service 116 to generate a digital certificate 142, and CA service 116 can sign the digital
certificate 142 using the TPM device 102 (e.g., by engaging TPM device 102 via TPM
interface 122). For example, CA service 116 may generate the digital certificate 142 and
provide the digital certificate 142 to the TPM device 102 via communication between TPM
interfaces 122, 132. TPM device 102 can sign the digital certificate 142 and return the
signed digital certificate 142 to device 100, which device 100 can store in memory 114, use
in performing authentication, etc., as described.

[0035] For example, in this regard, CA service 116 may execute or cause execution of a
signing function on the TPM device 102 to sign the digital certificate 142 using the one or
more keys 140 as part of operating as a CA. In one example, device 100 may mount TPM
device 102 as a device storage volume (e.g., via an operating system executing on the device
100), and TPM interface 122 can accordingly detect one or more security-related functions
that can be performed by or in conjunction with TPM device 102 based on the mounting.
Forinstance, in this regard, TPM device 102 may expose itself as a generic smart card reader
or other type of device to device 100, where the TPM device 102 can include a permanently
inserted smart card in the form of memory 134 that stores the one or more keys 140 and/or
functions for signing a digital component using the one or more keys 140. In another

example, a Bluetooth or NFC communication in a wireless communication session between
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the TPM device 102 and device 100 can include an indication of the one or more security-
related functions that can be performed via TPM device 102. In any case, CA service 116
may not store keys to be used in signing generated digital certificates 142, but instead may
rely on the separate and independent TPM device 102 to store/generate the keys 140 and
accordingly sign the digital certificates 142 or perform the other security-related functions.
[0036] In a specific example, which should not be construed as limiting, CA service 116
can generate a X.509 digital certificate for the device 100, and can sign the X.509 digital
certificate using the TPM device 102. For example, the CA service 116 may generate the
X.509 certificate based on detecting the event related to communicating with TPM device
102. Instructions for executing the CA service 116 can be stored in memory 114, and
processor 112 can execute the CA service 116 according to the instructions to generate the
X.509 certificate based on the TPM device 102 being coupled to the device 100 and/or based
on receiving the one or more keys 140 from the TPM device 102. CA service 116 can utilize
TPM device 102 sign the X.509 certificate with the one or more keys 140. In one example,
CA service 116 may provide the X.509 certificate to the TPM device 102, TPM device 102
can sign the X.509 certificate using the one or more keys 140, and TPM device 102 can
provide the signed X.509 certificate to the device 100 in response to the request. Thus, for
example, CA service 116 can become a full CA having both the TPM portion and associated
keys for signing the certificates when device 100 is coupled with the TPM device 102.

[0037] In addition, for example, CA service 116 may attempt to detect another event before
generating the digital certificate 142 and/or signing the digital certificate 142 with the TPM
device 102, such as an approval indicated on the device 100 (e.g., by a user). For example,
the device 100 may include a switch/button 124 (and/or TPM device 102 may include
switch/button 136), as described, activation (e.g., physical pressing or touching, such as by
a user) of which can additionally cause CA service 116 to generate and/or sign the digital
certificate 142 (e.g., in conjunction with detecting coupling of the TPM device 102 to device
100). In another example, device 100 and/or TPM device 102 may include a display (not
shown) that may display a prompt to approve generation of the digital certificate 142 and/or
the signing thereof (e.g., where activation of the switch/button 124, and/or switch/button
136, may be used to approve generation/signing of the digital certificate 142). For example,
the display may include an LCD or LED screen to display information regarding the digital
certificate 142 (e.g., a service requesting the certificate), etc., or a more simple display, such
as an indicator light, etc. In an example, CA service 116 may generate and sign multiple

digital certificates 142 for multiple devices 104 or related services (e.g., according to one or
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more certificate templates, as further described below). In this example, CA service 116
can attempt to detect the additional event to approve generation/signing of one or more of
the multiple digital certificates 142 before generating/signing of the digital certificates. This
can occur according to a key authorization policy to control how many certificates are
generated/signed for the individual device 100 and/or by TPM device 102.

[0038] In method 200, at optional action 210 where the one or more security-related
functions relate to signing the digital certificate, the digital certificate can be transmitted to
one or more other devices to authenticate communication with the one or more other
devices. In an example, application 118, e.g., in conjunction with processor 112, memory
114, communication interface 120, etc., can transmit the digital certificate to the one or more
other devices, such as device 104, which may be a remotely located (e.g., across a wired
and/or wireless network) device, to authenticate communication with the one or more other
devices, e.g., device 104. For example, device 100 can initiate communications with the
one or more other devices, e.g., device 104, and can provide the signed digital certificate
142 thereto. The one or more other devices, e.g., device 104, can determine that the digital
certificate 142 is from a trusted source based on the one or more keys 140 used to sign the
digital certificate 142 (e.g., based on applying a public key corresponding to the one or more
private keys 140 in an attempt to decode the digital certificate 142, where successful
decoding can indicate that the digital certificate 142 is signed by the trusted source).

[0039] The one or more other devices, e.g., device 104, can also utilize the digital certificate
142 to authenticate the device 100 for communications with the one or more devices, e.g.,
device 104. In one example, the one or more devices, e.g., device 104, can include a WiFi1
or other network router that can utilize the digital certificate 142 to authenticate the device
100 for allowing access to a network and/or related network devices via the router. Thus,
for example, device 100 attempting to onboard onto the network associated with the network
router can generate and sign the digital certificate 142, as described, and transmit the digital
certificate 142 to the network router to request access to onboard on the network. In an
example, the other device 104 (e.g., WiFi router) can include a CA service 116 for
generating a digital certificate based on coupling with TPM device 102. In this example,
the other device 104 can authenticate the device 100 where the other device 104 determines
that the digital certificate of device 100 is associated with (e.g., signed by one or more keys
from) the same TPM device 102.

[0040] In one specific example, device 100 can perform the onboarding process based on

at least one of an initial powering or booting of the device 100 (e.g., of hardware, software,
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or firmware of device 100 to execute application 118, execution of application 118 itself,
etc.), an association of device 100 with the TPM device 102, a detection of TPM device 102
as a mounted device storage volume on device 100, etc. For example, based on coupling
device 100 to the TPM device 102, activation of switch/button 124, etc., CA service 116
can be executed to generate one or more digital certificates 142 for onboarding onto the
network. CA service 116 can sign the one or more digital certificates 142 using the TPM
device 102, and application 118 can transmit the one or more digital certificates 142, as
signed, to the network router in an attempt to onboard onto the network. Thus, the process
of onboarding in this regard may be substantially automated, which may be beneficial for
devices that do not have a rich user input mechanism, such as home appliances or other
small devices. In addition, trust secrets need not be exchanged over the network as the
digital certificates 142 are generated and signed by the device 100. Accordingly, for
example, this process may begin based on inserting TPM device 102, and device 100 can
automatically perform one or more of the actions described in method 200 based on insertion
of the TPM device 102 to generate and sign the digital certificate(s) 124, and transmit the
digital certificate(s) 124 to the one or more other devices 104. Moreover, in one example,
application 118 can transmit the one or more digital certificates 142 after the CA service
116 is terminated (e.g., based on decoupling TPM device 102 from device 100 or other
event), as described in further detail below.

[0041] In another specific example, device 104 can be another TPM device. In this
example, device 104 can receive the digital certificate 142 from device 100. Device 104
can subsequently provide the digital certificate 142 to a CA service 116 of a different device
100 (not shown), or of device 100, for utilizing (e.g., as a root certificate) in generating the
digital certificate. Thus, the digital certificate generated based on digital certificate 142 can
be associated to the TPM device 102 as an initial trusted source. This is described in further
reference to Figure 7, below.

[0042] In method 200, at optional action 212, one or more parameters related to the digital
certificate can be transmitted to the TPM device. In an example, CA service 116, e.g., in
conjunction with processor 112, memory 114, etc., can transmit the one or more parameters
related to the digital certificate 142 to the TPM device 102. For example, the one or more
parameters may include a hash value or other parameter related to the digital certificate 142,
the one or more keys 140 used to sign the digital certificate 142, etc. In this regard, memory
134 of TPM device 102 can also be used to log the one or more digital certificates 142
signed by the TPM device 102, the one or more keys 140 used to sign the digital certificates
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142, etc. in logs 141. For example, the values related to the digital certificates 142 issued
by TPM device 102 can be obtained from the logs 141 and used to generate certificate
revocation lists that can be published from a file share or cloud-based services node (e.g., a
server) to allow the one or more devices 104 to revoke a digital certificate to prevent
authentication of the device 100.

[0043] In method 200, at optional action 214, an indication of authentication can be received
from the one or more devices based at least in part on the digital certificate. In an example,
communication interface 120, e.g., in conjunction with processor 112, memory 114, etc.,
can receive the indication of authentication from the one or more devices 104 based at least
in part on the digital certificate 142. In one example, as described further herein, the digital
certificate 142 can correspond to a service offered by device 104, and the indication of
authentication can correspond to authentication for the service with device 104. In an
example, the one or more devices 104 can receive the digital certificate 142 from device
100, can attempt to decode the digital certificate 142 based on one or more public keys
(corresponding to one or more private keys used to sign the digital certificate 142), and can
authenticate the device based on the digital certificate 142 where the digital certificate 142
is successfully decoded. For example, device 100 (e.g., via application 118) can perform
one or more other actions based on receiving the indication of authentication, such as
establishing a connection with another device via the one or more devices 104. For example,
device 100 may attempt to communicate with a cloud-based services device via the one or
more devices 104 to obtain information related to operating device 100 (e.g., to obtain access
to a profile of a user of device 100, to obtain updated software for device 100, etc.).

[0044] In method 200, at optional action 216, the certificate authority service can be
terminated based at least in part on detecting a termination event related to communications
with the TPM device. In an example, TPM interface 122, e.g., in conjunction with processor
112, memory 114, etc., can terminate the CA service 116 based at least in part on detecting
a termination event related to communications with the TPM device 102. For example, the
TPM device 102 can be decoupled from device 100 (e.g., TPM device 102 can unplug from
the device 100, can terminate a pairing with device 100, etc.), based on which the CA service
116 can be terminated such that additional digital certificates 142 are not generated until
another TPM device 102 is coupled with device 100. Thus, CA service 116 can execute
when a TPM device 102 is coupled with device 100 to provide one or more keys 140 thereto
for signing the digital certificates 142. In another example, CA service 116 can indicate

termination of the CA service 116 (e.g., once one or more digital certificates 142 have been
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created), at which time the TPM device 102 can be removed from device 100. For example,
CA service 116 may indicate termination of the CA service 116 on a display or other visual
indication (e.g., an indicator light) of device 100.

[0045] Figure 3 is a flowchart of an example of a method 300 for authenticating a device in
communicating with one or more other devices based on one or more certificate templates.
For example, method 300 can be performed by a device 100 and/or one or more components
thereof to facilitate generating, based on one or more obtained keys, signed digital
certificates based on one or more certificate templates for authenticating the device 100.
[0046] Method 300 can include action 202, as described above, where an event related to
communication with a removably connectable TPM device is detected. Additionally, in
method 300 at action 302, one or more certificate templates of digital certificates that may
be generated using the TPM device can be received. In an example, TPM interface 122,
e.g., in conjunction with processor 112, memory 114, etc., can receive the one or more
certificate templates of digital certificates that may be generated using the TPM device 102.
For example, TPM interface 122 may receive the one or more certificate templates as stored
in memory 134 of TPM device 102. In another example, TPM interface 122 may determine
the one or more certificate templates based on one or more parameters related to the TPM
device 102 (e.g., a type of the TPM device, etc.). In yet another example, the one or more
certificate templates may be indicated by the CA service 116. In an example, the one or
more certificate templates can define a format and/or content of digital certificates that can
be generated using the TPM device 102. The one or more certificate templates can
correspond to a service provided by one or more devices, such as device 104 (e.g., WiFi
onboarding, communication with certain services offered by certain network components in
a network, etc.).

[0047] In method 300, at action 304, it can be determined whether the one or more
certificate templates are supported by the CA service. In an example, CA service 116, e.g.,
in conjunction with processor 112, memory 114, etc., can determine whether the one or
more certificate templates associated with TPM device 102 are supported by the CA service
116. For example, CA service 116 can compare a list of certificate templates 146 supported
by TPM device 102, as received from memory 134 for example, to a list of certificate
templates 144 supported by CA service 116 (e.g., based on a list stored in memory 114 or
otherwise obtainable from or based on CA service 116) to determine one or more certificate

templates common to both lists.
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[0048] Where certificate templates of the TPM device 102 are supported by the CA service
116 at action 304, the CA service 116 can be executed to generate, based on the one or more
keys, a digital certificate according to the certificate template(s) at action 306. In an
example, TPM interface 122, e.g., in conjunction with processor 112, memory 114, etc., can
execute the CA service 116 to generate, based on the one or more keys 140, a digital
certificate 142 (e.g., one or more digital certificate(s) 142) according to one or more of the
certificate templates determined to be supported by the CA service 116. For example, TPM
interface 122 can further determine a desired digital certificate based on one or more
parameters of the one or more other devices 104 or associated services, which may be
received from application 118, and may generate the associated digital certificate. In other
examples, CA service 116 can generate one or more digital certificates 142 for each
certificate template.

[0049] In addition, method 300 can include action 208, as described above, where the digital
certificate is signed using the TPM device. Additionally, method 300 can include action
210, as described above, where the digital certificate is transmitted to one or more other
devices to authenticate communication with the one or more devices. If the one or more
certificate template(s) are determined to not be supported by the CA service at action 304,
no support can be reported at 308 and/or method 300 can otherwise terminate. For example,
CA service 116, TPM interface 122, etc. can report that the certificate template(s) are not
supported (e.g., to application 118), which may include returning an error code to the
application 118, terminating the CA service 116, and/or the like.

[0050] Figures 4-6 illustrate examples of systems 400, 500, 600 where device 100 is in
different states based on coupling with a TPM device 102, generating digital certificates
142, etc. Systems 400, 500, 600 include a device 100 that can attempt to access an internet
service 406 via a WiF1 router 410. Device 100 can include device hardware (HW) 402,
which may include one or more processors, memory, etc., as described, an operating system
(OS) 404 that can execute on the device HW 402 to provide an operating environment for
executing a CA service 116 and an application 118. In addition, internet service 406 can
include one or more digital certificates 408, and/or WiFi router 410 can include one or more
digital certificates 412, for authenticating devices attempting to access internet service 406
and/or (e.g., via) WiFi router 410. In a specific example, device 100 can be a home
appliance or other device that is attempting to onboard on a home network, which may
include WiFi router 410, to obtain access to one or more cloud-based services, which may

be enabled by internet service 406 accessible via the WiFi router 410.
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[0051] In Figure 4, system 400 includes device 100 in a state where a connection has not
been made with the internet service 406 (e.g., between application 118 and internet service
406) or the WiFi router 410 (e.g., between device HW 402, such as a network interface of
other communication interface, and WiFi router 410). In an example, a connection
established between device HW 402 and WiFi router 410 may enable a connection between
application 118 and internet service 406. In addition, system 400 includes device 100 in a
state where the CA service 116 is inactive (and thus not able to generate digital certificates)
and where the application 118 is not operational (e.g., at least in respect to communicating
with the internet service 406) based on not having a valid digital certificate to establish a
connection with the internet service 406.

[0052] In Figure 5, system 500 includes device 100 in a state where a TPM device 102 is
coupled with the device 100. TPM device 102, in this example, includes a TPM 502 (e.g.,
a cryptoprocessor for generating or storing one or more keys, which may be based on one
or more parameters of the TPM device 102 and/or a device to which TPM device 102 is
coupled), a non-volatile storage 504 (e.g., a memory), and an interface, which can be a USB
controller 506 in the depicted example, but could additionally or alternatively be a different
type of wired or wireless communication interface, as described herein. TPM device 102
can be coupled to device 100 for performing one or more security-related functions, such as
signing a digital certificate, as described. In one example, as depicted, this can include a
physical connection between USB controller 506 and device HW 402, but could additionally
or alternatively include a physical connection or wireless pairing between a different
interface of TPM device 102 (e.g., Firewire, Bluetooth, NFC, etc.) and device HW 402 (e.g.,
a corresponding communication interface, processor, etc., of the device 100).

[0053] Based on coupling of the TPM device 102 to device 100, for example, TPM 502 can
generate or obtain one or more keys form NV storage 504. In another example, based on
coupling of the TPM device 102 to device 100, device 100 can execute CA service 116 to
generate one or more digital certificates. In addition, based on the coupling and/or on
receiving the one or more keys, application 118 can operate in a self-serving mode (e.g.,
without communicating with internet service 406) to send a X.509 certificate request 510 to
CA service 116. CA service 116 can operate in an active state based on the coupling to
TPM device 102. In one example, CA service 116 may indicate an active state to application
118, based on which application 118 can request the X.509 certificate. In any case, CA
service 116 can generate an X.509 certificate 512, which can be a type of digital certificate

142, and can provide the X.509 certificate to TPM device 102 for signing using one or more
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keys from the TPM device 102. TPM device 102 can provide the signed digital certificate
to the device 100.

[0054] In Figure 6, system 600 includes device 100 in a state where the digital certificate
512 has been generated and signed by CA service 116 and TPM device 102. In this example,
the TPM device 102 is no longer coupled to the device 100, and the CA service 116 is
accordingly inactive. In this example, application 118 can have provided the digital
certificate 512 to the OS 404 for use in authenticating with WiFi router 410. Accordingly,
OS 404 can transmit the digital certificate 512 to WiFi router 410 for authenticating device
100 to communicate with WiFi router 410. WiFi router 410 can decrypt the signed digital
certificate 512 to ensure the digital certificate 512 is signed with one or more keys from a
trusted source, and can store digital certificate 512 with digital certificates 412 for
subsequently authenticating device 100 to use the WiFi router 410. In addition, for example,
application 118 can transmit the digital certificate 512, or another digital certificate, to
internet service 406 (e.g., over the established connection with WiFi router 410) to establish
a connection with the internet service 406. Internet service 406 can similarly verify that the
digital certificate 512 is signed by one or more keys from a trusted source, and can store the
digital certificate 512 with digital certificates 408 to subsequently authenticate access
attempts from device 100.

[0055] Figure 7 illustrates an example of a hierarchy 700 of TPM devices 102, 702, 704,
706 that can be used to sign generated digital certificates. For example, TPM device 102
can facilitate signing one or more digital certificates 710, 712, 714 by another device (e.g.,
device 100) for providing to TPM devices 702, 704, 706, respectively, to issue an initial CA
trust to TPM devices 702, 704, 706. In this example, the device (e.g., device 100) can be
coupled to TPM device 102 and one or more of TPM devices 702, 704, 706, and can
generate, sign, and provide the digital certificate(s) 710, 712, 714, as described above with
respect to digital certificate 142. A device 730 can then couple to TPM device 702, and a
device 732 can couple to TPM device 706, to respectively receive digital certificates 710,
714. Devices 730, 732 can utilize TPM devices 702, 706 to respectively generate additional
digital certificates, respectively based on digital certificates 710, 714. Devices 730, 732 can
use the generated digital certificates to authenticate with one or more other devices and/or
with each other in an end-to-end device trust. In any case, a device 732 receiving the digital
certificate 710 can authenticate the device 730 issuing the digital certificate 710, and/or a
device 730 receiving the digital certificate 714 can authenticate the device 732 issuing the

digital certificate 714, based on determining that the digital certificates 710, 714 are
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associated with the same initial CA trust of TPM device 102. For example, devices 730,
732 can determine that the digital certificates 710, 714 are signed by the same key from
TPM device 102, and can accordingly authenticate communication with the other device
732, 730.

[0056] Figure 8 illustrates an example of device 100 including additional optional
component details as those shown in Figure 1. In one aspect, device 100 may include
processor 112 for carrying out processing functions associated with one or more of
components and functions described herein. Processor 112 can include a single or multiple
set of processors or multi-core processors. Moreover, processor 112 can be implemented as
an integrated processing system and/or a distributed processing system.

[0057] Device 100 may further include memory 114, such as for storing local versions of
applications being executed by processor 112, such as CA service 116, application 118,
related instructions, parameters, etc. Memory 114 can include a type of memory usable by
a computer, such as random access memory (RAM), read only memory (ROM), tapes,
magnetic discs, optical discs, volatile memory, non-volatile memory, and any combination
thereof.

[0058] Further, device 100 may include a communications component 802 that provides for
establishing and maintaining communications with one or more other devices, parties,
entities, etc. utilizing hardware, software, and services as described herein.
Communications component 802 may carry communications between components on
device 100, as well as between device 100 and external devices, such as devices located
across a communications network and/or devices serially or locally connected to device 100.
For example, communications component 802 may include one or more buses, and may
further include transmit chain components and receive chain components associated with a
wireless or wired transmitter and receiver, respectively, operable for interfacing with
external devices. Moreover, communications component 802 can provide or include a
communication interface 120.

[0059] Additionally, device 100 may include a data store 804, which can be any suitable
combination of hardware and/or software, that provides for mass storage of information,
databases, and programs employed in connection with aspects described herein. For
example, data store 804 may be or may include a data repository for applications and/or
related parameters (e.g., CA service 116, application 118, etc.) not currently being executed
by processor 112. In addition, data store 804 may be a data repository for CA service 116,

application 118, and/or one or more other components of the device 100.
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[0060] Device 100 may optionally include a user interface component 806 operable to
receive inputs from a user of device 100 and further operable to generate outputs for
presentation to the user. User interface component 806 may include one or more input
devices, including but not limited to a keyboard, a number pad, a mouse, a touch-sensitive
display, a navigation key, a function key, a microphone, a voice recognition component, a
gesture recognition component, a depth sensor, a gaze tracking sensor, a switch/button, any
other mechanism capable of receiving an input from a user, or any combination thereof.
Further, user interface component 806 may include one or more output devices, including
but not limited to a display, a speaker, a haptic feedback mechanism, a printer, any other
mechanism capable of presenting an output to a user, or any combination thereof.

[0061] Device 100 may additionally include a CA service 116, application 118, etc., as
described, for obtaining one or more keys from a TPM device, generating one or more digital
certificates, signing the one or more digital certificates with the one or more keys, etc. In
addition, processor 112 can execute CA service 116, application 118, etc., and memory 114
or data store 804 can store related instructions, parameters, etc., as described.

[0062] By way of example, an element, or any portion of an element, or any combination
of elements may be implemented with a “processing system” that includes one or more
processors. Examples of processors include microprocessors, microcontrollers, digital
signal processors (DSPs), field programmable gate arrays (FPGAs), programmable logic
devices (PLDs), state machines, gated logic, discrete hardware circuits, and other suitable
hardware configured to perform the various functionality described throughout this
disclosure. One or more processors in the processing system may execute software.
Software shall be construed broadly to mean instructions, instruction sets, code, code
segments, program code, programs, subprograms, software modules, applications, software
applications, software packages, routines, subroutines, objects, executables, threads of
execution, procedures, functions, etc., whether referred to as software, firmware,
middleware, microcode, hardware description language, or otherwise.

[0063] Accordingly, in one or more aspects, one or more of the functions described may be
implemented in hardware, software, firmware, or any combination thereof. If implemented
in software, the functions may be stored on or encoded as one or more instructions or code
on a computer-readable medium. Computer-readable media includes computer storage
media. Storage media may be any available media that can be accessed by a computer. By
way of example, and not limitation, such computer-readable media can comprise RAM,

ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or other
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magnetic storage devices, or any other medium that can be used to carry or store desired
program code in the form of instructions or data structures and that can be accessed by a
computer. Disk and disc, as used herein, includes compact disc (CD), laser disc, optical
disc, digital versatile disc (DVD), and floppy disk where disks usually reproduce data
magnetically, while discs reproduce data optically with lasers. Combinations of the above
should also be included within the scope of computer-readable media.

The previous description is provided to enable any person skilled in the art to practice the
various aspects described herein. Various modifications to these aspects will be readily
apparent to those skilled in the art, and the generic principles defined herein may be applied
to other aspects. Thus, the claims are not intended to be limited to the aspects shown herein,
but is to be accorded the full scope consistent with the language claims, wherein reference
to an element in the singular is not intended to mean “one and only one” unless specifically
so stated, but rather “one or more.” Unless specifically stated otherwise, the term “some”
refers to one or more. All structural and functional equivalents to the elements of the various
aspects described herein that are known or later come to be known to those of ordinary skill
in the art are intended to be encompassed by the claims. Moreover, nothing disclosed herein
is intended to be dedicated to the public regardless of whether such disclosure is explicitly
recited in the claims. No claim element is to be construed as a means plus function unless

the element is expressly recited using the phrase “means for.”
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CLAIMS
1. A device, comprising:
a memory storing one or more parameters or instructions for executing a certificate
authority service;
an interface configured to communicate with a removably connectable trusted
platform module, TPM, device; and
at least one processor coupled to the memory and the interface, wherein the at least
one processor is configured to:
detect an event corresponding to communications with the TPM device via
the interface;
execute the certificate authority service to generate, in response to detecting
the event, a digital certificate for authenticating the device;
sign the digital certificate using the TPM device; and
transmit the signed digital certificate to authenticate the device in

communicating with one or more other devices.

2. The device of claim 1, wherein the interface comprises a wired interface,

wherein the event comprises insertion of the TPM device into the wired interface.

3. The device of claim 1, wherein the interface comprises a wireless interface,

and wherein the event comprises pairing of the TPM device with the device via the wireless

interface.

4. The device of claim 1, wherein the event comprises activation of a switch on
the device.

5. The device of claim 1, wherein the one or more other devices includes a

router configured to provide the device with access to a network, wherein the at least one
processor is further configured to receive an indication of authentication from the router

based at least in part on the digital certificate.

6. The device of claim 1, wherein the one or more other devices includes a

cloud-based services node, wherein the at least one processor is further configured to receive
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an indication of authentication from the cloud-based services node based at least in part on

the digital certificate.

7. The device of claim 1, wherein the one or more other devices includes a node
in a local area network corresponding to the device, wherein the at least one processor 1s
further configured to receive an indication of authentication from the node for
communications based at least in part on a comparison of the digital certificate to a different

digital certificate of the node.

8. The device of claim 1, wherein the at least one processor is further configured
to:

detect a termination event related to terminating the communications with the TPM
device via the interface; and

terminate the certificate authority service based at least in part on detecting the

termination event.

0. The device of claim 1, wherein the at least one processor is further configured
to transmit one or more other parameters related to the digital certificate to the TPM device

via the interface.

10. The device of claim 1, wherein the at least one processor is further configured
to receive one or more certificate templates of certificates that may be generated using the
TPM device, wherein generating the digital certificate is based at least in part on determining
whether the one or more certificate templates are supported by the certificate authority

service.

11. A method for authenticating a device, comprising:

detecting an event related to communications with a removably connectable trusted
platform module, TPM, device;

executing a certificate authority service to generate, in response to detecting the
event, a digital certificate;

signing the digital certificate using the TPM device; and

transmitting the digital certificate, as signed, to one or more other devices to

authenticate communication with the one or more other devices.
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12. The method of claim 11, wherein detecting the event corresponds to

detecting insertion of the TPM device into an interface.

13. The method of claim 11, wherein detecting the event corresponds to

detecting pairing of the TPM device using a wireless interface.

14. The method of claim 11, wherein detecting the event corresponds to

activation of a switch.

15. The method of claim 11, wherein the one or more other devices includes at
least one of a router configured to provide access to a network or a cloud-based services
node, and further comprising receiving an indication of authentication from the router or the

cloud-based services node based at least in part on the digital certificate.
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