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MOBILE INTERNET PROTOCOL (IP) 
LOCATION 

RELATED APPLICATIONS 

0001. This application is a continuation of U.S. patent 
application Ser. No. 14/750,056, filed 25 Jun. 2015; which is 
a continuation of U.S. Ser. No. 14/198,027, filed 3 Mar. 2014: 
which is a continuation of U.S. Ser. No. 13/402,406, filed 22 
Feb. 2012; which claims priority of U.S. Provisional Appli 
cation No. 61/573,086, filed 30 Aug. 2011, entitled: “Mobile 
Internet Protocol (IP) location, and U.S. Provisional Appli 
cation No. 61/457,316, filed 25 Feb. 2011, entitled: “Mobile 
Internet Protocol (IP) location, the entirety of which are 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. This invention relates generally to wireless Internet 
Service Providers (ISPs), and information content delivery 
services/providers. More particularly, it relates to location 
services for the wireless industry and Web content providers. 
0004 2. Background of Related Art 
0005 Computer networks amass a collection of digital 
devices (e.g. computers, mobile devices, etc.), and cooperate 
with one another to permit communication amongst devices 
integrated within. 
0006 Every device that operates on a computer network is 
allotted a unique numerical identifier. An Internet Protocol 
address (IP address), for instance, is a numerical identifier 
assigned to each device operating on a Transmission Control 
Protocol/Internet Protocol (TCP/IP) network. An IP address 
enables a specific network node (e.g. a computer) to be tar 
geted in a communication session and/or an information 
transmission. Moreover, an IP address identifies the location 
of a particular device on a network, permitting a communi 
cation session and/or an information transmission to be 
routed accurately. 
0007 An IP address is either statically or dynamically 
assigned to a network device. 
0008. A dynamically assigned IP address is allocated to a 
device each time the device accesses a network (e.g. each time 
a computer is booted), and/or each time an inherent timer has 
expired. A dynamic IP address is not fixed for any specific 
network device. Rather, a multitude of various dynamic IP 
addresses may be assigned to a host throughout the course of 
a network session. 
0009. Alternatively, a statically assigned IP address is per 
manently allocated to a network node. In particular, a static IP 
address is configured manually in the hardware or Software 
portion of a device and thus provides a constant source of 
identification. 
0010. Two versions of the Internet Protocol are currently 
in use: Internet Protocol version 4 (1 Pv4) and Internet Proto 
col version 6 (1Pv6). 1 Pv4 and 1 Pv6 each deploy variant 
addressing schemes. 1 Pv4 addresses are 32bits long, yielding 
an address space that consists of 21 132 unique IP addresses. 
Recently, as a result of the monumental growth of the internet, 
the supply of unallocated 1 Pv4 public IP addresses (i.e. glo 
bally unique IP addresses that may be routed on the internet) 
has rapidly diminished. 
0011 Consequently, Pv6 was developed to broaden the 
Supply of available address space. An 1Pv6 address contains 
128 bits, providing 2128 unique IP addresses, which is 
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enough to provide global unique IP addresses to all digital 
devices. Yet, the majority of today's network operators con 
tinue to use 1 Pv4. Thus, several methods have been enacted in 
an attempt to conserve 1 Pv4 address space. 
0012 For instance, one address conservation tactic incor 
porates private IP addresses. A private IP address is not glo 
bally unique and therefore not routable on the internet. 
Rather, private IP addresses are reserved for private networks, 
upon which devices primarily communicate and transfer 
information amongst other locally connected devices. 
Devices on a private network do not engage in frequent con 
nectivity with outside networks, nor are they directly con 
nected to the internet. Hence, as opposed to a globally unique 
public IP address, a private IP address is only required to be 
unique to devices operating on a common private network. 
Therefore, private IP addresses are essentially unique local 
addresses, enabling a range of private IP addresses to be 
reused over a multitude of private networks. 
0013 When a device on a private network attempts to 
access the internet, the device's private IP address is first 
converted to a public IP address. Address conversion masks a 
requesting device's private IP address, rendering the address 
undetectable to external network devices. Address conversion 
is commonly achieved via Network Address Translation 
(NAT). 
0014 FIG. 4 portrays a conventional network topology 
incorporating a Network Address Translation (NAT) enabled 
device. A device 400 with Network Address Translation 
(NAT) functionality (e.g. a router, a gateway, a firewall, etc.) 
is situated between a private network 410 and a public net 
work 420 (e.g. the internet). Private network addresses are not 
routable on the internet. Therefore, any device on a private 
network 410 attempting to access a node (e.g. a web server) 
on a public network 420 (e.g., the internet) must first pass 
communication through a Network Address Translation 
(NAT) enabled device 400. Network Address Translation 
(NAT) 400 converts a private IP address to a public IP address, 
and Vice-versa, by referencing and recording address trans 
formations in a Network Address Translation (NAT) table 
430. 

0015 FIG.5 portrays a conventional transmission of an IP 
packet from a private network node to a public network node 
using Network Address Translation (NAT). A Network 
Address Translation (NAT) enabled device is furnished with 
a pool of globally unique public IP addresses. In step 500, a 
device with a private IP address transmits an IP packet to a 
device (e.g. a web server) operating on a public network. As 
depicted in step 510, the Network Address Translation (NAT) 
device on the private network intercepts the transmitted IP 
packet. Network Address Translation (NAT) then converts the 
source address in the transmitted IP packet from a private IP 
address to a public IP address, selected from the Network 
Address Translation (NAT) mutable address pool, as shown in 
step 520. In step 530, Network Address Translation (NAT) 
subsequently records the new public/private IP address com 
bination in the Network Address Translation (NAT) table for 
future lookup. The same address conversion is performed in 
all Subsequent IP packets transmitted across the same line of 
communication. 
0016 FIG. 6 portrays a conventional transmission of an IP 
packet from a public network node to a private network node 
using Network Address Translation (NAT). 
0017. An IP packet is transmitted from a public network 
node to a private network node, as depicted in step 600. The 
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transmitted IP packet is subsequently intercepted by a Net 
work Address Translation (NAT) enabled device, configured 
at an entry point on the receiving private network, as shown in 
step 610. Network Address Translation (NAT) detects the 
destination address designated in the received IP packet and 
queries the Network Address Translation (NAT) table for a 
match in step 620. If a match is detected (step 630), the public 
IP address in the packet destination address field is converted 
to an affiliated private IP address in step 650, as recorded in 
the Network Address Translation (NAT) table. The packet is 
thereafter routed to an appropriate destination device in step 
660. In the event that a match is not discovered in the Network 
Address Translation (NAT) table, the packet is dropped (step 
640). 
0018. A proxy server may alternatively function as a gate 
way device between a private network and a public network. 
0019 FIG. 7 depicts a conventional network topology 
incorporating a proxy server. 
0020. As depicted in FIG. 7, a proxy server 700 is situated 
between a public network 720 and a private network 710 (i.e. 
a proxy server 700 is configured at an entry node on a private 
network 610). A network topology deploying a proxy server 
700 routes all communication/information requests transmit 
ted from a private network 710 to a public network 720, and 
vice versa, through the proxy server 700. 
0021. Similar to Network Address Translation (NAT), a 
proxy server may shield the identity of a device on a private 
network from being exposed to the internet. A proxy server is 
also able to modify received IP packets before forwarding 
packets to an intended destination. Therefore, a proxy server 
may perform address conversion in an IP packet and addi 
tionally append any relevantapplication specific information. 
0022. The location of a public IP address assigned to a 
device is currently obtainable on the internet via request to a 
suitable web service. For instance, http://www.ip2location. 
com enables a user to Supply an IP address in return for 
location information. 
0023 There are numerous situations in which the location 
of a web client associated with a particular internet session 
would be beneficial to a business. For instance, a bank may 
desire the location of a client requesting online banking 
resources for security purposes (e.g. authentication and/or 
anti-fraud). IP location services may additionally be benefi 
cial in law enforcement scenarios and assisting in 911 emer 
gency location determination. Moreover, IP location services 
enable a business to target promotional information to rel 
evant consumers based on a device's proximity to a particular 
site of interest. IP location services furthermore enable a 
business to engage in location based advertising. 
0024. There are companies (e.g. Quova) that provide com 
mercial IP location services. However, current IP location 
services are only applicable to wireline networks (e.g. cable 
or DSL ISP providers) where static location of each indi 
vidual user can be pre-provisioned. 
0025. Unfortunately, location information associated with 
a public IP address that is allocated to a mobile device is not 
available. Instead, current IP location services are merely able 
to provide the identity of an internet service provider (ISP) 
that owns an IP address assigned to a mobile device. Hence at 
the moment, it is not possible to locate a mobile device based 
upon the public IP address that a mobile device is using. 
0026 Wireless packet data services are provided by most 
wireless carriers using various technologies (e.g. UMTS, 
LTE, CDMA1X, WiMAX, WiFi hotspots, etc.). While smart 
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phones with high processing power and a high resolution 
display are popular, more people are using mobile phones to 
access web interfaces via a built-in web browser. Consumers 
desire an IP location service that is able to provide location 
information based upon a mobile device's IP address. 

SUMMARY OF THE INVENTION 

0027. In accordance with the principles of the present 
invention, a mobile Internet protocol (IP) location server 
comprises a mobile location protocol interface to receive an 
Internet protocol (IP) location request for location of a given 
mobile device. An identifier resolver converts a public Inter 
net protocol (IP) address supplied in the IP location request, 
to a real mobile identifier of the given mobile device. A 
location manager obtains a geographic location of the given 
mobile device based upon the real mobile identifier of the 
given mobile device. 
0028. A method of providing location for a mobile device 
in a private network in accordance with another aspect of the 
invention comprises receiving an Internet protocol (IP) loca 
tion request for location of a given mobile device from a 
requesting device. An owner of an IP address in the IP loca 
tion request is determined. A real mobile identifier of the 
given mobile device is resolved based on a public IP address 
of the given mobile device. Location for the given mobile 
device is obtained using the real mobile identifier, and the 
obtained location is returned to the requesting device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0029 Features and advantages of the present invention 
become apparent to those skilled in the art from the following 
description with reference to the drawings, in which: 
0030 FIG. 1 portrays an exemplary mobile IP location 
server, in accordance with the principles of the present inven 
tion. 
0031 FIG. 2 illustrates exemplary high level architecture 
of IP Mobile Location Services in a 3GPP network environ 
ment (including the Support of non-3GPP access), in accor 
dance with the principles of the present invention. 
0032 FIG. 3 illustrates an exemplary mobile IP location 
service flow using a mobile IP location server, in accordance 
with the principles of the present invention. 
0033 FIG. 4 portrays a conventional network topology 
incorporating a Network Address Translation (NAT) enabled 
device. 
0034 FIG.5 portrays a conventional transmission of an IP 
packet from a private network node to a public network node 
using Network Address Translation (NAT). 
0035 FIG. 6 portrays a conventional transmission of an IP 
packet from a public network node to a private network node 
using Network Address Translation (NAT). 
0036 FIG. 7 depicts a conventional network topology 
incorporating a proxy server. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

0037. In accordance with the principles of the present 
invention, a method and apparatus for acquiring a geographic 
location for a mobile device, based on a public IP address that 
the mobile device is using, comprises a mobile IP location 
server. A web service requests mobile IP location services for 
a particular mobile device by transmitting an IP location 
request to the mobile IP location server, in accordance with 
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the principles of the present invention. An IP location request 
preferably incorporates a mobile device's public IP address, a 
port number over which the mobile device is communicating, 
and an application type for the requesting web service. 
0038 A mobile IP location server is comprised of three 
functional elements: a mobile location protocol (MLP) inter 
face, an identifier resolver, and a location manager. All 
requests for location services are transmitted over the mobile 
location protocol (MLP) interface, in accordance with the 
principles of the present invention. 
0039. The identifier resolver converts a public IP address 
Supplied in an IP location request, to a corresponding device's 
real mobile identifier, e.g., IMSI, MSISDN, etc. In accor 
dance with the principles of the present invention, the identi 
fier resolver performs address conversion by querying either 
a Network Address Translation (NAT) enabled device or an 
HTIP proxy server configured on a mobile device's serving 
network. 
0040. In accordance with the principles of the present 
invention, the location manager utilizes existing location ser 
vices to obtain a geographic location for a mobile device, 
based upon the device's real mobile identifier. 
0041. A mobile IP location server may be used for com 
mercial IP location services, wherein city level civic location 
information is provided, with consideration of subscriberpri 
vacy settings. Additionally, a mobile IP location server may 
perform emergency IP location services (e.g. E-911 location 
determination), in which precise location is provided withfull 
civic location. 
0042. The present invention provides a mobile IP location 
server that retrieves the location of a mobile device, based on 
the public IP address that the mobile device is using. A web 
service requests location information for a particular public 
IP address by transmitting an IP location request to the mobile 
IP location server, in accordance with the principles of the 
present invention. 
0043 FIG. 1 portrays an exemplary mobile IP location 
server, in accordance with the principles of the present inven 
tion. 
0044 As depicted in FIG. 1, the mobile IP location server 
230 comprises three main functional elements: a mobile loca 
tion protocol (MLP) interface 110, an identifier resolver 120, 
and a location manager 130. 
0045. The mobile location protocol (MLP) interface 110 
accepts all IP location requests transmitted to the mobile IP 
location server 230 and returns all IP location responses. A 
web service interacts with the mobile location protocol 
(MLP) interface 110 to request IP location services from the 
mobile IP location server 230. The mobile location protocol 
(MLP) interface 110 additionally interacts with location 
applications to request and obtain location information for 
particular public IP addresses. 
0046. The identifier resolver 120 interworks with network 

entities, e.g., a firewall, a Hypertext Transfer Protocol (HTIP) 
proxy server, a serving gateway and/or a Packet Data Net 
work (PDN) gateway to convert a public IP address received 
for a mobile device to the device's real mobile identifier, e.g., 
IMSI, MSISDN, etc. 
0047. The location manager 130 is a location server (e.g. 
MPC, GMLC, etc.) that determines a mobile device's current 
geographic location via conventional mobile location ser 
vices. A conventional mobile location service uses a device's 
real mobile identifier (e.g. IMSI, MSISDN, etc.) to obtain a 
geographic location for that device. 
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0048. A web service requests IP location services by trans 
mitting an IP location request to the mobile IP location server 
100, in accordance with the principles of the present inven 
tion. In one particular embodiment, a web service may trigger 
the transmittal of an IP location request to the mobile IP 
location server 100, eachinstance the web service is accessed. 
0049. An IP location request preferably contains a mobile 
device's public IP address, the port number over which a 
mobile device is communicating, and an application type for 
the requesting web service. 
0050. Due to dynamic address allocation, a mobile device 
may be reassigned different public IP addresses as it moves 
and re-registers on a network. Moreover, a mobile device's 
public IP address may be periodically released on account of 
idle timeouts. Thus, a public IP address is not a constant 
Source of identification and may not be used to directly iden 
tify a specific mobile device. 
0051 Moreover, existing control plane location services 
retrieve location information for a mobile device based on a 
device's real mobile identifier (e.g. ISMI, MSISDN, etc.), not 
a device's public IP address. Therefore, unless a mobile 
device owns a static public IP address (i.e., a public IP address 
that remains constant), the public IP address supplied in an IP 
location request cannot be reliably used to directly identify or 
locate a mobile device. 

0052. The inventive mobile IP location server 100 
retrieves a mobile device's real mobile identifier (e.g. IMSI, 
MSISDN, etc.) based upon the public IP address indicated in 
a received IP location request. The mobile IP location server 
100 then queries a location service to obtain a geographic 
location for the relevant mobile device, based on the device's 
retrieved mobile identifier, e.g., IMSI, MSISDN, etc. 
0053 FIG. 2 illustrates an exemplary high level architec 
ture of a mobile IP location server 230 in a 3GPP network 
environment (including the support of non-3GPP access), in 
accordance with the principles of the present invention. 
0054. In accordance with the principles of the present 
invention, a mobile device 200 accesses a web service 210, 
which triggers an IP location request 220 to the mobile IP 
location server 230. The transmitted IP location request 220 
20 incorporates the mobile device's 200 public IP address, 
port number, and an application type for the web service 210 
that transmitted the request 220. 
0055. The mobile IP location server 230 interacts with a 
network address translation enabled device 240 or a proxy 
server 250 to convert the public IP address supplied in the IP 
location request to the corresponding device's real mobile 
identifier, e.g., ISMI, MSISDN, etc. Following address con 
version, the mobile IP location server 230 initiates a location 
request to a location server 260 based on the mobile identifier 
(e.g., ISMI, MSISDN, etc.) retrieved for the relevant mobile 
device 200. Location information for the mobile device 200 is 
returned to the mobile IP location server 230 and forwarded to 
the web service 210 that initiated the IP location request 220. 
0056 FIG. 3 illustrates an exemplary mobile IP location 
service flow using a mobile IP location server, in accordance 
with the principles of the present invention. 
0057. In step 300, a mobile device gains access to the 
Internet via an appropriate internet service provider. Internet 
service providers (e.g. Verizon Wireless, AT&T, etc.) conven 
tionally administer 1Pv4 dynamic private IP addresses to 
mobile devices. Private IP addresses are not routable on the 
Internet. Thus, upon Internet access, the firewall on the 
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device's serving network converts the device's private IP 
address to a public IP address, preferably via Network 
Address Translation (NAT). 
0058. In step 310, the mobile device 200 initiates a web 
service session 210 with a web service provider (e.g. an 
online banking service). 
0059. In step 320, the web service 210 that the mobile 
device 200 is accessing transmits an IP location request to the 
mobile IP location server 230, to attain location information 
for the requesting mobile device 200. 
0060. The web service 210 preferably transmits the IP 
location request 220 to the mobile IP location server 230 via 
a Live Communications Server (LCS) Client protocol over 
the mobile location protocol (MLP) Interface 120. The IP 
location request 220 preferably includes the mobile devices 
public IP address, port number, and any relevant application 
specific information (e.g. application type). 
0061. In step 330, the mobile IP location server 230 
receives the transmitted IP location request 220, via the 
mobile location protocol (MLP) interface 120, and identifies 
the public IP address that is indicated within. The mobile IP 
location server 230 then determines the network operator that 
owns the public IP address received in the IP location request 
220. 
0062) The owner of a public IP address is registered in the 
public domain. Therefore, the network/operator that an IP 
address belongs to may be determined via a database query to 
the IP address registry. 
0.063. In an alternate embodiment, the mobile IP location 
server 230 maintains an IP address database for each mobile 
operator that the mobile IP location server 230 is serving. An 
inherent IP address database permits fast and accurate 
address lookup. 
0064. In yet another embodiment, a commercial provider 
company inserts network operator information into IP loca 
tion requests sent to the mobile IP location server 230. 
0065. In step 340, address conversion is performed to 
accurately identify the mobile device 200 that corresponds to 
the public IP address indicated in the received IP location 
request 220. In particular, the identifier resolver converts the 
public IP address (e.g. 1 Pv4) received for the mobile device 
200 to a corresponding private IP address or real mobile 
identifier, e.g., IMSI, MSISDN, etc. Several mechanisms may 
be used to achieve this conversion. 
0066 One address conversion tactic the identifier resolver 
110 may perform incorporates Network Address Translation 
(NAT). With authorization, the identifier resolver 110 may 
access a Network Address Translation (NAT) enabled device 
(e.g. a firewall at the proxy server 250) on the relevant 
device's serving network. The identifier resolver 110 may 
then initiate a request to query the Network Address Transla 
tion (NAT) table for the real mobile identifier of the mobile 
device 200, as documented in the NAT binding. The mobile 
identifier of the mobile device 200 is preferably returned in 
one of the following formats: MSISDN, IMSI, MSN, MIN, 
MON, and/or a private IP address assigned to the mobile 
device 200. 
0067. Alternatively, the identifier resolver 110 may 
retrieve the mobile identifier and/or private IP address of the 
mobile device 200 by interacting with an HTIP proxy server 
250 deployed on the mobile device's serving network. 
0068. An HTIP proxy server 250 on a network may insert 
a proprietary header into each IP packet that is routed through 
the HTIP proxy server 250. The supplemental proprietary 
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header may encompass an identifier that represents a trans 
mitted IP packet's originating mobile device 200. However, 
to preserve user privacy, a device's true mobile identifier (e.g. 
IMSI, MSISDN, etc.) need not be used. Rather, a proxy server 
may maintain a database that maps identifiers inserted in a 
proprietary header to the real mobile identifiers (e.g. IMSI, 
MSISDN, etc.) they are being used to represent. 
0069. If this method is available, the identifier in a propri 
etary header should also be supplied in an IP location request 
220 sent to the mobile IP location server 230. The identifier 
resolver 110 may then interact with the HTIP proxy server 
250 to query the proxy server's database for a real mobile 
identifier of the mobile device 200, using the identifier sup 
plied in a received IP location request 220. 
10070. As shown in step 350, address conversion per 
formed by the identifier resolver 110 results in a mobile 
device's real mobile identifier (e.g. MSISDN, IMSI, MSN, 
MIN, and/or MON) or a corresponding private IP address. 
(0071) If address conversion yields a private IP address, 
then the retrieved private IP address must be converted to a 
real mobile identifier (step 360) before location services may 
be applied. 
0072 To convert a private IP address to a real mobile 
identifier (e.g. IMSI. MSISDN, etc.), the identifier resolver 
110 determines the serving gateway that owns the relevant 
private IP address. The identifier resolver 110 may then 
retrieve the mobile identifier (e.g. IMSI, MSISDN, etc.) and 
current serving node (e.g. SGSN, MME, etc.) affiliated with 
the private IP address, from the serving gateway or Packet 
Data Network (PON) gateway 242 that is serving the mobile 
device 200. 
0073. The PON gateway 242 may either belong to a 
mobile operator or reside in an enterprise (e.g. BlackberryTM 
by Research in Motion uses IP addresses assigned by the 
enterprise where the RIM server is hosted). 
10074. When 1Pv6 is used, a private IP address assigned to 
a mobile device may be the same address used to access the 
internet. Thus, address conversion is not necessary in an 1 Pv6 
implementation. 
0075. In step 370, once the mobile IP location server 230 
retrieves the real mobile identifier of the mobile device 200 
and serving node address (optional), the location manager 
130 requests the location of the mobile device 200 via stan 
dard location procedures (e.g. MPG, SUPL SLP, or GMLC). 
A location request 220 incorporating the real mobile identi 
fier of the mobile device 200 and optional serving node 
address, is transmitted to the location manager 130 over the 
mobile location protocol (MLP) interface 120. 
0076. In step 380, the location manager 130 transmits a 
geographic location for the mobile device 200 to the mobile 
IP location server 230, over the mobile location protocol 
(MLP) interface 120. The mobile IP location server 230 sub 
sequently returns the retrieved location information to the 
web service 210 that transmitted the IP location request 220. 
0077. It is preferred that the mobile IP location server 230 
cache the I results of a location request. Caching may be 
performed by assigning a key to location results to use in 
location rebids. A cached location may be configured with a 
Stale age, in accordance with the principles of the present 
invention. Once a cached location expires based on stale age, 
the cached location is deleted and the expired location key 
results in error. 
I0078 Mobile IP location services may potentially conflict 
with a subscriber's privacy settings. However, despite loca 
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tion privacy configurations, the present invention may still 
perform emergency location services and conventional com 
mercial location requests. 
0079 Ifan emergency IP location request (i.e. EME LIR) 
for a mobile device with location privacy is transmitted to the 
mobile IP location server 230, the mobile IP location server 
230 may override privacy configurations. The mobile IP loca 
tion server 230 may return precise location information to the 
requesting web application 210, along with the civic location 
of the serving Cell-ID of the mobile device 200. 
0080. Alternatively, if a commercial IP location request 
220 for a mobile device 200 with location privacy is trans 
mitted to the mobile IP location server 230, the mobile IP 
location server 230 may provide only city level location infor 
mation derived from the serving Cell-ID of the mobile device 
2OO. 

0081. In an alternate embodiment, the mobile IP location 
server 230 may transmit a subscriber privacy notification to 
the mobile device 200 whenever the web service 210 requests 
location of the mobile device 200 via an IP location request 
220. 
0082. The present invention preferably utilizes existing 
location services (e.g. 3GPP Control Plane based via GMLC, 
etc., OMA User Plane based via SUPL SLP, or MPC for 
3GPP2). 
0083. The present invention may be used in conjunction 
with the following wireless access technology: 3GPP based 
packet data using GERAN, UTRAN, or E-UTRAN radio 
access, Wireless LAN based on IEEE 802.11x, Wireless Per 
sonal Area Network Based on IEEE 802.15, Worldwide 
Interoperability for Microwave Access or Wireless metro 
politan area network based on IEEE 802.16, 2GPP2 packet 
data access technologies (e.g. 1xEVDO based), Packet Data 
Access over Satellite, and high packet data access over speed 
point-to-point optical link (e.g. based on 802.17). Moreover, 
the present invention is applicable to other network types (e.g. 
CDMA2000 1x network). 
0084. The present invention has particular applicability to 
localized web content, location orient advertising, local 
weather applications, automatic product configuration, fraud 
detection or prevention, user authentication, law enforcement 
applications, and digital rights management (e.g. digital 
rights of video and/or audio on demand). 
0085 While the invention has been described with refer 
ence to the exemplary embodiments thereof, those skilled in 
the art will be able to make various modifications to the 
described embodiments of the invention without departing 
from the true spirit and scope of the invention. 

1. (canceled) 
2. A mobile Internet Protocol (IP) location server, compris 

ing: 
a mobile location protocol interface configured to receive a 

request for location information for a mobile device; 
an identifier resolver configured to query a given network 

node operating on a given network for a mobile identifier 
that uniquely identifies the mobile device based on a 
public IP address included in the location request; and 

a location manager configured to query another network 
node operating on another network for location infor 
mation for the mobile device based on the mobile iden 
tifier of the mobile device. 

3. The mobile IP location server of claim 2, wherein the 
mobile identifier comprises at least one of an International 

Sep. 1, 2016 

Mobile Subscriber Identity (IMSI) and a Mobile Station 
International Subscriber Directory Number (MSISDN). 

4. The mobile IP location server of claim 2, wherein the 
given network node operating on the given network com 
prises a network address translation (NAT) gateway. 

5. The mobile IP location server of claim 4, wherein the 
given network comprises a WiFi network. 

6. The mobile IP location server of claim 5, wherein the 
other network comprises a wireless carrier network. 

7. The mobile IP location server of claim 4, wherein the 
other network comprises at least one of a Long Term Evolu 
tion (LTE) network and a 4G network. 

8. The mobile IP location server of claim 2, wherein the 
location information characterizes a municipal area in which 
the mobile device is located. 

9. The mobile IP location server of claim 2, wherein the 
given network node operating on the given network com 
prises a proxy server for the mobile device. 

10. The mobile IP location server of claim 9, wherein the 
other network comprises a wireless carrier network. 

11. A method comprising: 
receiving an Internet Protocol (IP) location request for 

geographic location information associated with a 
mobile device; 

querying a given network node for a real mobile identifier 
corresponding to a public IP address assigned to the 
mobile device in response to the IP location request; and 

querying another network node operating on a long term 
evolution (LTE) network for geographic location infor 
mation associated with the mobile device based on the 
real mobile identifier. 

12. The method of claim 11, wherein the geographic loca 
tion information characterizes a municipal area in which the 
mobile device is located. 

13. The method of claim 11, wherein the real mobile iden 
tifier comprises an International Mobile Subscriber Identity 
(IMSI). 

14. The method of claim 11, wherein the real mobile iden 
tifier comprises Mobile Station International Subscriber 
Directory Number (MSISDN). 

15. The method of claim 11 wherein the given network 
node comprises a network address translation (NAT) gateway 
operating on a Wifi network. 

16. The method of claim 11, wherein the given network 
node operates on the LTE network. 

17. The method of claim 11 wherein the given network 
node comprises a proxy server for the mobile device operat 
ing on a Wifi network. 

18. A mobile Internet Protocol (IP) location server com 
prising one or more computers having machine readable 
instructions, the location server being configured to: 

provide a request to a given network node operating on a 
given network for a mobile identifier that uniquely iden 
tifies a mobile device based on an IP address of the 
mobile device in response to a location request for the 
mobile device; and 

provide a request for location information for the mobile 
device based on the real mobile identifier for the mobile 
device to another network node operating on another 
network. 

19. The location service of claim 18, wherein the given 
network comprises a Wifi network. 

20. The location service of claim 19, wherein the other 
network comprises a wireless carrier network. 
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21. The location service of claim 20, wherein the other 
network comprises at least one of a 3G and a Long Term 
Evolution (LTE) network. 

k k k k k 


