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, ‘ (57) Abstract: The invention relates to a method and system for allowing a
PR MODILE DEVICE mobile terminal (20) with a SIM to connect to internet services and optimiz-

ing use of network resources by enabling a data connection. The invention is
ENABLED IN MCBILE DEVICE

based on receiving by a server (10) a command to enable (101) data connec-

tion in a mobile terminal (20), which has an active IMSI which does not have
(10 comnaND REGEIVED oy data service enabled in the mobile network, sending (102) a SMS-type mo-
bile country code (MCC) query to the last known mobile station network
number (MSISDN) of the mobile terminal (20), after the query is received
(203) in a mobile terminal (20), which listens available country (MCC) and

DATA ON IN MOBILE TERMINAL.
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APPLICATIONS ON A MOBILE
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network (MNC) codes of available networks, the server (10) receives a report
(204) via an SMS-type of message or through any other available connec-
tion/network, receiving (105) by the server (10) country (MCC) and network
(MNC) codes and selecting a new IMSI which has activated data service and
matches to the reported networks to be sent (106) to the mobile terminal
(20), sending (207) to the mobile terminal (20) the new IMSI and to be
stored to a memory and/or SIM module together with related network au-
thentication keys, whereby the mobile terminal (20) is able to set the newly
received IMSI active on the SIM and connect with that IMSI and related net -
work credentials to the mobile network (50), whereby the new IMSI has data
service enabled on the mobile network side, the applications of the mobile
terminal have access to internet services.
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A method and system for allowing a mobile terminal to connect to internet

services and optimizing use of network resources

FIELD OF THE INVENTION

This invention relates to allowing a mobile terminal to use internet services and

optimizing use of network resources according to the preamble of claim 1.

More particularly, the present invention is directed to the methods, apparatus, and
systems which enable a mobile data service provider to offer mobile data services for
end customers using local mobile subscription identities (IMSI) in multiple mobile
networks in several countries, without an opportunity to control in mobile networks

whether the data transfer is allowed or not for each mobile subscription identities.

The mobile data services purchased by end customers can be any type, pre- or post-
paid with continuous or non-continuous contracts for short or long periods, the
commonality being that the service provider offering mobile data services can control
whether the service is enabled or disabled in a specific end customer’s mobile
terminal, more particularly in a subscriber identity module (SIM), which has been
provided by the service provider to the end customer as a part of the contract and

which is attached to the end customer’s mobile terminal.
DESCRIPTION OF THE PRIOR ART

In the prior art mobile data services are controlled per each mobile subscription
identity (IMSI) on the mobile network side. In the prior art also one subscriber

module (SIM) can carry several mobile subscription identities.

The prior art becomes clumsy when there is a pool of subscription identities (IMSI)
from several different mobile operators, which are remotely distributed (IMSIs are
loaded and unloaded based on need) by the service provider between subscription
identity modules (SIM) of end customers. More practical solution is to enable/disable
data service per each subscription identity module (SIM), meaning a single
subscription identity module (SIM) carry so called control subscription (IMSI) with
no data service as well as data subscriptions (several IMSI) with data services

enabled. By doing this way the service provider does not have to switch data on and
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off through mobile operators’ network services from whom the mobile subscription

identities (IMSI) have been obtained.
DESCRIPTION OF THE RELATED ART

L. Isotalo discloses in the European Patent Specification Publication No. 00936923.2
date of filing 12.06.2000, a method in an information service for a mobile phone. In
the invention, the information server sends to a mobile terminal an SMS-type of short
message, which contains a data connection set-up command instructing the mobile
terminal to automatically establish a data conmection to the information server.
However, in L. Isotalo’s invention it is assumed the data connection has been already
enabled on the network side for a mobile subscription identity (IMSI), where the

SMS-type short message is sent.
BACKGROUND OF THE INVENTION

The invention is directed to consumers who wish to benefit of using a single
subscription identity module (SIM) in multiple countries and benefit of a local pricing
of mobile data. The invention is also directed to mobile virtual network operators
(MVNO) who would like to expand their service networks cost efficiently to several

countries.

The invention was made because need for low cost mobile data services is expanding
rapidly and more and more people would like to afford to use internet services by

their mobile devices frequently also abroad.
SUMMARY OF THE INVENTION

An object of the present invention is to provide methods, apparatus and systems that
enable service provider providing mobile data services in multiple countries to have
cost efficient way to control (enable and disable) its’ end customers’ mobile data

services.

More specifically, the method according to the invention is characterized by what is

stated in the characterizing part of claim 1.

Furthermore, system according to the invention is characterized by what is stated in

the characterizing part of claim 12.
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The methods, apparatus and systems of the present invention provide the following
key advantages. First, the end customers will benefit of lower pricing of mobile data
and related services, because service providers offering the services are able to
purchase mobile data capacity direct from local mobile operators without middle
men. The second, the presented system herein simplifies expanding the service
network to new countries and new mobile networks, because no integration is needed
between the service provider and a new mobile operator for enabling and disabling of

mobile data service in the end customers’ devices.

In the invention presented in this application, mobile data connection can be
established automatically from a mobile terminal to an information server by sending
an SMS-type of command to mobile terminal, in more detailed to a subscription
identity module (SIM) of the mobile terminal. The SMS-type command instructs an
application on the subscription identity module (SIM) to switch to another mobile
subscription identity (IMSI), which has data service enabled. By combining this
feature with a separate mobile application which automatically connects to an
information server immediately when a data connection is available, similar end

result is achieved than in L. Isotalo’s invention.

With the solution of the invention there is no need to make adjustments to the mobile

network which the end user is visiting.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an example of a configuration of a system according to an embodiment
of the present invention and an arrangement of mobile device, server and related

database in the system.

FIG. 2a and 2b shows different kind of arrangements of mobile device (e.g. connected
consumer electronics device, mobile phone or laptop PC) in accordance with one

embodiment of the invention.

FIG. 3 shows a flow chart of steps executed over a network, e.g. a mobile
communication network, between a mobile device and server for enabling mobile

data connection in a mobile device.
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FIG. 4 shows a flow chart of steps executed over a network, e.g. a mobile
communication network, between a mobile device and server for disabling mobile

data connection in a mobile device.

FIG. 5 and 6 show flow charts of steps executed over a network, e.g. a mobile
communication network, between a mobile device and server in case a mobile device
is reporting the currently active IMSI to server when more than one mobile device

initiated IMSI switch has been made prior the reporting.

DESCRIPTION OF PREFERRED EMBODIMENTS

FIG. 1 shows an example of a configuration of mobile data service according to one
embodiment of the present invention, and an arrangement of a mobile device 20
forming part of the system. In FIG. 1, the user device 20 is connected via a mobile
communications network or other network (e.g. Wi-Fi network) 50 to a service
information server 60 of a mobile data service provider 10. A service information
server 60, accounting server 70 and database server 80 are connected to each other
via a network e.g. IP network. Service information server 60, accounting server 70
and database server 80 can be integrated into one server around mobile data service
provider 10 or some or all of them may reside as separate units. Service provider 10
may be thought of as the mainframe linking all servers. By number 30 is referred to

the home operator network of the mobile device 20.

FIG. 2a and 2b shows two different arrangements of a mobile device 20. The mobile
device 20 includes always a processor 25, a memory device 24, a subscription
identity module (SIM) 27, a battery 28 and a network interface 26 including a
transceiver to communicate with mobile data service provider 10 over mobile
communications network 50. A mobile device may also include a user interface 21

including a display and an input device (¢.g. keyboard).

The subscription identity module (SIM) is used to store mobile subscription identities
(IMSI) and their related keys. Mobile subscription identities (IMSI) can be remotely
loaded (and unloaded) by mobile data service provider 10 to subscription identity

modules.
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FIG.3 shows an exemplary flow chart of the program executed by the mobile data
service provider 10 and mobile device 20, through the communication network 50 for

enabling data connection in the mobile device 20.

At step 101 shown in FIG. 3, the server receives a command to enable data
connection in a mobile device 20. The command received by the server may have
been initiated from several sources e.g. from the mobile device itself e.g. via a SMS-
type of message or through a WiFi network/internet. The data connection is enabled
by remotely loading an IMSI, which has data service already enabled in the mobile
network, to SIM of a mobile device and force the mobile device to choose that IMSI
as a new active IMSI. The IMSI being as an active IMSI on the SIM of the mobile
device before new IMSI is loaded does not have data service enabled in the mobile

network.

At step 102, the mobile data service (server) 10 sends a mobile country code (MCC)
query to mobile device 20. The query is sent by SMS-type of message to the last
known mobile station network number (MSISDN). At step 203, the query is received
in a mobile device, which listens available country (MCC) and network (MNC) codes
of available networks and reports them back to the server at step 204 via an SMS-type
of message or through any other available connection/network. At step 105, the server
receives the codes (MCC and MNC) and selects IMSI which matches to the reported
networks to be sent at step 106 to the mobile device 20. At step 207, the mobile
device 20 receives the IMSI and stores it to the memory and/or SIM module together
with related network authentication keys which were sent as a part of the message at
step 106. At step 207, the mobile device sets the newly received IMSI active on the
SIM and connects with that IMSI and related network credentials to the mobile
network 50. As the new IMSI has data service enabled on the mobile network side,

the applications of the mobile device have access to internet services.

FIG. 4 shows an exemplary flow chart of the program executed by the mobile data
service provider 10 and mobile device 20, through the communication network 50 for

disabling data connection in the mobile device 20.

At step 101 shown in FIG. 4, the server receives a command to disable data
connection in a mobile device 20. The command received by the server may have
been initiated from several sources e.g. from the mobile device itself e.g. via a SMS-

type of message or through a WiFi network/internet. The data connection is disabled
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by sending a command to mobile device 20, which instructs the mobile device to
select another IMSI as active IMSI, which does not have data service enabled on the
mobile network side. That IMSI may have been already stored in the SIM of the

mobile device.

At step 102, the server sends a data service deactivation message to the last known
mobile station network number (MSISDN). The process for reporting an active
mobile station network number (MSISDN) being linked to an active IMSI has been
described in detailed in FIG 5. As a single SIM may store several different IMSIs,
which may be selected automatically by the internal logic of SIM based on mobile
network conditions, a reporting process is needed. By having a reporting process in
place, number of needed SMS-type of messages can be optimized, when the data

service 1s switched off.

At step 203, the mobile device receives data service switch off command from the
server, which instructs mobile device 20 to choose so called control IMSI, which does
not have data service enabled on the network side, as a new active IMSI and sign with
that IMSI and related credentials to a mobile network 50. The mobile device received
the data switch off command if the number (MSISDN), where server 10 sent the
command was correct. If the number (MSISDN) wasn’t correct the mobile device 20
is not able to receive message from the server 10, switch to another IMSI as
instructed by the server in the message and to report succeeded status back to the

server at step 104.

If the server 10, does not receive succeeded receipt back within a predefined time
which usually matches to the alive period of an SMS-type of message it calls again

step 102 at step 103.

At step 105, the succeeded receipt is received at the server and the process to disable

the data connection in a mobile terminal is finished.

FIG. 5 shows an exemplary flow chart of the program executed by the mobile data
service provider 10 and mobile device 20, through the communication network 50 for
reporting the active IMSI to the server 10 by the mobile device 20 which was selected

automatically by a SIM of the mobile device according to its internal logic.

At step 201, shown in FIG. 5, a mobile device 10, listens control channels of a

cellular network and receives mobile country codes (MCC) and network codes
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(MNC) of adjacent cells. At step 202, mobile device 20 compares received country
and network codes to IMSIs it is storing and recognizes whether new country (and
network) codes were found from the network which are not matching to country (and
network) codes of stored IMSIs. If a new country code was found from the network,
at step 203, the mobile device 20 requests a new IMSI with that country code from
the server 10. At step 104, the server 10 receives the request from mobile station 20
and at step 105 tries to find free IMSIs from its’ database with matching country (and
network) codes to the request. If a free IMSI, which hasn’t been allocated to any other
mobile device was found, it is sent to the mobile device 20 together with related
network keys. At step 206, mobile device 20 receives the IMSI and stores it to the
SIM. At step 207, if the mobile network for the currently active IMSI (MCC and
MNC codes matching to the network) is lost, the mobile device 20 selects at step 208
a new IMSI already stored on SIM with MCC (and MNC) matching to the new
network found. At step 208, the mobile device 20 starts the countdown timer for
reporting newly selected IMSI and related MSISDN back to the server at step 211. If
the network is lost before the timer has expired, at step 210, the timer is set to count
from begin at step 208. At step 211, the mobile device 20 reports the active IMSI
back to the server 10, which updates its’ database at step 212. The purpose of using
timer before reporting automatically selected IMSI by the mobile device 10 to the
server 20, is to optimize / minimize the number of sent control messages in a close

border situations the service still being functioning perfectly.

FIG. 6 shows a process similar to steps 201 — 208 if GPS coordinates are used instead
of receiving parameters from a mobile network. If GPS coordinates are used, the
location of a mobile device is reported to the server. The server 10 defines which
mobile networks are available in a reported location based on coverage maps of

mobile networks.

In accordance with one preferred embodiment of the invention a new optimum IMSI
is selected from several available IMSIs where the optimum means price, coverage
and available mobile services, but not necessarily the same MCC and MNC

parameters compared to the response received from the mobile terminal 10.
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Claims

1. A method for allowing a mobile terminal (20) with a SIM to connect to internet services

and optimizing use of network resources by enabling a data connection characterized by

receiving by a server (10) a command to enable (101) data connection in a mobile
terminal (20), which has an active IMSI which does not have data service enabled in

the mobile network,

- if mobile country code (MCC) has not been received earlier by the server (10) from
the mobile terminal (20), sending (102) a SMS-type mobile country code (MCC)
query to the last known mobile station network number (MSISDN) of the mobile
terminal (20), after the query is received (203) in a mobile terminal (20), which
listens available country (MCC) and network (MNC) codes of available networks,
the server (10) receives a report (204) via an SMS-type of message or through any
other available connection/network, receiving (105) by the server (10) country
(MCC) and network (MNC) codes and selecting a new IMSI which has activated

data service,

- sending (207) to the mobile terminal (20) the new IMSI and to be stored to a
memory and/or SIM module together with related network authentication keys,
whereby the mobile terminal (20) is able to set the newly received IMSI active on
the SIM and connect with that IMSI and related network credentials to the mobile
network (50), whereby the new IMSI has data service enabled on the mobile
network side, the applications of the mobile terminal have access to internet

services.

2. A method in accordance with claim 1, characterized in selecting a new optimum IMSI
from several available IMSIs where the optimum means price, coverage and available mobile
services, but not necessarily the same MCC and MNC parameters compared to the response

received from the mobile terminal (10) in claim 1..

3. A method in accordance with claim 1lor 2, characterized in that IMSI matches to the

reported networks to be sent (106) to the mobile terminal (20).

4. A method in accordance with any previous claim, characterized in that the command

received by the server (10) has been initiated from several sources e.g. from another server or
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from the mobile terminal itself e.g. via a SMS-type of message or through a WiFi

network/internet.

5. A method for disabling internet services of a mobile terminal (20) by the mobile data

service provider (10) through a communication network (50) characterized in that

- receiving (101) by the server (10) a command to disable data connection in a mobile

terminal (20),

- disabling (102) the data connection by sending a command to mobile terminal (20) to
the last known mobile station (20) network number (MSISDN),which instructs the
mobile terminal (20) to select another IMSI as active IMSI, which does not have data
service enabled on the mobile network side, which IMSI may have been already

stored in the SIM of the mobile terminal (20),

- sending (203) to the mobile terminal (20) a data service switch off command from
the server (10), which instructing the mobile terminal (20) to choose so called control
IMSI, which does not have data service enabled on the network side, as a new active

IMSI and sign with that IMSI and related credentials to a mobile network (50),

- receiving (104) succeed receipt from the mobile terminal (10) or from the mobile

network (30 or 50) e.g. from SMS gateway, and

- if the server (10), does not receive succeeded receipt back within a predefined time
which usually matches to the alive period of an SMS-type of message it repeats

sending disabling command (102).

6. A method in accordance with claim 5, characterized in that the disabling command
received by the server may have been created and initiated by several sources ¢.g. by the
server itself e.g. using a timer function, or the command may have been received from another

server or from the mobile device.

7. A method in accordance with claim 5 or 6, characterized in that the mobile terminal (10),
listens control channels of a cellular network and receives mobile country codes (MCC) and
network codes (MNC) of adjacent cells, mobile terminal (20) compares (202) received
country and network codes to IMSIs it is storing and recognizes whether new country (and
network) codes were found from the network which are not matching to country (and

network) codes of stored IMSIs, if a new country code was found from the network, the
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mobile terminal (20) requests (203) a new IMSI with that country code from the server (10),
the server (10) receives (104) the request from mobile station (20) and tries (105) to find free
IMSIs from its’ database with matching country (and network) codes to the request, if a free
IMSI, which hasn’t been allocated to any other mobile terminal was found, it is sent to the
mobile terminal (20) together with related network keys, mobile terminal (20) receives (206)
the IMSI and stores it to the SIM, if the mobile network for the currently active IMSI (MCC
and MNC codes matching to the network) is lost (207), the mobile terminal (20) selects (208)
a new IMSI already stored on SIM with MCC (and MNC) matching to the new network
found, the mobile terminal (20) starts (208) the countdown timer for reporting (211) newly
selected IMSI and related MSISDN back to the server (10), if the network is lost before the
timer has expired, the timer is set (210) to count from begin (208), the mobile terminal (20)
reports (211) the active IMSI back to the server (10), which updates (212) its’ database for
optimizing/minimizing the number of sent control messages in a close border situations the

service still being functioning perfectly.

8. A system for allowing a mobile terminal (20) with a SIM to connect to internet services and
optimizing use of network resources by enabling a data connection characterized by means

for

- receiving by a server (10) a command to enable (101) data connection in a mobile
terminal (20), which has an active IMSI which does not have data service enabled in

the mobile network,

- if mobile country code (MCC) has not been received earlier by the server (10) from
the mobile terminal (20) sending (102) a SMS-type mobile country code (MCC)
query to the last known mobile station network number (MSISDN) of the mobile
terminal (20) after the query is received (203) in a mobile terminal (20), which
listens available country (MCC) and network (MNC) codes of available networks,
the server (10) receives a report (204) via an SMS-type of message or through any
other available connection/network, receiving (105) by the server (10) country
(MCC) and network (MNC) codes and selecting a new IMSI which has activated

data service,

- sending (207) to the mobile terminal (20) the new IMSI and to be stored to a
memory and/or SIM module together with related network authentication keys,
whereby the mobile terminal (20) is able to set the newly received IMSI active on

the SIM and connect with that IMSI and related network credentials to the mobile
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network (50), whereby the new IMSI has data service enabled on the mobile
network side, the applications of the mobile terminal have access to internet

services.

9. A method in accordance with claim 8, characterized by means for in selecting a new
optimum IMSI from several available IMSIs where the optimum means price, coverage and
available mobile services, but not necessarily the same MCC and MNC parameters compared

to the response received from the mobile terminal (10) in claim 8.

10. A system in accordance with claim 8 or 9, characterized in that IMSI matches to the

reported networks to be sent (106) to the mobile terminal (20).

11. A system in accordance with claim 8, 9 or 10, characterized in that the command
received by the server (10) has been initiated from several sources e.g. from another server or
from the mobile terminal itself e.g. via a SMS-type of message or through a WiFi

network/internet.

12. A system for disabling internet services of a mobile terminal (20) by the mobile data
service provider (10) through a communication network (50) characterized in that it includes

means for

- receiving (101) by the server (10) a command to disable data connection in a mobile

terminal (20),

- disabling (102) the data connection by sending a command to mobile terminal (20) to
the last known mobile station (20) network number (MSISDN),which instructs the
mobile terminal (20) to select another IMSI as active IMSI, which does not have data
service enabled on the mobile network side, which IMSI may have been already

stored in the SIM of the mobile terminal (20),

- sending (203) to the mobile terminal (20) a data service switch off command from
the server (10), which instructing the mobile terminal (20) to choose so called control
IMSI, which does not have data service enabled on the network side, as a new active

IMSI and sign with that IMSI and related credentials to a mobile network (50),

- receiving (104) succeed receipt from the mobile terminal (10), and
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« if the server (10}, does not receive succceded receipt back within a predefined time
which usually matches to the alive period of an SMS-tvpe of message i repeats

sending disabling command (102},

i3, A systern in accordance with olairn 12, characterized in that the disabling comumand
received by the server may have been created and uutiated by several sources ¢.g. by the
server itself e g. using a timer function, or the command may have been reecived from another

server or from the mobile device,

14. A systern in accordance with claim 13, gharacterized in that the mobile terminal {10}
listens control chamnels of a celhular network and receives mobile country codes (MOC) and
nctwork codes (MMNC) of adjacent cells, mobile terminal (20} compares {202} received
country and network codes to IMSIs # 15 storing and recognizes whether new country {and
network) codes were found from the network which are not matching to country {and
network) codes of stored IMSIs, if a new country code was found from the network, the
mobile terminal {20} requests {203} a new IMSE with that country code from the server (10},
the server (10} receives {104) the request from mobile station (20} and tries {105} to find free
IMSTs from 18" database with matching coundry {and network) codes to the request, if a free
IMSI, which hasn’t been allocated to any other mobile terminal was found, it 15 sent to the
mobile terminal (20) together with related network keys, mobile terminad {20} receives {206}
the IMSH and stores it to the SIM, if the mobile network for the carrently active IMSI (MCC
and MNC codes matching to the network) ts lost (2073, the mobile terminal (20} selects {208}
a new IMSI already stored on SIM with MCC {and MNC) matching to the new network
found, the mobile terminal (20} starts (208) the countdown timer for reporting (211} newly
selected IMSI and related MSISDN back to the server {10), if the network 1g lost before the
timer has expived, the timer is set {210) to count from begin (208), the mobile ternunal (20}
reports (211) the active IMSY back to the server {10), which updates (212} 11s” database for
optimizing/minimizing the number of seot control messages in a close border situations the

service still being functioning perfectly.
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