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(57) Abstract: Systems and methods for authorizing operations associ-
ated with blocked media assets using two-factor authentication. In some
aspects, a media guidance application (e.g., executed by a set-top box or
other user equipment used to store and display media assets) prompts a
user for a password (e.g., a personal information number) in order to un-
lock the content for viewing. In response to receiving a second request
from the user to perform an operation related to the media asset (e.g.,
delete), the media guidance application prompts the user for an additional
factor confirming his or her identity, consistent with two-factor authen-
tication protocol. If the user's identity is authenticated as a user that has
authority to perform the operation related to the media asset (e.g., delete
the stored media asset), the media guidance application performs the op-
eration related to the media asset (e.g., deletes the media asset).

[Continued on next page]



WO 2018/080554 A1 {10000 N I o

Published:
—  with international search report (Art. 21(3))



WO 2018/080554 PCT/US2016/061756

(¥,

19

15

20

SYSTEMS AND METHODS FOR CONTROLLING ACCESS TO MEDIA
ASSETS USING TWO-FACTOR AUTHENTICATION

Backeround

[B601] Given the plethora of content available to modern television viewers,
parental control systems have become near ubiguitous in electronic program guides
(EPGs), which allow users to filter content for viewing. For example, parental
control systems give parents the ability o decide what their children can watch
when they are not around. Typically, a parental control system will have an access
code that can be nput to block and unblock content. A child attempting to access a
blocked program and unaware of the access code will not be able to view the
program. However, with this binary approach {access / no access based on a single
code), multiple users in a household may have access to a media asset and may
perform actions {¢.g., deloting the media asset) that the other users do not want
performed as there is no way to differentiate the identity of the user performing the
action.

[0802] Some conventional systems attempt {0 solve this problem by using a user-
profile system where users enter different codes to identify which specific user he
or she 1s. However, this approach, using user-specific codes, while stronger than a
single code to block and unblock media assets, still has the same problem in torms
of vahidating user identity. For example, if a parent gives a child his or her code in
order for the child to access a blocked media asset once. the child could
conceivably remember the code and perform any of the actions the parent could at

any time, defeating the purpose of having user-specific codes.
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Summary

[B803] Accordingly, sysiems and methods are described herein for anthorizing
operations associated with blocked media assets using two-factor authentication.
For example, a media guidance application (e.g., executed by a set-top box or other
5 user equipment used to store and display media assets) prompts a user fora

password (¢.g., a personal identification number ("PINT}) in order to unlock
content for viewing. In response to receiving a second request from the user to
perform an operation related to the media asset {¢.g., delete), the media guidance
application prompts the user for an additional factor confirming his or her identity,

10 consistent with the two-factor authentication protocol described herein, I the
user’s identity is authenticated as a user that has authority to perform the operation
related to the media asset {¢.g., delete the stored media asset), the media guidance
application performs the operation related to the media assct (e.g., deletes the
media asset).

15 [6604] In some aspects, the media guidance application receives a first request to
access a media asset for viewing on user equipment, wherein access to the media
asset is blocked. For example, the media guidance application may store a
plurality of media assets in storage, either local to the user device that gencerates
media assets for display {e.g., in memory of a set-top box} or remotely at a server,

20 The media guidance application may generate a listing of media assets (eg., in a
aser interface} from which the user can select a media asset to be generated for
display. The media guidance application may set a flag, based on metadata
associated with each stored media asset, indicating whether each media asset
should be blocked for a given user. As a specific example, the media guidance

25 application may set the flag based on metadata associated with the media asset
indicating that it fulfills a predefined blocking criterion {¢.g., that a particular user
cannot watch shows with a rating greater than TV-PG).
16005} The media guidance application then receives a first input of a first
authonization code. The first authorization code may be any combination of

30 alphanumeric characters that can be matched to a stored siring of alphanumeric
characters. The media guidance application may receive the first identifier via user

input using a user wnput interface, such as a touchsereen or remote control. For
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example, the media guidance application may receive the user input, “1578." via a
remote control.
[6006] The media guidance application determines that the received first

authorization code matches a stored first ideatifier granting access to view the

(51

media asset. For example, the media guidance application determines whether the
recetved mput, 1578, matches a value stored m memory for the first identifier.
As aspecific example, the media guidance application may access a parenial
control database which contains a plurality of identifiers associated with
pernuissions (1.¢., whether each code can access the media asset). The media
10 guidance application may compare the received first authorization code with the
stored identifiers to determine a maich (e.g., by comparing the characters of the
first authorization code with characters of cach of the stored identifiers). After
determining a match, the media gnidance application retrieves data from a field in
the database corresponding to the matched identifier and determines whether the
15 data indicates a user has access to the media asset.
[6607]  In some embodiments, the media guidance application retrieves, from a
field in the parental control database including a plurality of entries with stored
wdentifiers assoctated with users, the first stored identifier. For example, the media
guidance application may execute an SQL program script utilizing the declarative
20 “Select” statement 1o retrieve the value of the first stored identifier from a field m
the database, such as “12343.7 The media guidance application may determine
whether the first stored identifier matches the received avthorization code by
companng characters of the first stored identifier with characters of the received

authorization code. For example, the media guidance application may compare

[N
L

cach mdexed character of a received string (1.¢., the first authonzation code) with
cach indexed character of the stored identifier to determine whether the two strings
match. The media guidance application may determine a match if the number or
percentage of matched characters exceeds a threshold. For example, the media
guidance application may determine that 12345673917 matches “1224367891,7 if
30 a90% match exceeds a threshold percentage {e.g., 75%;).

[G00G8]  In response to determining that the first stored identifier matches the

recetved authorization code, the media gmdance application retrieves a valug from
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a field associated with the first stored identifier. For example, the media guidance
application may retrieve a blocking criterion from a field associated with the first
stored identifier {¢.g., that the aser identified by the first stored identifier cannot
access media assets with a rating greater than TV-PG). The media gmdance
application then determines whether the user identified by the first stored identifier
has access to the media asset based on the value. For example, the media guidance
application may compare a blocking criterion retrieved from the field associated
with the first stored identifier with metadata associated with the media asset to
determine whether the user identified by the furst stored identifier has permission to
access the media asset. As a specific example, if the blocking criterion 1s the rating
“TV-PG7 and the media asset has a rating of “TV-MA|” then the media guidance
application may determing that the user does not have permission to access the
media asset since the rating of the media asset exceeds the blocking criterion
rating.

1060%]  After determining that the received first authorization code matches the
stored furst identificr, the media guidance application generates the media assct for
display. For example, the media guidance application may generate for display the
media asset on a display connected to the user equipment. Alternatively or
additionally, the media guidance application may query the parental control
database for an indication whether the user identified by the fivst authonization
code can view the media asset on a device not coupled to the user cquipment {e.g.,
streamed to a mobile device, such as a cellular telephone).

[6618]  In some embodiments, the media guidance application generates an
instruction to allow access to view the media asset for a predetermined penod of
nme. For example, after the media guidance apphication deternvines the user
identified by the first authorization code has access to the media asset, the media
guidance application may generate an instruction {(¢.g., in a program script) 1o
allow access to the media asset for a period of time. The media guidance
application may then execute the instruction, wherein the instruction stores a
temporary indication, in a ficld associated with the first stored identifier in the
parental control database, to allow access to view the media asset. For example,

the media guidance application may execute the program script that was generated,
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which then stores an indication {¢.g., a boclean value set to “trae”) i the parental
control database that the user has access to the media asset. The media guidance
application then, in response fo exccuting the instruction, monitors an elapsed time.
For example. the program script may store an end time in the parental control
databasc when access to the media asset expires and the media guidance
application may execute another program script to remove the indication when the
time reaches the value m the end time. Alternatively, the media guidance
application may continue running the program script, which monitors the clock
time and removes the mdication afier the predetermined period of time. The media
gwidance application, in response to determining the elapsed time exceeds the
predetermined period of time, deletes the temporary indication to allow access to
view the media asset. For example, the media guidance application may reset the
contents of the field where the indication was stored.

16611} The media guidance application then receives a second request to exceute
an operation associated with the media asset. The operation may be any command
or mstruction that when executed alters or copies the stored audiovisual data for
the media asset or any stored metadata relating to the media asset. For example,
the media gwdance application may receive a request via a user input interface
{c.g., a touch screen) to delete the media asset. As another example, the media
guidance application may receive a request via a user input interface to copy the
media asset to another device. As yet another example, the media gindance
application may receive a request to update a user profile (e.g.. with the viewing
progress or an indication that a user dislikes the media asset) associated with the
first authorization code.

{0612} Based on recetving the second request, the media guidance application
queries a parental controf database for information relating to permissible
operations associated with the media asset. For example, the media guidance
application may, in a field of the parental control database for the identifier that
matches the first authorization code, store a pointer to an array which lists media
assets for which a user 1s granted to perform the operation. The parental control
database may contain multiple fields, each with a pointer to an array mdicating

media assets for which a particular operation can be performed without a second
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authorization code {e.g., delete, modity, ete ). Alternatively or additionally, the
media guidance application may store an indication of which operations require a
second authorization code {¢.g., they are not permissible with only the first
authorization code} with metadata stored with the media asset. For example, the
media guidance application may store the runtime, rating, original airdate, and
other metadata as a header in the stored audiovisual data for the media asset, and
may additionally contain indications of which operations require a second
authorization code {¢.g., a boolean value set based on whether a particuiar
operation requires a second authorization code to be performed).

[6013] The media guidance application determines, from the information, that a
second authorization code is required to execute the operation associated with the
media asset, wherein the second authornization code s generated periodically as a
function of ume by a token mechamism remote from the user equipment. For
example, based on retrieving the information from the parental control database, as
described above for the stored media asset, the media guidance application
determines whether a second factor is necded 1n order to execute the function. The
second authorization code may be generated by a token mechanism {e.g., a
standalone token or an application executed on a device, such as a cellular
telephone) which can then be input {e.g., via a user input interface) to the media
guidance application. The token may generate the authorization code based on a
mathematical function of clock time, analogous to public-key authentication. In
some embodiments, sther suitable two-factor methods, such as asymmetiic
{(private-public kev) authentication may be used for the second authentication code.
[6014] The media guidance application receives a second input of the second
authorization code generated at a first ime. For example, the media guidance
application may receive, via a user input interface, the second authorization code,
such as “45678.” The media guidance application may deternvinge that the input
was received at 10:23:30 (hours | minutes © seconds) on 05:31:16 (month : day :
vear) based on the clock time when the input was received. Alternatively or
additionally, the media guidance application may receive a clock time with the
inputted second authorization code based on the clock time of the device where the

code was generated.
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{3615} The media guidance application may then transmit, to an authonzation
database, the second authorization code generated at the first time. For example,
the media gwidance application may transmit the second authorization code to a

database, which may be located remotely from the user equipment{c.g,on a

(51

server) and accessible via a communications network, or stored in memory at the
user equipment. In some embodiments, the media guwidance application may
preprocess the second authorization code. For example, the media gaidance
application may generate a data packet containing the second authorization code
and the time at which it was generated, as described above. In another example,
10 the media guidance application may concatenate the time to the nearest second or
minute before transmission, depending on how often new authorization codes are
generated by the token mechanism.
[B816] The media guidance application, n response to transmitting, to the
authorization database, the second authorization code generated at the first time,
15 receives an indication granting authorization to ¢xecute the operation associated
with the media asset based on the transmitted second authorization code matching
a second identifier generated at the first ime. For example, the media guidance
application may receive a data packet from the authorization package with a
boolean value set to “true” if the transmitted authorization code corresponds to a
20 second identifier or “false” if 1t does not. The second identifier may be a second
token mechanism with the same mathematical function of time which may
compare the output at a particular time (e.g.. the second identifier) with the
recetved second authorization code. The token may be identified by the first

authonzation code, which allows the authorization database to deternune whether

[N
L

the recetved second authorization code is correct. For example, the media
gudance application may transmit that the user identified by first authorization
code “12347 entered second authorization code “45678” to the authorization
database. Instead of searching every token mechanism stored at the authorization
database, the authorization database need only search for a token corresponding to
30 user 12347 and determine whether 45678 was generated by that token

mechanism at the particular time,
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13617} The media guidance application, based on receiving the indication that the
second authorization code matches the stored second identifier, executes the
operation related to the media asset. For example, the media guidance application
may execite an instruction 1o clear or free the blocks of memory where a particular
media asset is stored (¢.g.. delete the media asset).

[B818] In some embodiments, the operation comprises the media guidance
application accessing blocks of memory containing data corresponding to the
media asset. For example, the media guidance apphication may determine the
particular blocks of memory where andiovisual data of the media asset is stored.
The media gmidance application may then copy the data contained in the blocks of
memory corresponding to the media asset to a second user equipment. For
cxample, the media guidance application may retrieve the stored audiovisual data
and transnut it to another device, such as a mobile phone, such that the user can
access the media asset remote from the user equipment.

10819]  In some embodiments, in respouse to copying the data, the media
guidance application stores, in a ficld associated with the media asset in the
parental control database, an mdication that the media asset has been copied to the
second user equipment. For example, the media guidance application may store, in
an array of media assets copied to other user equipment pointed to in a ficld of the
parental control database, an indication that the media asset has been copied (e.g.,
by adding an identifier of the media asset to the array). The media guidance
application receives a third request to access the media asset on the first user
cquipment. For example, the media guidance application may receive a request to
access the media asset on the user equipment that origmally scheduled it for
storage via a user input interface. The media guidance application then prevents
access 1o the media asset on the first user equipment while the media asset is stored
on the second user equipment. For example, the media guidance application may
query the array and determine that, since the wdentifier of the media asset 1s 1 the
array, that access is not permitted from the first user equipment. In this way, the
media guidance application ensures that the media asset cannot be stored and
viewed on multiple devices at the same time, by maintaiming a “checked-out”

mechanism.
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10620]  In other embodiments, the operation comprises the media guidance
application accessing a viewing progress data structure contaming currently stored
media assets. For example, the media guidance application may access the

viewing progress data structure locally in storage or remotely at a server via a

L

communications network. The viewing progress data structure may be organized
such that cach media asset has an associated viewing progress, which may be
expressed in time or pereentage viewed. The media guidance application then
stores, 1 a fickd for the media asset, an indication that the media asset has been
viewed to completion. For example, the media guidance application may update
10 the ficld of the viewing progress data structure to retlect the current user’s viewing
progress of the media asset. As a specific example, the user may have completed
the media asset and thus the media guidance apphcation may set a “viewed to
completion” flag to “true.”
[3621] In some embodiments, the media guidance application, m response (o
i5 receiving an indication not granting authorization o cxecuic the operation
associated with the media asset based on the transmitted second authorization code
not matching the second identifier generated at the first time, queries the parental
control database to determine whether there is an alterate second authorization
code to allow the operation. For example, the media guidance application may
20 receive a data packet from the authorization package with a boolean value set to
“false™ if the transmitted authorization code does not correspond to a second
identificr. The media guidance application then accesses the parental control
database and determines whether anv other second-factor authorization sources are

associated with the first stored identifier. For example, the media guidance

[N
L

application may determine that the user can also be identified via a biometric
signature {¢.g., an iris scan or facial recognition} as the second authorization code.
In response to detormining that there is an altemate second authorization code to
allow the operation, the media guidance application generates for display an
indication to input the alternate second authorization code. For example, the media
30 guidance application may generate for display a prompt to use a camera (c.g.,
mtegrated 1nto a celiular telephone) to input a biometric signature as the second

authonzation code.
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13622} In some embodiments, the media guidance application may prompt for
the alternate second authonzation code {(e.g., from another source) only after a
threshold number of failed matches to a second wdentifier for the original second

authonzation code. For example, if the media guidance application receives, from

(51

the authorization database, an indication that three consecutive transmitted second
authornzation codes failed to match the second stored 1dentifier, the media
guidance application may determine to prompt for the alternate second
authorization code.
16023}  In some embodiments, the media gnidance application receives a user
10 input to schedule the media asset for storage. For example, the media guidance
application may receive a user input via a user input nterface {¢.g., a remote
control) to schedule a media asset for storage. As a specific example, the user may
select a particular media asset listing in a gnd-gwide generated by the media
guidance application, which results in the media asset being added to a scheduling
15 database. The media guidance application, in response to receiving the user input,
generates for display a user interface with a plurality of selectable options for
restricting access to a corresponding plurality of operations. For example, the
media guidance application may generate a user interface with battons to require
two-factor authentication for operations that can be performed (e.g., delete) with
20 respect to the media asset. The media guidance application receives a selection of a
selectable option for restricting aceess o a corresponding operation. For example,
the media guidance application may receive a user selection via a user input
interface to restrict access {¢.g., require two-factor authentication) for a particular

operation {¢.g., delete). The media guidance application, in response 1o receiving

[N
L

the selection, stores in the parental control database, information that the operation
requires the second avthorization code. For example, the media guidance
application may add an dentifier of the media assct to an array a pointer in the
parental control database points to for the operation, as descrnibed above.
Alternatively or additionally, the media guidance application may store the

30 indication with metadata of the stored media asset, as described above.

[6624] In some embodiments, the media guidance application accesses a user

database mchuding identifiers of users who have accessed the media asset. For
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example, the media guidance application may maintain a database or other
appropriate data structure and store an identifier of a user in a field associated with
an identifier of the media asset afier a user accesses the media asset. As a specific

example, the user identifier may be the first awthonzation code, such ag “1111.7

(51

The media guidance application then retrieves, from the field in the user database

associated with the identifier, contact information for a device associated with a

user who has accessed the media asset. For example, the media gindance

application may deternuine that the user identified by authorization code “11117

has previously viewed the same media assct that the user identified by first

10 authonzation code “12347 has mdicated they would like to perform an operation
on and retrieves contact information (¢.g., a cellular phone number or email
address) of the user wdentified by authorization code “1111.7 As a specific
example, the media guidance application may retnieve the mobile phone number
*123-456-78907 from a field in the user database corresponding to the user

15 identified by authonzation code “1111.7 The media guidance application then
transmits, 1o the device based on the contact information, a notification to the user
that the operation associated with the media asset has been received. For example,
the media gwdance application may transmit a message to the mobile phone based
on the retricved phone nuraber. The transmitted message may include details of

20 the operation and/or the user that is trving to perform the operation. For example,

the media guidance application may transmit the message, “User “Steve™ s trying

to delete ‘Game of Thrones, Season 6, episode 577

[6625]  In addition to transnutting the notification to the user that the operation

associated with the media asset has been received, i some embodumnents, the

[N
L

media guidance application receives, from the device, an indication to prevent the
operation. For example, the media guidance application may receive from the
device to which the message was transmitted an indication to block the operation.
As a specific example, 1t the notification was transnuitted to a mobile phone of a
user, the message may include text instructing the user to reply to the message if
30 thev wish to block the operation. In some embodiments, the media guidance
application may determine whether the user has authority to block the operation

based on an mdication stored in the user database associated with the user and will
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only inchude the text instructing the user to reply o the message if they have
authority to block the operation. The media guidance application then stores the
indication in a second ficld of the parental control database associated with the
media asset, wherein the indication prevents the operation from being executed.
For example, the media guidance application may remove the media asset from the
array of media assets the user has authority to delete (e.g., pointed to by a field in
the parental control database) based on the received indication to block the
operation. Alternatively or additionally, the media guidance application may add
the media asset to an array in the parental control database for media assets where
the user has been blocked by another user from performing operations.

[0826] Altematively, the media gindance application may determine that the
required second authorization code 1s a biometric signature of the user. For
example, the media guidance application may perform the same steps outlined
above, but instead of receiving a code generated by a token mechanism, the media
guidance application receives a biometric signature. As a specific example, the
biometric signature may be an iris scan, fingerprint scan, or facial map of a user
transmitted to the media guidance application as an image. The media guidance
application may analyze the biometric signature (¢.g., by analyzing critical points /
patterns 1o a pixel map of the received image) and compare to stored biometric
signatures, or may transmit the biometnic signature to a remote server which
analyzes the biometric signature and determings whether it matches a second
stored identificr, similar to as is described above for the authorization database and
the token mechanism.

{6627 Tt should be noted the systems and/or methods described above may be

applied to, or used in accordance with, other systems, methods and/or apparatuses.

Bref Description of the Drawings

{6828} The above and other objects and advantages of the disclosure will be
apparent upon consideration of the following detailed description, taken in
conjunction with the accompanying drawings, in which like reference characters

refer to like parts throughout, and 1n which:
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10629] FIG. 1 shows an illostrative example of a two-factor authentication
approach to perform an operation related to a media asset, in accordance with some
embodiments of the disclosure;

[6838] FIG. 2 is an iHlustrative example of a database structure for storing
parcntal control information, in accordance with some embodiments of the
disclosure;

3631} FIG. 3 s an dlustrative display of a user interface for requaring two-factor
authentication for operations associated with a media asset, in aceordance with
some embodiments of the disclosure;

16032] FIG. 4 is an lustrative display of a user interface for blocking an
operation associated with a media asset, in accordance with some embodiments of
the disclosure;

[B833] FIG. 5 shows an illustratve example of a media guidance display for
navigating and selecting media assets in accordance with some embodiments of the
disclosure;

[6634] FIG. 6 shows another illustrative example of a media guidance display for
navigating and selecting media assets in accordance with some embodiments of the
disclosure;

[B035] FIG. 7 is a block diagram of an dlustrative user equipment device in
accordance with some embodiments of the disclosure;

[3636] FIG. 8 is a block diagram of an illustrative media system in accordance
with some embodiments of the disclosure;

{6637} FIG. 9 15 a flowchart of illustrative steps for authorizing operations
associated with blocked media assets using two-factor authentication, n
accordance with some embodiments of the disclosure:

[6838] FIG. 1015 a flowchart of iHustrative steps for determining whether a
received authorization code permits access to a media asset, in accordance with
some embodiments of the disclosure;

10663%] FIG. 11 1s a flowchart of iHustrative steps for determining whethera
requested operation requires a second authonzation code, in accordance with some

embodiments of the disclosure;
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13048] FIG. 12 is a flowchart of iHustrative steps for performing an operation
relating to a media asset, in accordance with some embodiments of the disclosure;
and

{6041} FIG. 13 is another flowchart of iliustrative steps for anthorizing
operations associated with blocked media assets using two-tactor authentication, in

accordance with some embodiments of the disclosure.

Detailed Descrniption

[3842] Systems and methods are described herein for authonzing operations
associated with blocked media assets using two-factor avthentication. For
example, a media guidance application {(¢.g., executed by a sei-top box or other
user equipment used to store and display media assets) prompts a user fora
password {(¢.g., a PIN) n order to unlock the content for viewing. In response to
receiving a second request from the user to perform an operation related to the
media asset (e.g., delete), the media guidance application prompts the user for an
additional factor confirming his or her identity, consistent with two-factor
authentication protocol. Ifthe user’s identity is avthenticated as a user that has
authority to perform the operation related to the media asset (¢ .z, delete the stored
media asset), the media guwdance application performs the operation related to the
media asset (e.g., deletes the media asset).

{6843} FIG. 1 shows an dlustrative example of a two-factor authendication
approach to perform an operation related to a media asset, in accordance with some
embodiments of the disclosure. For example, display 102 may be coupled to user
equipment 104 which oxecutes a media guidance application in order to display
media asset 106, After receiving a request to perform an operation associated with
media asset 106, the media guidance application mayv generate for display prompt
110 for mput of an authorization code to perforn the operation. Bisplay 102 may
appear on ong or more user devices {e.g., any of the devices listed in FIGS. 7-8
below}. Moreover, the media guidance application may use one or more of the
processes described in FIGS. 9-13 to generate display 102 or any of the features
described thergin,

[6644] The media guidance application {¢.g., executed on user cquipment 104)

recetves a first request to access a media asset for viewing on user equipment,
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wherein access io the media asset 1s blocked. For example, the media guidance
application may store a plurality of media assets n storage either local to the user

device that generates media assets for display (e.g.

=

i memory of user equipment
104) or remotely at a server. The media guidance application may generate a
listing of media assets {¢.g., in a user interface displaved on display 102) which the
user can select for display. The media gmidance application may set a flag, base
on metadata associated with each stored media asset, indicating whether cach
media asset should be blocked for a given user. As a specific example, the media
guidance application may set the flag based on metadata associated with the media
asset (e.g., media asset 106) indicating that 1t fulfills a predefined blocking
criterion {(g.g., that a particular user cannot watch shows with a rating greater than
TV-PG and media asset 106 has a content rating of TV-MA, which is greater than
TV-PG).

[3845] The media guidance application then receives a first input of a first
authorization code. The first authorization code may be any combimation of
alphanumeric characters that can be matched to a stored string of alphanumenc
characters. The media guidance application may receive the first identifier via user
mput using a user mput interface, such as remote control 108, For example, the
media guidance application may recetve the user mput, “1578.” via remote control
108

[3846] The media guidance application determines that the received first
authorization code matches a stored first identifier granting access to view the
media asset. For example, the media guidance apphication determines whether the
recetved mput, “1578.” matches a value stored in memory for the first identifier, as
described further below with respect to FIG. 2. As a specific example, the media
guidance application may access a parental control database which contains a
plurality of identificrs associated with permissions (i.e., whether each code can
access the media asset). The media guidance application may compare the
received first authorization code with the stored identifiers to determine a match
(c.g., by comparing the characters of the first authorization code with characters of
cach of the stored identifiers). Atter determuning a match, the media guidance

application retrieves data from a field in the database corresponding to the matched
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identificr and determines whether the data indicates a user has access to the media
asset.

{0847} After determining that the reccived first authorization code matches the
stored first identifier, the media guidance application generates the media asset for
displav. For cxample, the media guidance application may generate for display the
media asset (e.g., media asset 106) on a display (e.g., display 102} connected to the
user equipment {¢.g., user equipment 104). Alternatively or additionally, the
media guidance application may query the parental control database for an
mdication whether the user identified by the first authorization code can view the
media asset on a device not coupled to the user equipment {e.g., streamed to a
mobile device, such as cellular telephone 112}, As described further below with
respect to F1G. 2, the media guidance application may store a temporary indication
granting access o the media asset (e.g., in the parental control database).

130648} The media guidance application then receives a second reqaest to execute
an operation associated with the media asset. The operation may be any command
or mstruction that when executed alters or copies the stored audiovisual data for
the media asset or any stored metadata relating to the media asset. For example,
the media gwdance application may roceive a request via a user input interface
{c.g., a touch screen on cellular telephone 112 or remote 108) to delete the media
asset {e.g., media asset 106) from storage. As another example, the media
guidance application may receive a request via a user input iterface to copy the
media asset to ancther device. As yet another example, the media guidance
application may receive a request to update a user profile (o.g., with the viewing
progress or an indication that a user dishikes the media asset) associated with the
first authorization code.

{6849} Based on receiving the second request, the media guidance application
queries a parcntal contro! databasc for information relating to permissible
operations associated with the media asset. For example, the media guidance
application may, in a field of the parental control database for the identifier that
matches the first authorization code, store a pointer to an array which lists media
assets a user 1§ granted to perform the operation on. The parental control database

may contain multiple fields, each with a pointer to an array indicating media assets
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where a particular operation can be performed withowt a second authorization code
{c.g., delete, modify, etc.}. Alternativelv or additionallv, the media gindance
application may store an indication of which operations require a second
authorization code {e.g., they are not permissible with only the first authorization
code) with metadata stored with the media asset (¢.g., media asset 106). For
example, the media guidance application may store the runtime, rating, original
atrdate and other metadata as a header in the stored audiovisual data for the media
asset {e.g., media asset 106), and may additionally contain indications of which
operations require a second authorization code.

16038} The media guidance application then deterounes, from the mformation,
that a second authorization code 1s required to exccute the operation associated
with the media asset, wherein the second authorization code is gencrated
perodically as a function of time by a token mechanism remote from the user
equipment. For example, based on retrieving the information from the parental
control database as described above for the stored media asset {e.g., media asset
106}, the media guidance apphication determines whether a second factor is needed
in order to execute the function. The second authorization code may be generated
by atoken (e.g., a standalone token or an application executed on a device, such as
on cellular telephone 112) which can then be input (¢.g., via a user input vderface}
to the media guidance application. The token may generate the authorization code
based on a mathematical function of clock time, analogous to public-key
authentication. In some embodiments, other two-factor authentication methods,
such as asymmetric (private~-public kov) authentication may be used for the second
authentication code.

16051} The media guidance application receives a sceond input of the second
authorization code generated at a first time. For example, the media guidance
application may receive, via a user wput interface, the sccond authorization code,
such as “45678” {e.g., mput to vser equipment 104 using a user input interface).
The media guidance application may determine that the input was received at
10:23:30 (hours : minutes : seconds) on 05:31:16 (month : dav : year), based on the
clock time when the input was received. Alternatively or additionally, the media

guidance application may receive a clock time with the inputted second
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authorization code based on the clock tume of the device {e.g., cellular telephone
112) where the code was generate
16052} The media guidance application may then transmit, to an authorization

database. the second authorization code generated af the first time. For example,

(51

the media guidance application may transmit the second authorization code to a

database, which mav be located remotely from the user equipment (e.g, ona

server} and accessible via a communications network, or stored in memory at the

user equipment {e.g., user equipment 104}, In some embodiments, the media

guidance application may proprocess the second authorization code. For example,

10 the media gwidance application may generate a data packet contaning the second
authornzation code and the time at which it was generated, as descnibed above. In
another example, the media guidance apphication may concatenate the time to the
nearest second or minuie before transmission, depending on how often new
authorization codes are generated by the token mechanism.

15 10653} The media guidance application, in response to transmitting, to the
authorization database, the sccond authorization code generated at the first time,
reccives an indication granting authorization to execute the operation associated
with the media asset based on the transmitted second authorization code matching
a second identifier generated at the first time. For example, the media guidance

20 application may receive a data packet from the authorization package with a

boolean value set to “true” if the transmitted authorization code corresponds (o a

second identifier or “false™ if it does not. The second identifier may be a second

token mechanism with the same mathematical function of time which may

compare the output at a particular time {(¢.g., the second identifier) with the

[N
L

reccived second authorization code. The token may be additionally identified by
the first authorization code, which would allow the authornization database to more
cfficiently determine whether the received second authorization code is correct.
For example, the media guidance application may transmit that the user identified
by first authorization code 1234 entered second authorization code “45678” to
30 the authorization database. Instead of searching every token mechanism stored at

the authorization database, the authorization database need only search for a token
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corresponding to user “1234” and determine whether “45678” was generated by
that token at the particular time.

16054} The media guidance application, based on receiving the indication that the
second authorization code matches the stored second identifier, executes the
operation rclated to the media asset. For exaraple, the media guidance application
mav execute an mstruction {o clear or free the blocks of memory where a particular
media asset is stored {¢.g., delete media asset 106 from storage).

10653]  In some embodiments, the operation may comprise the media guidance
application accessing blocks of memory containing data corresponding to the
media asset. For example, the media guidance application may determine the
particular segments of memory where andiovisual data of the media asset (e.g.,
media asset 106} s stored (¢.g., locally in storage of user equipment 104 or
remotely at a server). The media guidance application may then copy the data
contained in the blocks of memory corresponding to the media asset to a second
user equipment. For example, the media guidance application may retrieve the
stored audiovisual data and transmit it to another device, such as a mobile phone
{c.g., cellular telephone 112}, such that the user can access the media assct remote
from the user equipment (e.g., user equipment 104},

[6656] In some embodiments, in response to copying the data, the media
guidance application stores, n a ficld associated with the media asset in the
parental control database, an indication that the media asset has been copied to the
second user equipment. For example, the media guidance application may store, in
an array of media assets copied to other user equipment pointed to in a field of the
parental control database {¢.g., as described below with respect to FIG. 2), an
indication that the media asset has been copied {e.g., by adding an identifier of
media asset 106 to the array). The media gwdance application receives a third
request to access the media asset on the first user equipment. For example, the
media guidance application may receive a request to access the media asset {e.g.,
media asset 106} on the user equipment {¢.g., user equipment 104} that originally
scheduled it for storage via a user input tterface. The media guidance application
then prevents access to the media asset (e.g., media asset 106} on the first user

cquipment {e.g., user equipment 104y while the media asset is stored on the second

Pl



WO 2018/080554 PCT/US2016/061756

(51

10

20

[N
L

30

- 20 -

user equipment {e.g., on cellular telephone 112). For example, the media guidance
application may guery the array and deternune that, smce the identifier of the
media asset is stored 1n the array, that access is not permitied from the first user
equipment. In this way, the media guidance application ensures that the media
asset cannot be stored and viewed on mulbtiple devices at the same time, by
maintaining a “checked-out” mechanism.

[3657]  In other embodiments, the operation comprises the media guidance
application accessing a viewing progress data stracture contaming currently stored
media assets. For example, the media guidance application may access the
viewing progress data structure locally in storage {¢.g., of user equipment 104) or
remotely at a server via a communications network, The viewing progress data
structure may be organized such that cach media asset has an associated viewing
progress, which may be expressed in time or percentage viewed. The media
guidance application then stores, in a field for the media asset, an indication that
the media asset has been viewed to completion. For example, the media guidance
application may update the ticld of the viewing progress data structure to reflect
the current user’s viewing progress of the media asset {e.g., media asset 1063, Asa
specific example, the user may have completed the media asset and thus the media
guidance application may set a “viewed to completion” flag to “truc.”

[3058] Altematively, the media guidance application may determine that the
required second authorization code 1s a biometric signature of the user. For
example, the media guidance application may perform the same steps cutlined
above, but instead of receiving a code generated by a token mechanism (e.g., by an
application on cellular telephone 112), the media guidance application receives a
biometric signature. As a specific example, the biometric signature may be an iris
scan, fingerprint scan, or facial map of a user transmitied to the media guidance
application as an image {¢.g., taken by an integrated camera on user equipment 104
or cellular telephone 112}, The media guidance application may analvze the
biometric signature {¢.g., by analyzing critical points / patterns in a pixel map of
the received image) and compare to stored biometric signatures, or may transmit
the biometric signature to a remote server which analyzes the biometric signature

and determunes whether it matches a second stored identifier, sumlar to as 1s
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described above with respect to the authorization database and the token
mechanmsm,

[0859] FIG. 2 is an illustrative example of a database structure for storing
parental control information, 1n accordance with some embodiments of the
disclosure. For example, parental control database 200 and stored metadata 250
mayv be stored either locally in storage (e.g., on any of the devices listed in FIGS.
7-8 below), or remotely at a server accessible via a communications network.
Muoreover, the media guidance apphcation may use ong or more of the processes
described in FIGS. 9-13 to generate parental control database 200 and stored
metadata 250, or any of the features described therein.

[0868] Parental control database 200 may be organized as a table, with a plarality
of identifiers {e.g., wdentifier 202) cach with associated stored data. In some
embodiments, the stored identifier may be the first authorization code (e, i is
both an dentifier of the user and an authorization code}. In other embodiments,
cach identifier may have an associated user name (¢.g., additional fields 210
contains a stored string for the user name such as “Dad™) and/or a different
associated authonization code.

{0861} For each identificr, the parental control database contains blocking
criteria {¢.g., blocking criterion 204), as well as an indication of a type of second
factor that can be used for two-factor authentication of the particular identifier
(e.g., second factor 206), as well as any alternative second factor {e.g., alternate
second factor 208). The blocking criteria ficld may be a single field for cach
blocking criteria {¢.g.. more are stored in additional ficlds 210} or it mav contain a
pointer to an array containing all blocking criteria associated with the user {e.g.,
mehuding blocking criterion 2043, Second factor 206 and alternate second factor
208 are standard strings that, when retrieved by the media guidance application,
instruct the media guidance application what program script to run. For exanple,
the media guidance application may retrieve the string “token” from the parental
control database and determine that in order to authenticate a particular ideuntifier
{c.g., corresponding o a user), a script to prompt the user for a second

authonzation code generated by a token mechanmism needs to be executed.
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10662]  Additional fields 210 may contain separate fields for each operation that
can be performed with respect to media assets. Specifically, the media guidance
application may store a pointer to an array for media assets a user 15 authorized (or

not authorized} to perform a particular operation on. As an example, identifier

(51

*12347 {e.g , identificr 202} may be authorized to delete media assets “Game of
Thrones” and “Westworld” since identifiers of those media assets are stored 1n the
array pointed 1o from the parental control database for delete operations. Based on
the identifiers in the arrays, the media geidance application may determine whether
a second factor is needed to perform a requested operation {¢.g., as described
10 above with respect to FIG. 1) and then determine what second-factor {¢.g., second
factor 206) can be used fo authenticate the user to allow them to perform the
operation {if any}.
[B863] Stored metadata 250 may contain metadata relating to the stored media
asset and may be stored in memory with the data for the media asset(c.g., as a
15 header in an audiovisual file containing data for the media asset}. Stored metadata
may contam total rantime 252, rating 254, as well as indications about which
operations reguire a second factor to perform. For example, the media gudance
application may store a boolean set to “true” if two-factor authentication is
required {¢.g.. second factor to delete 256) or “false™ if two-factor authentication is
20 wnotreguired {¢.g., second factor to copy 258 and second factor to update viewmg
progress 2603, In some embodiments, the media goidance application may store
specific users for which two-factor anthentication is required to perform the
operation {¢.g., 1o additional ficlds 262).

[6664] In some embodiments, the media guidance application retrieves, from a

[N
L

field i the parental control database {(¢.g., parental control database 200} including
a plurality of entries with stored identifiers {e.g., identifier 202) agsociated with
users, the first stored dentifier. For example, the media guidance application may
execute an SQL program script utilizing the declarative “Select” statement to
retrieve the value of the first stored identifier from a field in the database, such as
30 Y1234 The media guidance application may determine whether the first stored
identifier (e.g. identifier 202) matches the received authonization code by

comparing characters of the first stored wlentifier with characters of the received
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authorization code. For example, the media guidance application may compare
cach indexed character of a received string (i.¢., the first authorization code) with
cach indexed character of the stored identifier to determine whether the two strings
match. The media guidance application may detenmine a match if the number or
percentage of matched characters exceeds a threshold. For example, the media
guidance application may determine that “12345678917 matches “1224367891,74f
a 90% match exceeds a threshold percentage (e.z., 75%).

[3065]  In response to deiermining that the first stored identificr matches the
recetved authorization code, the media guidance application then retrieves a value
from a field associated with the first stored identifier. For example, the media
gwidance application may retrieve a blocking criterion {¢.g., blocking criterion 204)
from a ficld associated with the first stored identifier (¢ g.. that the user wdentified
by the first stored identifier cannot access media assets with a rating greater than
TV-P(). The media goidance application then determines whether the user
identificd by the first stored identifier has access to the media asset based on the
value. For example, the media guidance application may compare a blocking
criterion retrieved from the ficld associated with the first stored identifier with
metadata associated with the media asset {e.g., stored metadata 250} to determing
whether the user identified by the first stored identifier has permission to access the
media asset. As a specific example, if the blocking criterion is the rating “TV-PG”
and the media assct has a rating of “TV-MA” {¢.g., as mdicated by stored metadata
250}, then the media guidance application may determine that the user does not
have permission to access the media asset since the rating of the media asset
exceeds the blocking criterion rating.

[0866] In some embodiments, the media guidance application generates an
instruction to allow access to view the media asset for a predetermined period of
time. For example, afier the media guidance application determunes the user
wdentified by the first authonzation code {e.g., which may be identitier 202 as
described above} has access to the media asset, the media guidance application
may generate an instruction (¢.g., by exccuting a program script) to allow access to
the media asset for a period of time. The media gindance application may then

execute the instruction, wherein the mstroction stores a temporary indication, in a
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field associated with the first stored identifier in the parental control database (2.g.,
parental control database 200}, to allow access to view the media asset. For
example, the media guidance application may execute the program script that was

generated, which then stores an indication (2.g.. a boolean valoe set to “trnue™) in

(51

the parental control databasc {¢.g, in additional fields 210 of parental control

database 200} that the user has access to the media asset. The media guidance

application then, in response o executing the instruction, monitors an elapsed time.

For example, the program script may store an end time in the parental control

database (¢.g., in parental control database 200) when access to the media asset

10 expires and the media guidance application may execute another program script to
remove the indication when the time reaches the valac in the end time.
Altematively, the media guidance application may continue running the program
script, which momitors the clock time and removes the indication after the
predeternnined period of time. The media guidance application, in response to

15 determining the elapsed time excoads the predetermingd period of time, deletes the
temporary indication to allow access to view the media asset. For example, the
media guidance application may reset the contents of the field (¢.g., one of
additional fields 210 in parental control database 200} where the indication was
stored.

20 [B867] In some embodiments, the media guidance application, in response (o
receiving an indication not granting authorization o execute the operation
associated with the media asset based on the transmitted second authorization code
not matching the second identificr generated at the first time, queries the parental

controt database to determine whether there 1s an alfernate second authorization

[N
L

code to allow the operation. For example, the media guidance application may
receive a data packet from the authorization package with a boolean value set to
“falsc” if the transmuitted authorization code does not correspond to a second
wdentifier. The media guidance application then accesses the parental control
database {2.g., parental control database 200} and determines whether any other
30 second-factor authonzation sources are associated with the first stored identifier
{c.g., alternate second authorization factor 208). For example, the media guidance

application may determine that the user can also be wdentified via a biometric



WO 2018/080554 PCT/US2016/061756

(51

10

20

[N
L

30

signature (€.g., an iris scan or facial recognition) as the second authorization code
based on data stored in the parental control database {¢.g., alternate second
authorization factor 208}. In response to determining that there s the second
authorization code to allow the operation, the media guidance application generates
for display an indication to input the alternate second authorization code. For
example, the media guidance apphication mav generate for display a prompt to use
a camera {¢.g., mtegrated into a cellular telephone) to input a biometric signature
as the second authorization code.

16068]  In some embodiments, the media guidance application may prompt for
the alternate second authorization code {¢.g., from another source) only afier a
threshold number of failed matches to a second wdentifier for the original second
authorization code (¢.g., sccond factor 206). For example, it the media guidance
application receives, from the authorization database, an indication that three
consecutive transmitted second authorization codes failed to mateh the second
stored identificr, the media guidance application may determine to prompt for the
altermnate second authorization code {(e.g.. alternate second authorization factor
208).

18069] FIG. 3 is an illostrative display of a user interface for requiring two-factor
authentication for operations associated with a media asset, in accordance with
some embodiments of the disclosure. For example, the media guidance apphication
may generate for display on display 302 permissions menu 304, Display 302 may
appear on one or more user devices {¢.g., any of the devices listed 1n FIGS. 7-8
below). Moreover, the media guidance application may use one or more of the
processes described in FIGS. 9-13 to generate display 302 or any of the features
described therein.

{6878} Permissions menu 304 may contain text, indicating an identifier of a
media asset a user 15 scheduling for storage {(¢.g., “Game of Thrones™), as well as a
prompt containing options to set permissions for operations that will require two-
factor authentication. For example, the media guidance application may generate a
plurality of options that when selected require two-factor authentication to perform
the corresponding operation, such as option to delete 306, option to copy 314, and

option to update viewing progress 316, In some embodiments, selection of an
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option requiring two-factor awthentication for a specific operation {e.g., option o
delete 306 as indicate by indicator 308) may be further customized for specific
users (e.2., via selection of specific users 312) or may be set for all users (e g, via

selection of all users 3103

(51

[6671] In some embodiments, the media guidance application receives a user

input to schedule the media asset tor storage. For example, the media guidance

application may receive a user input via a user mput mterface (e.g., a remote

control} to schedule a media asset for storage. As a specific example, the user may

select a particular media asset Histing in a gnid-guide generated by the media

10 gwidance application, which results in the media asset being added to a scheduling
database. The media guidance apphication, in response to receiving the user input,
gencrates for display a user interface (¢ .g., including permissions menu 304) with a
pluraiity of selectable options {e.g., options 306, 314, and/or 316) for restricting
access to a corresponding plurality of gperations. For example, the media

15 guidance application may generate a user interface with buttons to require two-
factor authentication for operations that can be performed (e.g., option to delete
306) with respect to the media asset. The media guidance application receives a
selection of a selectable option for restricting access to a corresponding operation.
For example, the media guidance application may recetve a user selection via a

20 user input mierface to restrict access (e.g., require two-factor authentication) fora

particular operation {e.g., delete). The media guidance application, in response to

receiving the selection, stores in the parental control database {e.g., as described

above with respect to FIG. 2}, information that the operation requires the second

authonzation code. For example, the media guwidance application may add an

[N
L

wdentifier of the media asset to an array a pointer in the parental control database
potits to for the operation, as described above. Alternatively or additionally, the
media guidance application may store the indication with metadata of the stored
media asset, as described above with respect to FIG. 2.

10672] FIG. 4 s an dlustrative display of a user inderface for blocking an

30 operation associated with a media asset, in accordance with some embodiments of
the disclosure. For example, the media guidance application may generate for

display on display 402 of mobile device 400 alert 404. Alert 404 may contain text
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indicating that a request to perform a particular operation {¢.g., delete} was
reccived by the media gmidance application. Alert 404 may additionally generate
for display selectable options to block 406 and allow 408 the operation. Dhsplay
402 may appear on one or morc user devices (¢.g., any of the devices listed in
FIGS. 7-8 below). Moreover, the media guidance application may use ong or more
ot the processes described in FIGS. 9-13 to generate display 402 or any of the
featares described therein.

10873} Insome embodiments, the media guidance application accesses a user
database including identifiers of users who have accessed the media asset. For
example, the media gwidance application may maintain a database or other
appropriate data structore and store an identifier of a user in a field associated with
an identificr of the media asset afier a user accesses the media asset. As a specific
example, the user identifier may be the first anthorization code, such as “1111.7 In
some cmbodiments, the user database may be associated with the parental control
database discussed above with respect io FIG. 2 {e.g.. pointed to or inked via an
index data structure). The media guidance application then retrcves, from the
ficld 1 the user database associated with the identifier, contact information for a
device associated with a user who has accessed the media asset. For example, the
media guidance application may deternune that the user identified by authorization
code “11117 has previously viewed the same media asset that the user identified by
first authorization code 12347 has indicated they would like to perform an
operation on and retrieves contact information {e.g., for mobile device 400) of the
user identificd by authorization code “1111.7 As a specific example, the media
gwidance application may retrieve the mobile phone number “123-456-78907 from
a field in the user database corresponding to the user identified by awthonzation
code 11117 The media guidance application then transmits, to the device (e.g.,
mobile device 400) based on the contact information, a notification to the user that
the operation associated with the media asset has been received. For example, the
media guidance application may transmit a message to the mobile phone based on
the retricved phone number. The transmitted message may include details of the

operation and/or the user that 1s tryving to perform the operation. For example, the
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media guidance application may transmit the message, “User “Steve’ 1s requesting
o delete ‘Game of Thrones, Season 6, episode 577
[0874] In addibon to transmutting the notification to the user that the operation

associated with the media asset has been received. in some embodiments the media

(51

guidance application receives, from the device, an indication to prevent the
operation. For example, the media gudance application may receive from the
device to which the message was transmitted an indication to block the operation
{e.g., via user input selecting option to block 406). As a specific example, if the
notification was transmitted to a mobile phone of a user, the message may include
10 text instructing the user to reply to the message if they wish fo block the operation.
In some embodiments, the media guidance application may determing whether the
user has authornity to block the operation based on an indication stored in the user
database associated with the user and will only include the text instructing the user
to reply to the message if they have authority to block the operation. The media
15 guidance application then stores the indication in a second field of the parental
control database associated with the media asset, wherein the indication prevents
the operation from being executed. For example, the media guidance application
may remove the media asset from the array of media assets the user has authority
to delete (e.g., pointed to by a ficld i the parental control database as described
20 above with respect to FIG. 2) based on the received mdication 1o block the
operation. Alternatively or additionally | the media guidance application may add
the media asset to an array in the pareutal control database for media assets where
the user has been blocked by another user from performing operations.

{6673} The amount of content available to users in any given conient delivery
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system can be substantial. Consequently, many users desire a form of media
guidance through an interface that allows users to efficiently navigate content
selections and easily identify content that they may desire. An apphication that
provides such guidance 1s referred to herein as an inferactive media guidance
application or, sometimes, a media guidance application or a guidance application.
30 16076] Interactive media guidance applications may take various forms
depending on the content for which thev provide guidance. One typical type of

media guidance application is an inferactive television program guide. Interactive
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clevigion program guides {sometimes referred to as electronic program guides) are
weli-known guidance applications that, among other things, allow users to navigate
among and locate many tvpes of content or media assets. Interactive media

guidance applications may gencrate graphical user interface screens that enable a
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user to navigate among, locate and select content. As referred to herein, the terms
"media asset” and "content” should be vnderstood to mean an electronically
consumable user asset, such as television programming, as well as pay-per-view
programs, on-demand programs {as in video-on-demand (VOD) svstems), Internet
content {e.g., streaming content, downloadable content, Webcasts, ctc.), video
10 clips, audio, content mformation, pictures, rotating images, documents, plavhists,
wehbsites, articles, books, electronic books, blogs, chat sessions, social media,
applications, games, and/or any other media or muitimedia and/or combination of
the same. Guidance applications also allow users 1o navigate among and locate
content. As referred to herein, the term "multimedia” should be undersiood 1o
15 mean content that utilizes at least two different content forms described above, for
cxaraple, text, audio, images, video, or interactivity content forms. Content may
be recorded, played, displaved or accessed by user equipment devices, but can also
be part of a live performance.
6077} The media guidance application and/or any nstructions for performing
20 any of the embodiments discussed herein may be encoded on computer readable
media. Computer readable media includes any media capable of storing data. The
computer readable media may be transitory, including, but not Himited to,
propagating clectrical or electromagnetic signals, or may be non-transitory
including, but not hmuted to, volatile and non-volatile computer memory or storage

devices such as a hard disk, floppy disk, USBE drive, DVD, CD, media cards,
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register memory, processor caches, Random Access Memory ("RAM™), etc.
[B678] With the advent of the Internet, mobile computing, and high-speed
wireless networks, users are accessing media on user equipment devices on which
they traditionally did not. As referred to herein, the phrase "user equipment

30 device,” "user equipment,” "user device,” "clectronic device,” "electronic
cquipment,” "media equipment device,” or "media device” should be understood to

mean any device for accessing the content described above, such as a television, a
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Smart TV, a set-top box, an integrated receiver decoder {IRD) for handling satellite
television, a digital storage device, a digital media recerver (DMR}, a digital media
adapter {DMA), a streaming media device, a VD player, a BVD recorder, a
connected DVD, a local media server, a BLU-RAY plaver, a BLU-RAY recorder,
a personal computer (PC), a laptop computer, a tablet computer, a WebTV box, a
personal computer television (PC/TV), a PC media server, a PC media center, a
hand-held computer, a stationary telephone, a personal digital assistant (PDA), a
mobile telephone, a portable video player, a portable music plaver, a portable
gaming maching, a smart phone, or any other television equipment, computing
cquipment, or wireless device, and/or combination of the same. In some
embodiments, the aser equipment device may have a front facing screen and a rear
facing screen, multiple front screcns, or multiple angled screens. In some
embodiments, the user equipment device may have a front facing camera and/or a
rear facing camera. On these user equipment devices, users may be able to
navigate among and locate the same content available through a television.
Consequently, media guidance may be available on these devices, as well. The
gwidance provided may be for content available only through a television, for
content available only through one or more of other types of user equipment
devices, or for content available both through a television and one or more of the
other types of user equipment devices, The media guidance applications may be
provided as on-line applications (i.c., provided on a web-site), or as stand-alone
applications or clients on user eqpupment devices. Yarious devices and platforms
that may umplement media guidance applications are described in more detail
below.

[0879] One of the functions of the media gotdance application is to provide
media guidance data to users. As referred to herein, the phrase "media guidance
data” or "guidance data” should be understood to mean any data related to content
or data used n operating the guidance application. For exampie, the guidance data
may include program information, guidance application settings, user preferences,
user profile information, media listings, media-related information (c.g., broadcast
times, broadcast channels, titles, descriptions, ratings information {e.g., parental

control ratings, critic’s ratings, etc.}, genre or category information, actor
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information, logo data for broadcasters’ or providers' logos, et ), media format
{c.g., standard defimition, high definition, 3D, etc ), on-demand mformation, blogs,
wehbsites, and any other type of guidance data that 1s helpful for a user to navigate

among and locate desired content selections.

L

[B086] FIGS. 5-6 show ilustrative display screens that may be used to provide
media gwidance data. The display screens shown in FIGS. 5-6 may be
implemented on any switable user equipment device or platform. While the
displays of FIGS. 5-6 are iliustrated as full screen displays, they may also be fully
or partially overlaid over content being displaved. A user may indicate a desire to
10 access content information by selecting a selectable option provided in a display
screen {¢.g., a menu option, a listings option, an icon, a hyperlink, etc ) or pressing
a dedicated bution {¢.g., a GUIDE button) on a remaote control or other user mput
wnterface or device. In response to the user's indication, the media guidance
application may provide a display screen with media guidance data organized in
15 one of several ways, such as by time and channel in a grid, by time, by channel, by
source, by content type, by category (e.g., movies, sports, news, children, or other
categories of programming}, or other predefined, user-defined, or other
organization criteria.
[B081] FIG. 5 shows tllustrative gnd of a program listings display 500 arranged
20 by time and channel that also enables access to different types of content ina
single display. Display 500 may include grid 502 with: {1} a column of
channel/content type identifiers 504, where each channel/content {ype identifier
{which is a cell in the column) identifies a different channel or content type

available; and (2) a row of time 1dentifiers 306, where cach time wdentifier (which

[N
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13 a cell in the row) identifies a time block of programming. Grid 502 also inchudes
cells of program listings, such as program listing 508, where cach listing provides
the title of the program provided on the listing's associated channel and tume. With
a user mput deviee, a user can select program histings by moving highhight region
510. Information relating to the program listing selected by highlight region 516
30 may be provided in program information region 512, Region 512 may inchade, for

exarmple, the program title, the program description, the time the program is
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provided (if applicable), the channel the program is on (if applicable), the
program's rating, and other desired mfommation.

[0882] In addition to providing access to linear programming (¢.g., content that s
scheduled to be transmitted to a plurality of user equipment devices at &
predetermined time and is provided according to a schedule), the media guidance
application also provides access to non-linear programming (e.g., content
accessible to a user equipment device at any time and 18 not provided according to
a schedule). Non-linear programming may include content from different content
sources including on-demand content {¢.g., VOD), Intoret content {¢.g., streaming
media, downloadable media, etc ), locally stored content {e.g., content stored on
any user equipment device descnbed above or other storage device), or other time-
independent content. Un-demand content may include movies or any other content
provided by a particular content provider {e.g., HBO On Demand providing "The
Sopranos” and "Curb Your Enthusiasm™). HBQG ON DEMAND is a service mark
owned by Time Wamer Company L.P. et al. and THE SOPRANOS and CURB
YOUR ENTHUSIASM are trademarks owned by the Home Box Office, Inc.
Internet content may include web events, such as a chat session or Webcast, or
content available on-demand as streaming content or downloadable content
through an Internet web site or other Intemnet access (c.g. FTP).

[B083] Grnid 502 may provide media guidance data for non-linear prograroming
inclading on-demand listing 514, recorded content listing 516, and Internct content
listing 518. A display combining media guidance data for content from different
types of content sources is sometimes reforred to as a "mixed-media” display.
Yartous permutations of the types of media guidance data that may be displayed
that are different than display 500 may be based on user selection or guidance
apphication defimition (e.g., a display of only recorded and broadcast listings, only
on~demand and broadcast listings, etc.). As tllustrated, listings 514, 516, and 518
are shown as spanning the entire time block displayed m gnid 502 to indicate that
selection of these listings may provide access to a display dedicated to on-demand
listings, recorded listings, or Intemet histings, respectively. In some embodiments,
histings for these content tvpes may be included directly in gnd 502, Additional

media guidance data may be displayed in response to the user selecting one of the
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navigational icons 520. (Pressing an arrow key on a user input device may affect
the display in a similar manner as selecting navigational icons 520.)

16084} Display 500 may also inchide video region 322, and options region 526.
Video region 522 may allow the user to view and/or preview programs that are
currently available, will be available, or were available to the user. The content of
video region 522 may correspond to, or be independent from, one of the listings
displaved in gnd 502, Grid displays including a video region are sometimes
referred to as picture-in-guide (PIG) displays. PIG displayvs and their
functionalitics arc described in greater detail in Satterficld et al. U.S. Patent

No. 6,564,378, issued May 13, 2003 and Yuen et al. U.S. Patent No. 6,239,794,
tasued May 29, 2001, which are hereby incorporated by reference herein in their
entireties. PIG displays mav be included in other media guidance application
display screens of the embodiments described heremn.

[3685] Options region 526 may allow the user to access different types of
content, media guidance apphication displays, and/or media guidance application
features. Options region 526 may be part of display 500 {and other display screens
described herein), or may be mvoked by a user by selecting an on-screen option or
pressing a dedicated or assignable button on a user mput device. The selectable
options within options region 526 may concern features related to program listings
n gnd 502 or may include options available from a main menu display. Features
related to program listings may include searching for other air times or ways of
receiving a program, recording a program, enabling series recording of a program,
setting program and/or channel as a favorite, purchasing a program, or other
features. Options available from a main menu display may include search options,
VOD options, parental control options, Internet options, cloud-based options,
device synchronization options, second scieen device options, options to access
various types of media guidance data displavs, options to subscribe to a premium
service, options to edit a user's profile, options to access a browse overlay, or other
options,

[6686] The media guidance application may be personalized based on a user's
pretferences. A personalized media guidance application allows a user to

custormze displavs and featores to create a personalized "experience” with the
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media giidance application. This personalized experience may be created by
allowing a user to input these customizations and/or by the media gnidance
application monitoring user activity to determine vartous user preferences. Users

may access their personalized guidance application by logging in or otherwise

(51

wdentifving themselves to the guidance application. Custonuzation of the media

guidance application may be made in accordance with a user profile. The

customizations may include varying presentation schemes (2.g., color scheme of
displays, font size of text, ¢ic.}, aspects of content listings displaved {e.g., only

HDTVY or only 3D programming, user-specified broadcast channels based on

10 favorite channel selections, re~-ordering the display of chamnels, recommended
content, eic.}, desired recording features (e.g., recording or series recordings for
particular users, recording quality, ctc ), parcntal contro! settings, customized
presentation of Internet content (e.g., presentation of social media content, ¢-mail,
electronically delivered articles, cte.) and other desired customizations.

15 10687} The media guidance application may allow a user to provide user profile
mformation or may antomatically compile user profile information. The media
guidance application may, for example, monitor the content the user accesses
and/or other interactions the user may have with the guidance application.
Additionally, the media guidance application may obtain all or part of other user

20 profiles that are related to a particular user {¢.g., from other web sites on the

Internet the user accesses, such as www.allrovi.com, from other media guidance

applications the user accesses, from other interactive applications the user

accesses, from another user equipment device of the user, etc.), and/or obtain

information about the user from other sources that the media guidance application

[N
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may access. Ag a result, a user can be provided with a umified guidance application
experience across the user's different user equipment devices. This type of user
experience is described in greater detail below in connection with FIG. 8.
Additional personalized media guidance application features are described in
greater detail in Ellis et al., U.S. Patent Application Publication No. 2005/0251827,
30 filed July 11, 2005, Boveretal., U.S. Patent No. 7,165,098, issued January 16,
2007, and Elhis et al,, U.S. Patent Application Publication No. 2002/0174430, filed
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February 21, 2002, which are hereby incorporated by reference herein in their
entireties.
{6088} Ancther display arrangement for providing media gaidance is shown in

FiG. 6. Video mosaic display 600 includes selectable options 602 for content

(51

information organized based on content type, genre, and/or other organization
critenia. In display 600, television listings option 604 1s selected, thus providing
listings 606, 608, 610, and 612 as broadcast program listings. In display 600 the
listings may provide graphical images including cover art, still images from the
content, video clip previews, live video from the content, or other types of content
10 that indicate to a user the content being described by the media gmidance data in
the histing. Each of the graphical listings may also be accompanied by text to
provide further information about the content associated with the histing. For
example, listing 608 may include more than one portion, mcluding media portion
614 and text portion 616. Media portion 614 and/or text portion 616 may be
i5 selectable to view content in full-screen or to view nformation related to the
content displayed in media portion 614 {(c.g., to view listings for the channel that
the video 1s displayved on).
[0689] The listings in display 600 are of different sizes (i.¢., listing 606 is larger
than listings 608, 610, and 612), but if desired, all the listings mayv be the same
20 size. Listings may be of different sizes or graphically accentuated to indicate
degrees of interest to the user or to emphasize certain content, as desired by the
content provider or based on user preferences. Various systems and methods for
graphically accentuating content listings are discussed in, for example, Yates, US.

Patent Application Pubhication No. 2010/0133885, filed November 12, 2009,

[N
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which is hereby ncorporated by reference herein in its entirety.

[6898] Users may access content and the media guidance application (and its
display screens described above and below) from one or more of their user
equipment devices. FIG. 7 shows a generalized embodiment of illustrative user
equipment device 700. More specific implementations of user equipment devices
39 are discussed below in connection with FIG. 8. User equipment device 700 may
recetve content and data via input/output (heremafier "I/G") path 702, 1/0 path

702 may provide content {(e.g., broadcast programming, on-demand programming,
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Internet content, content available over a local area network (LAN) or wide area
network (WAN), and/or other content) and data to control circwitry 704, which
mehudes processing circuitry 706 and storage 708, Control circaitry 704 may be

used to send and receive commands, requests, and other suitable data using VO

(51

path 702. VO path 702 may connect control circuitry 704 {and specitically
processing cireuitry 706) to one or more communications paths (described below}.
/0 functions may be provided by one or more of these communications paths, but
are shown as a single path in FEG. 7 to avoid overcomplicating the drawing.
[6691] Control circuitry 704 may be based on any suitable processing circuitry
10 such as processing circuttry 706. As referred to herein, processing circuitry should
be understood to mean circuitry based on one or more MIiCroprocessors,
nicrocontroliers, digital signal processors, programmable Jogic devices, field-
programmable gate arrays (FPGAs), application-specific integrated circuits
(ASICs), ete., and may include a multi-core processor {e.g., dual-core, quad-core,
15 hexa-core, or any suitable number of cores) or supercomputer.  In some
embodiments, processing circuitry may be distributed across multiple separate
processors or processing units, for example, multiple of the same type of
processing units {e.g., two Intel Core 17 processors) or multiple different
processors {e.g., an Intel Core 15 processor and an Intel Core 17 processor). In
20 some embodiments, control circuitry 704 executes mstructions for a media
guidance application stored in memory {i.¢., storage 708). Specifically, control
circuitry 704 may be instructed by the media guidance application to perform the
functions discussed above and below. For example, the media guidance

application may provide instructions to control circuitry 704 1o generate the media

[N
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guidance displays. In some implementations, any action performed by control
circuitry 704 may be based on mstructions received from the media guidance
application.

[B892] In chient-server based embodiments, control circuitry 704 may include
communications circuitry suttable for communicating with 3 guidance application
39 server or other networks or servers. The instructions tor carrying out the above
mentioned functionality may be stored on the guidance application server.

Communications circaitry may include a cable modem, an mtegrated services
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digital network (ISDN) modem, a digital subscriber ine {BSL} modem, a
telephone modem, Ethernet card, or a wireless modem for communications with
other equupment, or any other suitable commumications circuitry. Such
communications may involve the Internet or any other suitable communications
networks or paths {(which is described in more detail in connection with FIG. 8). In
addition, communications circuiiry may include circuitry that enables peer-to-peer
commumnication of user equipment devices, or comnmunication of user equipment
devices in locations remote from cach other (described in more detail below).
160931 Memory may be an clectronic storage device provided as storage 708 that
18 part of control circuitry 704. As referved to herein, the phrase "electronic storage
device” or "storage device" should be understood to mean any device for stonng
clectronic data, computer sofiware, or firmware, such as random-access memory,
read-only memory, hard drves, optical drives, digital video disc (DVD) recorders,
compact disc {CD} recorders, BLU-RAY disc (BD) recorders, BLU-RAY 3D disc
recorders, digital video recorders (BVR, sometimes called a personal video
recorder, or PVR), solid state devices, quantum storage devices, gaming consoles,
gaming media, or any other suitable fixed or removable storage devices, and/or any
combination of the same. Storage 708 may be used to store various types of
content described hereim as well as media guidance data described above.
Nonvolatile memory may also be used {¢.g., to launch a boot-up routine and other
instructions). Cloud-based storage, described 1n relation to FIG. & may be used to
supplement storage 708 or nstead of storage 708.

16094]  Control cirenitry 704 may include video generating circuitry and tuning
circuttry, such as one or more analog tuners, one or more MPEG-Z decoders or
other digital decoding circuitry, high-definition taners, or any other suttable tuning
or video circuits or combinations of such circuiis. Encoding circuitry (¢c.g., for
converting over-the-air, analog, or digital signals to MPEG signals for storage)
may also be provided. Control circuitry 704 may also include scaler circuitry for
upconverting and downconverting content into the preferred output format of the
user equipment 700, Circuitry 704 mav also include digital-to-analog converter
cirewmtry and analog-to-digital converter ciramtry for converting between digital

and analog signals. The tuning and encodimg circuitry may be used by the user
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equipment device to receive and to display, to play, or to record content. The
tuning and encoding circuttry may also be used to receive guidance data. The
crawitry deseribed herein, including for example, the tuning, video gencrating,

encoding, decoding, encrypting, decrypting, scaler, and analog/digital circuitry,
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may be implemented using sofiware running on one or more gencral purpose or
specialized processors. Multiple tuners may be provided 1o handle simultaneous
tening functions (¢.g., watch and record functions, picture-m-picturg {PIP)
functions, multiple-tuner recording, etc.). If storage 708 is provided as a separate
device from user equipment 700, the tuning and encoding circuitry (including
10 multiple tuners) may be associated with storage 708.
[0895] A user may send instructions to control circuitry 704 using user input
interface 710. User input interface 710 may be anv suitable user interface, such as
a remote control, mouse, trackball, keypad, kevboard, touch screen, touchpad,
styhus input, joystick, voice recognition mterface, or other user input interfaces.
i5 Dhasplay 712 may be provided as a stand-alone device or integrated with other
clements of user equipment device 700. For example, display 712 may be a
touchscreen or touch-sensitive display. In such circumstances, user input interface
710 may be mtegrated with or combined with display 712, Display 712 may be
one or more of a monitor, a television, a hiquid crystal display (L.CD) for a mobile
20 device, amorphous silicon display, low temperature poly silicon display, electronic
ink display, electrophoretic display, active matrix display, electro-wetting display,
clectrofluidic display, cathode ray tube display, light-cmitting diode display,
clectroluminescent display, plasma display panel, high-performance addressing

display, thin-film transistor display, organic light-emiiting diode display, surface-
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conduction electron-emitter display (SED), laser television, carbon nanctubes,
quantum dot display, interferometric modulator display, or any other suitable
cquipment for displaying visual images. In some embodiments, display 712 may
be HD'TV-capable. In some embodiments, dispiay 712 may be a 3D display, and
the interactive media guidance application and any suitable content may be

30 displayed n 3D A video card or graphics card may generate the output to the
display 712, The video card may offer various functions such as accelerated

rendering of 3D scenes and 2D graphics, MPEG-2/MPEG-4 decoding, TV output,
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or the ability to connect multiple monitors. The video card may be any processing
circuitry described above in relation to control circuitry 704, The video card may
be integrated with the control circuitry 704, Speakers 714 may be provided as
integrated with other clements of user equipment device 700 or may be stand-alone
uniis. The audio component of videos and other content displayved on display 712
may be played through speakers 714, In some embodiments, the audio may be
distnibated to a receiver {not shown}, which processes and outputs the audio via
speakers 714,

[6696] The guidance application may be tmplemented using any suitable
architecture. For example, 1t may be a stand-alone application wholly-
mnplemented on user equipment device 700, In such an approach, mstractions of
the application are stored locally (¢ g., in storage 708), and data for use by the
application 1s downloaded on a periodic basis {¢.g., from an out~of-band feed, from
an Internet resource, or using another suitable approach). Control circuitry 704
may retrieve nstructions of the application from storage 708 and process the
instructions to generate any of the displays discussed herein. Based on the
processed instructions, control circuitry 704 may determine what action to perform
when input 13 received from input interface 710, For example, movement of a
cursor on a display up/down may be indicated by the processed mstructions when
wnput mierface 710 mdicates that an up/down button was selected.

[3697] In some embodiments, the media guidance application 1s a client-server
based application. Data for ase by a thick or thin chent implemented on user
cquipment device 700 1s retreved on-demand by issuing requests to a server
remote to the user equipment device 700, In one example of a client-server based
guidance application, control circuitry 704 runs a web browser that interprets web
pages provided by a remote server. For example, the remote server may store the
instructions for the application in a storage device. The remote scrver 1may process
the stored instructions using circuitry {¢.g., control circuitry 704} and generate the
displays discussed above and below. The client device may receive the displays
generated by the remote server and may displav the content of the displays locally
on equipment device 700, This way, the processing of the instructions is

performed remotely by the server while the resulting displays are provided locally
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on equipment device 700, Equipment device 700 may receive inputs from the user
via mput mterface 710 and transmit those inputs to the remote server for
processing and generating the corresponding displavs. For example, equipment
device 700 may transmit a communication to the remote server indicating that an
up/down bution was selected via input mterface 710. The remote server may
process mstructions in accordance with that input and generate a display of the
application corresponding o the input {¢.g., a display that moves a cursor
up/downy. The generated display is then transmitted to equipment device 700 for
presentation to the user,

[6698] In some embodiments, the media guidance application 1s downloaded and
miterpreted or otherwise run by an imterpreter or virtual machine (run by control
circuitry 704). In some cmbodiments, the guidance application may be encoded in
the ETV Binary Interchange Format (EBIF), received by control circuitry 704 as
part of a suitable feed, and interpreted by a user agent running on control circuitry
704. For example, the guidance application may be an EBIF application. In some
embodiments, the guidance application may be defined bv a series of JAV A-based
files that are received and run by a local virtual machine or other suitable
middleware exccuted by control circuitry 704, In some of such embodiments (e.g.,
those employing MPEG-2 or other digital media encoding schemes), the guidance
application may be, for example, encoded and transmitted i an MPEG-2 object
carousel with the MPEG audio and video packets of a program.

[3699]  User equipment device 700 of FIG. 7 can be implemented in system 806
of FIG. 8 as user television equipment 802, user computer equipment 804, wireless
user communications device 806, or any other tvpe of user equipment suitable for
accessing content, sach as a non-portable gaming machine. For simplicity, these
devices may be referred to herein collectively as user equipment or user equipment
devices, and may be substantially similar to user equipment devices described
above. User equipment devices, on which a media guidance application may be
implemented, may function as a standalone device or may be part of a network of
devices. Various network configurations of devices may be tmplemented and arc

discussed in more detail below.
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10100] A user equipment device utilizing at least some of the system features
described above in connection with FIG. 7 may not be classitied solely as user
television equipment 802, user computer equipment 804, or a wireless user

communications device 306. For example, user television equipment 802 may,

(51

like some user computer cquipment 804, be Internet-enabled allowing for access 1o
Internet content, while user computer equipment 804 may, like some television
equipment 802, include a tuner allowing for aceess to television programming.
The media guidance application may have the same layout on various different
types of user equipment or may be tatlored to the display capabilities of the user
10 cquipment. For example, on user computer equipment 804, the guidance
application may be provided as a web site accessed by a web browser. In another
cxample, the guidance application may be scaled down for wircless user
communications devices 806.
[3101] In system 800, there is typically more than one of each type of user
i5 equipment device but only one of each is shown in FIG. 8 to avoid
overcomplicating the drawing. In addition, cach user may utilize more than one
type of user equipment device and also more than one of cach type of user
cquipment device.
[3102] In some embodiments, a user equipment device {e.g., user television
20 equipment 802, user computer equipment 804, wireless user communications
device 806) may be referred o as a "second screen device.” For example, a second
screen device may supplement content presented on a first user equipment device.
The content presented on the second screen device may be any suitable content that

supplements the content presented on the first device. In some embodiments, the

[N
L

second screen device provides an mterface for adjusting settings and display
preferences of the first device. In some embodiments, the second screen device 18
configured for interacting with other second screen devices or for interacting with
a social network. The second screen device can be located in the same room as the
first device, a different room from the first device but in the same house or

30 buildmg, or in a different building from the first device.

[6103] The user may also set various settings {o maintain consistent media

guidance application scttings across m-home devices and remote devices. Settings
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include those described herein, as well as channel and program favorites,
programming preferences that the guidance application utilizes to make
programming recommendations, display preferences, and other desirable guidance
settings. For example, if a user sets a channel as a favorite on, for example, the
web site www alirovi.com on thetr personal computer at their office, the same
channel would appear as a favorite on the user's in-home devices (e.g., user
television equipment and user computer equipment} as well as the user's mobhile
devices, if desired. Therefore, changes made on one user equipment device can
change the guidance experience on another user equipment device, regardless of
whether they are the same or a different type of user equipment device. In
addition, the changes made may be based on settings input by a user, as well as
user activity monitored by the guidance application.

[33104] The user equipment devices may be coupled to communications network
814, Namely, user television cquipment 802, user computer equipment 804, and
wireless user communications device 806 are coupled to communications

network 814 via comamunications paths 808, 810, and 812, respectively.
Communications network 814 may be one or more networks including the Internet,
a mobile phone network, mobile voice or data network (e, a 4G or LTE
network), cable network, public switched telephone network, or other types of
communications network or combinations of communications networks. Paths
808, 810, and 812 may separately or together include one or more communications
paths, such as, a satellite path, a fiber-optic path, a cable path, a path that supports
Internct communications {e.g., IPFTV), free-space connections {¢.g., for broadcast
or other wireless signals), or any other suitable wired or wireless communications
path or combination of such paths. Path 812 1s drawn with dotted lines to indicate
that in the exemplary embodiment shown in FIG. 8 it is a wireless path and paths
808 and 810 arc drawn as solid lines to indicate they are wired paths (although
these paths may be wircless paths, if desired). Communications with the user
equipment devices may be provided by one or more of these communications
paths, but arc shown as a single path in FIG. 8 to avoid overcomplicating the

drawing.
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10183]  Although communications paths are not drawn between user equipment
devices, these devices may communicate directly with each other via
communication paths, such as those described above in connection with paths 808,

810, and 812, as well as other short-range point-to-point communication paths,

L

such as USB cables, 1EEE 1394 cables, wircless paths (¢ g., Bluctooth, mnfrared,
IEEE 802-11x, etc.), or other short~range communication via wired or wireless
paths. BLUETOOTH 1s a certification mark owned by Blactooth 5IG, INC. The
user equipment devices may also communicate with cach other dirgctly through an
mdirect path via communications network 814,
10 [6106] System 800 includes content source 816 and media guidance data source
818 coupled to communications network 814 via communication paths 820 and
822, respectively. Paths 820 and 822 may include any of the communication paths
described above in connection with paths 808, 810, and 812, Communications
with the content source 816 and media guidance data source 818 may be
15 gxchanged over one or more communications paths, but are shown as a single path
m FI1G. 8 1o avoid overcomplicating the drawing. In addition, there may be more
than one of each of content source 816 and media gwdance data source 818, but
only gne of each is shown m FIG. 8 to avoid overcomplicating the drawing. (The
diffcrent types of cach of these sources arc discussed below.) If desired, content
20 source 816 and media guidance data source 818 may be integrated as one source
device. Although communications between sources 816 and 818 with user
equipment devices 802, 804, and 806 are shown as through communications
network 814, i some embodiments, sources 816 and 818 may communicate

directly with user equipment devices 802, 804, and 806 via communication paths

[N
L

{not shown} such as those described above m connection with paths 808, 810,

and 812.

{6187} Content source 816 may mnclude one or more types of content distribution
equipment including a television distribution facility, cable system headend,
satellite distribution facility, programming sources {g.g., television broadcasters,
39 such as NBC, ABC, HBO, eic ), intermediate distribution facilitics and/or servers,
Internet providers, on~demand media servers, and other content providers. NBC s

a trademark owned by the National Broadcasting Company, Inc, ABC 1sa



WO 2018/080554 PCT/US2016/061756

L

10

20

[N
L

30

- 44 .

trademark owned by the American Broadcasting Company, Inc.. and HBO is a
trademark owned by the Home Box Office, Inc. Content source 816 may be the
originator of content (e.g., a television broadcaster, a Webcast provider, etc.} or
may not be the originator of content {¢.g.. an on-demand content provider, an
Internet provider of content of broadcast programs for downloading, etc.). Content
source 816 may include cable sources, satellite providers, on-demand providers,
Internet providers, over-the-top content providers, or other providers of content.
Content source %16 may also include a remote media server used to store different
types of content (including video countent sclected by a user), in a location remote
from any of the uscer equipment devices. Systems and methods for remote storage
of content, and providing remotely stored content to user equipment are discussed
in greater detail in connection with Ellis et al., U.S. Patent No. 7,761,892, issued
Fuly 20, 2010, which 1s hereby incorporated by reference herein in its entirety.
[3108] Media guidance data source 818 may provide media guidance data, sach
as the media guidance data descnbed above. Media guidance data may be
provided to the user equipment devices using any suitable approach. In some
embodiments, the guidance application may be a stand-alone interactive tclevision
program guide that receives program guide data via a data feed {e.g., a continucus
feed or trickle feed). Program schedule data and other guidance data may be
provided to the user equipment on a television channel sideband, using an n-band
digital signal, using an cut-of-band digital signal, or by any other suitable data
transmission technigue. Program schedule data and other media guidance data
may be provided to user cquipment on multiple analog or digital television
channelis,

[0109] In some embodiments, guidance data from media goidance data source
818 may be provided to users’ equipment using a client-server approach. For
cxample, a user equipment device may pull media guidance data from a server, or
a server may push media guidance data o a user equipment device. In some
embodiments, a guidance application chient residing on the user's equipment may
initiate sessions with source 818 to obtam guidance data when needed, ¢.g., when
the guidance data 1s out of date or when the user equipment device receives a

request from the user to receive data. Media guidance may be provided to the user
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equipment with any suitable frequency {¢.g., continuously, datly, a user-specified
period of time, a system-specified period of time, in response to a request from
user equipment, ete.}. Media guidance data source 818 may provide user

cquipment devices 802, 804, and 806 the media guidance application itself or

(51

softwarc updates for the media guidance application.

[3118] In some embodiments, the media guidance data may include viewer data.
For example, the viewer data may include current and/or historical user activity
information {g.g., what content the user typically watches, what times of day the
user watches content, whether the user mteracts with a social network, at what

10 times the user interacts with a social network to post information, what types of
content the user typically watches (e.g., pay TV or free TV}, mood, brain activity
information, ¢tc.). The media gimidance data may also include subscraption data.

For example, the subscription data may identify to which sources or service

[

a
given user subscribes and/or to which sources or services the given user has

15 previously subscribed but later terminated access {e.g., whether the user subscribes
to premium channels, whether the user has added a premium level of services,
whether the user has increased Intemet speed). In some embodiments, the viewer
data and/or the subscription data may identify patterns of a given user for a period
of more than one vear. The media guidance data may include amodel (¢.g.. a

20 survivor model) used for generating a score that indicates a likelihood a given user
will terminate access to a service/source. For example, the media guidance
application may process the viewer data with the subscription data using the model
to generate a value or score that mndicates a likelibood of whether the given user

will ternunate aceess to a particular service or source. In particular, a lmgher score

[N
L

may indicate a higher level of confidence that the user will terminate access to a
particular service or source. Based on the score, the media guidance application
may generate promotions that entice the user to keep the particular scrvice or
source indicated by the score as one to which the user will likelv terminate access.
0111} Media guidance applications may be, for example, stand-alone

30 applications implemented on user equipment devices. For example, the media
guidance application may be implemented as software or a sct of executable

mstractions which may be stored i storage 708, and executed by control circuoitry
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704 of a user equipment device 700. In some embodiments, media guidance
applications may be client-server applications where only a client application
resides on the user equipment device, and server application resides on a remote
server. Forexample, media guidance applications may be implemented partially as
a client application on control circuitry 704 of user equipment device 700 and
partially on a remote server as a server application {¢.g., media guidance data
source 818) running on control circuitry of the remote server. When executed by
control circurtry of the remote server {such as media guidance data source 818), the
media guidance application may mnstruct the control circuitry to generate the
guidance application displays and transmit the generated displays to the user
cquipment devices. The server application may instruct the control circuitry of the
media guidance data source 818 to transmit data for storage on the user equipment.
The client application may instruct control circuitry of the receiving user
equipment to generate the goidance application displays.

10112} Content and/or media guidance data delivered to user equipment devices
802, 804, and 806 may be over-the-top (OTT1) content. OTT content dehivery
allows Intemet-enabled user devices, including any user equipment device
described above, to receive content that is transferred over the Internct, inchuding
any content described above, in addition to content received over cable or satellite
connections. OTT content 1s delivered via an Internet connection provided by an
Internet service provider (ISP), but a third party distributes the content. The ISP
may not be responsible for the vigwing abilities, copyrights, or redistribution of the
content, and may only transfer IP packets provided by the OTT content provider.
Examples of OTT content providers include YOUTUBE, NETFLIX, and HULU,
which provide andio and video via IP packets. Youtube 1s a trademark owned by
Google Inc., Netflix is a trademark owned by Netflix Inc., and Hulu is a trademark
owned by Huln, LLC. OTT content providers may additionally or alternatively
provide media guidance data deseribed above. In addition to content and/or media
guidance data, providers of OTT content can distribute media giudance
applications {¢.g., web-based applications or cloud-based applications), or the
content can be displaved by media guidance applications stored on the user

cquipment device.
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[3113] Maedia guidance system 800 is intended to illustrate a number of
approaches, or network configurations, by which user equipment devices and
sources of content and guidance data may communicate with each other for the
purpose of accessing content and providing media guidance. The embodiments
described herein mav be applied in any one or a subset of these approaches, orina
system emploving other approaches for delivering content and providing media
guidance. The following four approaches provide specific tlustrations of the
generalized example of FIG. 8.

16114} In onc approach, user cquipment devices may conununicate with cach
other within a home network. User equipment devices can communicate with each
other directly via short-range pont-to-point communication schemes described
above, via indirect paths through a hub or other similar device provided on a home
network, or via commumnications network 814, Each of the multiple individuals
a single home may operate different user equipment devices on the home network.
As aresult, it may be desirable for varicus media guidance information or settings
to be communicated between the ditferent user equipment devices. For example, it
may be desirable for users to maintain consistent media guidance application
settings on different user equipment devices within a home network, as described
in greater detail in Elfis et al, US. Patent Publication No. 2005/0251827, filed July
11, 2005, Different types of user equipment devices in a home network may also
commumicate with each other to transmit content. For example, a user may
transmit content from user computer equipment 1o a portable video player or
portable music player.

[6315] In asecond approach, users may have muitiple types of user equipment
by which they access content and obtain media guidance. For example, some users
may have home networks that are accessed by in-home and mobile devices. Users
may control in-home devices via a media gidance application implemented on a
remote device. For example, users may access an online media guidance
application on a website via a personal computer at their office, or a mobile device
such as a PDA or web-cnabled mobile telephone. The user may set various
settings {e.g., recordings, reminders, or other settings) on the online guidance

application to control the user's in-home equipment. The online guide may control
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the user's equipment directly, or by communicating with a media guidance
application on the user's in~-home equipment. Various systems and methods for
user equipment devices communicating, where the user equipment devices are in

locations remote from each other, is discussed in, for example, Ellis etal, US.

(51

Patent Mo. 8,046,801, issued October 25, 2011, which 1s hereby incorporated by

reference herein i its entirety.

[3116] In a third approach, users of user equipment devices nside and outside a

home can use their media guidance application o communicate dirgctly with

content source 816 to access content. Specifically, within a home, users of user

10 television equipment 802 and user computer equipment 804 may access the media
guidance application to navigate among and locate desirable content. Users may
also access the media guidance application outside of the home using wircless user
communications devices 806 {o navigate among and locate desirable content.
{3117} In a fourth approach, user equipment devices may operate in a cloud

i5 computing environment to access cloud services. In a cloud computing
cuvironment, various types of computing services for content sharing, storage or
distribution {¢.g., video sharing sttes or social networking sttes) are provided by a
collection of network-accessible compuoting and storage resources, referred to as
"the cloud." For example, the cloud can inchide a collection of server computing

20 devices, which may be located cenirally or at distributed locations, that provide

cloud-based services to vanous types of users and devices connected via a network

such as the Internet via communications network 814, These cloud rescurces may

include one or more content sources 816 and one or more media guidance data

sources 318, In addition or m the alternative, the remote computing sites mayv

[N
L

mnclude other user equipment devices, such as user television equipment 802, user
computer equipment 804, and wireless user communigations device 806, For
example, the other user equipment devices may provide access to a stored copy of
a video or a streamed video. In such embodiments, user equipment devices may
operate inn a peer-to-pecr manner withowt communicating with a central server.

30 {6118} The cloud provides access to services, such as content storage, content
sharing, or social networking services, among other examples, as well as access to

any content described above, for user equipment devices. Services can be provided
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in the cloud through cloud computing service providers, or through other providers
of onling services. For example, the cloud-based services can include a content
storage service, a content shanng site, a social networking site, or other services
via which user-sourced content is distributed for viewing by others on connected
devices. These cloud-based services may allow a user equipment device 1o store
content to the cloud and to receive content from the cloud rather than stormg
content locally and accessing locally-stored content.

10319] A user may use various content capture devices, such as camgcorders,
digital cameras with video mode, audio recorders, mobile phones, and handheld
computing devices, to record content. The user can upload conient to a content
storage service on the cload either direetly, for example, from user computer
cquipment 804 or wircless user communications device 806 having content capture
feature. Alternatively, the user can first transfer the content to a user equipment
device, such as user computer equipment 804, The user equipment device storing
the content uploads the content to the cloud using a data transmission service on
commumications network 814, In some embodiments, the user equipment device
itself is a cloud resource, and other user equipment devices can access the content
directly from the user equipment device on which the user stored the content.
[6126] Cloud resources may be accessed by a user equipment device using, for
example, a web browser, a media guidance application, a desktop application, a
mobile application, and/or any combination of access applications of the same.
The user equipment device may be a cloud client that relies on cloud computing
for application delivery, or the user equipment device may have some functionality
without access o cloud resources. For example, some applications running on the
user equipment device may be cloud applications, 1.2, applications delivered as a
service over the Internet, while other applications may be stored and nun on the
user equipment device. In some embodiments, a user device may receive content
from multiple cloud resources simultaneously. For example, a user device can
stream audic from one cloud resource while downloading content from a second
cloud resource. Or a user device can download content from multiple cloud

resources for more efficient downloading. In some embodiments, user equipment
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devices can use cloud resources for processing operations such as the processing
operations performed by processing circuitry described m relation to FIG. 7.

(0121} As referred herein, the term “in response to” refers to mitiated as a result
of For example, a first action being performed in response 1o a second action may
include interstitial steps between the first action and the second action. As referred
herein, the term “directly mn response to” refers to caused by, For example, a first
action being performed directly in response to a second action may not include
interstitial steps between the first action and the second action.

16122} FIG. 9 s a flowchart of illustrative steps for authorizing operations
associated with blocked media assets using two-factor authentication, n
accordance with some embodiments of the disclosure. For example, a media
guidance application implementing process 900 mayv be executed by control
circuitry 704 (FIG. 7). It should be noted that process 900 or any step thercot
could be performed on, or provided by, any of the devices or equipment shown in
FIGS. 7-8.

16123} Process 900 begins at 902, where the media guidance application receives
{e.g., via control circuitry 704 (FIG. 7)) a first request to access a media asset for
viewing on user equipment, wherein access to the media asset is blocked. For
cxample, the media guidance application may store {(e.g., via control circuitry 704
(F1G. 7)) a plurality of media assets in storage either local to the user device that
generates media assets for display {e.g., storage 708) or remotely at a server (e.g.,
media guidance data source 818 accessible via communications network 814). The
media guidance application may generate a listing of media assets {¢.g., in a user
interface on display 712} which the user can select for display. The media
guidance application may set {e.g., via control circuttry 704 (FIG. 7)) a flag, based
on metadata associated with each stored media asset, indicating whether each
media asset should be blocked for a given user. As a specific example, the media
guidance application may set (¢.g., via control circuitry 704 (FIG. 7)) the flag
based on metadata associated with the media agset indicating that it fulfills a
predefined blocking criterion {¢.g., that a particular user cannot watch shows with a

rating greater than TV-PG).
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10124] Process 900 continues to 904, where the media guidance application
reccives {e.g., via control circuitry 704 (FIG. 7)) a first input of a first authorization
code. The first authonzation code may be any combination of alphanomeric
characters that can be matched to a stored string of alphanumeric characters. The
media guidance application may receive (e.g., via control circuitry 704 (FIG. 7))
the first identifier via user input using a user input inferface {e.g., user mput
interface 710}, such as a touchscreen or remote control. For example, the media
guidance application may receive {e.g., via control circuitry 704 (FI1G. 7)) the aser
input, 1578, via a remote control.

[6125] Process 900 continues to 906, where the media gindance application
determines {(e.g., via control circuitry 704 (FIG. 7)) whether the received first
authorization code matches a stored first identifier (c.g., stored locally in storage
708 or remotely at a server (e.g., media gindance data source 818 accessible via
commumications network 814}) granting access (o view the media asset. For
gxample, the media guidance apphication determines {¢.g., via control circuitry 704
(F1G. 7)) whether the received input, “1578,” matches a value stored in memory
for the first identifier. As a specific example, the media guidance application may
access a parental control database (e.g., stored locally m storage 708 or remotely at
a server {¢.g., media guidance data source 818 accessible via communications
network 814)), which contams a plurality of identifiers associated with pemussions
(i.e., whether each code can access the media asset). The media guidance
application may compare {(2.g., via control circuitry 704 (FIG. 7)) the received first
authorization code with the stored identifiers to determine a match {e.g., by
comparing the characters of the first authorization code with characters of each of
the stored identifiers). After determining a match, the media guidance application
retrigves {e.g., via control circutry 704 (FIG. 7)) data from a field in the database
corresponding to the matched identifier and determines whether the data indicates
a user has access to the media asset.

13126] i the media guidance application determines the received first
authorization code docs not match a stored first identificr granting access (o view
the media asset, process 900 continues to 908, where the media guidance

application continues {¢.g., via control circuitry 704 (FIG. 7)) to prevent access to
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the media asset. For example, the media guidance application may determing (2.5,
via control circuitry 704 (FIG. 7)) that the received first authorization code does
not match any identifiers stored in the parental control database, or that the

particolar user defined by the first authonization code does not have permission o

(51

access the media asset {¢.g., via a blocking criterion as described above with
respect to F1G. 2.
16127} Hthe media guidance application determines the received first
authorization code maiches a stored first identificr granting access io view the
media asset, process 900 continues to 910, where the media guidance application
10 generates {(¢.g., via control circuitry 704 (FIG. 7)) the media asset for display. For
example, the media guidance application may generate for display the media asset
on a display {(e.g., on display 712) connected to the user equipment {¢.g., any of
user equipment described above in FIGS. 7-8). Altematively or additionally, the
media guidance application may query (e.g., via control circoitry 704 (FIG. 7)) the
15 parental control database for an indication whether the user identified by the first
authorization code can view the media asset on a device not coupled to the user
cquipment storing the media asset {e.g., streamed to a mobile device, suchasa
cellular telephone}.
[3128] Process 900 continues to 912, where the media guidance application
20 recetves {e.g., via control circuitry 704 (FIG. 7)) a second request to execute an
operation associated with the media assct. The operation may be any command or
instruction that when executed alters or copies the stored andioviseal data for the
media asset or any stored metadata relating to the media asset. For cxample, the

media guidance application may receive {(e.g., via control circuitry 704 (FIG. 7)) a

[N
L

request via a user input interface (e.g., a touch screen) to delete the media asset.
Ag another example, the media guidance application may receive {e.g.. via control
circuitry 704 (FIG. 7)) a request via a user input interface to copy the media asset
to another device. As vet another example, the media guidance application may
receive {e.g., via control circuitry 704 (FIG. 7)) a request to update a user profile
30 {c.g. with the viewing progress or an indication that a user dishikes the media

asset) associated with the first authorization code.
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10129]  Process 900 continues to 914, where the media guidance application
queries {e.g., via control circuitry 704 (FIG. 7)) a parental control database for
mformation relating to permissible operations associated with the media asset. For

example, the media guidance application may, in a field of the parental control

(51

database for the identiticr that matches the first authornization code, store {¢.g., via
control circuitry 704 (FIG. 7)) a pointer to an array which lists media assets a user
is granted to perform the operation on. The parental control database may contain
multiple fields, cach with a pointer to an array indicating media assets where a
particular operation can be performed without a second authorization code {¢.g.,
10 delete, modify, etc.}. Alternatively or additionaily, the media guidance application
may store {.g., via control circuitry 704 (FIG. 7)) an indication of which
operations require a second authorization code {¢.2., they are not permissible with
only the first authorization code) with metadata stored with the media asset. For
example, the media guidance application may store (¢.g., via control circuitry 704
15 (FIG. 7)) the runtime, rating, original airdate and other metadata as a header in the
stored audiovisual data for the media asset, and may additionally contain
mdications of which operations require a second authorization code.
[B138] Process 900 continues to 916, where the media guidance application
determines {¢.g., via control circuitry 704 (FIG. 7)) from the information whether a
20 second authorization code 1s required to execute the operation associated with the
media asset, wherein the second authorization code i1s generated periodically as a
function of time by a token mechanism remote from the user equipment. For
cxaraple, based on retrieving the information from the parental control database as

described above for the stored media asset, the media guidance apphication

[N
L

determines {(e.g., via control circuitry 704 (FIG. 7)) whether a second factor is
needed in order (o execute the function. The second authorization code may be
gencrated by a token mechanism {¢.g., a standalone token or an application
executed on a device, such as a cellular telephone) which can then be input (e.g.,
via a user input nterface} to the media guidance application. The token may

30 generate the authorization code based on a mathematical function of clock time,

analogous to public-kev authentication. In some embodiments, other two-factor
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methods, such as asymmetric (private-public key) authentication may be used for
the second authentication code.
16131} If the media guidance application determines a second authorization code

is not required 1o execute the operation, process 900 continues to 924, where the

L

media guidance application executes (¢.g., via control circuitry 704 (FIG. 7)) the
operation related to the media asset. For example, based on querying the parental
control database and determining that an identifier of the media asset 13 stored in
an array indicating a particular user {¢.g., ientified by the first authorization code}
can perform the operation for those media assets, the media guidance application
10 may execute {¢.g., via control circuitry 704 (F1G. 73 the operation without further
nput {¢.g., no second-factor 1s required). As a specific example, the media
guidance application may execute {e.g., via control circuitry 704 (FIG. Ty a
program seript to clear the blocks of memory where a particular media asset is
stored {e.g., delete the media asset), or any of the operations described above with
i5 respect to FIGS. 1-4.
16132} If the media guidance application determines a sccond authorization code
18 required to execute the operation, process 900 continues to 918, where the media
guidance application receives {e.g., via control circuttry 704 (FIG. 7)) a second
input of the second authorization code. For example, the media guidance
20 application may receive {e.g., via control circuitry 704 (FIG. 7)), via a user input
mterface {¢.g., user input interface 710}, the second avthorization code, such as
“45678.” The media guidance application may determine (¢.g., via control
circuitry 704 (FIG. 7)) that the input was received at 10:23:30 (hours | minutes :

seconds) on 05:31:16 (month : day : vear}, based on the clock time when the input

[N
L

was received. Altemnatively or additionally, the media gindance application may
receive {e.g., via control circuitry 704 (FIG. 73 a clock time with the mputted
sccond authorization code based on the clock time of the device where the code
was generated.

10333} Process 900 continues to 920, where the media guidance application

30 transmits {¢.g., via control circuitry 704 (FIG. 7)), to an authorization database, the
second authorization code generated at the first time. For example, the media

guidance application may transmit {e.g., via control cirenitry 704 (FIG. 7)) the
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second authorization code to a database (e.g., stored locally in storage 708 or
remotely at a server {¢.g., media guidance data source 818 accessible via
communications network 81431, In some embodiments, the media guidance
application may preprocess {€.g., via control circuitry 704 (FIG. 7)) the second
authorization code. For example, the media guidance application may generate
{¢.g.. via control circuitry 704 (FIG. 7)) a data packet containing the second
authorization code and the time at which it was generated, as described above. In
another example, the media guidance application may concatenate {¢.g., via control
circuitry 704 {(FIG. 7)) the time to the nearest second or nunuie before
fransmussion, depending on how often new authorization codes are generated by
the token mechanism.

[3134] Process 900 continues to 922, where the media guidance application
receives {e.g., via control circuitry 704 (FIG. 7)) an indication granting
authorization to execute the operation associated with the media asset based on the
transmitted second authorization code matching a second identifier generated at the
first time. For example, the media guidance application may receive (¢c.g., via
control circuitry 704 (FIG. 7)) a data packet from the authorization package with a
boolean value set to “true” if the transmitted authorization code corresponds to a
second identifier or “false™ if it does not. The second 1dentificr may be a second
token mechanism with the same mathematical function of time which may
compare the output at a particular time (e.g., the second identifier) with the
received second authorization code. The token may be additionally identified by
the first authorization code, which would allow the authornization database to more
ctficiently determine whether the received second anthorization code is correct.
For example, the media guidance application may transmit {e.g., via control
circuitry 704 {(FIG. 7)) that the user identified by first authorization code 12347
entered second authorization code “456787 to the authorization database. Instead
of scarching every token mechanism stored at the authonzation database, the
authorization database need only search for a token corresponding to user <1234
and determine whether “45678” was generated by that token at the particular time.
16138] After receiving the indication, process 900 continues to 924, where the

media guidance application executes {e.g., via control circuitry 704 (FIG. 7)) the
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operation related to the media asset, as described above. As a specific example,
the media gwidance application may execute {¢.g., via control cireumitry 704 (FIG.
7y a program script to clear the blocks of memory where a particular media asset is

stored {c.g., delete the media asset), or any of the operations described above with

(51

respect to FIGS. -4,
[3136] It is contemplated that the steps or descriptions of FIG. 9 may be use
with any other embodiment of this disclosure. In addition, the steps and
descriptions described in relation to FIG. 9 may be done in altemative orders or in
parallel to further the purposes of this disclosure. For example, cach of these steps
10 may be performed in any order or in parallel or substantially simultanecusly to
reduce lag or increase the speed of the system or method. Furthermore, it should
be noted that any of the devices or equipment discussed in relation to FIGS. 7-8
could be used to perform one or more of the steps m FIG. 9.
{3137} FIG. 1015 a flowchart of iHustrative steps for determining whether a
15 received authorization code permits access to a media asset, in accordance with
some crmbodiments of the disclosure. For example, a media guidance application
implementing process 1000 may be executed by control circutry 704 (F1G. 7). It
should be noted that process 1000 or any step thereof could be performed on, or
provided by, any of the devices or equipment shown in FIGS. 7-8. Process 1000
20 starts with 1002, where the media guidance application begins a process for
determining whether to allow access to a blocked media asset based on a received
authorization code. For example, the media guidance application may ¢xecute
(c.g., via control circuttry 704 (FIG. 7)) a program script inthializing process 1000

[6G138] Process 1000 contimues to 1004, where the media guidance application

[N
L

accesses {g.g., via control circuitry 704 (FIG. 7)) a parental control database. For
example, the media guidance application may access the parental control database
locally in storage 708 or remotely at a server {e.g., media guidance data source 818
accessible via communications network 814)). The parental control database may
be designed in a self-referencing manner, where information about each user (e.g.,
30 defined by a first authorization code as discussed above with respect to FIGS. 1

and 9), blocking criteria, permissible functions, and whether certain functions
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require two-factor authentication may all be contained non-contiguously in a single
table and linked via pointers to the appropriate fields m the table.

18138} Process 1000 continues to 1006, where the media guidance application
determines {e.g., via control circuitry 704 (FIG. 7)), based on comparing characters
of the recetved authorization code with characters of a plurality of authorization
codes stored in entries of the parental control database, whether the received
authorization code matches a first stored authorization code. For example, the
media guidance apphication may execute {g.g., via control circuitry 704 (FIG. 7Y a
program script utilizing a for-loop to iterate through the plurality of authorization
codes stored 1n the parental control database. For each authorization code, the
media guidance application may retrieve {e.g., via control circuitry 704 (FIG. 7Y a
value for the authorization code from a ficld and compare the retrieved
authonzation code to the received authorization code. As a specific example, the
media gindance application may retrieve {8.g., via control circuitry 704 (FIG. 7))
the code 14578 from an entry in the database and compare each characterto a
received code “123457 by mdexing and comparing the characters in the string of
characters. In this particular example, the first index matches, since both first
indexed characters are “1,” but it fails at the second index because “47 is not the
same character as 2.7 For this cxample, the media guidance application would
determine {(¢.g., via control circuitry 704 (FIG. 7)) that the particular entry
containing authorization code “14578” does not match the received code and
would proceed to check the next stored authorization code. In some embodiments,
once all authorization codes of the plurality of authorization codes have been
checked, the program script executed by the media guidance application terminates
and the media guidance application determines {¢.g., via control circuttry 704
(FIG. 73} whether a match was found. In some embodiments, the program script
executed by the media gmdance application terminates upon determining a match.
[3146] If the media guidance application does not determine a match at 1006,
process 1000 continues to 1014 where the media guidance application does not
allow access {e.g., via control circuitry 704 (FIG. 7)) 1o the blocked media asset.
For example, if the media guidance application determines {(e.g., via control

circuitry 704 (FIG. 7)) that no stored authorization code matches the received
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authorization code, the media guidance application may determine that access
should not be granted to the blocked media assct.

16141} If the media guidance application does determine a match at 1006,
process 1000 continues to 1008 where the media guidance application retricves
{c.g., via control circuitry 704 (FIG. 7)) a value trom a field associated with the
first stored authorization code. For example, as described above with respect to
FI(z. 2, a parental control database may contain blocking criteria associated with
particular authorization codes, such as “TV-PG” The media guidance application
may retrieve {e.g., via control circuitry 704 (FIG. 7)) a blocking criterion, or any
other value from the entry for the matched authonization code, that can be used to
determine whether access should be granted.

{3142} Process 1000 contmues to 1010, where the media guidance application
determines {¢.g., via control circuttry 704 (FIG. 7)) whether the value corresponds
to granting access to the blocked media asset. For example, the media guidance
application may compare {¢.g., via control circuitry 704 (FIG. 7)) the retrieved
value from the parental control database with metadata associated with the
requested media asset, as described above with respect to FIG. 2. For example, the
media guidance application may retrieve {e.g., via control eircuitry 704 (FIG. 7)),
from a ficld of stored metadata associated with the media asset, the rating of the
media asset. The media guidance application may then compare (¢.g., via control
circuttry 704 (FIG. 7)) the rating with a blocking criterion for ratings associated
with the matched authorization code. For example, the rating stored in the parental
control database may be “TV-PG” and the metadata associated with the media
asset may mdicate that it 1s “TV-MA.” The media guidance application may
determine (e.g.. via control circnitry 704 (F1G. 73} that since “TV-MA” exceeds
“TV-PG7 (1., it is a higher rating), the value docs not correspond to granting
access to the media asset. fn some embodiments, ratings may be assigned integer
values for gasier comparison by the media guidance application. For example, TV~
PG may be assigned “17 and TV-MA may be assigned “5.7

16143} If the media guidance application determines the value does not
correspond to granting access to the blocked media asset at 1010, process 1000

continues to 1014, where the media guidance application does not allow access
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{e.g., via control circontry 704 (FIG. 7)) to the blocked media asset, as deseribed
above. If the media gwidance application deternuines the value does correspond to
granting access to the blocked media asset at 1010, process 1600 continues to

1016, where the media guidance application allows access {¢.g., via control

(51

circuitry 704 (FIG. 7)) to the blocked media asset. For example, based on the
rating of the media asset being lower than the blocking criterion, the media
guidance application may permit access to the media asset (¢.g., allow the media
asset to be generated for display).
{0144} It is contemplated that the steps or descriptions of FIG. 10 may be used
10 with any other embodiment of this disclosure. In addition, the steps and
descriptions described in relation to FIG. 10 may be done in alternative orders orin
paralle} to further the purposes of this disclosure. For example, cach of these steps
may be performed in anv order or in parallel or substantially simultancously to
reduce lag or increase the speed of the system or method. Furthermore, it should
15 be noted that any of the devices or equipment discussed in relation to FIGS. 7-8
could be used to perform one or more of the steps in FIG. 10,
[6345] FIG. 11 1s a flowchart of ilustrative steps for determining whether a
requested operation requires a second authorization code, in accordance with some
cmbodiments of the disclosure. For example, a media guidance application
20 implementing process 1100 may be executed by control circuitry 704 (FIG. 7). It
should be noted that process 1100 or any step thereof could be performed on, or
provided by, any of the devices or equipment shown in FIGS, 7-8. Process 1100
starts with 1102, where the media guidance application begins a process for

determining whether a second authorization code 18 required to execute an

[N
L

operation associated with a stored media asset. For example, the media goidance
application may execute {€.g., via control cirautry 704 (FIG. 7} a program script
nitializing process 1100,

[3146] Process 1100 contimues to 1104, where the media guidance application
retrieves {e.g.. via control circuitry 704 (FIG. 7)) permissions assoctiated with the
30 storod media asset. For example, as described above with respect to FIG. 2, the
media guidance application may store {¢.g., via control circuitry 704 (FIG. 7)) an

mdication with metadata associated with a stored media asset whetherornot a
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second factor is required to perform particular operations. For example, the media
gwidance application may store a boolean value set to “true” if a second-factor 1s
required to perform a particular operation. The media guidance application may
retrieve {¢.g., via control cirauitry 704 (FIG. 73) this vahue from a field of the
stored metadata. fo some embodiments, the permissions may be stored in a
separate database, which may be stored locally in storage 708 or remotely ata
server {e.g., media guidance data source 818 accessible via commumcations
network 814)), listing all stored media assets and permissions, mnstead of or in
addition to with metadata associated with the stored media asset {¢.g.. in a header
of a file containing andiovisual data for the stored media asset).

16147} Process 1100 continues to 1106, where the media guidance application
determines {¢.g., via control circuitry 704 (FIG. 7)), from the retricved
permissions, whether the operation associated with the stored media asset reguires
authentication with a second factor. For example, the media guidance application
may retrieve {2.g., via control circuitry 704 (FIG. 7)) a boolean value for a
particular requesied operation {¢.g., delete) indicating whether a second
authonzation factor is required to perform the requested operation. In some
embodiments, the retrieved permissions may be strings or other data types that can
be parsed and analyzed by the media guidance apphication to determine whether
another authorization factor is required. For example, the media guidance
application may retrieve {e.g., via control circaitry 704 (FIG. 7)) the string, “loe
should not delete media assets without a second-factor,” which may be stored
hased on a communication from ancther user. Based on analyzing the string, the
media guidance application may determine {e.g., via control circuitry 704 (FIG. 7))
that the authorization code corresponding to Joe (e.g., “12347) requires another
authorization factor in order to delete media assets.

[3148] If the media guidance application determines that the operation does not
require authentication with a second factor at step 1106, process 1100 continues to
1116, where the media guidance application performs {¢.g., via control circuitry
704 (F1G. 7)) the operation associated with the media asset. For example, as is

described in detail below with respect to FIG. 12, the media guidance application
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may execute {2.g., via control circuitry 704 (FIG. 7)) the requested operation (e.g.,
o delete the media asset).
16149] If the media guidance application determines that the operation does

require authentication with a second factor at step 1106, process 1100 continues to

(51

1108, where the media guidance application accesses {¢.g., via control circuitry
704 (FI(G. 7)) a parental control database. For example, as 18 deseribed in FIG. 10
above, the media gmdance application may access {¢.g., via control circuitry 704
(FIG. 7)) the parental control database locally in storage 708 or remotely ata
server {¢.g., media guidance data source 818 accessible via communications
10 network 8143},
[8158] Process 1100 continues to 1110, where the media guidance application
determines {¢.g., via control circuitry 704 (F1G. 7)), from an entry for the first
authorization code in the parental control database, whether a source of the second
authorization code 15 stored. For example, as described with respect to FIG. 2, the
15 parental control database may contain a ficld containing an indication of a source
of a second-factor. The source may be a token mechanism, biometric signature, or
other second-~factor that 1s complimentary to the first-factor (¢ g., the first factor is
a knowledge factor and the second is a possession factor). The media gwdance
application may retrieve {€.g., via control circuitry 704 (FIG. 7)) a string, such as
20 “token” from the parcntal control database and execute a program script to retrneve
the appropriate second authorization factor based on the retrieved string.
{3151} i the media guidance application determines a source of the second
authorization code 18 not stored at 1110, process 1100 continues to 1114, where the

media guidance application does not perform (e.g., via control circuitry 704 (FIG.

[N
L

733 the operation associated with the media asset. For example, the media
guidance application may determine {e.g., via control circuitry 704 (FIG. 7)) that
since no indication of the source of second authorization code is stored in the
parental control database, the user 18 not entitled to perform the operation
associated with the media asset, since they cannot be authenticated.

30 16152]  If the media guidance application determines a source of the sccond
authorization code 1s stored at 1110, process 100 continues to 1112, where the

media guidance application determines {e.g., via control circuitry 704 (FIG. 7))
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whether a received authorization code is correct. In some embodiments, the media
gwidance application may transmit (e.g., via control circuitry 704 (FIG. Ty a
recetved second authonzation code to a remote database {¢.g., via commumcations
network 814 (FIG. 8)) and receive an indication that the second authorization code
is correct {¢.g., a boolean set to true extracted from a data packet received from the
remote database). In other embodiments, the media guidance application may
determine (g.g., via control circuitry 704 (FIG. 7) whether the received second
authorization code is correct by comparing the received code to a phurality of codes
stored in a database, as outlined above with respect to FIGS. 10 and 11.

[6183] If the media gwidance application determines the received second
authorization code 1s correct at 1112, process 1100 continues to 1116, where the
media guidance application performs the operation associated with the media asset.
For example, as 1s described 1n detail below with respect to FIG. 12, the media
guidance application may execute {e.g., via control circuitry 704 (FIG. 7)) the
requested operation {¢.g., to delete the media asset). If the media guidance
application determines the received second authorization code is not correct at
1112, process 1100 continues to 1114, where the media guidance application does

not perform {(e.g.

g., vig control circuitry 704 (FIG. 7)) the operation associated with
the media asset. For example, the media guidance apphication may determine {¢.g.,
via control circuitry 704 (FIG. 7)) that since an incorrect second authonzation code
was recetved, the operation should not be executed.

10154] I is contemplated that the steps or descriptions of FIG. 11 may be used
with any other cmbodiment of this disclosure. fn addition, the steps and
descriptions described in relation to FIG. 11 may be done 1 alternative orders or in
parallel to further the purposes of this disclosure. For example, each of these steps
may be performed in anv order or it parallel or substantially sumultancously to
reduce lag or increase the speed of the system or method. Furthermore, it should
be noted that any of the devices or equipment discussed in relation to FIGS. 7-8
could be used to perform one or more of the steps in FIG. 11,

{6153} FIG. 12 15 a flowchart of iHustrative steps for performing an operation
relating to a media asset, in accordance with some embodiments of the disclosure.

For example, a media guidance application mmplementing process 1200 may be
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exeouted by control cirawtry 704 (FIG. 73 It should be noted that process 1200 or
any step thereof could be performed on, or provided by, any of the devices or
cquipment shown i FIGS. 7-8. Process 1200 starts with 1202, where the media
guidance application begins a process for executing an operation related to a media
asset. For example, the media guidance application may execute {¢.2., via control
circuitry 704 (FIG. 7)) a program script initializing process 1200,

[3156] Process 1200 continues to 1204, where the media guidance application
fetches {¢.g., via control circuitry 704 (FIG. 7)) mstructions for executing the
operation related to the media asset from memory. For example, the instructions
could be an executable script such as a script in an object-oriented programmung
language {¢.g., C++). The media guidance application may fetch (e.g., via control
circuitry 704 (FIG. 7)) the script from the database containing the operation related
to the media asset {e.g., any of the operations described above with respect to
FIGS. 1-9).

10157} Process 1200 continues to 1206, where the media guidance application
decodes {c.g., via controd circuttry 704 (FIG. 7)) the mstructions. For cxample, if
the instructions are in an object-oriented script in a language such as C++, control
crautry 1204 may compile (e.g., via control circuitry 704 (FIG. 7)) the code so
that the code may be exccuted.

[3158] Process 1200 contimues to 1208, where the media guidance application
executes {e.g., via control circuitry 704 (FIG. 7)) the mstructions. For example, the
media guidance application may perform {(e.g., via control circuitry 704 (FIG. 7))
operations based on the decoded instructions. For instance, the decoded
mstructions may instruct {e.g., via control circuitry 704 (FIG. 7)) the media
guidance application to clear the contents of blocks of memory storing a media
asset.

[3159] Process 1200 may continue to 1210, where the media guidance
application determines {¢.g., via control circuitry 704 (FIG. 7)) whether the
operation has been completed. For example, the executed instructions may be to
clear the contents of one specific block of memory, in which case after the block of
memory has been cleared new nstructions may need to be fetched to clear another

block of memory (g.g., in order to clear all blocks of memory storing the media
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asset when deleting the media assety. If the media guidance application determines
{c.g., via control circuitry 704 (FIG. 7)) that the operation has not been completed,
process 1200 may rehurn to 1204, For example, if the operation requires multiple
loops through the script, the media guwidance application may determine the
operation has not been cormpleted and retums to step 1204, 1f the media guidance
application determines {e.g., via control circuifry 704 (FIG. 7)) the operation has
been completed, then process 1200 continues to 1212 where the media guidance
application terminates the operation.

[0166] It is contemplated that the steps or descriptions of FIG. 12 may be used
with any other embodiment of this disclosure. In addition, the steps and
descriptions described in relation to FIG. 12 may be done in alternative orders orin
paralle} to further the purposes of this disclosure. For example, cach of these steps
may be performed in anv order or in parallel or substantially simultancously to
reduce lag or increase the speed of the system or method. Furthermore, it should
be noted that any of the devices or equipment discussed in relation to FIGS. 7-8
could be used to perform one or more of the steps in FIG. 12,

16161} FIG. 13 is another flowchart of illustrative steps for authorizing
operations associated with blocked media assets using two-factor authentication, in
accordance with some embodiments of the disclosure. For example, a media
guidance application implementing process 1300 may be executed by control
circaitry 704 (FIG. 7). It should be noted that process 1300 or any step thereof
could be performed on, or provided by, any of the devices or equipment shown in
FI1GS. 7-8.

[6i62] Process 1300 begins at 1302, where the media guidance application
recetves {€.g., via control circutry 704 (FIG. 7)) a first request to access a media
asset for viewing on user equipment, wherein aceess to the media asset is blocked.
For example, the media guidance application may store {¢.g., via control circuitry
704 (FIG. 7)) a plurality of media assets in storage either local to the user device
that generates media assets for display (o.g., storage 708) or remotely at a server
{c.g., media gmidance data source 818 accessible via commumnications network
814). The media guidance application may generate a listing of media assets (e.g.,

in a user interface on display 712} which the user can select for display. The media
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guidance application may set {¢.g., via control circuitry 704 (FI1G. 7)) a flag, based
on metadata associated with cach stored media asset, indicating whether each
media asset should be blocked for a given user. As a specific exampie, the media
gudance application may set {¢.g., via control circuitry 704 (FIG. 7)) the flag
based on metadata associated with the media asset indicating that it fulfills a
predefined blocking criterion {e.g ., that a particular user cannot waich shows with a
rating greater than TV-PG).

10163] Process 1300 continues to 1304, where the media guidance application
recetves (e.g., via control circuitry 704 (FI1G. 7)) a first input of a first authorization
code. The tirst authonzation code may be any combination of alphanumeric
characters that can be matched to a stored string of alphanumeric characters. The
media guidance application may receive (e.g., via control circuitry 704 (FIG. 7))
the first identifier via user input using a user input inferface {e.g., user mput
interface 710}, such as a touchscreen or remote control. For example, the media
guidance application may receive {e.g., via control circuitry 704 (FI1G. 7)) the aser
input, 1578, via a remote control.

[6164] Process 1300 contimues to 1306, where the media guidance application
determines {(e.g., via control circuitry 704 (FIG. 7)) whether the received first
authorization code matches a stored first identifier (c.g., stored locally in storage
708 or remotely at a server {e.g., media guidance data source 818 accessible via
commumications network 814}) granting access (o view the media asset. For
gxample, the media guidance apphication determines {¢.g., via control circuitry 704
(F1G. 7)) whether the received input, “1578,” matches a value stored in memory
for the first identifier. As a specific example, the media guidance application may
access a parental control database (e.g., stored locally m storage 708 or remotely at
a server {e.g., media guidance data source 818 accessible via comnwnications
network 8143}, which contains a plurality of identifiers associated with permissions
{(i.c., whether each code can access the media asset). The media guidance
application may compare {(2.g., via control circuitry 704 (FIG. 7)) the received first
authorization code with the stored dentifiers to determine a match (e.g., by
comparing the characters of the first authorization code with characters of each of

the stored identifiers). After determining a match, the media guidance application
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retrieves {e.g.. via control circuitry 704 (FIG. 7)) data from a field in the database
corresponding 1o the matched identifier and determines whether the data mdicates
a user has access to the media asset.

[6165] If the media guidance application determines the received first

(51

authorization code docs not match a stored first identifier granting access to view

the media asset, process 1300 continues to 1308, where the media guidance

application continues (e.g., via control circuitry 704 (FIG. 7)) to prevent access to

the media asset. For example, the media guidance application may determing (2.5,

via control circuttry 704 (FIG. 7)) that the received first authorization code does

10 notmatch any identifiers stored i the parental control database, or that the
particular user defined by the first authorization code does not have permission to
access the media asset {¢.g., via a blocking criterion as described above with
respect to F1G. 2.
3166] I the media guidance application determines the received first

15 authorization code matches a stored first identifier granting access to view the
media asset, process 1300 continues to 1310, where the media guidance application
generates {¢.g., via control circuttry 704 (FIG. 7)) the media asset for display. For
example, the media gaidance application may generate for display the media asset
on a display {¢.z., on display 712} connected to the user equipment (¢.g., anv of

20 user equipment described above in FIGS. 7-8). Altematively or additionally, the

media guidance application may query (e.g., via control circoitry 704 (FIG. 7)) the

parental control database for an indication whether the user identificd by the first

authorization code can view the media asset on a device not coupled to the user

cquipment storing the media asset {e.g., streamed to a mobile device, suchasa

[N
L

cellular telephone}.

{6167} Process 1300 continnes to 1312, where the media guidance application
receives {e.g., via control circutry 704 (FIG. 7)) a second request to execute an
operation associated with the media asset. The operation may be any command or
instruction that when executed alters or copigs the stored andiovisval data for the
30 media asset or anv stored metadata relating to the media asset. For example, the
media guidance application may receive (e.g., via control circuitry 704 (FIG. 7)) a

request via a user input interface (e.g., a touch screen) to delete the media asset.
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As another example, the media gindance application may receive {€.g., via control
circuttry 704 (FIG. 7)) a request via a user input interface to copy the media asset
to another device. As vet another example, the media guidance application may
receive {e.g., via control circuitry 704 (FIG. 73 a request to update a user profile
{e.g., with the viewing progress or an indication that a user dislikes the media
asset} associated with the first authorization code.

[3168] Process 1300 continues to 1314, where the media guidance application
queries {e.g., via control circaitry 704 (FIG. 7)) a parental control database for
mformation relating to pernussible operations associated with the media asset. For
example, the media gwidance application may, n a ficld of the parental control
database for the 1dentifier that matches the first authorization code, store {¢.g., via
control circuitry 704 (FIG. 7)) a pointer to an array which lists media assets a user
is granted to perform the operation on. The parental conirol database may contain
multiple fields, cach with a pointer to an array mdicating media assets where a
particular operation can be performed without a second authorization code (e.g.,
delete, modify, ete.). Alternatively or additionally, the media guidance application
may store {¢.g., via control circuitry 704 (FIG. 7)) an mdication of which
operations reguire a second avthonzation code {g.g., they arg not permissible with
only the first authorization code) with metadata stored with the media asset. For
example, the media guidance application may store {e.g., via control circuitry 704
(FIG. 7)) the runtime, rating, onginal airdate and other metadata as a header in the
stored audiovisual data for the media asset, and may additionally contain
mdications of which operations require a second authorization code.

[6169] Process 1300 contimues to 1316, where the media guidance application
determines {(e.g., via control circuitry 704 (FIG. 7)) from the information whether a
second authorization code is required to execute the operation associated with the
media asset, wherein the second authorization code 15 a biometne signature. For
example, based on retrieving the information from the parental control database as
described above for the stored media asset, the media guidance application
deternines {(¢.g., via control circuttry 704 (FIG. 7)) whether a second factor is
needed in order to execute the function. The biometnic signature may be anv

feature associated with a user that can be used to differentiate and thus authenticaie
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the user. In some embodiments, the biometric signature may be an iris scan. For
example, the media gwidance application may analyze {e.g., via control circutry
704 {FIG. 73 the unique color patterns on a8 user’s iris and map them to
mathematical structures to compare to stored ins scans in a database. In another
embodiment, the biometric signature mayv be a retinal scan. For example, the
media guidance application may analvze (¢.g., via control circuitry 704 (FIG. 7))
the pattern of blood vessels on a user’s retina to wdentify a user {¢.g., by comparing
with patterns stored in a database). In vet another embodiment, the biometnc
signature may be a facial scan. For example, the media guidance application may
determine (e.g., via control civcuitry 704 (F1G. 7)) entical points (e.g., features
such as the cormers of the mouth, centers of the eves ete.} and proximity to other
features of a scan of a user’s face and compare these to stored critical points in a
database. In still another embodiment, the biometric signature may be a fingerprint
scan. For example, the media guidance application may analyze {(e.g., via control
circuitry 704 (FIG. 7)) the patterns of a user’s fingerprint and compare with stored
patterns in a database,

16178  If the media guidance application determunes a second anthorization code
13 not regquired to execute the operation, process 1300 continues to 1324, where the
media guidance application executes (€.g., via control circuttry 704 (FIG. 7)) the
operation related to the media asset. For example, based on querying the parental
control database and determining that an identifier of the media asset 1s stored in
an array indicating a particular user {¢.g., ientified by the first authorization code}
can perform the operation for those media assets, the media guidance application
may execute {e.g., via control circuitry 704 (FIG. 7) the operation without further
nput {¢.g., no second-factor 1s required). As a specific example, the media
guidance application may execute {e.g., via control circuitry 704 (FIG. 7y a
program script to clear the blocks of memory where a particular moedia asset is
stored {e.g., delete the media asset), or any of the operations described above with
respect to FIGS. 1-4.

16171} I the media guidance application determines a seccond anthorization code
is required to gxecute the operation, process 1300 continues to 1318, where the

media guidance application receives {e.g., via control circuitry 704 (FIG. 7)) a
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second input of the seccond authorzation code. For example, the media guidance
application may receive {e.g., via control circuitry 704 (FIG. 7)), via a user input
miterface {e.g., user input interface 710}, the second authorization code. For
example, the media guidance application may receive, from an integrated camera
of a user equipment device (e.g., any of user equipment discussed above with
respect to FIGS. 7-8}, an image of the biometric signature (e.g., an iris scan, retinal
scan, etc.).

10372} Process 1300 continues to 1320, where the media guidance application
transmits {¢.g., via control circuitry 704 (FIG. 7)), to an authorization database, the
second authorization code. For example, the media guidance application may
transmit {e.g., via control circuttry 704 (FIG. 7)) the second authonzation code
{c.g., biometric signature) to a database (¢.g., stored locally in storage 708 or
remotely at a server {¢.g.. media guidance data source 815 accessible via
communications network 814})). In some embodiments, the media gindance
application may preprocess {€.g., via control circuitry 704 (FIG. 7)) the second
authorization code. For example, the media guidance application may gencrate
{c.g., via control circwitry 704 (FIG. 7)) a data packet contaning the second
authorization code and a data file containing analvsis of the Mometric signature
{c.g., critical points based on pattern recognition of pixels in a received image)
which is then transmitied to the authonzation database.

[3173] Process 1300 continues to 1322, where the media guidance application
receives {e.g., via conirol circuttry 704 (FIG. 7)) an indication granting
authorization to execute the operation associated with the media asset based on the
transmitted second authorization code maiching a stored biometric signature. For
example, the media guidance application may receive {¢.g., via control circuitry
704 {(FIG. 73} a data packet from the authorization package with a boolean valoe
set to “true” if the transmitted authorization code corresponds to a second identificr
or “false” if it does not. The second dentifier may be a stored table or other data
structure defining critical points of a particular biometric signature. For example,
the second identifier may be a table containing distances between various points on
auser’s face. As another example, the second identifier may be one or a series of

mathematical {¢.g., fractal dimensions) representations of a user’s iis.
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13174} After receiving the mdication, process 1300 continues to 1324, where the
media guidance application executes (e.g., via control circuitry 704 (FIG. 7)) the
operation related to the media asset, as described above. As a specific example,
the media guidance application may execute {¢.g., via control circuitry 704 {(FIG.
7} a program script to clear the blocks of memory where a particular media assct is
stored {e.g., delete the media asset), or any of the operations described above with
respect to FIGS, 144,

10173) ks contemplated that the steps or descriptions of FIG. 13 may be used
with any other cmmbodiment of this disclosure. fn addition, the steps and
descriptions described in relation to FIG. 13 may be done 1 alternative orders or in
parallel to further the purposes of this disclosure. For example, each of these steps
may be performed in anv order or in parallel or substantially simultancously to
reduce lag or increase the speed of the system or method. Furthermore, 1t should
be noted that any of the devices or equipment discussed in relation to FIGS. 7-8
could be used to perform one or more of the steps in FIG. 13,

{6176} The above-described embodiments of the present disclosure are presented
for purposes of iHustration and not of limitation, and the present disclosure is
limited only by the claims that follow. Furthermore, it should be noted that the
features and limitations described 1o any one embodiment may be applied to any
other embodiment hercin, and flowcharts or examples relating to one embodiment
may be combined with any other embodiment i a suitable manner, done
different orders, or done in parallel. In addition, the systems and methods
described herein may be performed tn real time. 1t should also be noted that the
systems and/or methods described above may be applied to, or used n accordance

with, other systems and/or methods.
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What 1s Claimed is:

I A method for authorizing operations associated with blocked
media assets using two-factor authentication, the method comprising;
receiving a first request to access a media asset for viewing
and a first input of a first authorization code, wherein access to the media asset is

blocked;

(51

based on determining that the received first authorization
code matches a stored first wentifier, generating for display the media asset;
subscquent to granting access to the media asset, receiving a
second request to exccoute an operation related to the media asset and a second
10 mput of a second authorization code;
based on determining that the received second authorization
code matches a stored second identifier, executing the operation related to the

media asset.

2. A mcthod for authorizing operations associated with blocked
media assets using two-factor authentication, the method comprising;
receiving a first request to access a media asset for viewing

on uscr cquipment, wherein access to the media asset 1s blocked;

(¥,

recerving a first input of a first authorization code;
determining that the received first authonization code
matches a stored first identifier granting access to view the media asset;
based on determining that the received first authorization
code maiches the stored first identifier:
10 generating the media asset for display;
receiving a second request to execute an operation
associated with the media asset;
based on receiving the second request:
querving a parental control database for
15 mformation relating to pernussible operations associated with the media asset;
determming from the information that a

second authorization code is required to execute the operation associated with the



WO 2018/080554 PCT/US2016/061756

~3

7 -

media asset, wherein the second authorization code is generated periodically as a
function of time by a token mechanism remote from the user equipment;
20 recelving a second input of the second
authorization code generated at a first ime;
transmitting, to an authornzation database, the
second authonization code generated at the tirst time;
in response to transmitting, to the
25 authorization database, the second authorization code generated at the first time,
receiving an indication granting authorization o execute the operation associated
with the media asset based on the transmitted second authorization code matching
a second identifier generated at the first ime; and
based on receiving the indication that the
30 recetved second authorization code maiches the stored second identifier, executing

the operation related to the media asset.

3. The method of claim 2, wherein determining that the
recerved first authorization code matches the first stored identifier granting access
to view the media assct comprises:

retrieving, from a field in the parental control database

(]

inclading a plarality of entries with stored identifiers associated with users, the first
stored 1dentifier;
determining whether the first stored identifier matches the

recetved authorization code by comparing characters of the first stored identifier
with characters of the received authorization code; and
i0 in response to determining that the first stored identifier
matches the received authorization code:

retrieving a value from a field associated with the
first stored identifier; and

determining whether the user identified by the first

15 stored dentifier has access to the media asset based on the value,

4. The method of claim 2, wherein generating for display the

media asset comprises:
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generating an instruction to allow access to view the media

asset for a predetermined period of time;

k! executing the instruction, wherein the mstruction stores a
temporary indication, in a field associated with the first stored identifier in the
parental control database, to allow access to view the media asset;

in response to executing the instruction, monitoring an
elapsed time; and
10 in response to determining the elapsed time exceeds the

predetermined period of time, deleting the temporary indication to allow access to

view the media asset.

5. The method of claim 2, further comprising:

recetving a user input to schedule the media asset for
storage;

in response to receiving the user input, generating for

5 display a user intertace with a plurality of selectable options for restricting access

to a corresponding plurality of operations;

recciving a selection of a selectable option for restricting
access to a corresponding operation; and

n response to receiving the selection, storing

o0

in the parental
10 control database, information that the operation requires the second authorization

code.

6, The method of ¢lain 2, further comprising:

10 response to receiving an indication not granting
authorization to execute the operation associated with the media asset based on the
transmitted second authornzation code not matching the second identifier generated

5 at the first ime, querying the parcntal control database to determine whether there
i3 an alternate second authorization code to allow the operation; and

in responsc to determining that there 1s the alternate second
authorization code to allow the operation, generating for display an mdication to

input the altemate second authorization code.

4

The method of claim 2, further comprising:



WO 2018/080554 PCT/US2016/061756

~3

4 -

accessing a user database including identifiers of users who
have accessed the media asset;

retrieving, from a field in the user database associated with

5 an identifier, contact information for a device associated with a user who has
accessed the media asset; and
transmutting, to the device based on the contact mformation,
a notification to the user that the operation associated with the media asset has
been received.
g. The method of claim 7, wherein the field 1s a first ficld,
further comprising:
recciving, from the device, an indication to prevent the
operation; and
5 storing the indication in a second field of the parental

control database associated with the media asset, wherem the indication prevents

the operation from being execute

9. The method of claim 2, wherein the user equipment is first
user equipment, and wherein executing the operation related to the media asset
COMPIISes:

accessing blocks of memory contamning data corresponding
5 1o the media agset; and
copying the data contaimed in the blocks of memory

corresponding to the media asset o second user equipment.

10. The method of claim 9, further comprising:
in response to copying the data, storing, in a field associated
with the media asset in the parental control database, an indication that the media

asset has been copied to the second user equipment;

LA

receiving a third request to access the media asset on the
first user equipment; and
preventing access to the media asset on the first user

equipment while the media asset is copied on the second user equuipment.
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11, The method of claim 2, wherein executing the operation
related to the media asset comprises:
accessing a viewing progress data structure containing
currently stored media assets; and
storing, 1n a ficld for the media asset, an mdication that the

media asset has been viewed to completion

12. A system for authorizing operations associated with blocked
media assets using two-factor authentication, the system comprising:
control circuitry configured to:
receive a first request to access a media asset for
viewing on user equipment, wherein aceess to the media asset is blocked;
receive a first input of a first authorization code;
determine that the received first authorization code
matches a stored first identifier granting access to view the media asset;
based on determuning that the received first
authorization code matches the stored first identifier:
generate the media asset for display;
receive a second request 10 execute an
operation associated with the media asset;
based on receiving the second request:
query a parental control database for
information relating to permissible operations associated with the media asset;
determine from the mformation that a
second authorization code 1s required to execute the operation associated with the
media asset, wherein the second authorization code is generated periodically as a
function of time by a token mechanism remote trom the user equipment;
recetve a second input of the second
authorization code gencrated at a first time;
transmit, to an authorization database,

the second authorization code generated at the first time;
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in response to transmitting, to the
authonzation database, the second authorization code generated at the first ime,
recetve an indication granting authorization to execute the operation associated
with the media asset based on the transmitted second authorization code matching
a second identifier generated at the first time; and

based on receiving the indication that
the received second authorization code matches the stored second identifier,

gxecute the operation related to the media asset.

13, The system of claim 12, wherein the control circuitry is
further configured, when deternuining that the received first authorization code
matches the first stored identifier granting access to view the media asset, to:

retrieve, from a field in the parental control database
including a plurality of entries with stored identifiers associated with users, the first
stored identifier;
determine whether the first stored identifier matches the
recetved authorization code by comparing characters of the first stored dentifier
with characters of the received authorization code; and
in response to determining that the first stored dentifier
matches the received authorization code:
retrigve a value from a figld associated with the first
stored identificr; and
determine whether the user identified by the first

stored 1dentifier has access to the media asset based on the value.

14, The system of claim 12, whercin the control civeuitry is
turther configured, when generating for display the media asset, to:
generate an instruction to allow access to view the media
asset for a predetermined period of time;
execute the instruction, wheremn the instruction stores a
temporary indication, in a field associated with the first stored identifier in the

parental control database, to allow access to view the media asset;
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in response to exocuting the instruction, monitor an elapsed
time; and
10 in response to determining the ¢lapsed time exceeds the
predetermmined period of time, delete the temporary mmdication to allow access to

view the media asset.

15, 'The svstem of claim 12, wherein the control circuitry is
further contigured to:
receive a user input to schedule the media asset for storage;

in response to recetving the user input, generate for display a

L

user interface with a plurality of selectablc options for restricting access to a
corresponding plurality of operations;

reccive a selection of a selectable option for restricting
access 1o a corresponding operation; and

in response to receiving the sclection, store, in the parental
10 control database, information that the operation requires the second authorization

code.

16, The system of claim 12, whercin the control circuitry is
further configured to:
in response to receiving an indication not granting

authonzation to execute the operation associated with the media asset based on the

A

transmitted second authorization code not matching the second identifier gencrated
at the first time, query the parental control database to determine whether there is
an alternate second authorization code to allow the operation; and

in response to determining that there 1s the alternate second
authorization code to allow the operation, generate for display an indication o

10 1oput the alternate second authorization code.

17.  'The system of claim 12, wherein the control circuitry is
further configured to:
access a user database including identifiers of users who

have accessed the media asset;
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retrieve, from a ficld in the user database associated with an
ideniifier, contact information for a device associated with a user who has accessed
the media assel; and

transmit, to the device based on the contact information, a
notification to the user that the operation associated with the media asset has been

received.

18 'The system of claim 17, wherein the ticld is a first field, and
wherein the control circuitry 1s further configured to:
recetve, from the device, an indication to prevent the
operation; and
store the mmdication in a second field of the parental control
database associated with the media asset, wherein the mdication prevents the

operation from being executed.

19, Fhe system of claim 12, whereimn the user equipment is first
user equipment, and wherein the control circuitry is configured, when exccuting
the operation related {o the media asset, to:

access blocks of memory containing data corresponding to
the media asset; and
copy the data contained in the blocks of memory

corresponding to the media asset to second user equipment.

20, The svstem of claim 19, wherewn the control circuitry is

further configured to:

in response to copying the data, store, in a ficld associated
with the media asset in the parental control database, an indication that the media
asset has been copied to the second user equipment;

receive a third request to access the media asset on the first
user equipment; and

prevent access to the media asset on the first user equipment

while the media asset 1s copied on the second user equipment.
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21, Thesystem of claim 12, wherein the control circuitry is
further configured, when executing the operation related to the media asset, o
access a viewing progress data structure containing currently

stored media assets; and

3 store, in a field for the media asset, an indication that the
media asset has been viewed to completion
22, An apparatus for authorizing operations associated with
blocked media assets using two-factor authentication, the system comprising;
means for receiving a first reguest (o access a media asset
for viewing on user equipment, whercin access to the media asset s blocked;
5 means for receiving a first input of a first authorization code;
means for determining that the recetved first authonzation
code maiches a stored first identifier granting access to view the media asset;
based on determining that the received first authorization
code matches the stored first identificr:
10 means for generating the media asset for display;

means for receiving a second request to execuie an
operation associated with the media asset;
based on receiving the second request:
means for queryving a parental control
15 database for information relating to permissible operations associated with the
media asset;
means tor determining from the information
that a second authorization code 1s required to execute the operation associated
with the media asset, wherein the second authorization code is generated
20 periodically as a function of time by a token mechanism remote from the user
cquipment;
means for receiving a second inpat of the
second authorization code generated at a first time;

means for transmitting, to an authorization

"]
(¥,

database, the second authorization code generated at the first time;
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means for, in response to transmitting, to the
authonzation database, the second authorization code generated at the first ime,
recciving an indication granting authorization to execute the operation associated

with the media asset based on the transmitted second authorization code matching

(S
<

a second identifier generated at the first time; and
means for, based on receiving the indication
that the received second authonzation code matches the stored second identifier,

gxecuting the operation related to the media asset.

~

23.  The apparatus of claim 22, wherein the means for
determining that the recetved first authorization code matches the first stored
wdentifier granting access to view the media asset comprise:

means for retrieving, from a ficld in the parental control

5 database including a plurality of entrics with stored identifiers associated with

users, the first stored identifier;

means for determining whether the first stored identifier
matches the received authorization code by compartng characters of the first stored
wdentifier with characters of the received authorization code; and

10 in response to determining that the first stored 1dentifier

matches the recetved authorization code:
means for retrieving a value from a field associated
with the first stored identifier; and

means for determining whether the user identified by

15 the first stored identifier has access to the media asset based on the value.

24, The apparatus of claim 22, wherein the means for generating
for display the media asset comprise:
means for generating an instruction to allow access to view

the media asset for a predetermined period of time;

A

means for executing the instruction, wherein the instruction
stores a temporary indication, in a field associated with the first stored identifier in

the parental control database, to allow access to view the media asset;



WO 2018/080554 PCT/US2016/061756

10

(51

10

A

10

- 81 -

means for, in response to executing the instruction,
monitoring an clapsed time; and

means for, in regponse to determining the elapsed time
exceeds the predetermined period of time, deleting the temporary indication to

allow access to view the media asset.

25 The apparatus of claim 22, further comprising:

means for receiving a user input to schedule the media asset
for storage;

means for, in response (o receiving the user nput, generating
for display a user interface with a plurality of sclectable options for restricting
access to a corresponding plurality of operations;

means for recerving a sclection of a selectable option for
restricting access t0 a corresponding operation; and

means for, in response to receiving the selection, storing, in
the parental control database, information that the operation reguires the second

authonzation code.

26.  The apparatos of claim 22, further comprising:

means for, in response to receiving an indication not
granting authonzation to execute the operation associated with the media asset
based on the transmitted second authorization code not matching the second
wdentifier generated at the first time, querying the parental control database to
determine whether there is an aliernate second authorization code to allow the
operation; and

means for, in response to determining that there is the
alternate second authorization code to allow the operation, generating for display

an indication to input the alternate second authorization code.

27. The apparatus of claim 22, further compnsing:
means for accessing a user database including identifiers of

users who have accessed the media asset;
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means for retrieving, from a ficld 1o the user database
5 associated with an identificr, contact information for a device associated with a
user who has acecessed the media asset; and
means for transmitting, to the device based on the contact
information, a notification to the user that the operation associated with the media

asset has been received.

28 The apparatus of claim 27, wherein the ficld 15 a first ficld,
further comprising:
means for receiving, from the device, an indication to

prevent the operation; and

(¥,

means for storing the indication n a second field of the
parental control database associated with the media asset, wherein the indication

prevents the operation from being executed.

29.  The apparatus of claim 22, wheremn the aser equipment is
first user equipment, and wheremn the means for executing the operation related to
the media asset comprise:

means for accessing blocks of memory containing data
5 corrgsponding to the media asset; and
means for copying the data contained in the blocks of

memory corresponding to the media asset to second user equipment.

30.  The apparatus of claim 29, further compnising:
means for, in response to copying the data, storing, in a field
associated with the media asset in the parental control database, an indication that
the media asset has been copied to the second user equipment;
5 means for receiving a third request to access the media asset
on the first user equipment; and
means for preventing access to the media asset on the first

user equipment while the media asset is copied on the second user equipment.

31, 'The apparatus of claim 22, wherein the means for executing

the operation related to the media asset comprise:
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means for accessing a viewing progress data structure

containing currently stored media assets; and

A

means for storing, in g ficld for the media asset, an

indication that the media asset has been viewed to completion.

32, A non-transitory machine-readable medium comprising
memory with instructions encoded thereon for authonzing operations associated
with blocked media assets using two-factor authentication, the mstructions

comprising:

A

instructions to receive a first request to access a media asset
for viewing on user equipment, wherein access to the media asset is blocked;
instructions to receive a first nput of a first authorization
code:;
instructions to determine that the received first authorization
19 code matches a stored first identifier granting access to view the media asset;
based on determining that the received tirst authonzation
code matches the stored first identifier:
mstructions to generate the media asset for display;
mstructions to receive a second request (o execute an
15 operation associated with the media asset;
based on receiving the second request:
mstructions to query a parental control
database for information relating to permissible operations associated with the
media asset;

20 instructions to determine from the
information that a second authorization code is required o execute the operation
associated with the media asset, wherein the second authorization code 1s
generated pericdically as a function of time by a token mechanism remote from the
user equipment;

25 mstructions 1o receive a second input of the

second authorization code generated at a first ime;

instructions o transmit, 1o an authonzation

database, the second authorization code generated at the first time;
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instryctions to, in response 1o fransmitting, to
30 the authorization database, the second authorization code generated at the first
hime, recetve an indication granting authorization to execute the operation
associated with the media asset based on the transmitted second authorization code
matching a second identifier generated at the first time; and
instructions to, based on receiving the

mndication that the recetved second authorization code matches the stored second

52
(]

identifier, execute the operation related to the media asset.

33. The non-transitory machine-readable medium of claim 32,
wherein the instructions to determine that the received first authorization code
matches the first stored identifier granting access to view the media asset comprise:

nstructions to retrieve, from a field in the parental control
5 database including a plurality of entrics with stored identifiers associated with
users, the first stored identifier;
instructions to determine whether the first stored identifier
matches the received authorization code by compartng characters of the first stored
wdentifier with characters of the received authorization code; and
10 in response to determining that the first stored 1dentifier
matches the received authorization code:
imstructions to retrigve a value from a field
associated with the first stored identifier; and
mstructions to determine whether the user identified

15 by the first stored identifier has access to the media asset based on the value.

34, The non-transitory machine-readable medium of claim 32,
wheretn the instractions to generating for display the media asset comprise:
nstructions to gencrate an mstruction to allow access to

view the media asset for a predetermined period of time;

A

mstructions to exccute the instruction, wherein the
instruction stores a temporary indication, in a field associated with the first stored

wdentificr in the parental control database, to allow access to view the media asset;
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instructions to, in response to exccuting the instruction,
monifor an elapsed time; and
10 instructions to, in response to determining the elapsed time
exceeds the predetermined penod of time, delete the terporary indication to allow

access to view the media asset.

35, The non-transitory machine-readabie medium of claim 32,
the instructions further comprising:
wnstructions to receive a user input to schedule the media

assct for storage;

L

instructions to, in response to receiving the user mput,
generate for display a user interface with a plurality of selectable options for
restricting access to a corresponding phlurality of operations;

instructions to receive a selection of a selectable option for
restricting access to a corresponding operation; and
10 wnstructions to, in response to receiving the selection, store,
in the parental control database, information that the operation requires the second

authonzation code.

36. The non-transitory machine-readabie medium of claim 32,
the instructions further comprising:
mstructions to, in response to receiving an indication not

granting authorization to execute the operation associated with the media asset

h

based on the transmitted second authorization code not matching the second
wdentificr generated at the first time, query the parental control database to
determine whether there is an alternate second authornzation code to allow the
operation; and

nstructions 1o, in response to determining that there is the
10 alternate second authorization code to allow the operation, generate for display an

mdication to mput the alternate second authorization code.

37 The non-transitory machine-readable medium of claim 32,

the instructions further comprising:
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instructions to access a user database including dentifiers of

users who have accessed the media asset;

A

mstructions to retrieve, from a ficld in the uyser database
associated with an identifier, contact mmformation for a device associated with a
user who has accessed the media asset; and

mstructions to transmat, to the device based on the contact
information, a notification to the user that the operation associated with the media

10 asset has been received.

38. The non-transitory machine-readable medium of claim 37,
wherein the field is a first ficld, and wherein the instructions further comprise:
mstructions to recetve, from the device, an indication to
prevent the operation; and
5 instructions to store the indication in a second field of the
parental control database associated with the media asset, wherein the indication

prevents the operation from being executed.

Rl

39, The non-transitory machine-readable medium of claim 32,
wherein the user equipment 15 first user equipment, and wherein the instructions to
gxecute the operation related to the media asset comprise:

instructions to access blocks of memory containing data
5 corresponding to the media asset; and
instructions to copy the data contained i the blocks of

memory corresponding to the media asset to second user eguipment,

40.  The non-transifory machine-readable medium of claim 39,
the instructions further comprising:
wnstructions to, in response to copying the data, storing, in a

field associated with the media asset in the parental control database, an indication

h

that the media asset has been copied to the second user equipment;

instructions to receive a third request to access the media
asset on the first user equipment; and

instructions to prevent aceess to the media asset on the first

user equipment while the media asset is copied on the second user equipment.
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41. The non-transitory machine-readable medium of claim 32,
wherein the instructions o execute the operation related to the media asset
COMPTiSe:

instructions to access a viewing progress data structure
containing currently stored media asscts; and
mstructions o store, in a ficld for the media asset, an

indication that the media asset has been viewed to completion.

42, A method for authorizing operations associated with blocked
media assets usmg two-factor authentication, the method comprising:
recetving a first request to access a media asset for viewing
on user equipment, wherein access to the media asset 1s blocked;
recciving a first input of a first authorization codg;
determining that the received first authorization code
matches a stored first identifier granting access to view the media asset;
based on determining that the received first authornization
code matches the stored first identitier:
generating the media asset for display;
recetving a second request to execuie an operation
associated with the media asset;
based on receiving the second request:
querying for information relating to
permissible operations associated with the media asset;
determining from the information that a
second authorization code 1s required to execute the operation associated with the
media asset, wherein the second authorization code is generated periodically as a
function of time by a token mechanism remote trom the user equipment;
receiving a second mput of the second
authorization code gencrated at a first time;
transmitting, to an authonzation database, the

sccond authorization code generated at the first time;
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in response to transmitting, to the
25 authonzation database, the second authorization code generated at the first ime,
recciving an indication granting authorization to execute the operation associated
with the media asset based on the transmitted second authorization code matching
a second identifier generated at the first time; and
based on receiving the indication that the
30 recetved second authorization code maiches the stored second identifier, executing

the operation related to the media asset.

43. The method of claim 42, wherein further comprising:
retrieving, from a field in a parental control database
ncluding a plurality of entries with stored identifiers associated with users, the first
stored identifier;

5 determining whether the first stored identifier matches the
received authorization code by comparing characters of the first stored identifier
with characters of the received authorization code; and

in responsc to determining that the first stored identifier
matches the received authorization code:

10 retrieving a value from a field associated with the

first stored identifier; and
determining whether the user identified by the first

stored wdentifier has access to the media asset based on the value.

44, The method of any of claimg 42-43, further comprnigsing:
generating an instruction to allow access to view the media
asset for a predetermined period of time;
executing the mstruction, wherein the nstruction stores a
5 temporary indication, in a ficld associated with the first stored identifierina
parental control database, to allow access to view the media asset;
in responsc to exceuting the instruction, moniforing an

clapsed time; and
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in response to determining the elapsed time exceeds the
10 predetermined period of time, deleting the temporary indication to allow access (o

view the media asset.

43, The method of any of claims 42-44, further comprising;

recetving a user input to schedule the media asset for
storage;

in response to receiving the user input, generating for

5 display a user interface with a plurality of selectable options for restricting access

to a corresponding plurality of operations;

recciving a selection of a selectable option for restricting
access to a corresponding operation; and

n response to receiving the selection, storing

o0

in a parental
10 control database, information that the operation requires the second authorization

code.

46, The method of anv of claims 4243, further compnsing:

in response to receiving an mdication not granting
authorization to execute the operation associated with the media asset based on the
transmitted second authornzation code not matching the second identifier generated

5 at the first time, guerying a parental contro! database 1o deternuine whether there is

an alternate second authorzation code to allow the operation; and

in responsc to determining that there 1s the alternate second
authorization code to allow the operation, generating for display an indication to

input the altemate second authorization code.

47. The method of any of claims 42-46, further comprising:
accessing a user database mcluding identifiers of users who
have accessed the media asset;

retrieving. from a field in the user database associated with

(51

an identifier, contact information for a device associated with a user who has

accessed the media asset; and
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transmitting, 1o the device based on the contact mformation,
a notification to the user that the operation associated with the media asset has

been recetved.

43, The method of claim 47, wherein the field 15 a frst field,
further comprising:
receiving, from the device, an indication to prevent the
operation; and
5 storimg the indication in a second ficld of the parental
control database associated with the media asset, wherein the indication prevents

the operation from being cxecuted.

49, The method of any of claims 42-47 further comprising:
accessing blocks of memory contamning data corresponding
1o the media agset; and

copying the data contaimed in the blocks of memory

5 corresponding to the media asset to second user equipment.
50. The method of claim 49, further comprising:
in response to copying the data, storing, in a field associated
with the media asset in the parental control database, an indication that the media
asset has been copied to the second user equipment;
5 recetving a third request to access the media asset on the

first user equipment; and
preventing access to the media asset on the first user

equipment while the media asset is copied on the second user equipment,

5t The method of any of claims 42-30, further comprising:
acoessing a viewing progress data structure containing
currently stored media assets; and
stoning, in a ficld for the media asset, an indication that the

5 media asset has been viewed to completion
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