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DEBUGGABLE OBFUSCATED SCRIPT Web page in the client on the condition that the key can be 
found in the fixed storage in response to the query , but 

BACKGROUND OF THE INVENTION otherwise selecting the un - encrypted reference so as to 
retrieve the obfuscated form of the script upon loading the 

Field of the Invention 5 Web page in the client . The method additionally includes 
serving the Web page to the client over a computer com 

The present invention relates to code obfuscation . munications network in response to a request by the client to 
retrieve the Web page . 

Description of the Related Art In one aspect of the embodiment , the key is stored in a 
cookie in the fixed storage of the client . In another aspect of Code obfuscation refers to the deliberate act of creating the embodiment , the script is script interpretable in a virtual source or machine code that is difficult for humans to machine and , for example , comports with the Javascript understand . Like obfuscation in natural language , code 

obfuscation may incorporate nonsensical or unintelligible scripting language . In yet another aspect of the embodiment , 
the network reference is a uniform resource locator ( URL ) . content , excessive verbiage and the like in order to compose 

programmatic statements . Program code is often obfuscated Finally , in even yet another aspect of the embodiment , the 
selection directive further confirms a checksum of the to protect the intellectual property reflected in the program 

code and to prevent a malicious actor from reverse engi decrypted form of the encrypted network reference before 
neering a proprietary computer program . Mechanically , permitting a selection of the decrypted form of the encrypted 
obfuscation tools achieve obfuscation by encrypting some or 20 network reference . 
all of the program code , stripping out from the program code In another embodiment of the invention , a data processing 
potentially revealing meta - data , renaming useful class and system is configured for generating debuggable obfuscated 
variable names to meaningless labels or adding unused or script . The system includes a host computing system com 
meaningless code to an application binary . Thus , a conven- prising at least one computer with memory and at least one 
tional obfuscation tool may be used to automatically convert 25 processor and a Web server adapted to serve a Web page to 
straight - forward source code into a program that works the a requesting client . The system additionally includes a code 
same way , but is much harder to read and understand . obfuscation module embedded in the Web page . The module 
Code obfuscation finds ready application in the use of includes programmatic code that includes a query to a data 

scripted elements of a Web page distributed by a Web server store of the requesting client for a key disposed within fixed 
over the World Wide Web . Generally , automated code obfus- 30 storage of the client , both an encrypted network reference to 
cation tools respond to a request for a Web page containing an un - obfuscated , clear form of a script , the encrypted 
programmatic script elements such as script conforming to network reference being decryptable with the key , and also 
the Javascript type scripting language by identifying the an un - encrypted reference to an obfuscated form of the 
script elements amongst the markup elements of the Web script and a selection directive configured to select and 
page and processing the clear script elements into obfus- 35 decrypt the encrypted network reference so as to retrieve the 
cated script elements and replacing the clear script elements un - obfuscated , clear form of the script upon loading the Web 
in the Web page with the obfuscated script elements before page in the client on the condition that the key can be found 
serving the Web page to a requesting client . In the absence in the fixed storage in response to the query , but otherwise 
of an error in run - time interpretation and execution of the selecting the un - encrypted reference so as to retrieve the 
obfuscated script elements , no one is the wiser . However , 40 obfuscated form of the script upon loading the Web page in 
when an error does occur , debugging becomes required . the client . 

Generally , debugging errant script elements in a Web page Additional aspects of the invention will be set forth in part 
requires little more than reviewing a log of error messages in the description which follows , and in part will be obvious 
to identify the errant code and also any corresponding from the description , or may be learned by practice of the 
variables and associated line numbers so as to correlate the 45 invention . The aspects of the invention will be realized and 
errors with the offending portions of the code . But , once the attained by means of the elements and combinations par 
script elements have become obfuscated , it may not be ticularly pointed out in the appended claims . It is to be 
possible to identify a correlation between the offending understood that both the foregoing general description and 
portions of the code and respective entries in the error log . the following detailed description are exemplary and 

50 explanatory only and are not restrictive of the invention , as 
BRIEF SUMMARY OF THE INVENTION claimed . 

Embodiments of the invention address deficiencies in BRIEF DESCRIPTION OF THE SEVERAL 
code obfuscation and provide for a novel and non - obvious VIEWS OF THE DRAWINGS 
method , system and computer program product for the 55 
generation of debuggable obfuscated script . A method for The accompanying drawings , which are incorporated in 
generating debuggable obfuscated script includes embed- and constitute part of this specification , illustrate embodi 
ding into a Web page , a query to a data store of a client ments of the invention and together with the description , 
requesting the Web page for a key disposed within fixed serve to explain the principles of the invention . The embodi 
storage of the client . further embedding into the web page 60 ments illustrated herein are presently preferred , it being 
both an encrypted network reference to an un - obfuscated , understood , however , that the invention is not limited to the 
clear form of a script , the encrypted network reference being precise arrangements and instrumentalities shown , wherein : 
decryptable with the key , and also an un - encrypted reference FIG . 1 is pictorial illustration of a process for generating 
to an obfuscated form of the script and yet further embed- debuggable obfuscated script ; 
ding into the Web page , a selection directive selecting and 65 FIG . 2 is a schematic illustration of a data processing 
decrypting the encrypted network reference so as to retrieve system configured for generating debuggable obfuscated 
the un - obfuscated , clear form of the script upon loading the script ; and , 
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FIG . 3 is a flow chart illustrating a process for generating machine , such as a Javascript conformant script , utilizing the 
debuggable obfuscated script . stored key . Otherwise , the program code utilizes an unen 

crypted reference to an obfuscated form of the same 
DETAILED DESCRIPTION OF THE Javascript conformant script . Thereafter , the script is 

INVENTION 5 retrieved in accordance with the selected reference and 
included in the Web page . Finally , Web server 240 returns 

Embodiments of the invention provide for the generation the Web page to the requesting client . 
of debuggable obfuscated script . In accordance with an In event yet further illustration of the operation of the 
embodiment of the invention , programmatic code is embed- code obfuscation module 300 , FIG . 3 is a flow chart illus 
ded into a Web page and is adapted to include a query to a 10 trating a process for generating debuggable obfuscated 
data store for a key disposed in fixed storage of a client script . Beginning in block 310 , a Web page request for a Web 
recipient of the Web page . An encrypted network reference page is received from over the Internet from a Web browser 
to an un - obfuscated , clear form of the code is also embedded client of a remotely disposed computer . In block 320 , it is 
in the programmatic code of the Web page , the encrypted determined if a cookie containing a key is present in the 
network reference being decryptable with the key . As well , 15 remotely disposed computer and accessible through the Web 
an un - encrypted reference to an obfuscated form of the code browser client . In decision block 330 , if it is determined that 
is embedded in the programmatic code . Finally , the Web the key is included in a cookie present in the remotely 
page includes a selection directive selecting and decrypting disposed client , in block 340 an encrypted URL is selected 
the encrypted network reference so as to retrieve the un- and in block 350 , the encrypted URL is decrypted utilizing 
obfuscated , clear form of the code upon loading the Web 20 the key retrieved from the cookie . Otherwise , an unen 
page in the client on the condition that the key can be found crypted URL is selected in block 360. Thereafter , in block 
in the fixed storage in response to the query , but otherwise 370 a script associated with the selected URL is retrieved 
selecting the un - encrypted reference so as to retrieve the and embedded in the Web page . Finally , in block 380 the 
obfuscated form of the code upon loading the Web page in Web page including the retrieved script is served over the 
the client . Finally , the Web page is served to the client over 25 Internet to the remotely disposed client computer for display 
a computer communications network . in the Web browser client by which the script is interpreted 

In further illustration , FIG . 1 pictorially shows a process in a virtual machine of the remotely disposed computer . 
for generating debuggable obfuscated script . As shown in The present invention may be a system , a method , and / or 
FIG . 1 , a Web page 160 includes embedded herein two a computer program product at any possible technical detail 
different references 110A , 110B to two different scripts— 30 level of integration . The computer program product may 
one encrypted and one unencrypted . The encrypted refer- include a computer readable storage medium ( or media ) 
ence 110B may be decrypted utilizing a corresponding key having computer readable program instructions thereon for 
190 whereas the unencrypted reference 110A requires no causing a processor carry out aspects of the present 
key in order to be interpreted as a reference to a correspond- invention . 
ing script . In response to a client 180 issuing to a corre- 35 The computer readable storage medium can be a tangible 
sponding server 100 from over the Internet 170 a request for device that can retain and store instructions for use by an 
the Web page 160 , a get key directive 120 disposed within instruction execution device . The computer readable storage 
the Web page 160 attempts to retrieve the key 190 presum- medium may be , for example , but is not limited to , an 
ably stored within the client 180. If the get key directive 120 electronic storage device , a magnetic storage device , an 
is able to locate the stored key 190 , the get key directive 120 40 optical storage device , an electromagnetic storage device , a 
decrypts the encrypted reference 110B with the stored key semiconductor storage device , or any suitable combination 
190 so as to produce a reference 130 to a script that is of the foregoing . A non - exhaustive list of more specific 
unobfuscated . However , if the get key directive 120 is examples of the computer readable storage medium includes 
unable to locate the stored key 190 in the client 180 , the get the following : a portable computer diskette , a hard disk , a 
key directive 120 returns the unencrypted reference 110A as 45 random access memory ( RAM ) , a read - only memory 
the reference 130 to a script that is obfuscated . Thereafter , a ( ROM ) , an erasable programmable read - only memory 
retrieve script directive 140 retrieves a script 150 utilizing ( EPROM or Flash memory ) , a static random access memory 
the reference 130. Finally , the Web server 100 provides the ( SRAM ) , a portable compact disc read - only memory ( CD 
Web page 160 to the requesting client 180 . ROM ) , a digital versatile disk ( DVD ) , a memory stick , a 

The process described in connection with FIG . 1 may be 50 floppy disk , a mechanically encoded device such as punch 
implemented in a data processing system . In yet further cards or raised structures in a groove having instructions 
illustration , FIG . 2 is a schematic illustration of a data recorded thereon , and any suitable combination of the fore 
processing system configured for generating debuggable going . A computer readable storage medium , as used herein , 
obfuscated script . The system includes a host computer that is not to be construed as being transitory signals per se , such 
includes memory 210 and at least one processor 220. An 55 as radio waves or other freely propagating electromagnetic 
operating system 230 executes in the memory 210 by the at waves , electromagnetic waves propagating through a wave 
least one processor 220 and supports the operation of a Web guide or other transmission media ( e.g. , light pulses passing 
server 240 adapted to respond to different requests by through a fiber - optic cable ) , or electrical signals transmitted 
different communicatively coupled clients for Web pages by through a wire . 
serving the Web pages to the requesting ones of the clients . 60 Computer readable program instructions described herein 

Notably , the system includes a code obfuscation module can be downloaded to respective computing / processing 
300. The module 300 includes program code enabled upon devices from a computer readable storage medium or to an 
execution in the memory 210 of the host computer to external computer or external storage device via a network , 
respond to a request for a Web page by determining if a for example , the Internet , a local area network , a wide area 
stored key is present in the requesting client within a cookie . 65 network and / or a wireless network . The network may com 
If so , the program code decrypts an encrypted reference to prise copper transmission cables , optical transmission fibers , 
an unobfuscated form of a script interpretable in a virtual wireless transmission , routers , firewalls , switches , gateway 
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computers and / or edge servers . A network adapter card or steps to be performed on the computer , other programmable 
network interface in each computing / processing device apparatus or other device to produce a computer imple 
receives computer readable program instructions from the mented process , such that the instructions which execute on 
network and forwards the computer readable program the computer , other programmable apparatus , or other 
instructions for storage in a computer readable storage 5 device implement the functions / acts specified in the flow 
medium within the respective computing / processing device . chart and / or block diagram block or blocks . 

Computer readable program instructions for carrying out The flowchart and block diagrams in the Figures illustrate 
operations of the present invention may be assembler the architecture , functionality , and operation of possible 
instructions , instruction - set - architecture ( ISA ) instructions , implementations of systems , methods , and computer pro 
machine instructions , machine dependent instructions , 10 gram products according to various embodiments of the 
microcode , firmware instructions , state - setting data , con present invention . In this regard , each block in the flowchart 
figuration data for integrated circuitry , or either source code or block diagrams may represent a module , segment , or 
or object code written in any combination of one or more portion of instructions , which comprises one or more 
programming languages , including an object oriented pro executable instructions for implementing the specified logi 
gramming language such as Smalltalk , C ++ , or the like , and 15 cal function ( s ) . In some alternative implementations , the 
procedural programming languages , such as the “ C ” pro functions noted in the blocks may occur out of the order 
gramming language or similar programming languages . The noted in the Figures . For example , two blocks shown in 
computer readable program instructions may execute succession may , in fact , be executed substantially concur 
entirely on the user's computer , partly on the user's com rently , or the blocks may sometimes be executed in the 
puter , as a stand - alone software package , partly on the user's 20 reverse order , depending upon the functionality involved . It will also be noted that each block of the block diagrams computer and partly on a remote computer or entirely on the 
remote computer or server . and / or flowchart illustration , and combinations of blocks in 

In the latter scenario , the remote computer may be con the block diagrams and / or flowchart illustration , can be 
nected to the user's computer through any type of network , implemented by special purpose hardware - based systems 
including a local area network ( LAN ) or a wide area network 25 that perform the specified functions or acts or carry out 
( WAN ) , or the connection may be made to an external combinations of special purpose hardware and computer 

instructions . computer ( for example , through the Internet using an Inter We claim : net Service Provider ) . In some embodiments , electronic 
circuitry including , for example , programmable logic cir 1. A method for generating debuggable obfuscated script , 
cuitry , field - programmable gate arrays ( FPGA ) , or program the method comprising : 
mable logic arrays ( PLA ) may execute the computer read embedding into a Web page , a query to a data store of a 
able program instructions by utilizing state information of client requesting the Web page for a key disposed 
the computer readable program instructions to personalize within fixed storage of the client ; 
the electronic circuitry , in order to perform aspects of the further embedding into the Web page both an encrypted 

network reference to an un - obfuscated , clear form of a present invention . 
Aspects of the present invention are described herein with script , the encrypted network reference being decrypt 

reference to flowchart illustrations and / or block diagrams of able with the key , and also an un - encrypted reference to 
methods , apparatus ( systems ) , and computer program prod an obfuscated form of the script ; 
ucts according to embodiments of the invention . It will be yet further embedding into the Web page , a selection 
understood that each block of the flowchart illustrations 40 directive selecting and decrypting the encrypted net 
and / or block diagrams , and combinations of blocks in the work reference so as to retrieve the un - obfuscated , clear 
flowchart illustrations and / or block diagrams , can be imple form of the script upon loading the Web page in the 
mented by computer readable program instructions . client on the condition that the key can be found in the 

These computer readable program instructions may be fixed storage in response to the query , but otherwise 
provided to a processor of a general purpose computer , selecting the un - encrypted reference so as to retrieve 

the obfuscated form of the script upon loading the Web special purpose computer , or other programmable data pro 
cessing apparatus to produce a machine , such that the page in the client ; and , 
instructions , which execute via the processor of the com serving the Web page to the client over a computer 

communications network in response to a request by puter or other programmable data processing apparatus , the client to retrieve the Web page . create means for implementing the functions / acts specified 50 
in the flowchart and / or block diagram block or blocks . These 2. The method of claim 1 , wherein the key is stored in a 
computer readable program instructions may also be stored cookie in the fixed storage of the client . 

3. The method of claim 1 , wherein the script is script in a computer readable storage medium that can direct a 
computer , a programmable data processing apparatus , and / interpretable in a virtual machine . 

4. The method of claim 3 , wherein the script comports or other devices to function in a particular manner , such that 55 
the computer readable storage medium having instructions with the Javascript scripting language . 
stored therein comprises an article of manufacture including 5. The method of claim 1 , wherein the network reference 

is a uniform resource locator ( URL ) . instructions which implement aspects of the function / act 
specified in the flowchart and / or block diagram block or 6. The method of claim 1 , wherein the selection directive 
blocks . further confirms a checksum of the decrypted form of the 

The computer readable program instructions encrypted network reference before permitting a selection of also be may 
loaded onto a computer , other programmable data process the decrypted form of the encrypted network reference . 
ing apparatus , or other device to cause a series of operational 
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