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NUMBER-THEORETIC TRANSFORM
PROCESSING APPARATUS,
NUMBER-THEORETIC TRANSFORM
PROCESSING METHOD, AND COMPUTER
PROGRAM PRODUCT

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is based upon and claims the benefit of
priority from Japanese Patent Application No. 2020-038923,
filed on Mar. 6, 2020; the entire contents of which are
incorporated herein by reference.

FIELD

Embodiments described herein relate generally to a num-
ber-theoretic transform processing apparatus, a number-
theoretic transform processing method, and a program.

BACKGROUND

In recent years, major I'T companies have started research
on a quantum computer, which is then rapidly progressing.
Realization of a quantum computer that breaks RSA cryp-
tography or elliptic curve cryptography, i.e., public key
cryptography widely used at present, would make an infor-
mation security system using RSA cryptography or elliptic
curve cryptography insecure. Then, in preparation for a need
of shift from RSA cryptography or elliptic curve cryptog-
raphy to quantum computer-resistant cryptography (also
referred to as quantum computer-resistant public key cryp-
tography or post-quantum cryptography), research and
development of quantum computer-resist cryptography such
as lattice-based cryptography have been advanced. In pro-
cessing of lattice-based cryptography, number-theoretic
transform in which computations are performed over a
polynomial ring is performed.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram illustrating an example of a functional
configuration of a number-theoretic transform processing
apparatus according to a first embodiment;

FIG. 2 is a flowchart illustrating an example of a number-
theoretic transform processing method according to the first
embodiment;

FIG. 3 is a diagram for explaining examples of the
number-theoretic transform processing method according to
the first embodiment;

FIG. 4 is a diagram for explaining a modification of the
number-theoretic transform processing method according to
the first embodiment;

FIG. 5 is a diagram for explaining examples of a number-
theoretic transform processing method according to a second
embodiment;

FIG. 6 is a diagram for explaining examples of a number-
theoretic transform processing method according to a third
embodiment;

FIG. 7 is a diagram for explaining a first modification of
the number-theoretic transform processing method accord-
ing to the third embodiment;

FIG. 8 is a diagram for explaining a second modification
of the number-theoretic transform processing method
according to the third embodiment; and
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FIG. 9 is a diagram illustrating an example of a hardware
configuration for the number-theoretic transform processing
apparatus according to the first to third embodiments.

DETAILED DESCRIPTION

According to an embodiment, a number-theoretic trans-
form processing apparatus for a noise in lattice-based cryp-
tography, includes a processor configured to perform num-
ber-theoretic transform of the noise using a precomputation
table including a combination of products of one or more
elements that belong to a subspace of a finite field Zq and
indicate coeflicients of the noise, with one or more number-
theoretic transform constants.

Hereinafter, embodiments of a number-theoretic trans-
form processing apparatus, a number-theoretic transform
processing method, and a program will be described in detail
with reference to the accompanying drawings.

First Embodiment

One promising candidate for quantum computer-resistant
cryptography is lattice-based cryptography of which secu-
rity is based on the learning with errors (LWE) problem or
the like. For example, candidates for a standardization
process of quantum computer-resistant cryptography under
consideration by national institute of standards and technol-
ogy (NIST) include NewHope. The security of those pro-
posals for a standardization process of quantum computer-
resistant cryptography is based on the LWE problem over a
polynomial ring, such as the ring-LWE problem or the
module-LWE problem, and computations are performed
over a polynomial ring.

Lattice-based cryptography in which computations are
performed over a polynomial ring has a feature in its smaller
number of execution cycles for encapsulation and decapsu-
lation in mechanisms for key generation, encryption,
decryption, and key encapsulation than that of other lattice-
based cryptography, RSA cryptography, or elliptic curve
cryptography. Thus, a cryptography processing apparatus
according to a first embodiment increases a speed of num-
ber-theoretic transform that is main processing in lattice-
based cryptography in which computations are performed
over a polynomial ring, to strengthen the foregoing feature.

Main processing in lattice-based cryptography in which
computations are performed over a polynomial ring is a
multiplication over a polynomial ring. Suppose a polyno-
mial ring Rq=7g[x]/f(x). In this expression, q represents a
prime number, a finite field Zg=7/qZ={0, 1, . . . , q-1},
Zq[x] represents a polynomial with Zq coefficients, and a
modulus polynomial f(x) is a polynomial of degree n with
Zq coefficients.

An element a of the polynomial ring Rq is a polynomial
of degree (n-1) with Zq coefficients. Also an element b of
the polynomial ring Rq is a polynomial of degree (n-1) with
Zq coefficients. In this case, a multiplication of the element
a by the element b of the polynomial ring Rq is an operation
of computing a product of a polynomial a and a polynomial
b and dividing the product by the modulus polynomial f(x)
to obtain a remainder polynomial c¢. In computations of a
product of the polynomial a and the polynomial b, products
of coefficients al (i=0, 1, . .., (n—1)) of the polynomial a and
coefficients b, i=0, 1, . . ., (n-1)) of the polynomial b are
computed through n*-time multiplications over the finite
field Zq (Zq multiplications).

Examples of a method for speeding up a multiplication
over the polynomial ring Rq include number-theoretic trans-
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form. Number-theoretic transform allows a product of poly-
nomials to be computed through computations of a product
of coefficients of the same degree (that is, n-time Zq
multiplications). Regarding a modulus polynomial f(x)=x"+
1, modulus g, when 2n divides (g—1), number-theoretic
transform of (2nl(q—1)) can be performed in the same
manner as discrete Fourier transform. Supposing that a
degree n is the power of 2, computations can be performed
by a high-speed computing method and Zq multiplications
for number-theoretic transform are performed O(n*log(n))
times. In other words, number-theoretic transform reduces a
cost for multiplications over the polynomial ring Rq from
O(n)-time Zq multiplications to O(n*log(n))-time Zq mul-
tiplications.

One idea for further speeding up a multiplication over the
polynomial ring Rq is to speed up number-theoretic trans-
form. In number-theoretic transform of the polynomial a,
products of the powers of a number-theoretic transform
constant and coefficients al (i=0, 1, . . . , (n—1)) of the
polynomial a are computed through Zq multiplications. A
method of precomputing the powers of a number-theoretic
transform constant has already been shown in NewHope
Algorithm Specifications and Supporting Documentation
(NIST PQC Round 2), [online], searched for on Feb. 17,
2020, on the Internet <URL: https://csrc.nist.gov/CSRC/
media/Projects/Post-Quantum-Cryptogrphy/documents/
round-2/submissions/NewHope-Round?2.zip>.

In lattice-based cryptography in which computations are
performed over the polynomial ring Rq, a multiplication of
the polynomial a by a noise e is inherently essential. In a
case where the polynomial a is random, the polynomial a
remains random even though having been subjected to
number-theoretic transform. A method of omitting number-
theoretic transform of the random polynomial a has already
been shown in NewHope Algorithm Specifications and
Supporting Documentation (NIST PQC Round 2), [online],
searched for on Feb. 17, 2020, on the Internet <URL.:
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-
Cryptogrphy/documents/round-2/submissions/NewHope-
Round2.zip>. Meanwhile, the noise e is subjected to num-
ber-theoretic transform as a polynomial e of the polynomial
ring Rq according to an ordinary method.

The noise e is an element e over the polynomial ring Rq
over which its coefficients e, (i=0, 1, . . . (n—1)) are obtained
according to a certain distribution. Each of the coefficients e,
(i=0, 1, . . ., (n—1)) has a value whose absolute value is a
constrained and small value. Further, a distribution of the
coefficients e, (i=0, 1, . . ., (n—1)) is a discrete Gaussian
distribution, a uniform distribution, or the like.

In the first embodiment, a cryptography processing appa-
ratus that speeds up number-theoretic transform of a noise
will be described. Note that in the first embodiment, not only
a number-theoretic transform constant, but also the power of
a number-theoretic transform constant, will be referred to as
a number-theoretic transform constant for the sake of sim-
plicity in some cases.

Example of Functional Configuration

FIG. 1is a diagram illustrating an example of a functional
configuration of a number-theoretic transform processing
apparatus 10 according to the first embodiment. The num-
ber-theoretic transform processing apparatus 10 of the first
embodiment includes a storage 1, a processor 2, and an
output unit 3.

The storage 1 stores a precomputation table therein. The
precomputation table includes a precomputed value of a
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product included in computations of number-theoretic trans-
form processing. Details of the precomputation table will be
given later.

The processor 2 performs number-theoretic transform of
a noise in lattice-based cryptography using the precompu-
tation table.

The output unit 3 outputs a result of number-theoretic
transform performed by the processor 2.

Example of Number-Theoretic Transform Processing
Method

FIG. 2 is a flowchart illustrating an example of a number-
theoretic transform processing method according to the first
embodiment. First, the processor 2 reads out the precom-
putation table from the storage 1 (step S1). Secondly, the
processor 2 performs number-theoretic transform of a noise
in lattice-based cryptography using the precomputation table
(step S2). Subsequently, the output unit 3 outputs a result of
number-theoretic transform obtained through number-theo-
retic transform in the step S2 (step S3).

Next, details and variations of number-theoretic transform
processing of a noise using a precomputation table will be
described.

Number-theoretic transform constants ® and ¥ are set so
as to satisfy @"=1 (mod q) and y’=w (mod q). The polyno-
mial a is set as in the following expression (1).

%
|

M

I
>

Number-theoretic transform NTT(a) of the polynomial a
is set as in the following expression (2).

n—1
NTT@ =d= Za,x"
=0

@

In this case, a coefficient of the polynomial NTT(a) is
expressed by the following expression (3).

(€)

-l
a; = nyajw’]
J=0

FIG. 3 is a diagram for explaining examples of a com-
puting method.

First Method

A first method is a method in which no ingenuity is
applied. Regarding the first method, there will be described
an example in which the powers yl (i=2, 3, . . ., (n—1)) of
v and the powers ®' (i=2, 3, . . ., (n—1)) of ® are
precomputed in preparation for computations of the forego-
ing expression (3) of number-theoretic transform.

When the foregoing expression (3) of number-theoretic
transform is computed as it is, no Zq multiplication is
performed at j=0 because Y’=0°=1, and Zq multiplications
are performed twice (Yaj and aju)ij ) for each of j=1, 2, .. .,
(n—1). Thus, Zq multiplications are performed 2n(n—1) times
in number-theoretic transform as a whole. In other words, Zq
multiplications are performed O(n?) times. Hence, comput-
ing the foregoing expression (3) of number-theoretic trans-
form as it is cannot speed up number-theoretic transform
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through multiplications over the polynomial ring Rq even
with precomputation of the powers ¥=2, 3, . . ., (n—1)) of
v and the powers ®' (i=2, 3, .. ., (n—1)) of ®.

Second Method

A second method is a method using a high-speed com-
puting method. Setting the degree n to the power of 2
enables high-speed computing of the foregoing expression
(3) of number-theoretic transform. In precomputation of
products u=Y*a, of the powers ¥ of ¥ and the coefficients a;
as preprocessing, no Zq multiplication is performed at j=0
and a Zq multiplication is performed once for each
=12,..., (@1).

Subsequently, in the same manner as in path computations
in high-speed Fourier transform, when u=u+u;,,,,, at j=0,
L, ... (n/2-1) and u=u -_n,2)+u)(”/2)*uj at j=n/2, ..., (n—1)
in a first path, Zq multiplications are performed n/2 times. In
a second path, when w=u+u, ., at j=0, 1, . . ., n/4-1,
s h0 PR at =04, 0L L, n/2-1, u=uq

nid . 3ty
o' g*u(ﬂnm) atj=n/2,...,3n/4-1, and ujzug_n,4)+u)( )*uj
atj=3n/4, .. ., (n—1), Zq multiplications are performed 3n/4
times.

In the same manner as described above, Zq multiplica-
tions are performed (n—n/2) times in an i-th path. The
number of paths is equal to log(n), and thus Zq multiplica-
tions are performed the number of times equal to a result of
subtracting one from (n—1)4+n/2+3n/4+ . . . +(n—1)=(n—1)+
n*log(n)—n=n*log(n) in a high-speed computing method.
That is, in a case where a high-speed computing method for
number-theoretic transform is used, Zq multiplications are
performed O(n*log(n)) times, thereby achieving speed up
through multiplications over the polynomial ring Rq.

Next, a case where number-theoretic transform of the
noise e is further speeded up will be described.

Third Method

A third method is a method using a high-speed computing
method with utilization of a property of the noise e. A
property by which each noise coefficient e, (i=0, 1, . . .,
(n—1)) has a value whose absolute value is a constrained and
small value is applied to path computations corresponding to
ahigh-speed computing method. The noise coefficients e; are
indicated by (2k+1) elements included in a set {-k,
—(k-1),...,0,1,...,k}, for example. Further, in a case
where the noise coefficients e; are indicated by positive
numbers, for example, the noise coefficients e, are indicated
by (2k+1) elements included in a set {q—k, g—(k—1), ..., 0,
1,...,k}, for example. In this regard, k represents a positive
number (k=8, for example) and q represents a number
satisfying k<<q.

Supposing that possible values of the noise coefficients e
are constrained to 2k+1 in which k is a positive integer,
products u=Y;*¢; of the powers v of v and the coefficients e,
have n*(2k+1) possible values. Precomputing the n*(2k+1)
possible values eliminates a need for a Zq multiplication in
preprocessing. Also the products o™ 2)*uj in the first path
have n*(2k+1) possible values because ®»™? has one pos-
sible value. Precomputing the n*(2k+1) possible values also
eliminates a need for a Zq multiplication in the first path. In
and after the second path, supposing that Zq multiplications
are performed n times, Zq multiplications are performed
(n*log(n)—n) times, thereby speeding up number-theoretical
transform processing.

Fourth Method

A fourth method is a number-theoretic transform process-
ing method according to the first embodiment. The above-
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described high-speed noise computing method (the third
method) receives little benefits from speeding-up in relation
to the volume of precomputation. There is conceived a
method of computing at a higher speed with the same
volume of precomputation. According to the above-de-
scribed method, the power ¥ of y and the power o’ of ® are
individually considered in computing a product. However,
as Y=w(mod q), Y*®” in the foregoing expression (3) are
actually equal to values resulted from multiplications of the
power ' of ® and the power
o’ of ® by . When the foregoing expression (3) is written
down by taking a degree n=4 as an example, the
following expression (4) is provided. The powers of a
number-theoretic transform constant have 2n possible
values of {1, ®, ®*, ®} and {}, Y0, Y0°, Y0°}.

do = ap +yay +wap + ywas [C))
a1 = ao +yway +az + yas
dy = ao + 7w2a1 +lay + yw3a3

dz = ao + 7w3a1 +iar + ywzag

The property of each of the noise coefficients
e=0, 1, ... (n—1)) by which it has a value whose absolute
value is a constrained and small value is applied to an
expression generalized with n, of the foregoing expression
(4) of number-theoretic transform. Supposing that noise
coefficients are constrained to (2k+1) possible values in
which k is a positive integer, products of the powers of a
number-theoretic transform constant and the coefficients e;
have 2n*(2k+1) possible values. In the number-theoretic
transform processing apparatus 10 of the first embodiment,
those 2n*(2k+1) possible values having been precomputed
are stored in the precomputation table. The processor 2
performs number-theoretic transform of a noise using the
precomputation table, which eliminates a need for a Zq
multiplication in computations of the generalized expression
using n, of the foregoing expression (4).

As described above, in the number-theoretic transform
processing apparatus 10 according to the first embodiment,
the processor 2 performs number-theoretic transform of a
noise using a precomputation table including a combination
of products of one or more elements that belong to a
subspace of the finite field Zq and indicate coefficients of the
noise e and one or more number-theoretic transform con-
stants ({1, ®, ®%, ®*} and {y, YO, y&?, yo} at n=4, for
example, in the first embodiment).

Therefore, the number-theoretic transform processing
apparatus 10 according to the first embodiment can reduce
the number of Zq multiplications in number-theoretic trans-
form of the noise e over the polynomial ring Rq, thereby
performing number-theoretic transform processing at a
higher speed. This can reduce the number of execution
cycles for key generation, the number of execution cycles
for encryption in public key cryptography, the number of
execution cycles for decryption in public key cryptography,
the number of execution cycles for encapsulation in the key
encapsulation mechanism, and the number of execution
cycles for decapsulation in the key encapsulation mecha-
nism in lattice-based cryptography in which computations
are performed over the polynomial ring Rq.

Modification of the First Embodiment

Next, a modification of the first embodiment will be
described. In the description of the modification, the same
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explanation as in the first embodiment is omitted, and
differences from the first embodiment will be described. The
modification deals with a case where the size of a precom-
putation table is reduced.

FIG. 4 is a diagram for explaining a modification of the
number-theoretic transform processing method of the first
embodiment. Fifth to ninth methods correspond to the
modification of the first embodiment.

Fifth Method

A fifth method is a method in which zero is excluded. It
is supposed that the coefficients of the noise e are con-
strained to (2Zk+1) possible values and zero is included in
(2k+1) elements. A product of the power @’ of ® and zero is
equal to zero. Further, a product of a value resulted from a
multiplication of the power & of ® by yand zero is equal to
zero. In this case, a precomputation table, from which a
product of the coefficient “zero” of the noise e and a
number-theoretic transform constant is excluded, has a size
of 2n*2k.

Possible values of coefficients of the noise e are set so as
to follow a centered binomial distribution (a binomial dis-
tribution in which a maximum value appears at the origin
“zero”) that is a good approximation to a discrete Gaussian
distribution. By not including a value that is less possible as
a coefficient than a threshold value in precomputation, it is
possible to reduce the volume of precomputation while
keeping the number of Zq multiplications small. For
example, when the degree n=512 and k=8, possible values
as coefficients are excluded from precomputation in ascend-
ing numeric order of possibility of their being used as
coefficients. This results in sixth to ninth methods in FIG. 4.

Note that in FIG. 4, the number of Zq multiplications in
FIG. 1 is expressed on a given order and numeric values
n=512 and k=8 are substituted into the number of Zq
multiplications expressed on the given order. For example,
the number of Zq multiplications 2n(n—1) in the first method
is O(n?), which is expressed as “512n”.

Sixth Method

A precomputation table in a sixth method includes only
products of coefficients {£1, £2, £3, +4, +5, 6, 7} of the
noise e and number-theoretic transform constants. Note that
a notation “{x1, 2, £3, ¥4, +5, +6, +7}” represents a set of
noises e{q—7, ¢—6. q-5. q—4. q-3,9-2,q-1, 1,2, 3, 4,5, 6,
7}. Additionally, the same notations in and after a seventh
method will be used in the same manner as in the sixth
method.

In the sixth method, products of coefficients {q—8, 0, 8}
of the noise e and number-theoretic transform constants are
excluded from the precomputation table.

Seventh Method

A precomputation in a seventh method includes only
products of coefficients {+1, 12, £3, 4, 5, 6} of the noise
e and number-theoretic transform constants. In the seventh
method, products of coefficients {q—8, q—7, 0, 7, 8} of the
noise e and number-theoretic transform constants are
excluded from the precomputation table.

Eighth Method

A precomputation in an eighth method includes only
products of coefficients {£1, £2, £3, 4, 5} of the noise e
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and number-theoretic transform constants. In the eighth
method, products of coefficients {q—8, q—7, q—6, 6, 7, 8} of
the noise e and number-theoretic transform constants are
excluded from the precomputation table.

Ninth Method

A precomputation of a ninth method includes only prod-
ucts of coefficients {1, £2, 3, +4} of the noise e and
number-theoretic transform constants. In the ninth method,
products of coefficients {q—8, ¢—7, q—6, g5, 5, 6, 7, 8} of
the noise e and number-theoretic transform constants are
excluded from the precomputation table. Additionally,
regarding the ninth method, in which both of the number of
Zq multiplications and the volume of precomputation are
large, the second method (high-speed computing method),
for example, is more efficient than the ninth method.

Suppose a case where 512A<10M+10A in which M
represents a computing cost for Zq multiplications and A
represents a computing cost for Zq additions (in other words,
in a case where 5S0A<M, which means that a computing cost
for Zq multiplications is 50 times higher than a computing
cost for Zq additions). In such a case, the fourth method (the
number-theoretic transform processing method of the first
embodiment), for example, is faster than the second method
(high-speed computing method).

Additionally, though a case where n=512 and k=8 is
illustrated as an example in FIG. 4 for the sake of explana-
tion, the same holds true for cases other than the case where
n=512 and k=8.

Second Embodiment

Next, a second embodiment will be described. In the
description of the second embodiment, the same explanation
as in the first embodiment is omitted, and differences from
the first embodiment will be described. The second embodi-
ment deals with a case of speeding up number-theoretic
transform processing of a noise e by achieving Zq multipli-
cations through Zq additions.

It is supposed that each coefficient of the noise e has a
value whose absolute value is a constrained and small value,
the maximum value is k, and the minimum value is —k. It is
noted that, actually, a negative value is expressed as “q—k”
with mod q.

FIG. 5 is a diagram for explaining an example of a
number-theoretic transform processing method according to
the second embodiment. Possible values of coefficients of
the noise e are set so as to follow a centered binomial
distribution. In FIG. 5, in the same manner as in FIG. 4, the
number of Zq multiplications and the number of Zq addi-
tions are expressed on a given order and numeric values
n=512 and k=8 are substituted into the number of Zq
multiplications expressed on the given order.

For example, to compute a product of a coefficient “(q—
k)” of the noise e and a number-theoretic transform constant
, a Zq multiplication can be replaced by a Zq subtraction
in the following manner.

(g—h)Xw=qgw—ko
=0 - kw(mod ¢)

= —w—-w ...—w(k - time subtractions of w).
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It is noted that, the number of additions (subtractions) is
estimated based on the fact that the number of additions
(subtractions) to be performed is smaller for the smaller
value whose absolute value is constrained. Depending on a
value, a product can be achieved by the much smaller
number of additions (subtractions).

Tenth Method

A tenth method is a number-theoretic transform process-
ing method according to the second embodiment. In prod-
ucts of the powers of a number-theoretic transform constant
in a generalized expression using n, of the foregoing expres-
sion (4) of number-theoretic transform, and coefficients el,
when Zq multiplications are performed through Zq addi-
tions, Zq additions are performed k*(n-1)*n times. How-
ever, in a case where a coeflicient is a negative value, Zq
subtractions are performed. Additionally, in the description
of the second embodiment, also the number of Zq subtrac-
tions is included in the number of Zq additions in FIG.

Eleventh Method

An eleventh method is a method in which zero is
excluded. It is supposed that coeflicients of the noise e are
constrained to (2k+1) possible values and zero is included in
(2k+1) elements. When a coefficient has a value of “zero”,
a product of the power of a number-theoretic transform
constant and the coeflicient e, is equal to 0. Thus, the number
of Zq additions can be reduced by omitting the Zq addition.

Twelfth Method

A twelfth method is a method in which a part is achieved
by additions. According to the twelfth method, a part of
products of the powers of a number-theoretic transform
constant and the coefficients e, is achieved by additions and
the other part is achieved by multiplications. For example,
the processor 2 achieves products of coeflicients {+1, +2, £3,
+4, £5} of the noise e and number-theoretic transform
constants by additions and achieves products of coefficients
{£6+7, 8} of the noise e and number-theoretic transform
constants by multiplications. Additionally, under conditions
in which a cost for Zq multiplications and a cost for Zq
additions are in a ratio that makes the number-theoretic
transform processing method of the first embodiment (the
fourth method) faster than the high-speed computing method
(the second method), the twelfth method in which a part is
achieved by additions is inefficient.

Third Embodiment

Next, a third embodiment will be described. In the
description of the third embodiment, the same explanation
as in the first embodiment is omitted, and differences from
the first embodiment will be described. The third embodi-
ment deals with a case where the first embodiment and the
second embodiment are combined.

More specifically, according to the third embodiment, a
part of products of the powers of a number-theoretic trans-
form constant and coefficients e, of a noise e are achieved by
additions and the other part of the products of the powers of
the number-theoretic transform constant and the coefficients
e; of the noise e are achieved by using a precomputation
table. In other words, according to the third embodiment,
products of number-theoretic transform constants and coef-
ficients of the noise e include a first product stored in a
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precomputation table and a second product not stored in a
precomputation table. A processor 2 reads out the first
product from the precomputation table and computes the
second product by performing additions or subtractions over
a finite field Zq plural times.

FIG. 6 is a diagram for explaining an example of a
number-theoretic transform processing method according to
the third embodiment. Possible values of coefficients of the
noise e are set so as to follow a centered binomial distribu-
tion.

Thirteenth Method

A precomputation table in a thirteenth method is identical
to the precomputation table in the sixth method. More
specifically, in the thirteenth method, products of coeffi-
cients {q-8, 0, 8} of the noise e and number-theoretic
transform constants are excluded from the precomputation
table. In the thirteenth method, products of coefflicients
{9-8, 0, 8} of the noise e and number-theoretic transform
constants are achieved not by Zq multiplications, but by Zq
additions.

Fourteenth Method

A precomputation table in a fourteenth method is identical
to the precomputation table in the seventh method. More
specifically, in the fourteenth method, products of coeffi-
cients {q-8, q-7, 0, 7, 8} of the noise e and number-
theoretic transform constants are excluded from the precom-
putation table. In the fourteenth method, products of
coeflicients {q-8, q-7, 0, 7, 8} of the noise e and number-
theoretic transform constants are achieved not by Zq mul-
tiplications, but by Zq additions.

Fifteenth Method

A precomputation table in a fifteenth method is identical
to the precomputation table in the eighth method. More
specifically, in the fifteenth method, products of coefficients
19-8, q-7, q-6, 0, 6, 7, 8} of the noise e and number-
theoretic transform constants are excluded from the precom-
putation table. In the fifteenth method, products of coeffi-
cients {q-8, q-7, q-6, 0, 6, 7, 8} of the noise e and
number-theoretic transform constants are achieved not by
Zq multiplications, but by Zq additions.

Sixteenth Method

A precomputation table in a sixteenth method is identical
to the precomputation table in the ninth method. More
specifically, in the sixteenth method, products of coefficients
19-8, q-7, 9-6, q-5, 0, 5, 6, 7, 8} of the noise e and
number-theoretic transform constants are excluded from the
precomputation table. In the sixteenth method, products of
coeflicients {q-8, g-7, q-6, q-5, 5, 6, 7, 8} of the noise e
and number-theoretic transform constants are achieved not
by Zq multiplications, but by Zq additions.

Seventeenth Method

A precomputation table in a seventeenth method includes
only products of coefficients {£1, £2, 3} of the noise e and
number-theoretic transform constants. In other words, in the
seventeenth method, products of coefficients {q-8, q-7,
q-6, q-5, q-4, 0, 4, 5, 6, 7, 8} of the noise e and number-
theoretic transform constants are excluded from the precom-
putation table. In the seventeenth method, products of coef-
ficients {q-8, q-7, g-6, q-5, q-4, 0, 4, 5, 6, 7, 8} of the
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noise e and number-theoretic transform constants are
achieved not by Zq multiplications, but by Zq additions.

Eighteenth Method

A precomputation table in an eighteenth method includes
only products of coefficients {1, £2} of the noise e and
number-theoretic transform constants. In other words, in the
eighteenth method, products of coeflicients {q-8, q-7, q 6,
q-5, q-4, 9-3, 0, 3, 4, 5, 6, 7, 8} of the noise e and
number-theoretic transform constants are excluded from the
precomputation table. In the eighteenth method, products of
the coefficients {q-8, q-7, q-6, 9-5, -4, q-3, 3, 4, 5, 6, 7,
8} of the noise e and number-theoretic transform constants
are achieved not by Zq multiplications, but by Zq additions.

Nineteenth Method

A precomputation table in a nineteenth method includes
only products of coefficients {+1} of the noise e and
number-theoretic transform constants. In other words, in the
nineteenth method, products of coefficients {q-8, q-7, q 6,
q-5,9-4,9-3,9-2,0,2,3,4,5, 6,7, 8} of the noise e and
number-theoretic transform constants are excluded from the
precomputation table. In the nineteenth method, products of
coeflicients {q-8, q-7, -6, q-5, q-4, g-3, q-2, 0, 2, 3, 4,
5, 6, 7, 8} of the noise e and number-theoretic transform
constants are achieved not by Zq multiplications, but by Zq
additions.

More specifically, in the nineteenth method, the processor
2 precomputes products of coefficients {q-1, 1} of the noise
e and number-theoretic transform constants. The precompu-
tation of the products of {q-1, 1} and number-theoretic
transform constants in the nineteenth method provides just
the powers of the number-theoretic transform constant and
products of the powers of the number-theoretic transform
constant and “~1”. The method in which just the powers of
a number-theoretic transform constant are subjected to Zq
subtractions (the eleventh method in which zero is excluded)
is more efficient than the method in which products of the
powers of a number-theoretic transform constant and “-1”
are read out from the precomputation table and are subjected
to Zq additions, because of its precomputation volume of 2n.

First Modification of Third Embodiment

Next, a first modification of the third embodiment will be
described. In the description of the first modification, the
same explanation as in the third embodiment is omitted, and
differences from the third embodiment will be described. In
the first modification, when a coeflicient of the noise e is
equal to zero, the processor 2 neither performs a Zq addition
nor uses a precomputation table. Further, when the sign of
a coefficient of the noise e indicates a minus value, the
processor 2 obtains an absolute value to convert the minus
value to a plus value, and performs precomputation of the
plus value through Zq subtractions.

FIG. 7 is a diagram for explaining the first modification of
the number-theoretic transform processing method accord-
ing to the third embodiment. An example in FIG. 7, like the
third embodiment, illustrates a case where k=8. A precom-
putation table in each of twentieth to twenty-sixth methods
includes only one of each pair of products having values that
are converted to each other by changing between plus and
minus signs. In the example in FIG. 7, only plus values are
stored, which can reduce the size of a precomputation table
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to one-half the precomputation table in a case where both of
plus and minus values are held.

Twentieth Method

A twentieth method is a method in which zero is excluded.
More specifically, in the twentieth method, products of
coeficients {1, 2, 3, 4, 5, 6, 7, 8} of the noise e and
number-theoretic transform constants are stored in a pre-
computation table. The processor achieves products of coet-
ficients {1, 2, 3, 4, 5, 6, 7, 8} of the noise e and number-
theoretic transform constants not by Zq multiplications, but
by Zq additions (or Zq subtractions), using the precompu-
tation table.

Twenty-First Method

In a twenty-first method, products of coeflicients {1, 2, 3,
4,5, 6, 7} of the noise e and number-theoretic transform
constants are stored in a precomputation table. The proces-
sor achieves products of coeflicients {1, 2, 3, 4, 5, 6, 7} of
the noise e and number-theoretic transform constants not by
Zq multiplications, but by Zq additions (or Zq subtractions),
using the precomputation table.

Twenty-Second Method

In a twenty-second method, products of coefficients {1, 2,
3, 4, 5, 6} of the noise e and number-theoretic transform
constants are stored in a precomputation table. The proces-
sor achieves products of coefficients {1, 2, 3, 4, 5, 6} of the
noise e and number-theoretic transform constants not by Zq
multiplications, but by Zq additions (or Zq subtractions),
using the precomputation table.

Twenty-Third Method

In a twenty-third method, products of coefficients {1, 2, 3,
4, 5} of the noise e and number-theoretic transform con-
stants are stored in a precomputation table. The processor
achieves products of coefficients {1, 2, 3, 4, 5} of the noise
e and number-theoretic transform constants not by Zq mul-
tiplications, but by Zq additions (or Zq subtractions), using
the precomputation table.

Twenty-Fourth Method

In a twenty-fourth method, products of coefficients {1, 2,
3, 4} of the noise e and number-theoretic transform con-
stants are stored in a precomputation table. The processor
achieves products of coefficients {1, 2, 3, 4} of the noise e
and number-theoretic transform constants not by Zq multi-
plications, but by Zq additions (or Zq subtractions), using
the precomputation table.

Twenty-Fifth Method

In a twenty-fifth method, products of coeflicients {1, 2, 3}
of the noise e and number-theoretic transform constants are
stored in a precomputation table. The processor achieves
products of coefficients {1, 2, 3} of the noise e and number-
theoretic transform constants not by Zq multiplications, but
by Zq additions (or Zq subtractions), using the precompu-
tation table.

Twenty-Sixth Method

In a twenty-sixth method, products of coefficients {1, 2}
of the noise e and number-theoretic transform constants are
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stored in a precomputation table. The processor achieves
products of coeflicients {1, 2} of the noise e and number-
theoretic transform constants not by Zq multiplications, but
by Zq additions (or Zq subtractions), using the precompu-
tation table.

Additionally, precomputing products of a coefficient {1}
of the noise e and number-theoretic transform constants can
be translated as holding only the powers of a number-
theoretic transform constant in a precomputation table.
Thus, such a case in which products of the coefficient {1} of
the noise e and number-theoretic transform constants are
precomputed corresponds to the eleventh method.

As for the examples in FIGS. 5 to 7, the twentieth method
(a method in which zero is excluded) incurs the lowest
computing cost among the tenth to twenty-sixth methods.

Second Modification of the Third Embodiment

Next, a second modification of the third embodiment will
be described. In the description of the second modification,
the same explanation as in the third embodiment is omitted,
and differences from the third embodiment will be
described. The second modification deals with a case where
the processor 2 achieves a part of products of the powers of
a number-theoretic transform constant and the coefficients e
of the noise e by precomputation, achieves another part by
additions, and achieves the other part by multiplications.

In the second modification, possible values of the coet-
ficients e of the noise are set so as to follow a centered
binomial distribution. The processor 2 stores products of the
noise e’s coeflicients that occur at a higher frequency than a
threshold frequency of occurrence, for example, and num-
ber-theoretic transform constants into a precomputation
table. In other words, the precomputation table of the second
modification includes a combination of products of one or
more elements that occur as coeflicients of the noise e at a
higher frequency than a threshold frequency of occurrence
among elements belonging to a subspace of the finite field
7q, and one or more number-theoretic transform constants.

Further, in the second modification, in a case where a
computing cost for achieving 7Zq multiplications by Zq
additions to compute a given product of a coefficient of a
noise e and a number transform constant is higher than a
threshold cost, for example, the processor 2 computes the
given product by Zq multiplications.

FIG. 8 is a diagram for explaining the second modification
of the number-theoretic transform processing method
according to the third embodiment. Twenty-seventh to thir-
tieth methods in FIG. 8 are more efficient than the sixth to
ninth methods in FIG. 4 in terms of their smaller sizes of
precomputation tables. However, the thirtieth method, in
which both of the number of Zq multiplications and the size
of a precomputation table are larger than those in the second
method (the high-speed computing method), is inefficient.

Lastly, an example of a hardware configuration of the
number-theoretic transform processing apparatus 10 accord-
ing to the first embodiment and the second embodiment will
be described.

Example of Hardware Configuration

FIG. 9 is a diagram illustrating an example of a hardware
configuration of the number-theoretic transform processing
apparatus 10 according to the first embodiment and the
second embodiment.

The number-theoretic transform processing apparatus 10
includes a control device 301, a main storage device 302, an
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auxiliary storage device 303, a display device 304, an input
device 305, and a communication device 306. The control
device 301, the main storage device 302, the auxiliary
storage device 303, the display device 304, the input device
305, and the communication device 306 are connected via a
bus 310.

The control device 301 executes a program read out from
the auxiliary storage device 303 into the main storage device
302. The main storage device 302 is a memory such as a
read-only memory (ROM) or a random-access memory
(RAM). The auxiliary storage device 303 is a hard disk drive
(HDD), a solid-state drive (SDD), a memory card, or the
like.

The display device 304 displays information to be dis-
played. The display device 304 is a liquid crystal display or
the like, for example. The input device 305 is an Interface for
operating a computer. The input device 305 is a keyboard, a
mouse, or the like, for example. In a case where a computer
is a smart device such as a smartphone or a tablet terminal,
a touch panel, for example, serves as the display device 304
and the input device 305. The communication device 306 is
an interface for communicating with another apparatus.

A program executed in a computer is recorded in an
installable-format file or an executable-format file on a
computer-readable storage medium such as a CD-ROM, a
memory card, a CD-R, or a digital versatile disc (DVD) and
is provided as a computer program product.

Alternatively, there may be formed a configuration in
which a program executed in a computer is stored on a
computer connected to a network such as the Internet and is
provided by being downloaded via the network. Further
alternatively, there may be formed a configuration in which
a program executed in a computer is provided via a network
such as the Internet without being downloaded.

Moreover, there may be formed a configuration in which
a program executed in a computer previously loaded into a
ROM or the like is provided.

A program executed in a computer has a module configu-
ration including functional blocks that can be implemented
also by a program, in the functional configuration (func-
tional blocks) of the above-described number-theoretic
transform processing apparatus 10. Regarding each of the
functional blocks, as actual hardware, the control device 301
reads out a program from a storage medium and executes the
program to load the above-described functional blocks onto
the main storage device 302. In other words, the above-
described functional blocks are generated on the main
storage device 302.

Additionally, a part or a whole of the above-described
functional blocks may be implemented by hardware such as
an integrated circuit (IC) without use of software.

Further, in a case of using a plurality of processors to
implement each function, each of the processors may imple-
ment either one of the functions or two or more of the
functions.

Moreover, a computer realizing the number-theoretic
transform processing apparatus 10 may operate in any form.
For example, the number-theoretic transform processing
apparatus 10 may be realized by a single computer. Alter-
natively, for example, the number-theoretic transform pro-
cessing apparatus 10 may be caused to operate in the form
of a cloud system on a network.

While certain embodiments have been described, these
embodiments have been presented by way of example only,
and are not intended to limit the scope of the inventions.
Indeed, the novel embodiments described herein may be
embodied in a variety of other forms; furthermore, various



US 11,922,135 B2

15

omissions, substitutions and changes in the form of the
embodiments described herein may be made without depart-
ing from the spirit of the inventions. The accompanying
claims and their equivalents are intended to cover such
forms or modifications as would fall within the scope and
spirit of the inventions.

What is claimed is:
1. A number-theoretic transform processing apparatus for
a noise in lattice-based cryptography, comprising:

a memory; and

a hardware processor coupled to the memory and config-
ured to perform number-theoretic transform of the
noise using a precomputation table including a combi-
nation of products of 2k+1 or less elements (where k is
a positive integer) that belong to a subspace of a finite
field Zq and indicate coeflicients of the noise, with 2n
or less number-theoretic transform constants selected
from number-theoretic transform constants of {1, w,
o ..., "'} and {y, yo, yo?, . . ., yo '} (where
o”=(mod q), y*=w(mod q)), without performing a com-
putation for the products included in the precomputa-
tion table, reducing a number of Zq multiplications in
the number-theoretic transform of the noise over a
polynomial ring Rq.

2. The apparatus according to claim 1, wherein

the precomputation table includes a combination of prod-
ucts of all elements belonging to the subspace, with the
2n or less number-theoretic transform constants.

3. The apparatus according to claim 1, wherein

the precomputation table includes a combination of prod-
ucts of one or more elements except zero in elements
belonging to the subspace, with the 2n or less number-
theoretic transform constants.

4. The apparatus according to claim 1, wherein

the precomputation table includes only one of a pair of
products having values that are converted to each other
by changing between plus and minus signs.

5. The apparatus according to claim 1, wherein

the precomputation table includes a combination of prod-
ucts of one or more elements that occur as coefficients
of the noise at higher frequencies than a threshold
frequency of occurrence among elements belonging to
the subspace, with the 2n or less number-theoretic
transform constants.

6. The apparatus according to claim 1, wherein

the processor computes a product of a number-theoretic
transform constant with a coefficient of the noise by
performing additions or subtractions over the finite
field Zq plural times.
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7. The apparatus according to claim 6, wherein

the product of the number-theoretic transform constant
with the coefficient of the noise includes a first product
stored in the precomputation table and a second product
not stored in the precomputation table, and

the processor reads out the first product from the precom-

putation table and computes the second product by
performing additions or subtraction over the finite field
7q plural times.
8. A quantum computing device configured to perform at
least one of key generation, encryption, decryption and key
encapsulation using the apparatus of claim 1.
9. A number-theoretic transform processing method for a
noise in lattice-based cryptography, comprising:
reading out, using a hardware processor, a precomputa-
tion table including a combination of products of 2k+1
or less elements (where k is a positive integer) that
belong to a subspace of a finite field Zq and indicate
coeflicients of the noise, with 2n or less number-
theoretic transform constants selected from number-
theoretic transform constants of {1, o, @, . . ., @™
and {y,yo, yw?, . .., y0™'} (where w"=1 (mod q), y’=w
(mod q)), from a storage; and

performing, using the hardware processor, number-theo-
retic transform of the noise using the precomputation
table, without performing a computation for the prod-
ucts included in the precomputation table, reducing a
number of Zq multiplications in the number-theoretic
transform of the noise over a polynomial ring Rq.

10. A quantum computing method of at least one of key
generation, encryption, decryption and key encapsulation
using the processing method of claim 9.

11. A computer program product having a non-transitory
computer readable medium including programmed instruc-
tions, the instructions causing a computer configured to
perform number-theoretic transform processing of a noise in
lattice-based cryptography, to function as a processor that
performs number-theoretic transform of the noise using a
precomputation table including a combination of products of
2k+1 or less elements (where k is a positive integer) that
belong to a subspace of a finite field Zq and indicate
coeflicients of the noise, with 2n or less number-theoretic
transform constants selected from number-theoretic trans-
form constants of {1, w, ©? ..., 0™} and {y, yo,
Y03, . .., Yo'} (where w’=1 (mod q), y*=o (mod q)),
without performing a computation for the products included
in the precomputation table, reducing a number of Zq
multiplications in the number-theoretic transform of the
noise over a polynomial ring Rq.
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