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USER VERIFICATION FOR CREDENTIAL DEVICE

CROSS-REFERENCE TO RELATED APPLICATION
This application claims the benefit of, and priority to, United Kingdom
Patent Application No. 1903099.8 filed on March 7, 2019 and 1918485.2 filed December

16, 2019. The entire disclosure of the above application is incorporated herein by

reference.

FIELD OF DISCL.OSURE

This disclosure relates to user verification for a credential device. In

embodiments, it is particularly relevant to user verification for a contactless card, and
relates to developments in contactless readers and contactless cards and associated

processes.

BACKGROUND OF DISCLOSURE

There are a number of environments in which an individual uses a device

such as an integrated circuit card to interact with a system. Increasingly, such interaction
takes place through a short-range wireless technology such as NFC, or through another
contactless protocol. Such cards may be used to identify a legitimate bearer — for
example, for access control — or may be used for additional functions such as payment.
Payment cards such as credit cards and debit cards are very widely used
for all forms of financial transaction. The use of payment cards has evolved significantly
with technological developments over recent years. Many payments are made at a retail
location, typically with a physical transaction card interacting with a point of sale (POS)
terminal to perform a transaction. These transaction cards may interact with a POS by
swiping through a magnetic stripe reader, or for a “chip card” or “smart card” by direct
contact with a smart card reader (under standard ISO/IEC 7816) or by contactless
interaction through local short range wireless communication (under standard ISO/IEC
14443). These protocols may be used by active general purpose computing devices (such
as a mobile phone), but there is still a strong need for passive devices such as a
conventional transaction card (powered by the reader, directly in contact and inductively

in contactless operation) or wearable devices.
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In Europe, contactless cards generally operate under the EMV standard for
interoperation of chip cards and associated apparatus provided and maintained by
EMVCo. The current EMV Contactless Specifications for Payment Systems are

available from htips:/www.emveo.com/specifications.aspx2id=21.

It is desirable to enhance existing specifications to improve effectiveness
for all parties associated with a transaction system. Particular areas where enhancements
are desirable are in security processes such as effective customer verification suitable to
the circumstances of a transaction. It is desirable to achieve solutions which allow
multiple benefits to be obtained and which allow existing solutions to be adapted without
extensive modification. It would also be desirable to find solutions that provide benefits
beyond the transaction domain which are more widely applicable for other types of cards

and devices, particularly for other kinds of passive device.

SUMMARY OF DISCLOSURE

In a first aspect, the disclosure provides a method for verification of a

bearer of a credential device at a device reader, the method comprising: establishing a
digital communication channel with the credential device; determining a set of
verification options for the bearer and providing the set of verification options to the
credential device over the digital communication channel; receiving a verification option
selected from the set of verification options by the credential device; and verifying the
bearer of the credential device in accordance with the selected verification option.

The credential device may be a payment device, for example a contactless
payment device such as a payment card. This payment device may operate according to
EMV protocols, and the verification options may be cardholder verification methods.

More generally, using this approach it is possible to provide a contactless
transaction flow in which a cardholder verification mechanism for the transaction is
determined by the card from choices offered by the reader — these may be determined by
the reader as choices acceptable for the transaction (for example, on the basis of
transaction value).

This may be provided when the reader requests the card to generate an
application cryptogram. In embodiments, the reader device provides a list of cardholder

verification methods with a command to provide an application cryptogram, and the
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payment device provides a chosen card verification method with the application
cryptogram. The reader device may then be adapted to modify the transaction data from
that sent to the payment device in the command to generate an application cryptogram
dependent on the cardholder verification method choice. In particular, this may occur if
the cardholder verification method requested is for an online PIN.

These cardholder verification options may comprise: no cardholder
verification method, consumer device cardholder verification method, online PIN and
cardholder signature.

In embodiments, the reader device provides a list of verification options,
and wherein the credential device selects the first verification option in the list supported
by the credential device.

In a second aspect, the disclosure provides a method at a credential device
to support verification of a bearer of the credential device at a device reader, the method
comprising: establishing a digital communication channel with the device reader;
receiving from the device reader a set of verification options for the bearer over the
digital communication channel; selecting a verification option from the set of verification
options and communicating the selected verification option to the device reader for
verifying the bearer of the credential device in accordance with the selected verification
option.

The credential device may be a payment device, for example a contactless
payment device such as a payment card. This payment device may operate according to
EMYV protocols, and the verification options may be cardholder verification methods.

These verification options may be cardholder verification methods. The
reader device may provide a list of cardholder verification methods with a command to
provide an application cryptogram, and the payment device provide a chosen card
verification method with the application cryptogram.

The cardholder verification options may comprise: no cardholder
verification method, consumer device cardholder verification method, online PIN and
cardholder signature.

In embodiments, the reader device provides a list of verification options,

and wherein the credential device selects the first verification option in the list supported
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by the credential device.

Suitably programmed system elements — such as a contactless reader and
payment device — may also be provided.

In a third aspect, the disclosure provides a credential device adapted to
support verification of a bearer of the credential device at a device reader, the credential
device being adapted to: establish a digital communication channel with the device
reader; receive from the device reader a set of verification options for the bearer over the
digital communication channel; select a verification option from the set of verification
options and communicate the selected verification option to the device reader for
verifying the bearer of the credential device in accordance with the selected verification
option.

This credential device is a passive device, powered by the reader. This

may be a contactless payment device such as a payment card.

DESCRIPTION OF SPECIFIC EMBODIMENTS

Specific embodiments of the disclosure will be described below by way of

example, with reference to the accompanying Figures, of which:

Figure 1 shows schematically relevant parts of a representative transaction
system suitable for implementing an embodiment of the disclosure;

Figure 2 illustrates the interaction between a contactless reader and a
terminal;

Figure 3 shows in schematic form a payment card adapted for use as a
payment device in embodiments of the disclosure;

Figure 4 shows in schematic form a terminal adapted for use in
embodiments of the disclosure;

Figure 5 shows a generic form of a transaction interaction between the
payment card of Figure 3 and the terminal of Figure 4 in the payment infrastructure of
Figure 1;

Figure 6 shows an approach to choosing a cardholder verification method
according to an embodiment of the disclosure;

Figure 7 shows an enhanced processing flow for a contactless transaction

adapted to select a cardholder verification method in accordance with an embodiment of
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the disclosure; and

Figure 8 shows a mechanism for selecting a cardholder verification

method in the processing flow of Figure 7.

As will be discussed further below, in its broadest conception the
disclosure is applicable to a variety of arrangements in which a user credential device is
used in connection with a reader — particularly a contactless reader — with there being a
potential need to establish that the bearer of the user credential device is the legitimate
user. Embodiments discussed in detail below relate to payment devices such as payment
cards, and in particular to contactless use cases.

Figure 1 shows schematically relevant parts of a representative transaction
system suitable for implementing embodiments of the disclosure.

A user (not shown) is provided with a payment device — this may be for
example a payment card 2, but in particular embodiments it may be another form of
payment device. Embodiments described here relate primarily to passive devices which
typically lack their own power source and respond instead to activation in a powered
interaction with a reader. A payment card is the most well-established form of such a
device, but wearable devices such as rings or clothing are increasingly commonly used.
A mechanism is here shown - mobile phone 1 - to allow the user to interact with other
elements of the system over a suitable network 5. The network 5 here represents any
appropriate communication network for the communication path indicated, and may be
the public internet, a cellular communications network or a private network, depending
on the parties involved in the communication and the need for the communication path to
be secure.

The payment device is adapted to use a contactless protocol for
communication with a point of interaction (POI) terminal such as a point of sale (POS)
terminal or an automated teller machine (ATM). The payment card 2 must therefore
include a chip and a wireless transmitter and receiver adapted for short range
communication by protocols such as those defined under ISO/IEC 14443 —if used as a
payment device. The payment card 2 also contains an EMV chip with a payment

application installed, together with user credentials and all information and cryptographic
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material necessary to instantiate an EMV transaction. The terminal 4 must be provided
with a reader 3 for contactless transactions, the terminal 4 and the reader 3 together
providing in this case a POS system for a merchant. The operation of this system is
described further below with reference to Figure 2.

There is in the arrangement shown a mechanism in the form of mobile
phone 1 to allow connection between the user computer devices and a card issuing bank 5
or system associated with the user. A banking infrastructure 7 will also connect the card
issuing 5 and the merchant’s transaction acquiring bank 6, allowing transactions to be
carried out between them. This banking infrastructure will typically be provided by a
transaction card provider who provides transaction card services to the card issuing bank
5. The banking infrastructure 7 provides authorization at the time of purchase, clearing
of the transaction and reconciliation typically within the same working day, and
settlement of payments shortly after that. The banking infrastructure 7 comprises a
plurality of switches, servers and databases, and is not described further here as the
details of the banking infrastructure used are not necessary for understanding how
embodiments of the disclosure function and may be implemented.

The elements of a contactless transaction will now be described with
reference to Figure 2, which illustrates the interaction between the reader 3 and the
terminal 4 — the payment device is not explicitly shown. The reader 3 comprises a
wireless communication interface 31 for wireless communication with the payment
device, and a cardholder side user interface 32 including here a reader display 33 and
signal lights 34. The reader also has a data communication path 35 to the terminal 4 —
this may be a wired connection or a wireless communication over a suitable local -
communication network (preferably secured to prevent effective eavesdropping). The
terminal 4 is here a conventional POS terminal augmented by ability to communicate
with the reader 3 — it therefore comprises a reader interface 41 for interacting with other
payment device types by contact (chip cards, magnetic stripes), a communication
interface 42 for communicating directly or indirectly with a merchant’s acquiring bank,
and a user interface including a display 43 and a keypad 44 for use by merchant or
customer as appropriate to the transaction.

A contactless transaction may be initiated by the merchant at the terminal
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4 or by a payment device coming into range of the wireless communication interface 31 if
a transaction is expected. The terminal 4 provides the reader 3 with sufficient details of
the transaction and of the terminal to allow a transaction to take place between the two.
The transaction follows protocols set out in the EMV Contactless Specifications for
Payment Systems. The transaction amount is displayed to the customer on the reader
display 33. The reader 3 provides sufficient information to the payment device to
identify the transaction and the merchant and to provide confidence to the cardholder that
the transaction is legitimate. The payment device provides sufficient information to
identify the relevant cardholder account to the merchant, and to allow the merchant to
authorise the transaction with the merchant’s acquiring bank (this may be considered to
be a payment token provided by the payment device to indicate the user’s commitment to
the transaction) — online authorisation may or may not be required during the transaction,
depending on factors such as the size of the transaction. Included in this information
provided by the payment device is verification information. The reader 3 determines a
final outcome for the transaction, which is then communicated to the terminal 4 and also
to the payment device.

Figure 3 illustrates the functional features of a payment card 2 for use in
embodiments of the disclosure in more detail. As indicated above, embodiments of the
disclosure may be used with other payment devices, but the embodiment described in
detail below relates to a payment card 2 with limited cryptographic capability.

Figure 3 shows schematically relevant parts of a representative hardware
and software architecture for a transaction card such as a payment card 2 (particularly an
EMYV payment card) suitable for implementing an embodiment of the disclosure. The
payment card 2 comprises an application processor 23, one or more memories 24
associated with the application processor and a NFC controller 26. The payment card 2 is
equipped with a contact pad 211 for contact transactions using contact card protocols
such as ISO/IEC 7816 and also comprises an antenna 212 connected to NFC controller 26
to allow transactions under contactless card protocols such as those defined under
ISO/IEC 14443.

In the arrangement shown, the application processor 23 and associated

memories 24 comprise (shown within the processor space, but with code and data stored
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within the memories) a transaction application 201. The application processor 23
provides an NFC application 207 which interfaces with the NFC controller 26. A
transaction may generally be performed over a contact card interface, a contactless card
interface, or any other communication channel available to the card for communicating
with a terminal (either general purpose or dedicated to the purpose) — however, in
embodiments of the disclosure, contactless transactions are considered in particular.

The payment card 2 is capable of cryptographic processing, though its
capabilities may be limited given the card form factor. In this embodiment, this is shown
as a cryptographic processing function 25 provided within the application processor 23
and associated memories 24, but this can be implemented by a physically separated
element (which physically and/or logically protected from tampering or subversion) or
may be incorporated within the main processing area but logically protected from
subversion. In the embodiment described below, the cryptographic processing function
25 possesses at least one private and public key pair used to identify the card — the private
key is unique to the card and its corresponding public key is certified by the card issuer 5.
A corresponding card issuer public key may be certified by or on behalf of the provider
of the transaction infrastructure 7, establishing a full chain of trust for the transaction
infrastructure — this can be verified by the terminal 4 possessing the transaction
infrastructure public key. The cryptographic processing function may hold several
cryptographic key pairs and can perform cryptographic operations such as calculations to
establish a session key, but its lack of processing power will affect its capabilities. For
example, while the card may be able to generate new key pairs, signature generation and
hashing are computationally demanding - generating a new key pair and signing the
public key so it can be verified with a certified public key would be difficult as a result.

Figure 4 illustrates the functional features at the point of interaction for
use in embodiments of the disclosure in more detail — in this connection, features of both
the contactless reader 3 and the terminal 4 will be considered, and “terminal” used as a
general term to describe this overall functionality. The terminal 100 has at least one
processor 32 and associated memories 33. The base function of the terminal in the case
shown is to operate as a point of interaction (POI) with a financial system — such a

terminal may be a point of sale (POS) terminal or an automated teller machine (ATM) for
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example. In other embodiments, the terminal may have another function altogether (for
example, a security system terminal for evaluating user credentials). In the case shown,
the terminal 100 has an operating system 14 and transaction software 15 (these may be
provided together in a single assemblage of code, or may both be divided into a number
of different components, but are represented here as two elements for convenience). The
operating system 14 manages hardware resources and provides common services for
applications, whereas the transaction software 15 performs the base function of the
terminal and may be provided (for example) as one or more applications. The terminal
100 will generally have a protected channel 16 to another party such as an acquiring bank
(this may, for example, be effected over a public network by use of encryption) —
embodiments of the disclosure have particular value in situations where this protected
channel 36 is only sporadically available to the terminal 100. The terminal 100 will also
have means to make a connection to a device such as a transaction card. In this case, the
terminal has contactless reader functionality 17 and an NFC controller 18 and antenna
181 to allow a contactless card connection to a contactless card, or a device such as an
NFC-enabled mobile telephone able to act as a proxy for a contactless card. The terminal
100 may have additional ports 19 to allow data to be provided to it from other sources
(féf example, by USB stick). Transactions may be established through the contact card
reader functionality 17 or through the NFC controller 18, or indeed any other appropriate
local connection.

The terminal 100 has capability to carry out cryptographic operations,
including the generation of new key pairs. While (as noted above with reference to the
discussion of the transaction card) this can in principle be provided inside or outside the
main operating environment, this is provided here by a secure module 190 within the
terminal containing a cryptographic processor 191 and a memory 192. As with the card,
the terminal may have a private and public key pair to identify it (and may have a similar
chain of trust ending with the transaction infrastructure provider), but it is also capable of
generating new public and private keys, and in particular ephemeral key pairs for use in
terminal sessions.

The steps in a typical session between a payment card 2 and a terminal

100 are illustrated in Figure 5 — these steps are typical for a transaction implementing
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EMYV protocols and do not define the present disclosure, but rather provide a context in
which embodiments of the disclosure may be used and against which modifications
provided by embodiments of the disclosure should be considered.

The first step 1s to establish a data connection 500 between the card 2 and
the terminal 100 — this may be through contacts (“chip-and-PIN”) in which case
interaction protocols are governed by ISO/IEC 7816, but if contactless this is established
through short range wireless communication, in which case interaction protocols are
governed by ISO/IEC 14443. A suitable application (there may be multiple applications
present) on the card 2 is selected 510 for the transaction and application processing
initiated 520 with the terminal 100 providing required data to the card, and the card
providing data relevant to its state. The terminal 100 checks 530 for any processing
restrictions from the card data. Offline data authentication using public key cryptography
1s then used to validate 540 the card with this cryptographic capability and also to
establish a secure channel between the card 2 and the terminal 100. Cardholder
verification 550 (for example, through PIN entry at the terminal for a contact card) may
then take place to evaluate whether the person controlling the card is the legitimate
cardholder. The terminal may then evaluate whether online authentication is needed, and
provides 560 the result of its action to the card. The card then generates 570 a
cryptogram (the type of cryptogram depending on the authorisation type result provided
by the terminal) and sends it to the terminal. If online authorisation is needed, the
cryptogram is sent together with transaction data through the transaction infrastructure to
the issuer for authorisation 580, with an authorisation result (possibly also providing data
returned from the issuer for the card) returned to the terminal 100, leading to ultimate
acceptance or refusal of the transaction 590.

One aspect of this process is cardholder verification 550, generally
performed using a cardholder verification mechanism (CVM). The CVM is used to
authenticate the user of the payment card — to determine that the person using the
payment card is the legitimate cardholder. There are a number of possible CVMs
supported or to be supported by EMV protocols, such as signature and a PIN verified
online by the issuer, for example. In certain circumstances - for low value transactions,

for example — there may be no CVM required. In the case of a payment device with more
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capabilities than an entirely passive payment card, such as a mobile telephone handset,
there may be a consumer device cardholder verification method (CDCVM). For
example, for a mobile telephone handset, this may be a biometric such as a fingerprint.

In conventional EMV processing as described above, the card provides the
terminal with a list of possible CVM choices, ordered according to issuer priority. The
terminal then selects which CVM to use from the list, and it may then provide an
appropriate communication to indicate to the user that this CVM is required. If the CVM
fails, it may be possible for the terminal to move to the next CVM in the list.

A more flexible approach is provided by embodiments of the disclosure,
as is shown in Figure 6. Instead of a selection by the terminal from a list offered by the
card, the terminal offers 610 the card a list of the CVMs that it is prepared to be used for
the transaction — this may be influenced by the circumstances of the transaction itself (so,
for example, no CVM may not be offered as an option if the transaction is for a
significant value). The card picks 620 a CVM from this list, and it indicates 630 its CVM
choice — this may be, for example, done at the time of providing a response to the request
to generate a cryptogram (the EMV GENERATE AC command). This is then used 640
by the terminal. This approach reduces the risk of CVM failure and ensures an
appropriate CVM choice for the transaction.

Suitable processes at the reader and at the card are described in more detail
below. Aspects of EMV processing other than CVM processing are only described so far
as 1s necessary to provide technical context to the implementation described — general
principles of EMV processing are familiar to the skilled person, and for technical detail of
existing implementations the person skilled in the art would refer to the EMV technical

specifications, for example as provided at hitps://www.cmvco.com/document-search/.

The CVM implementation described here is appropriate for use in
Enhanced Processing of contactless transactions in EMV — conventional implementations
follow existing EMV contactless specifications (in Book C-2 of the EMV protocols — this
may be referred to below as C2 Processing). Enhanced Processing allows for greater
technical capability in cards and readers than may have been available in earlier
implementations, allowing for a new security architecture based on ECC rather than RSA

for asymmetric encryption along with use of AES for symmetric encryption and a number
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of new functional elements. Implementations of the disclosure are not limited to
implementations of Enhanced Processing, and aspects of Enhanced Processing are only
described here in so far as they provide technical details necessary for full description of
how relevant implementations are technically implemented.

A general indication of Enhanced Processing flow is however shown in
Figure 7. Once it is determined that the Enhanced Processing has been selected (which it
will be if it can be performed by both card and terminal), the kernel of the terminal
transaction processing software (hereafter “the Kernel”) performs the following steps
(where not further described, names in capital letters refer to EMV commands described
in existing EMV technical specifications):

1. The Kernel sends 710 a public key to the card in the GET
PROCESSING OPTIONS command data. Using its private key and a blinding factor, the
card generates a shared secret and from that a set of session keys. In the GET
PROCESSING OPTIONS response 715, the card sends its blinded public key and the
encrypted blinding factor so that the Kernel can compute the same shared secret and
session keys. The blinding factor permits the Kernel to authenticate 720 the card (in
conjunction with the card certificates).

2. The Kernel reads 730 the data records of the card (using READ
RECORD commands). Any record data returned by the card that uniquely identifies it
(for example the Application PAN), has been encrypted by the card using one of the
session keys and the AES block cipher.

3. The Kernel performs 740 Terminal Risk Management and Terminal
Action Analysis.

4. The Kernel requests 750 an Application Cryptogram from the card by
issuing a GENERATE AC command. The Kernel offers up to the card in the
GENERATE AC command data a list of the CVMs that it supports for the transaction
and the card picks one from that list. The card informs 755 the Kernel of its choice in the
response to the GENERATE AC command.

5. The Kernel performs 760 LDA (Local Data Authentication) by the
verification of an AES CMAC (Cipher-based Message Authentication Code) calculated

using one of the session keys. The session key is authenticated by validating the

12
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certificates and the blinding factor.

Using this approach, the first step in CVM processing is for the Kernel to
provide the card with acceptable CVM choices. In this implementation, the terminal does
not distinguish between types of transacting device — for example, it will not distinguish

5  between transactions performed by mobile and transactions performed by card — but it
may edit its choices dependent on details of the transaction. As previously described, the
actual selection of the CVM will be made by the card (and this may, as described below,
result in the card delegating cardholder verification to the terminal).

In the specific embodiment described here, four CVM options may appear

10 in the list:
0 No CVM

00 Signature
0 CDCVM
[J Online PIN

15 Some, but not necessarily all, of these options will be offered to the card.
The concept of a CVM limit is maintained on the Kernel and is used to determine which
CVMs are offered to the Card. If the transaction is above the CVM limit then No CVM'
should not be offered.

The list of CVMs is coded in the Terminal Risk Management Data — this

20  1san 8 byte field containing information relating to the requirements made by the
terminal in order for it to manage the risk of the transaction according to the requirements
placed upon it (for example, by the merchant’s acquiring bank, or by the transaction
scheme). Values for Terminal Risk Management Data are determined by the terminal (in
management and analysis step 730 as identified above) on the basis of the information

25  available to the terminal at that point, which will include details of the proposed
transaction. It is then the Terminal Risk Management Data that is used to communicate
the available CVMs from the Kernel to the card.

Terminal Risk Management Data also carries three other CVM related

bits. The first of these, 'CVM Limit exceeded' is used as an explicit indication to the card
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that the transaction amount exceeds the limit above which a CVM is required by the
merchant. The other two bits ((CDCVM bypass requested’ and 'SCA exempt') relate to the
business rules relevant to this installation; whether for example CDCVM bypass is
requested by a transit terminal or whether regulation indicates that the transaction should
not be accounted in the card's lost and stolen protection.

In this embodiment, Terminal Risk Management Data is transmitted to the
card when the terminal requests the card to provide an application cryptogram for the
transaction by sending a GENERATE AC command. Based on this information, the card
then chooses the CVM to be used for the transaction.

An exemplary routine for CVM selection at the card is the “Compute
CVM to Apply” process shown schematically in Figure 8.

In a first step 810, the application selects the entry to use from the CVM
Entries Table. This entry is identified by the value of the CVM Entry ID. In a second
step 820, the application finds the first match between the CVMs supported by the
application as listed in the entry and the CVMs supported by the terminal as indicated in
the Terminal Risk Management Data. After making 830 this evaluation, the first
commonly supported CVM is then returned 840 as Cardholder Verification Decision. If
there is no CVM in common, CV FAILED is returned 745 as Cardholder Verification
Decision.

Possible outputs for Card Verification Decision are thus as follows (with
RFU used for Reserved for Update, allowing future modifications).

Cardholder Verification Decision:

. '00": NO CVM

. '01": OBTAIN SIGNATURE

. '02": ONLINE PIN

. '03"': CONFIRMATION CODE VERIFIED (not used by this specification)
. '0F": N/A (not used by this specification)

. 'FF: CV FAILED

. Other values RFU

The computation can then be carried out as follows:
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FUNCTION ComputeCVMToApply( ) as Cardholder Verification Decision

# select in CVM Entries Table the row corresponding to the value of CVM
Entry ID

Entry := CVM Entries Table]CVM Entry ID]

FOR1:=1T03

IF Entry[i] = '00' (NO CVM) AND 'No CVM required (Contactless)' in Terminal Risk
Management Data is set
THEN

ComputeCVMToApply :='00' (NO CVM)
EXIT FUNCTION
ENDIF

IF Entry[i] ='01' (OBTAIN SIGNATURE) AND 'Signature (paper) (Contactless)' in
Terminal Risk Management Data is set
THEN

ComputeCVMToApply = '01' (OBTAIN SIGNATURE)
EXIT FUNCTION
ENDIF

IF Entry[i] ='02' (ONLINE PIN) AND "Enciphered PIN verified online (Contactless)'
in Terminal Risk Management Data is set
THEN

ComputeCVMToApply :='02' (ONLINE PIN)
EXIT FUNCTION
ENDIF

NEXT

ComputeCVMToApply := FF' (CV FAILED)

EXIT FUNCTION

END FUNCTION
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Based on the above, the card then chooses the CVM to be used for this
transaction. The card's decision is indicated in the Cardholder Verification Decision data
object included in the GENERATE AC response. This data object reflects the card's
choice of CVM. The card may indicate CV FAILED if there is no CVM available from
the Kernel that the Card is willing to use for this transaction. In the light of this a bit is
defined in Kernel Configuration (a self-explanatory data object at the terminal) with the
meaning: 'Decline if CV fails’. This allows the Kernel to decline a transaction if it
cardholder verification for a transaction is required, but the card has indicated CV
FAILED 1n its response.

Because the choice of CVM by the card also affects the value of the
Terminal Verification Results, the card may change certain bits in the Terminal
Verification Results. This is a data object maintained by the terminal that indicates status
of different functions from the terminal’s perspective. This will have been set and sent to
the card already, so any modification - for example the Card chooses Online PIN, the
Terminal Verification Results need to be set to indicate that Online PIN will be entered —
will mean that the card needs to use a TVR value different from the value it received in
the GENERATE AC command data. To achieve this, an option is that the card includes
in the GENERATE AC response data a Card TVR corresponding to the one it actually
used for generating the Application Cryptogram, with the Kernel then needing to reflect
this change in the data sent to the acquirer.

A mask value may be applied to prevent the card from changing bits in the
Terminal Verification Results that reflect the Kernel's decision making, rather than any
action taken by the card. Such a mask used in embodiments is referred to as the Kernel
Reserved TVR Mask and the bits set to 1 in it cannot be altered by the card. The Kernel
before sending data to the acquirer sets the Terminal Verification Results bits that the
card can change to the value of the corresponding bits in the Card TVR.

As indicated above, the basic approach taken here of allowing a card to
select a verification options for a user selected from a list of options provided by a reader
can be used in other technical contexts. The simplest is in access control — a reader
device may offer different approaches to recognition of a bearer for access control (in

some cases nothing further may be needed, but in other cases it may be necessary to use
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an additional security factor such as entry of a PIN on a number entry pad, use of a
biometric such as a fingerprint reader, use of a camera, or confirmation through a second
channel such as a mobile phone), and use of this approach may allow a card to specify

which type of higher security factor to use.
As the skilled person will appreciate, further embodiments falling within

the spirit and scope of the disclosure may be made.
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CLAIMS

1. A method for verification of a bearer of a credential device at a device reader, the

method comprising:
establishing a digital communication channel with the credential device;

determining a set of verification options for the bearer and providing the set of

verification options to the credential device over the digital communication channel,

receiving a verification option selected from the set of verification options by the

credential device; and

verifying the bearer of the credential device in accordance with the selected

verification option.

2. The method according to claim 1, wherein the credential device is a contactless

payment device operating according to EMV protocols.

3. The method according to claim 2, wherein the verification options are cardholder
verification methods.
4 The method according to claim 2, wherein the reader device provides a list of

cardholder verification methods with a command to provide an application cryptogram,

and the payment device provides a chosen card verification method with the application

cryptogram.

5. The method according to claim 4, wherein the reader device is adapted to modify
the transaction data from that sent to the payment device in the command to generate an

application cryptogram dependent on the cardholder verification method choice.
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6. The method according to claim 5, wherein the reader device is adapted to modify

the transaction data if the cardholder verification method requested is for an online PIN.

7. The method according to claim 3, wherein the cardholder verification options
comprise: no cardholder verification method, consumer device cardholder verification

method, online PIN and cardholder signature.

8. The method according to claim 1, wherein the reader device provides a list of
verification options, and wherein the credential device selects the first verification option

in the list supported by the credential device.

0. A method at a credential device to support verification of a bearer of the

credential device at a device reader, the method comprising:
establishing a digital communication channel with the device reader;

receiving from the device reader a set of verification options for the bearer over

the digital communication channel,

selecting a verification option from the set of verification options and
communicating the selected verification option to the device reader for verifying the

bearer of the credential device in accordance with the selected verification option.

10. The method according to claim 9, wherein the credential device is a payment
device.

11. The method according to claim 10, wherein the payment device is a contactless
payment device.
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12. The method according to claim 11, wherein the contactless payment device is a

payment card.

13. The method according to claim 10, wherein the payment device operates
according to EMV protocols and the verification options are cardholder verification

methods.

14. The method according to claim 13, wherein the reader device provides a list of
cardholder verification methods with a command to provide an application cryptogram,

and the payment device provides a chosen card verification method with the application

cryptogram.

15. The method according to claim 13, wherein the cardholder verification options
comprise: no cardholder verification method, consumer device cardholder verification

method, online PIN and cardholder signature.

16. The method according to claim 9, wherein the reader device provides a list of
verification options, and wherein the credential device selects the first verification option

in the list supported by the credential device.

17. A credential device adapted to support verification of a bearer of the credential

device at a device reader, the credential device being adapted to:
establish a digital communication channel with the device reader;

receive from the device reader a set of verification options for the bearer over the

digital communication channel;
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select a verification option from the set of verification options and communicate
the selected verification option to the device reader for verifying the bearer of the

credential device in accordance with the selected verification option.

18. The credential device of claim 17, wherein the credential device is a passive
device.
19. The credential device of claim 18, wherein the credential device is a contactless

payment device.

20. The credential device of claim 19, wherein the credential device is a payment

card.

21



PCT/US2020/021312

WO 2020/181162

117

Figure 1



WO 2020/181162 PCT/US2020/021312
43
\
POS System
4
™~ AN NN SRS » 2 3
Activate {with Data;} /
\/}'es‘mmaf ;’f Reader | _— 33
! 1 BHS i -
L ,,= SO
Data & & 0 fe—mF | 34

42

Exfnange T vy,
CONRY W
J/

/

44

/ /

35

31

Figure 2



WO 2020/181162 PCT/US2020/021312
3/7
207 e 2
L 24
Lg e/
<.
\ 4
[~
201
21—
25
o (O—
212
26
Figure 3
15
12 < J— 100
\ - 13
14 — = e/
\
1 | 190
17 - — |
\ » _
. « 3
> &
< <t 16
s 191 192
181 v

18

e

Figure 4



WO 2020/181162

417

ESTABLISH DATA CONNECTION

PCT/US2020/021312

CARD APPLICATION SELECTI\ON\
APPLICATION PROCESSING INITIATED\

500

510

PROCESSING RESTRICTIONS CHECKED

/

520

OFFLINE DATAAUTHENTICATION

CARDHOLDER VERIFICATION

N

AUTHENTICATION TYPE ESTABLISHED

CARD GENERATES CRYPTOGRAM

ONLINE AUTHORISATION (IF REQUIRED)

530

550

560

570

FINAL TRANSACTION RESULT \

580

590

Figure 5



WO 2020/181162 PCT/US2020/021312

SI7

TERMINAL OFFERS
CARD CVM LIST

610

CARD CHOOSES CVM FROM LIST

620

CARD INDICATES CVM TO TERMINAL

/\

CHOSEN CVM USED BY
TERMINAL

640

Figure 6



WO 2020/181162 PCT/US2020/021312

6/7

SEND PUBLIC KEY

7

N
-
o

SEND BLINDED PUBLIC KEY
AND BLINDING FACTOR

AN

AUTHENTICATE THE CARD 715

\

e

READ DATA RECORDS OF THE
CARD

720

e

730

TERMINAL MANAGEMENT AND

/ ANALYSIS

740

/

AC REQUEST WITH CVM LIST

\

\

745

/ CVM SELECTION WITH AC RESPONSE

750

LOCAL DATAAUTHENTICATION

e

760

Figure 7



WO 2020/181162 PCT/US2020/021312

717

APPLICATION SELECTS ENTRY
FROM CVM ENTRIES TABLE

T

810

APPLICATION FINDS FIRST MATCH
BETWEEN CVM ENTRY AND TERMINAL

CVM LIST

820

IS THERE A FIRST COMMONLY
SUPPORTED CVM?

/ /835

830

CV FAILED

FIRST COMMONLY SUPPORTED CVM

SELECTED

Figure 8 840




INTERNATIONAL SEARCH REPORT

International application No.
PCT/US2020/021312

A. CLASSIFICATION OF SUBJECT MATTER

G06Q 20/40(2012.01)i, G06Q 20/34(2012.01)i, G06Q 20/32(2012.01)i, GO6Q 20/42(2012.01)i

According to International Patent Classification (IPC) or to both national classification and [PC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
G06Q 20/40; G06Q 20/32; G06Q 20/38; HO4W 12/06; GO6Q 20/34; GO6Q 20/42

Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal) & Keywords: cardholder, verification, methods, options, select

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X WO 2018-000275 Al (HUAWEI TECHNOLOGIES CO., LTID. et al.) 04 January 2018 1-3,7-13,15-20
Y See page 8, lines 17-22, page 9, lines 17-19, page 16, line 23 - page 17, 4-6,14
line 22, claims 1,6,9,14 and figures 1-3.

Y US 2017-0255922 A1 (JING JIN et al.) 07 September 2017 4-6,14
See paragraphs [0058]-[0060], claim 1 and figure 1.

A US 9990632 Bl (CAPITAL ONE SERVICES, LLC) 05 June 2018 1-20
See column 1, line 66 - column 2, line 15, column 12, line 52 - column 13,
line 23, claim 1 and figures 1-2,4.

A US 2018-0268408 A1 (SQUARE, INC.) 20 September 2018 1-20
See paragraphs [0068]-[0071] and claim 1.

A US 2015-0134469 A1 (MASTERCARD INTERNATIONAL INCORPORATED) 14 May 2015 1-20
See claims 1,12-13 and figure DA.

|:| Further documents are listed in the continuation of Box C.

See patent family annex.

than the priority date claimed

* Special categories of cited documents: "T" later document published after the international filing date or priority

"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention

"D" document cited by the applicant in the international application "X" document of particular relevance; the claimed invention cannot be

"E" eatlier application or patent but published on or after the international considered novel or cannot be considered to involve an inventive
filing date step when the document is taken alone

"L"  document which may throw doubts on priority claim(s) or which is "Y" document of particular relevance; the claimed invention cannot be
cited to establish the publication date of another citation or other considered to involve an inventive step when the document is
special reason (as specified) combined with one or more other such documents,such combination

"O" document referring to an oral disclosure, use, exhibition or other means being obvious to a person skilled in the art

"P" document published prior to the international filing date but later "&" document member of the same patent family

Date of the actual completion of the international search
30 June 2020 (30.06.2020)

Date of mailing of the international search report

30 June 2020 (30.06.2020)

Name and mailing address of the [SA/KR

International Application Division

Korean Intellectual Property Office

189 Cheongsa-ro, Seo-gu, Dagjeon, 35208, Republic of Korea

Facsimile No, 182-42-481-8578

Authorized officer

KANG, Min Jeong

Telephone No. +82-42-481-8131

Form PCT/ISA/210 (second sheet) (July 2019)




INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/US2020/021312
Patent document Publication Patent family Publication
cited in search report date member(s) date
WO 2018-000275 Al 04/01/2018 CN 107851251 A 27/03/2018
EP 3467749 Al 10/04/2019
EP 3467749 A4 10/04/2019
US 2019-0354980 Al 21/11/2019
US 2017-0255922 Al 07/09/2017 AU 2017-228450 Al 02/08/2018
CA 3011726 Al 08/09/2017
CN 108702609 A 23/10/2018
EP 3424230 A2 09/01/2019
EP 3424230 A4 06/02/2019
KR 10-2018-0114208 17/10/2018
WO 2017-152186 A2 08/09/2017
WO 2017-152186 A3 26/07/2018
US 9990632 Bl 05/06/2018 CA 3021843 Al 25/04/2019
EP 3477571 Al 01/05/2019
US 10242367 Bl 26/03/2019
US 10467627 B2 05/11/2019
US 2019-0164158 Al 30/05/2019
US 2020-0043002 Al 06/02/2020
US 2018-0268408 Al 20/09/2018 WO 2018-175462 Al 27/09/2018
US 2015-0134469 Al 14/05/2015 AU 2009-293439 Al 25/03/2010
AU 2009-293439 B2 17/01/2013
AU 2010-257373 Al 24/11/2011
AU 2010-257373 B2 22/11/2012
US 10255596 B2 09/04/2019
US 2010-0153267 Al 17/06/2010
US 2010-0312617 Al 09/12/2010
US 2011-0276420 Al 10/11/2011
US 2013-0185211 Al 18/07/2013
US 2015-0220911 Al 06/08/2015
US 2018-0268394 Al 20/09/2018
US 8341084 B2 25/12/2012
US 8949152 B2 03/02/2015
US 9990618 B2 05/06/2018
WO 2010-033476 Al 25/03/2010
WO 2011-109048 Al 09/09/2011

Form PCT/ISA/210 (patent family annex) (July 2019)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - wo-search-report
	Page 32 - wo-search-report

