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POLICY-BASED UTILITY NETWORKING 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This application claims the benefit of and priority to 
U.S. Provisional Application No. 60/905.269, filed Mar. 5, 
2007, the entire disclosure of which is hereby incorporated by 
reference for all purposes. 

BACKGROUND OF THE INVENTION 

0002. Over the past ten to fifteen years, organizations have 
taken significant steps towards defining the technical require 
ments, architectures, specifications, and open standards 
based common information models for the next generation 
intelligent transmission, distribution, and delivery infrastruc 
tures of various utilities, such as electricity, water, oil, and 
gas. These industry-wide advancements typically depict an 
intelligent network architecture that is predictive, self-adap 
tive, self-optimizing, fault-sensing, self-healing, and secure 
(e.g., an intelligent electric power grid infrastructure). The 
promises of these intelligent electric grid network architec 
tures are improved reliability, enhanced energy delivery effi 
ciencies, optimized energy conservation services, lower 
operational and maintenance costs, and higher levels of cus 
tomer interaction and satisfaction. 
0003 Electric Power Research Institute (EPRI) Intelli 
Grid' initiative is one attemot at creating the technical foun 
dation for a smart power grid that links electricity with com 
munications and computer control to achieve tremendous 
gains in reliability, capacity, and customer services. A major 
early product is the IntelliGrid Architecture, an open-stan 
dards, requirements-based approach for integrating data net 
works and equipment that enables interoperability between 
products and systems. This program provides utilities with 
the methodology, tools and recommendations for standards 
and technologies when implementing systems such as 
advanced metering, distribution automation, demand 
response, and wide-area measurement. The program also pro 
vides utilities with independent, unbiased testing of technolo 
gies and Vendor products. 
0004. The problem of the current “intelligent' electric grid 
architectures lies in lack of definition on how to implement an 
end-to-end highly automated, distributed, electric power net 
work that is predictive, self-adaptive, self-optimizing, fault 
sensing, self-healing, and secure. The problem is as much a 
matter of scale and management, as it is a matter of how to 
design and implement and advanced electric power sensing, 
measurement, metering, and utility policy enforcement con 
trol layer (e.g., transmission and distribution control, 
dynamic pricing enforcement, dynamic service delivery and 
accounting, etc.) over a secure communications network. 
0005. In order to implement a utility policy enforcement 
control layer, in a scalable and efficient manner, what is 
required is a more than a policy-based network management 
platform. Policy-based networking was originally developed 
in the mid/late 1990s and early 2000s within the DMTF and 
IETF standards organizations. The focus and development 
efforts on policy-based networking, since its inception, have 
heretofore been primarily on enterprise and managed IP Ser 
vices (e.g., VPN, QoS. VoIP. . . ). Policy-based networking 
methods, techniques, models, protocols, and policy server 
designs have yet to be applied to the Subject domain of utility 
transmission & distribution network automation. In addition 
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to the present invention of the Energy Switch Router, what is 
also required to implement an intelligent electric grid is a 
highly distributed, centrally managed, policy-based logic 
fabric into which utility transmission and distribution net 
work automation policies, methods, processes, controls, sys 
tems, devices, and utility customer profiles are instantiated, 
managed, and deployed to form an intelligent secure electric 
grid network. 
0006. Accordingly, what is desired are improved methods 
and apparatus for Solving some of the problems discussed 
above, while reducing further drawbacks, some of which are 
discussed above. 

BRIEF SUMMARY OF THE INVENTION 

0007 Embodiments of the present invention generally 
relate to the design, functionality, and instrumentation of a 
new class of utility network devices, energy Switch routers, 
and to their role and use in the networking and automation of 
next generation utility transmission and distribution networks 
and systems. 
0008. The emergent intelligent electric grid architectures 
require a new type of networked utility device, one that can 
enforce transmission and distribution automation policies in a 
highly distributed, centrally managed method, with the abil 
ity to Support both real-time and near real-time communica 
tions. This new networked utility device needs to support 
advanced utility sensory and measurement functions, service 
monitoring and recording functions, service control and 
policy enforcement functions, web-based configuration and 
service delivery interfaces, and secure communications. Fur 
ther, this new category of utility network devices need to 
Support an evolving set of open standards-based sensory, 
measurement, metering, monitoring, recording, and control 
functions; transmission and distribution automation, meter 
ing, and control protocols; secure digital and system designs 
that Supportabroad range of embedded computing, on-board 
memory and storage models; and advanced networking, rout 
ing, Switching, policy, and security functions. 
0009. In various embodiments a policy-based residential 
networked meter can be an energy Switch router device 
(ESRD) that provides policy-based advanced metering, load 
control and shaping, energy services delivery and accounting, 
and secure web services interfaces and internetworking com 
munications. The ESRD can be integrated and interrelated 
with advanced policy-based sensory, metrology, monitoring, 
control, recording, classification, prioritization, security, 
routing, and switching functions. The ESRD may be used to 
sense, measure, meter, and control electrical service flows to 
the utility service point at the customer premise, and may be 
configured and managed with one or more policy-based net 
working methods. 
0010. In some embodiments, a policy-based residential 
networked meter can provide Support for advanced power 
sensing, metrology, monitoring, metering, control, recording, 
and reporting functions. The networked meter may provide a 
logic fabric for both real-time and near real-time policy 
enforcement and control of electric power service flows, 
events, services, messages, or the like. In addition, the policy 
based residential networked meter may provide support for 
secure internetworking communications across wide area, 
metropolitan area, local area, and home area networks. In 
further embodiments, the policy-based residential networked 
meter can be used to deliver voice, video and data broadband 
services. The policy-based residential networked meter may 
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provide Support for policy-based managed service activation, 
provisioning, configuration, monitoring, management and 
control, and may enable Support for policy-based managed 
service authentication, authorization, accounting, reporting, 
control, and accounting, both of which embodiments are con 
figured and managed via web interfaces. 
0011. In further embodiments, a policy-based residential 
networked meter can provide the integration and interrelation 
of disparate methods, techniques, models, and algorithms in 
the independent fields of electric power transmission and 
distribution automation, utility sensory measurement and 
recording, electricity service quality monitoring and control, 
electric power load control and shaping, dynamic tariffrate 
structured metering and accounting, web configuration and 
energy services interfaces, and secure policy-based internet 
working communications into a single device. 
0012. In various embodiments, a policy managed and con 
trolled energy switch router device (ESRD) can interact with 
and participate in a highly distributed and centrally managed 
policy control plane that may be used to provision, configure, 
monitor, manage, and control an intelligent electric grid net 
work. An ESRD may be used to provide internetworking 
services, and secure network connection activation, authen 
tication, authorization, and accounting functions for interfac 
ing a policy-based intelligent electric grid network to foreign 
wide area, metropolitan area, local area, and home area net 
works. 
0013 Another embodiment of the present invention can 
also be used to provide policy-based advanced utility distri 
bution network automation and secure internetworking func 
tions that enable an intelligent electric grid network that is 
predictive, self-adaptive, self-optimizing, fault-sensing, self 
healing, and secure. 
0014) Another embodiment of the present invention can 
also be used to provide policy-based advanced utility trans 
mission network automation and secure internetworking 
functions that enable an intelligent electric grid network that 
is predictive, self-adaptive, self-optimizing, fault-sensing, 
self-healing, and secure. 
0015. Another embodiment of the present invention can 
also be used to provide policy-based advanced utility genera 
tion automation and secure internetworking functions that 
enable an intelligent electric grid network that is predictive, 
self-adaptive, self-optimizing, fault-sensing, self-healing, 
and secure. 
0016. Another embodiment of the present invention can 
also be used to provide policy-based advanced micro genera 
tion automation and secure internetworking communications 
functions. In some embodiments, an ESRD can be used to 
provide internetworking services, and secure network con 
nection activation, authentication, authorization, and 
accounting functions for interfacing to a policy-based intel 
ligent electric grid network, or to foreign wide area, metro 
politan area, local area, and home area networks. 
0017. A further understanding of the nature and the advan 
tages of the inventions disclosed herein may be realized by 
reference of the remaining portions of the specification and 
the attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0018. In order to more fully understand the present inven 
tion, reference is made to the accompanying drawings. 
Understanding that these drawings are not to be considered 
limitations in the scope of the invention, the presently 

Sep. 11, 2008 

described embodiments and the presently understood best 
mode of the invention are described with additional detail 
through use of the accompanying drawings. 
0019 FIG. 1 is a block diagram illustrating five systems 
integrating utility distribution network automation and man 
agement, utility transmission network automation and man 
agement, utility generation automation and management, and 
utility micro distribution automation and management in five 
separate embodiments according to the present invention; 
0020 FIG. 2 is a block diagram illustrating an energy 
Switch router, in one embodiment of the present invention, at 
the service delivery edge of the utility distribution network 
that is connected to the customer utility distribution network; 
0021 FIG. 3 is a block diagram illustrating the main func 
tional elements of the energy Switch router in one embodi 
ment according to the present invention; 
0022 FIG. 4 is a block diagram illustrating the security, 
sensory, metrology, packet/frame/event classifier, route? 
Switch/policy engines, and route/switch/policy state table 
components within the logic fabric of the energy Switch 
router in one embodiment according to the present invention; 
0023 FIG. 5 is a block diagram illustrating the internet 
work communications interface components of the energy 
Switch router in one embodiment according to the present 
invention; 
0024 FIG. 6 is a block diagram illustrating various appli 
cations that may be employed by the energy Switch router in 
one embodiment according to the present invention; 
0025 FIG. 7 is a block diagram illustrating five embodi 
ments of an energy switch router, in five embodiments of the 
present invention, within the utility distribution network, util 
ity transmission network, utility generation automation, and 
utility customer premises based micro utility generation auto 
mation locations; 
(0026 FIGS. 8A, 8B, and 8C are block diagrams illustrat 
ing the use of the energy Switch router for electric power 
distribution sensory, metrology, tariffrate structured meter 
ing and accounting, service delivery and quality control, Ser 
Vice monitoring and reporting, load control and shaping, util 
ity policy enforcement, utility web services delivery, and 
secure internetworking communications in one embodiment 
according to the present invention; 
(0027 FIGS. 9A, 9B, and 9C are block diagrams illustrat 
ing the use of the energy Switch router for electric power 
distribution sensory, metrology, tariffrate structured meter 
ing and accounting, service delivery and quality control, Ser 
Vice monitoring and reporting, load control and shaping, util 
ity policy enforcement, utility web services delivery, and 
secure internetworking communications in one embodiment 
according to the present invention; 
0028 FIGS. 10A and 10B are block diagrams illustrating 
the use of the energy switch router for electric power distri 
bution sensory, metrology, tariffrate structured metering and 
accounting, service delivery and quality control, service 
monitoring and reporting, load control and shaping, utility 
policy enforcement, utility web services delivery, and secure 
internetworking communications in one embodiment accord 
ing to the present invention; 
(0029 FIGS. 91A and 91B are block diagrams illustrating 
the use of the energy switch router for electric power distri 
bution sensory, metrology, tariffrate structured metering and 
accounting, service delivery and quality control, service 
monitoring and reporting, load control and shaping, utility 
policy enforcement, utility web services delivery, and secure 
internetworking communications in one embodiment accord 
ing to the present invention; 
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0030 FIGS. 12A, 12B, and 12C are block diagrams illus 
trating the use of the energy switch router for electric power 
distribution sensory, metrology, tariffrate structured meter 
ing and accounting, service delivery and quality control, Ser 
Vice monitoring and reporting, load control and shaping, util 
ity policy enforcement, utility web services delivery, and 
secure internetworking communications in one embodiment 
according to the present invention; 
0031 FIG. 13 is a flowchart of a method for configuration 
policy deployment to an energy Switch router, and the energy 
Switch router's enforcement of the configuration policy in one 
embodiment according to the present invention; 
0032 FIG. 14 is a flowchart of a method for the configu 
ration policy un-deployment from an energy Switch router, 
and the energy Switch router's Subsequent enforcement of the 
changed policy state in one embodiment according to the 
present invention; 
0033 FIG. 15 is a flowchart of a method for the deploy 
ment of a power quality and control policy to an energy Switch 
router, and the device's subsequent enforcement of the power 
quality and control policy in one embodiment according to 
the present invention; 
0034 FIG. 16 is a block diagram depicting a policy net 
working-based predictive, self-adaptive, self-optimizing, 
fault-sensing, self-healing, and secure intelligent electric grid 
infrastructure in one embodiment according to the present 
invention; 
0035 FIG. 17 is a screenshot of an energy switch router 
secure web services interface in one embodiment according 
to the present invention; 
0036 FIG. 18 is a block diagram depicting a utility distri 
bution network energy switch router device that enables a 
policy networking-based predictive, self-adaptive, self-opti 
mizing, fault-sensing, self-healing, and secure intelligent 
electric grid network, and which is configured and accessed 
via secure web services interfaces, in one embodiment 
according to the present invention; 
0037 FIG. 19 is a block diagram depicting a utility trans 
mission network energy Switch router device that enables a 
policy networking-based predictive, self-adaptive, self-opti 
mizing, fault-sensing, self-healing, and secure intelligent 
electric grid network, and which is configured and accessed 
via secure web services interfaces, in one embodiment 
according to the present invention; 
0038 FIG. 20 is a block diagram depicting a utility gen 
eration automation energy Switch router device that enables a 
policy networking-based predictive, self-adaptive, self-opti 
mizing, fault-sensing, self-healing, and secure intelligent 
electric grid network, and which is configured and accessed 
via secure web services interfaces, in one embodiment 
according to the present invention; 
0039 FIG. 21 is a block diagram depicting a utility micro 
generation automation energy Switch router device that 
enables advanced micro generation automation and secure 
internetworking communications functions, and which is 
configured and accessed via secure web services interfaces: 
and 
0040 FIG.23 is a block diagram of a computer system that 
may incorporate embodiments of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0041. In general, tomorrow's intelligent electric grid net 
work infrastructure will include energy switch router devices 
located throughout the transmission and distribution circuits, 
and at the edge of the service distribution network. In various 
embodiments, the residential policy-based meter device 
embodiment of the present invention provides more features 
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than traditional measuring, metering, recording, and auto 
mated reading. Specifically, the embodiment serves as an 
essential internetworked, intelligent, sensor, meter, recorder, 
controller, policy enforcer, and service delivery platform 
device that is coupled to a predictive, self-adaptive, self 
optimizing, fault-sensing, self-healing, and secure intelligent 
electric grid infrastructure. 
0042 FIG. 1 is a block diagram illustrating systems 100 
and 200, integrating utility distribution and utility distribution 
automation, system 300 integrating utility transmission and 
utility transmission automation, system 400 integrating util 
ity generation automation, and system 500 utility microgen 
eration automation, in five embodiments according to the 
present invention. In this example, system 100 includes utility 
sensor 110, utility distribution device 120, and communica 
tions device 130. One or both of utility sensor 110 and utility 
distribution device 120 are coupled to utility distribution net 
work feeder 140. Utility distribution device 120 is coupled to 
customerutility distribution network 540 located at a custom 
er's premises (indicate by a dashed line separating network 
140 from distribution 540). 
0043. Further, in this example, system 200 includes utility 
sensor 210, utility distribution device 220, and communica 
tions device 230. One or both of utility sensor 210 and utility 
distribution device 220 are coupled to utility distribution net 
work 240. Further, in this example, system 300 includes 
utility sensor 310, utility transmission device 320, and com 
munications device 330. One or both of utility sensor 310 and 
utility transmission device 320 are coupled to utility trans 
mission network 340. Further, in this example, system 400 
includes utility sensor 410, utility generation automation 
device 420, and communications device 430. One or both of 
utility sensor 410 and utility generation automation device 
420 are coupled to utility generation automation interfaces 
440 and utility transmission network 340. Lastly, in this 
example, system 500 includes utility micro generation auto 
mation device 510, utility sensor 520, and communications 
device 530. One or both of utility micro generation automa 
tion device 510 and utility sensor 520 are coupled to customer 
utility distribution network 540 and utility micro generation 
automation interfaces 550. 
0044. In general, utility sensor 110 can include hardware 
and/or software elements configured to sense utilities pro 
vided through utility distribution feeder 140 to the customer's 
premises via utility distribution device 120. For example, 
various embodiments may sense real-time energy loads, 
power quality levels, line fault conditions, and the like. 
0045 Utility distribution device 120 can include any 
device associated with distribution of a utility, such as power 
meters, gas meters, water meters, Switches, values, regula 
tors, converters, transformers, and the like. Some examples of 
utility distribution feeder 140 include a power grid, including 
distribution lines and associated Support devices, a municipal 
water system, gas/propane distribution network, and the like. 
Some examples of customer utility distribution network 540 
may include household electrical wiring, Smart-home distri 
bution of cable TV, satellite, telephone, gas, water, sewer, and 
the like, apartment or condo complex distribution, commer 
cial building power/water/gas facilities, and the like. 
0046. In some embodiments, utility sensor 110, utility 
distribution device 120, and communications device 130 can 
provide real-time and near real-time sensing, measurement, 
monitoring, recording, analytics, classification, decision pro 
cessing, and event and message Switching/routing to Support 
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dynamic load shaping, improved power quality, fault isola 
tion and restoration, demand response, and the like. Accord 
ingly, some embodiments of the present invention may pro 
vide integration of disparate technologies such as utility 
metrology, fault isolation and grid healing, and internetwork 
ing communications, via a logic fabric, into a single device 
that provides interrelated functional Support for sensing, mea 
Surement, monitoring, recording, analysis, classification, 
decision processing, event and message generation, policy 
enforcement, and internetworking Switching and/or routing 
services. Further, some embodiments of the present invention 
are an integrated digital device with advanced electric power 
sensing, measurement, monitoring, recording, analysis, deci 
sion processing, classification, event and message generation, 
policy enforcement, network addressing, internetworking 
Switching and/or routing services, network addressing and 
security services (e.g., host configuration, firewall, intrusion 
detection, virtual private networking). 
0047. In one example of operation, utility sensor 110 and 

utility distribution device 120 provide one or more fault man 
agement operations. For example, Some embodiments may 
include hardware and/or software elements configured to 
diagnose faults, generate corrective configurations, and pro 
vide alarm and event handling. In another example, some 
embodiments include hardware and/or software elements 
configured to generate and maintain event and history logs. In 
yet another example, Some embodiments may include hard 
ware and/or software elements configured to provide policy 
and internetworking state management. 
0048. In another example of operation, utility sensor 110, 

utility distribution device 120, and communications device 
130 may manage the collection, recording, and reporting of 
communications statistics. In another example, an embodi 
ment manages the collection, recording, and reporting of 
utility service statistics. An embodiment may further create 
and maintain automated and on-demand reports associated 
with its operation and distribution of one or more utilities. 
0049. In some embodiments, utility sensor 110, utility 
distribution device 120, and communications device 130 pro 
vide various security features and management. For example, 
an embodiment may incorporate device identity digital cre 
dentials, application level passwords, and network connec 
tion cryptographic key management. 
0050. In various embodiments, utility sensor 110, utility 
distribution device 120, and communications device 130 pro 
vide policy-based internetworking communications to other 
devices coupled to customer utility distribution network 540. 
For example, in one embodiment, the occurrence of a maxi 
mum demand load threshold event may be communicated 
during a critical peak event to one or more devices on the 
customer utility distribution network 540, utility distribution 
network 240, and/or utility transmission network 340. In 
another example, load, power quality levels, and fault condi 
tions may be communicated to devices on the customer utility 
distribution network 540, utility distribution network 240, 
and/or utility transmission network 340. 
0051. In various embodiments, utility sensor 110, utility 
distribution device 120, and communications device 130 may 
provide configuration management of dynamic tariffrate 
structured metering and accounting, and secure policy-based 
internetworking communications. For example, one or more 
metrology functions may be configured. In another example, 
one or more utility network communications functions may 
be configured. In yet another example, activation, provision 
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ing, configuration, management, and accounting of Voice, 
video, and data broadband services may be provided and/or 
enabled to the customer utility distribution network 540. In a 
further example, management and distribution services for 
software and firmware may be provided and/or provisioned. 
0.052 FIG. 2 is a block diagram illustrating an energy 
switch router (ESR) device 600 used in utility distribution and 
utility management in one embodiment according to the 
present invention. ESR 600 includes: ESR logic fabric 601, 
security engines 602, sensory and metrology engines 603, 
packet/frame/event classifier engines 604, route/switch/ 
policy processor engines 605, and route? switch/policy State 
tables 606. ESR 600 may include wide area network interface 
components 607, metropolitan area network interface com 
ponents 608, local area network interface components 609, 
home area network interface components 610, monitoring 
and recording application components 611, control and 
reporting application components 612, identity and security 
application components 613, and web services applications 
components 614. Further, ESR 600 can be connected to utility 
distribution feeder 615 and customer utility distribution net 
work 616. 
0053 ESR logic fabric 601 includes: security engines 602, 
sensory and metrology engines 603, packet/frame/event clas 
sifier engines 604, route/switch/policy processor engines 
605, and route/switch/policy state tables 606. 
0054 Sensory and metrology engines 603 can include any 
hardware and/or software elements that perform metrology 
functions, Such as sensing, measurement, monitoring, record 
ing, analytics, classification, decision processing, and event 
and message Switching/routing to support dynamic load 
shaping, improved power quality, fault isolation and restora 
tion, demand response, and the like. Some examples of sen 
sory and metrology engines 603 include American National 
Standards Institute (ANSI) C12.18/C12.19 energy meters, 
International Electrotechnical Commission (IEC) 62056 
meters, distributed networking protocol (DNP) meters, smart 
meters, and the like. 
0055 Wide area network (WAN) interface components 
607 can include any hardware and/or software elements con 
figured to exchange Voice, video, or data over a wide area 
network. Some examples of WAN interface 220 include 
broadband interfaces, an Institute of Electrical and Electron 
ics Engineers (IEEE) 802.11 interface (or WiFi interface), 
IEEE 802.16 interface (or WiMAX interface), 3GPP LTE 
interface, cable modems (or DOCSIS), digital subscriber 
lines (xDSL), fiber-to-the-home (FTTH), leased lines (e.g., 
T1 or OC3), cellular phone modems, the public telephone 
system (POTS), and the like. Some examples of communica 
tions networks include the Internet, a metropolitan network 
(MAN), a local area network (LAN), a public network, a 
corporate private network, and the like. 
0056 Home area network (HAN) interface 610 can 
include any hardware and/or software elements configured to 
exchange Voice, video, or data over a home area network. 
Some examples of HAN interface 610 include modems, IEEE 
802.1Q interfaces (or VLANs), IEEE 802.3 interfaces (or 
Ethernet), Homeplug Powerline Alliance interfaces (or 
Homeplug), ZigBee Alliance interfaces (or ZigBee), ASHRE 
interfaces (or BACnet), asynchronous transfer mode (ATM) 
interfaces, fiber optic interfaces (or DWDM), and the like. 
Some examples of communications networks include single 
point-to-point links, point-to-multi-point links, customer pre 
mises HANs, corporate LANS, and the like. 
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0057. In one example of operation, ESR 600 can provide 
integration of real-time and near real-time sensing, measure 
ment, monitoring, recording, analytics, classification, deci 
sion processing, and event and message Switching/routing to 
Support dynamic load shaping, improved power quality, fault 
isolation and restoration, demand response, and the like, into 
a single device, via a logic fabric, that provides interrelated 
functional Support for energy measuring, monitoring, meter 
ing, analysis, decision processing, message generation, and 
internetwork-level Switching and/or routing services. In vari 
ous embodiments, these functions are extensibly provided 
using a policy-based configuration, analytics, and control 
mechanism. 
0058 FIG. 3 is a block diagram illustrating an energy 
switch router (ESR) device 700 used in utility distribution and 
utility management in one embodiment according to the 
present invention. ESR 700 includes: ESR logic fabric 701, 
security engines 702, sensory and metrology engines 703, 
packet/frame/event classifier engines 704, route/switch/ 
policy processor engines 705, route/switch/policy state tables 
706, wide area network interface components 707, metropoli 
tan area network interface components 708, local area net 
work interface components 709, home area network interface 
components 710, monitoring and recording application com 
ponents 711, control and reporting application components 
712, identity and security application components 713, and 
web services applications components 714. In various 
embodiments, the engines and components of ESR 700 may 
be extensibly provided using a policy-based configuration, 
analytics, and control mechanism. 
0059 ESR logic fabric 701 can be any hardware and/or 
Software elements configured to implement a policy. In gen 
eral, a policy is a set of defined rules, conditions, and actions. 
Each rule is associated with one or more conditions and one or 
more actions. Typically, the one or more conditions must be 
satisfied for the one or more actions to be performed. Some 
examples of conditions are number values, time values, date 
values, and the like. Some examples of actions are collect 
data, retrieve data, store data, generate messages, generate 
reports, operate one or more metrology functions, operate one 
or more load control functions, and the like. 
0060 A policy may be implemented in conjunction with 

utility industry end device tables (e.g., ANSI C12.19) or 
utility meter objects (e.g., IEC 6205.6). These tables and/or 
objects may define configuration values associated with a 
meter, results of metrology functions, and the like. Some 
examples of end device tables/objects are configuration 
tables/objects, data source tables/objects, register tables/ob 
jects, local display tables/objects, security tables/objects, 
time-of-use tables/objects, load profile tables/objects, history 
and event logs, load control and pricing tables/objects, manu 
facture tables/objects, and the like. 
0061. In various embodiments, sensory and metrology 
engines 703, packet/frame/event classification engines 704, 
monitoring and recording application components 711, and 
control and reporting application components 712 may detect 
outages, failures, disruptions, and restoration in utility distri 
bution. Further, an embodiment of these engines and compo 
nents may take actions in the event of a detected outage, 
failure, disruption, and restoration, such as generating notifi 
cations, opening/closing Switches, generating reports, and the 
like. 

0062. In some embodiments, sensory and metrology 
engines 703, packet/frame/event classification engines 704, 
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monitoring and recording application components 711, and 
control and reporting application components 712 may 
implement one or more utility tariffrate programs that are to 
be associated with a utility service. For example, a specific 
utility tariffrate program may be implemented to sense, mea 
Sure, meter, record, and report one or more utility service tiers 
or levels of service. 

0063. In further embodiments, sensory and metrology 
engines 703, packet/frame/event classification engines 704, 
route/switch/policy state tables 706, and monitoring and 
recording application components 711 may define the condi 
tions that establish base-line physical and logical operation of 
a meter indicative of a healthy meter. Further, an embodiment 
of these engines and components may define actions to be 
performed when conditions associated with meter fail to sat 
isfy the definition of a healthy meter. 
0064. In yet another embodiment, security engines 702 
and identity and security application components 713 may 
define who has access to data, and what policies are to be 
enforced in the event of an intrusion or unauthorized attempt 
to access data. 

0065. In yet another embodiment, control and reporting 
application components 712 and route/switch/policy proces 
sor engines 705 may define how much of a utility may be 
distributed, and at what rate it is distributed. 
0066. In yet another embodiment, sensory and metrology 
engines 703, monitoring and recording application compo 
nents 711, and control and reporting application components 
712 may control which data is obtained to provide a daily 
tracking of utility usage, quality, and the like. Further, an 
embodiment of these engines and components may define 
actions to be performed that report the results of metrology 
functions. Further, an embodiment of these engines and com 
ponents may define conditions for pre-paid energy delivery 
service, and may enable/disable service delivery according to 
acCOunt Status. 

0067. In various embodiments, packet/frame/event classi 
fier engines 704, route/switch/policy processor engines 705, 
and route/switch/policy state tables 706 define conditions for 
and provide priority internetworking communications to ESR 
700. 

0068. In some embodiments, sensory and metrology 
engines 703, monitoring and recording application compo 
nents 711, and control and reporting application components 
712 may control power quality monitoring and reporting, and 
define limits or thresholds establishing the quality of energy 
distribution, and enforce the policies to be applied when the 
quality or condition of energy distribution fails to satisfy the 
conditions. An embodiment of these engines and components 
may define conditions in which demand is slowing or increas 
ing Such that appropriate actions are taken. 
0069. In further embodiments, security engines 702 and 
identity and security application components 713 may 
enforce security policies for ESR 700. In one example, a 
security policy defines one or more conditions associated 
with security of ESR 700. When the one or more conditions 
associated with the security of ESR 700 are met or satisfied, 
one or more actions defined by the security policy are per 
formed. For example, the security policy may define a set of 
network addresses, ports and interfaces from which ESR 700 
is allowed to be accessed. When ESR 700 receives a request 
or packet from the set of network addresses, ports and inter 
faces from which it is allowed to be access, the one or more 
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actions defined by the security policy may be performed to 
allow the request or packet from the set of network addresses, 
ports and interfaces. 
0070. In yet another embodiment, sensory and metrology 
engines 703, monitoring and recording application compo 
nents 711, and control and reporting application components 
712 may enforce metrology policies on ESR 700. When the 
one or more rules or conditions associated with metrology 
functions of ESR 700 are met or satisfied, one or more actions 
defined by the metrology policy are performed. For example, 
metrology policy may configure a utility device, such as an 
energy meter to record energy usage, store energy usage in a 
particular format, and send alerts and signals when an energy 
usage exceeds a specific minimum or maximum threshold. 
0071. In one or more embodiments, sensory and metrol 
ogy engines 703, monitoring and recording application com 
ponents 711, and control and reporting application compo 
nents 712 may enforce a consumption policy that defines one 
or more rules or conditions associated with consumption of 
utilities associated with ESR 700. When the one or more rules 
and/or conditions associated with the consumption policy are 
met or satisfied, one or more actions defined by the consump 
tion policy are performed. For example, the consumption 
policy may define tiers for consumption, and rates associated 
with the predetermined tiers of consumption. The consump 
tion policy may further define time intervals associated with 
usage of a particular utility. If a predetermined tier of con 
Sumption is exceeded, the consumption policy may define an 
action that throttles or disables utilities associated with ESR 
700. In another example, the consumption policy may define 
an action that configures or disables consumer appliances 
(such as electric hot water heaters, air conditioners, or 
washer/dryers) during periods of usage, such as during 
energy emergencies. 
0072. In yet another embodiment, control and reporting 
application components 712 may enforce a reporting policy 
that defines one or more rules or conditions associated with 
how data is to be reported from ESR 700. When the one or 
more rules and/or conditions associated with how data is 
reported from ESR 700 are met or satisfied, one or more 
actions defined by the reporting policy are performed. For 
example, the reporting policy may define conditions for when 
and how data, such as utility consumption and utility quality, 
are reported to a utility organization. When the predefined 
conditions are satisfied, messages including the data may be 
generated and queued/sent to the utility organization for col 
lection. 

0073. In one embodiment, web services application com 
ponents 714 can be used to deploy policies that are provi 
sioned using the Common Open Policy Service (COPS) pro 
tocol. In general, COPS is part of the Internet protocol suite as 
defined by the IETF’s RFC 2748. COPS specifies a simple 
client/server model for Supporting policy provisioning and 
enforcement. COPS policies are typically stored on policy 
servers, known as Policy Decision Points (PDP), and are 
enforced on distributed clients, also known as Policy Enforce 
ment Points (PEP). 
0074. In general, there are two “flavors.” or models of 
COPS: The Outsourcing Model and the Provisioning Model. 
The Outsourcing Model is the simplest flavor of COPS. In this 
model, all policies are stored at the PDP. Whenever the PEP 
needs to make a decision, it sends all relevant information to 
the PDP. The PDP analyzes the information, takes the deci 
sion, and relays it to the PEP. The PEP then simply enforces 
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the decision. In the Provisioning Model, the PEP reports its 
decision-making capabilities to the PDP. The PDP then 
downloads relevant policies on to the PEP. The PEP can then 
make its own decisions based on these policies. The Provi 
Sioning Model can use the route/switch/policy processor 
engines 705 to enforce the policies, and the route/switch/ 
policy state tables 706 as an in-memory repository of the 
policies. 
(0075. In further examples of operation, ESR 700 provides 
integration and interrelation of utility sensory and measure 
ment functions, service monitoring and recording functions, 
service control and policy enforcement functions, web-based 
configuration and service delivery interfaces, and secure 
communications into a single device. 
0076 FIG. 4 is a block diagram illustrating security 
engines 702, sensory and metrology engines 703, packet/ 
frame/event classifier engines 704, route/switch/policy pro 
cessor engine 705, and route/switch/policy state tables 706, 
which are integrated and interrelated via ESR logic fabric 
701, that may be employed by ESR 700 of FIG. 2 in one 
embodiment according to the present invention. In this 
example, security engines 702 includes authentication, 
authorization, and accounting (AAA) functions, firewall 
(FW), intrusion detection (IDS), network address translation 
(NAT), and virtual private network (VPN) services. 
0077 Security engines 702 can include firewall services 
(FW). FW can include hardware and/or software elements 
configured to regulate the flow of traffic between computer 
networks of different trust levels associated with ESR 700. 
Some examples of computer networks are the Internet, which 
may be a Zone with no trust, and intelligent electric grid 
network 815 of FIG. 8A, which may be a Zone of higher trust. 
FW may further provide a Zone with an intermediate trust 
level, such as a “perimeter network” or Demilitarized Zone 
(DMZ). In addition, FW may prevent network intrusion from 
a private network, Such as customer utility distribution net 
work 616 of FIG. 2. 

0078 Security engines 702 can include intrusions detec 
tion services (IDS). IDS can includes hardware and/or soft 
ware elements configured to detect unwanted manipulations 
of ESR 700. In general, IDS may be used to detect several 
types of malicious behaviors that can compromise the Secu 
rity and trust of ESR 700. This may include network attacks 
against Vulnerable services, data driven attacks on applica 
tions, host based attacks such as privilege escalation, unau 
thorized logins and access to sensitive files, and malware 
(viruses, trojan horses, and worms). In various embodiments, 
IDS can be composed of several components (not shown), 
Such as sensors which generate security events, a console to 
monitor events and alerts and control the sensors, and a 
engine that records events logged by the sensors in a database 
and uses a system of policies to generate alerts from security 
events received. 

0079 Security engines 702 can include network address 
translation services (NAT). NAT can include hardware and/or 
Software elements configured to translate portions of network 
traffic. In general, NAT, also known as Network Masquerad 
ing, Native Address Translation or IP Masquerading is a 
technique of re-writing the Source and/or destination Internet 
Protocol (IP) addresses and usually also the Transmission 
Control Protocol/User Datagram Protocol (TCP/UDP) port 
numbers of IP packets as they pass through. In various 
embodiments, NAT enables multiple hosts on a private net 
work to access the Internet using a single public IP address. 
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0080 Security engines 702 can include virtual private net 
work services (VPN). VPN can include hardware and/or soft 
ware elements configured to provide internetworking com 
munications securely tunneled between two or more devices. 
For example, VPN may secure communications and the trans 
mission of data associated with ESR 700 through intelligent 
electric grid network 815 of FIG. 8A. VPN may include 
security features, such as authentication or content encryp 
tion. 
I0081. In further examples of operation, ESR 700 may 
provide integration and interrelation of utility sensory and 
measurement functions, service monitoring and recording 
functions, service control and policy enforcement functions, 
web-based configuration and service delivery interfaces, and 
secure communications into a single device. 
0082 FIG. 5 is a block diagram illustrating integrated and 
interrelated wide area network 707, metropolitan area net 
work 708, local area network 709, and home area network 
710 interface components that may be employed by ESR 700 
of FIG. 2 in one embodiment according to the present inven 
tion. 
0083. In various embodiments, wide area network inter 
face component 707 can include hardware and/or software 
elements configured to provide secure wide area internet 
working communications that may be employed by ESR 700. 
In some embodiments, metropolitan area network interface 
component 708 can include hardware and/or software ele 
ments configured to provide secure metropolitan area inter 
networking communications that may be employed by ESR 
700. 

0084. In further embodiments, local area network inter 
face component 709 can include hardware and/or software 
elements configured to provide secure local area internet 
working communications that may be employed by ESR 700. 
In still further embodiments, home area network interface 
component 710 can include hardware and/or software ele 
ments configured to provide secure home area internetwork 
ing communications that may be employed by ESR 700. 
0085 FIG. 6 is a block diagram illustrating integrated and 
interrelated monitoring and recording application compo 
nents 711, control and reporting application components 712, 
identity and security application components 713, and web 
services applications and components 714 that may be 
employed by ESR 700 of FIG. 2 in one embodiment accord 
ing to the present invention. 
I0086. In some embodiments, monitoring and recording 
application components 711 can include hardware and/or 
Software elements configured to provide utility monitoring 
and recording services that may be employed by ESR 700. 
Control and reporting application components 712 can 
include hardware and/or software elements configured to pro 
vide utility control and reporting services that may be 
employed by ESR 700. 
0087. In various embodiments, identity and security appli 
cation components 713 can include hardware and/or software 
elements configured to provide utility control and reporting 
services that may be employed by ESR 700. Web services 
application components 714 can include hardware and/or 
software elements configured to provide web services inter 
faces that may be employed by ESR 700. 
I0088 FIG. 7 is a block diagram depicting ESR 700A, ESR 
700B, ESR 700C, ESR 700D, and ESR 700E which can used 
to provide policy-based advanced utility generation automa 
tion and secure internetworking functions that enable an 
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intelligent electric grid network that is predictive, self-adap 
tive, self-optimizing, fault-sensing, self-healing, and secure 
in one embodiment according to the present invention. 
I0089 FIGS. 8A, 8B and 8C are block diagrams of ESR 
800 that provides utility sensory and measurement functions, 
service monitoring, metering, and recording functions, Ser 
Vice control and policy enforcement functions, web-based 
configuration and utility service delivery interfaces, and 
secure internetworking communications into a single device 
in one embodiment according to the present invention. At the 
heart of the ESR 800 is ESR logic fabric 801, which can 
include security engines 802, sensory and metrology engines 
803, packet/frame/event classifier engines 804, route/switch/ 
policy processor engines 805, and route/switch/policy state 
tables 806. 
0090 ERS 800 may also include WiMAX MAN/WAN 
components 807, Homeplug LAN components 808, Home 
plug HAN components 809, and WiFi HAN components 810, 
monitoring and recording application components 811, con 
trol and reporting application components 812, identity and 
security application components 813, and web services appli 
cation components 814, all of which can be integrated and 
interrelated with ESR logic fabric 801. 
0091. In this embodiment, ESR 800 receives electrical 
distribution from utility distribution feeder for sensory and 
measurement functions, service monitoring, metering, and 
recording functions, service control and policy enforcement 
functions, and distributes electricity to electric circuit breaker 
box located at a customer's premises. ESR 800 can be con 
nected to intelligent electric grid network 815 (e.g., the 
Advanced Metering Infrastructure (AMI) network) and/or to 
the Internet through WiMAX MAN/WAN component 807 
and/or through Homeplug LAN component 808. 
0092. In one example of operation, ESR 800 may config 
ure, sense, measure, monitor, meter, record, and control elec 
tric power being distributed to the customer premises. ESR 
800 may then route information associated with the above 
functions to/from intelligent electric grid network 815. 
(0093. In another example of operation, ESR 800 may 
deliver voice, video and/or data broadband services between 
computer systems or devices located on the customer's pre 
mises and the Internet using WiMAX MAN/WAN compo 
nent 807 and/or Homeplug HAN component 809. 
0094. In various embodiments, ESR 800 can be connected 
via WiFi component 810, or via a Homeplug to WiFi bridge, 
to one or more WiFi devices on the customer's premises (e.g., 
a WiFi programmable communicating thermostat PCT, a 
WiFi Gas meter, a WiFi water meter, a WiFi laptop/desktop). 
(0095 ESR 800 may be connected via a Homeplug to eth 
ernet bridge, to one or more ethernet devices (e.g., a desktop 
computer with an ethernet network interface card NIC). In 
addition, ESR 800 may further be connected via a Homeplug 
to ZigBee bridge to one or more ZigBee devices (e.g., a 
ZigBee PCT, a ZigBee gas meter, a ZigBee water meter). ESR 
800 may act as an interface between these other utility 
devices. Such as the gas meter or the water meter, and utility 
organizations responsible for the utility devices. ESR 800 
may allow the devices coupled to the Homeplug network 
located at the customer's premises to access information 
associated with ESR 800 (e.g., such as utility usage) and to 
connect to the Internet. 
(0096. Referring to FIGS. 8B and 8C, in some embodi 
ments, ESR 800 may provide an intelligent routing/switching 
path between different communication networks associated 
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with ESR 800. In these examples, ESR 800 can route/switch 
data between layers associated with WiMAX MAN compo 
nents 807, Homeplug LAN components 808, Homeplug 
MAN components 809, and WiMAXWAN components 807. 
0097 FIGS. 9A, 9B, and 9C are block diagrams of ESR 
900 that provides utility sensory and measurement functions, 
service monitoring, metering, and recording functions, ser 
Vice control and policy enforcement functions, web-based 
configuration and utility service delivery interfaces, and 
secure internetworking communications into a single device 
in one embodiment according to the present invention. At the 
heart of the ESR 900 is the ESR logic fabric 901, which is 
comprised of security engines 902, sensory and metrology 
engines 903, packet/frame/event classifier engines 904, 
route/switch/policy processor engines 905, and route/switch/ 
policy state tables 906. 
0.098 ERS 900 may also include WiMAX MAN/WAN 
components 907, Homeplug LAN components 908, Home 
plug HAN components 909, and ZigBee HAN components 
910, monitoring and recording application components 911, 
control and reporting application components 912, identity 
and security application components 913, and web services 
application components 914, all of which may be integrated 
and interrelated with ESR logic fabric 901. 
0099. In one embodiment, ESR 900 can receive electrical 
distribution from utility distribution feeder for sensory and 
measurement functions, service monitoring, metering, and 
recording functions, service control and policy enforcement 
functions, and distributes electricity to electric circuit breaker 
box located at a customer's premises. ESR 900 may be con 
nected to intelligent electric grid network 915 (e.g., the 
Advanced Metering Infrastructure (AMI) network) and/or to 
the Internet through WiMAX MAN/WAN component 907 
and/or through Homeplug LAN component 908. 
0100. In one example of operation, ESR 900 may config 
ure, sense, measure, monitor, meter, record, and control elec 
tric power being distributed to the customer premises. ESR 
900 may then route information associated with the above 
functions to/from intelligent electric grid network 915. 
0101. In one example of operation, ESR 900 may deliver 
voice, video and/or data broadband services between com 
puter systems or devices located on the customer's premises 
and the Internet using WiMAX MAN/WAN component 907 
and/or Homeplug HAN component 909. 
0102 ESR 900 may further be connected via a Homeplug 
to WiFi bridge, to one or more WiFi devices on the customer's 
premises (e.g., a WiFi programmable communicating ther 
mostat PCT, a WiFi Gas meter, a WiFi water meter, a WiFi 
laptop/desktop), or the like. 
(0103 ESR 900 may be connected via the ZigBee compo 
nent 910, or via a Homeplug to ZigBee bridge, to one or more 
ZigBee devices on the customer's premises (e.g., a ZigBee 
programmable communicating thermostat PCT, a ZigBee 
Gas meter, a ZigBee water meter), or the like. 
0104 ESR 900 may be connected via a Homeplug to eth 
ernet bridge, to one or more Ethernet devices (e.g., a desktop 
computer with an ethernet network interface card NIC). In 
some embodiments, ESR 900 can be connected via a Home 
plug to ZigBee bridge to one or more ZigBee devices (e.g., a 
ZigBee PCT, a ZigBee gas meter, a ZigBee water meter). ESR 
900 may act as an interface between these other utility 
devices. Such as the gas meter or the water meter, and utility 
organizations responsible for the utility devices. ESR 900 
may allow the devices coupled to the Homeplug network 
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located at the customer's premises to access information 
associated with ESR 900 (e.g., such as utility usage) and to 
connect to the Internet. 
0105. Referring to FIGS. 9B and 9C, in various embodi 
ments, ESR 900 can provide an intelligent routing/switching 
path between different communication networks associated 
with ESR 900. In these examples, ESR 900 may route/switch 
data between layers associated with WiMAX MAN compo 
nents 907, Homeplug LAN components 908, Homeplug 
MAN components 909, ZigBee HAN components 910, and 
the WiMAX WAN components 907. 
0106 FIGS. 10A and 10B are block diagrams of ESR 
1000 that provides utility sensory and measurement func 
tions, service monitoring, metering, and recording functions, 
service control and policy enforcement functions, web-based 
configuration and utility service delivery interfaces, and 
secure internetworking communications into a single device 
in one embodiment according to the present invention. At the 
heart of ESR 1000 is ESR logic fabric 1001, which is com 
prised of security engines 1002, sensory and metrology 
engines 1003, packet/frame/event classifier engines 1004, 
route/switch/policy processor engines 1005, and route/ 
switch/policy state tables 1006. 
01.07 ERS 1000 can includes Data Over Cable Service 
Interface Specifications (DOCSIS) MAN components 1007, 
Homeplug LAN components 1008, Homeplug HAN compo 
nents 1009, and WiFi HAN components 1010, monitoring 
and recording application components 1011, control and 
reporting application components 1012, identity and security 
application components 1013, and web services application 
components 1014, all of which are integrated and interrelated 
with the ESR logic fabric 1001 in one embodiment according 
to the present invention. 
0108. In various embodiments, ESR 1000 receives elec 

trical distribution from utility distribution feeder for sensory 
and measurement functions, service monitoring, metering, 
and recording functions, service control and policy enforce 
ment functions, and distributes electricity to electric circuit 
breaker box located at a customer's premises. ESR 1000 may 
be connected to intelligent electric grid network 1015 (e.g., 
the Advanced Metering Infrastructure (AMI) network) and/or 
to the Internet through the DOCSIS MAN components 1007 
and/or through Homeplug LAN components 1008. 
0109. In one example of operation, ESR 1000 may con 
figure, sense, measure, monitor, meter, record, and control 
electric power being distributed to the customer premises. 
ESR 1000 may then route information associated with the 
above functions to/from intelligent electric grid network 
1015. 
0110. In another example of operation, ESR 1000 may 
deliver voice, video and/or data broadband services between 
computer systems or devices located on the customer's pre 
mises and the Internet using DOCSIS MAN component 1007 
and Homeplug HAN component 1009. 
0111 ESR 1000 may be connected via WiFi component 
1010, or via a Homeplug to WiFi bridge, to one or more WiFi 
devices on the customer's premises (e.g., a WiFi program 
mable communicating thermostatPCT), a WiFi Gas meter, a 
WiFi water meter, a WiFi laptop/desktop), or the like. 
(O112 ESR 1000 may be further connected via a Home 
plug to ethernet bridge, to one or more Ethernet devices (e.g., 
a desktop computer with an ethernet network interface card 
|NICI). In some embodiments, ESR 1000 can be further 
connected via a Homeplug to ZigBee bridge to one or more 
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0149. In step 1507, ESR 700 performs one or more record 
ing and control functions as defined by the Power Q&C 
policy. 
0150. In step 1508, ESR 700 performs one or more rout 
ing, Switching, and/or policy enforcement functions as 
defined by the Power Q&C policy. 
0151. In step 1509, ESR 700 identifies, classifies, and 
prioritizes a Power Q&C event per the deployed policy logic. 
0152. In step 1510, ESR 700 meters a Power Q&C event 
per the deployed policy logic. 
0153. In step 1511, ESR 700 records and controls the 
Power Q&C event per the deployed policy logic. 
0154) In step 1512, ESR 700 performs one or more Power 
Q&C event reporting and messaging per the deployed policy 
logic. 
0155 FIG. 16 is a block diagram of a self-healing intelli 
gent electric grid network 1600 in one embodiment according 
to the present invention. In various examples, utilities (e.g., 
electricity, water, and gas) can be distributed from a utility 
main office or other generation locations, transmission loca 
tions, transmission feeder locations, distribution locations, 
distribution feeder location, or the like, to one or more sub 
stations, industrial, commercial, and/or residential end points 
and/or customer premises. 
0156 Invarious embodiments, a utility network operation 
center (NOC) with one or more policy servers provides intel 
ligence for communication, management, and healing of all 
or part of devices associated with a utility network. For 
example, one or more utility NOCs may communicate with 
ESRS and utility devices at generation stations, transmissions 
Substations, transmission feeder Substations, distribution 
Substations, distribution feeder Substations, and the customer 
premises. 
(O157 Each ESR may be configured to control the utility 
devices. Some examples of utility devices are meters, 
Switches, transformers, generators, converters, valves, 
pumps, and the like. In one example, a distribution Substation 
can be configured to distribute one or more utilities to distri 
bution feeders or consumer premises primarily using a first 
distribution line or network. The distribution station may be 
configured to distribute the one or more utilities to other 
distribution feeders secondarily using a second distribution 
line or network. 
0158. The utility NOC and/or each of the ESRs may peri 
odically communicate. For example, the utility NOC may 
request or poll utility usage and consumption information 
from one or more ESRs located at customer premises. The 
utility NOC may also send new policies, forward policy 
updates, and send instructions to remove old polices from any 
ESRs. In another example, one or more ESRs may be config 
ured to send data upstream to an ESR or the utility NOC. 
0159. In one example of operation, a failure in the distri 
bution of a utility to one or more ESRs distributed throughout 
the utility grid be detected by the one or more ESRs. Affected 
ESRS may generate and transmit a message indicative of the 
failure to the utility NOC. An affected ESR may further 
transmit a message or raise an event with another ESR for 
forwarding (e.g., routing/switching) if the utility NOC cannot 
be directly contacted. Accordingly, a problem resulting in the 
failure may then be quickly isolated and fix. As a result, work 
crews may be automatically notified and dispatched to a 
particular location, such as the customer premises. 
0160. In yet another example of operation, each ESR 
within the utility network may remedy a failure in the distri 
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bution of the utility by requesting actions be performed by 
one or more other ESRs. An ESR in one substation may 
instruct another ESR in another substation to operate one or 
more utility devices to reroute utility distribution. Thus, ESRs 
may intelligently communicate based on policy configura 
tions to automatically heal and repair the utility network. 
(0161 FIG. 17 is a screenshot of web service interface 
1700 that may be associated with an ESR in one embodiment 
according to the present invention. Secure utility interface 
1700 includes one or more navigation buttons 1710 config 
ured to access various features or functionality of interface 
1700. 
0162 Menu 1720 can be displayed to a user and include 
navigation options, such as “My Account.” “Billing. “Ser 
vice Request.” “Energy Efficiency Rebates.” “Tips/Tools to 
Save Energy,” “My Profile,” and the like. Interface 1700 may 
further include an area 1730 labeled “My Account” which 
displays Summary of account information (e.g., account num 
ber, customer name, service address, payment information, 
and the like) in area 1740. In an area 1750 labeled “My 
Usage.” interface 1700 may display information associated 
with utility usage. For example, interface 1700 can include a 
bar graph 1760 that displays historical data related to utility 
uSage. 

(0163. In some embodiments, web service interface 1700 
can include a navigation button 1770 that enables a user to 
obtain information associated with current power outages. In 
an area 1780 labeled “My Services,” interface 1700 can dis 
play icons or indicators associated with actions a user can 
perform in conjunction with the user's service (e.g., read a 
meter, change rate program, set demand thresholds, establish 
energy management settings, and the like). 
0164 Interface 1700 may further include navigation but 
ton 1790 which allows a user to subscribe to a broadband 
connection to the Internet through the Smart meter. For 
example, a user may be coupled wireless to an ESR via a local 
area network when the ESR acts as a wireless access point. 
The user may obtain Internet access using the ESR via a 
WiMAX modem, xDSL modem, DOCSIS cable mode, or 
BPL modem associated with the ESR that already may be 
used by a utility organization to orchestrate an intelligent 
electric grid network. 
(0165 FIG. 18 is an embodiment of ESR 1800 for utility 
distribution in one embodiment according to the present 
invention. ESR 1800 can include ESR logic fabric 1801, 
security engines 1802, sensory and metrology engines 1803, 
packet/frame/event classifier engines 1804, route/switch/ 
policy processor engines 1805, and route/switch/policy state 
tables 1806. ESR 1800 may include wide area network inter 
face components 1807, metropolitan area network interface 
components 1808, local area network interface components 
1809, monitoring and recording application components 
1810, control and reporting application components 1811, 
identity and security application components 1812, and web 
services applications components 1813. 
0166 Invarious embodiments, ESR 1800 may communi 
cate with and be provisioned using a policy-based configura 
tion, analytics, and control mechanism via utility distribution 
network 1814. 
(0167 FIG. 19 is an embodiment of ESR 1900 for utility 
transmission in one embodiment according to the present 
invention. ESR 1900 can include ESR logic fabric 1901, 
security engines 1902, sensory and metrology engines 1903, 
packet/frame/event classifier engines 1904, route/switch/ 
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policy processor engines 1905, and route/switch/policy state 
tables 1906. ESR 1900 may include wide area network inter 
face components 1907, metropolitan area network interface 
components 1908, local area network interface components 
1909, monitoring and recording application components 
1910, control and reporting application components 1911, 
identity and security application components 1912, and web 
services applications components 1913. 
0.168. In various embodiments, ESR 1900 may communi 
cate with and be provisioned using a policy-based configura 
tion, analytics, and control mechanism via utility transmis 
sion network 1914. 

(0169 FIG. 20 is an embodiment of ESR 2000 for utility 
generation automation, located at a utility's generation plant, 
in one embodiment according to the present invention. ESR 
2000 can include ESR logic fabric 2001, security engines 
2002, sensory and metrology engines 2003, packet/frame/ 
event classifier engines 2004, route/switch/policy processor 
engines 2005, and route/switch/policy state tables 2006. ESR 
2000 may include utility generation automation components 
2007, wide area network interface components 2008, metro 
politan area network interface components 2009, local area 
network interface components 2010, monitoring and record 
ing application components 2011, control and reporting 
application components 2012, identity and security applica 
tion components 2013, and web services applications com 
ponents 2014. 
0170 In various embodiments, ESR 2000 may communi 
cate with and be provisioned using a policy-based configura 
tion, analytics, and control mechanism via utility distribution 
network 1914 and/or utility generation automation interfaces 
2015. 

(0171 FIG. 21 is an embodiment of ESR 2100 for utility 
micro generation automation, located at the customer's pre 
mises, in one embodiment according to the present invention. 
ESR 2100 can include ESR logic fabric 2101, security 
engines 2102, sensory and metrology engines 2103, packet/ 
frame/event classifier engines 2104, route/switch/policy pro 
cessor engines 2105, and route/switch/policy state tables 
2106. ESR 2100 may include micro utility generation auto 
mation components 2107, metropolitan/wide area network 
interface components 2108, local area network interface 
components 2109, home area network interface components 
2110, monitoring and recording application components 
2111, control and reporting application components 2112, 
identity and security application components 2113, and web 
services applications components 2114. 
0172. In various embodiments, ESR 2100 may communi 
cate with and be provisioned using a policy-based configura 
tion, analytics, and control mechanism via customer utility 
distribution network 2115 and/or utility micro generation 
automation network 2116. 

0173 FIG.22 is a block diagram of computer system 2200 
that may incorporate embodiments of the present invention. 
FIG.22 is merely illustrative of an embodiment incorporating 
the present invention and does not limit the scope of the 
invention as recited in the claims. One of ordinary skill in the 
art would recognize other variations, modifications, and alter 
natives. 

0.174 As shown in FIG. 22, computer system 2200 may 
include a processor(s) 2210 that communicates with a num 
ber of peripheral devices via a bus subsystem 2260. These 
peripheral devices may include memory (e.g., RAM or ROM) 
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2220, storage 2230, input/output (I/O) devices 2240, and 
communications interface 2250. 
0.175. In some embodiment, computer system 2200 
includes one or more microprocessors from Intel or Advanced 
Micro Devices (AMD) as processor(s) 2210. Further, one 
embodiment, computer system 2200 includes a LINUX or 
UNIX-based operating system. 
0176 Memory 2220 and storage 2230 are examples of 
tangible media configured to store data Such as embodiments 
of the present invention, including executable computer code, 
human readable code, or the like. Other types of tangible 
media include floppy disks, removable hard disks, optical 
storage media such as CD-ROMS, DVDs and bar codes, 
semiconductor memories Such as flash memories, read-only 
memories (ROMS), battery-backed volatile memories, net 
worked storage devices, and the like. Memory 2220 and stor 
age 2230 may be configured to store the basic programming 
and data constructs that provide the functionality of the 
present invention. 
0177 Software code modules and instructions that pro 
vide the functionality of the present invention may be stored 
in Memory 2220 and storage 2230. These software modules 
may be executed by processor(s) 2210. Memory 2220 and 
storage 2230 may also provide a repository for storing data 
used in accordance with the present invention. 
(0178 I/O interface 2240 may interface with all possible 
types of devices and mechanisms for inputting information to 
computer system 2200 and outputting information from com 
puter system 2200. These may include a keyboard, a keypad, 
a touch screen incorporated into the display, audio input 
devices such as voice recognition systems, microphones, and 
other types of input devices. In various embodiments, user 
input devices are typically embodied as a computer mouse, a 
trackball, a track pad, a joystick, wireless remote, drawing 
tablet, Voice command system, eye tracking system, and the 
like. These user input devices typically allow a user to select 
objects, icons, text, and the like, that appear on a monitor or 
display device via a command Such as a clickofa button or the 
like. User output devices may include all possible types of 
devices and mechanisms for outputting information from 
computer system 2200. These may include a display, a moni 
tor, non-visual displays such as audio output devices, etc. 
0179 Communications interface 2250 provides an inter 
face to other communication networks and devices. Commu 
nications interface 2250 may serve as an interface for receiv 
ing data from and transmitting data to other systems. 
Embodiments of communications interface 2250 typically 
include an Ethernet card, a modem (telephone, satellite, 
cable, ISDN), (asynchronous) digital subscriber line (DSL) 
unit, FireWire interface, USB interface, and the like. For 
example, communications interface 2250 may be coupled to 
a computer network, to a FireWire bus, or the like. In other 
embodiments, communications interfaces 2250 may be 
physically integrated on the motherboard of computer system 
2200, and may be a software program, such as soft DSL, or 
the like. 
0180. In various embodiments, computer system 2200 
may also include Software that enables communications over 
a network such as the HTTP, TCP/IP, RTP/RTSP protocols, 
and the like. In alternative embodiments of the present inven 
tion, other communications Software and transfer protocols 
may also be used, for example IPX, UDP or the like. 
0181 Bus subsystem 2260 provides a mechanism for let 
ting the various components and Subsystems of computer 
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system 2200 communicate with each other as intended. 
Although bus subsystem 2260 is shown schematically as a 
single bus, alternative embodiments of the bus Subsystem 
may utilize multiple busses. 
0182 FIG. 22 is representative of a computer system 
capable of embodying the present invention. It will be readily 
apparent to one of ordinary skill in the art that many other 
hardware and Software configurations are Suitable for use 
with the present invention. For example, the computer may be 
an embedded device, a desktop, a portable, a rack-mounted, 
or a tablet configuration. Additionally, the computer may be a 
series of networked computers. Further, the use of other micro 
processors are contemplated, such as PentiumTM or Ita 
niumTM microprocessors; OpteronTM or AthlonXPTM micro 
processors from Advanced Micro Devices, Inc.; and the like. 
Further, other types of operating systems are contemplated, 
such as Windows.(R), WindowsXPR, WindowsNTR, or the 
like from Microsoft Corporation, Solaris from Sun Microsys 
tems, LINUX, UNIX, and the like. In still other embodi 
ments, the techniques described above may be implemented 
upon a chip or an auxiliary processing board. 
0183 The specification and drawings are, accordingly, to 
be regarded in an illustrative rather than a restrictive sense. It 
will, however, be evident that various modifications and 
changes may be made thereunto without departing from the 
broader spirit and scope of the invention as set forth in the 
claims. The scope of the invention should, therefore, be deter 
mined not with reference to the above description, but instead 
should be determined with reference to the pending claims 
along with their full scope or equivalents. 
What is claimed is: 
1. An apparatus for policy-based networking of an electric 

grid architecture, the apparatus comprising: 
a wide area network interface configure to communicate 

with a wide area network; 
a metropolitan area network interface configured to com 

munication with a metropolitan area network; 
a local area network interface configured to communicate 

with a local area network; 
a home area network interface configured to communicate 

with one or more devices; and 
a logic fabric configured to receive provisioning informa 

tion and, based on the provisioning information, to inter 
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face a set of sensor engines with a set of sensor devices, 
to Switch communications between the set of sensor 
engines and the set of sensor devices, and to route com 
munications to the wide area network via the wide area 
network interface, to the metropolitan area network via 
the metropolitan area network interface, to the local area 
network via the local area network interface, and to the 
home area network via the home network area interface. 

2. A system for distributing a utility, the system compris 
ing: 

a utility network operations center; 
a utility network of distribution devices for distributing the 

utility to one or more locations; and 
a plurality of metering devices coupled to the utility net 

work, each metering device comprising: 
a wide area network interface; 
a local area network interface; and 
a logic fabric configured to receive information from the 

utility network operations center that enables the 
logic fabric to interface with one or more of the dis 
tribution devices, to Switch communications between 
the one or more of the distribution devices, to route 
communications via the wide area network interface, 
and to route communications via the local area net 
work interface. 

3. A method for providing a utility, the method comprising: 
receiving provisioning information at a networked meter 

ing device; 
configuring a logic fabric at the networked metering device 

based on the provisioning information; 
determining information associated with one or more sen 

Sor devices using the logic fabric; 
Switching communications using the logic fabric between 

a sensor engine and the one or more sensor devices; and 
routing communications using the logic fabric to a wide 

area network via a wide area network interface, to a 
metropolitan area network via a metropolitan area net 
work interface, to a local area network via a local area 
network interface, and to a home area network via a 
home area network interface. 
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