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Description

Title of Invention: INFORMATION PROCESSING SYSTEM AND

[0001]

[0002]

[0003]

[0004]

[0005]

DATA PROCESSING METHOD
Technical Field

The present invention relates to an information processing system and a data
processing method in the relevant system and, for example, relates to a technology for

sharing data in a NAS-CAS integration.

Background Art

The amount of digital data, especially of file data, is rapidly increasing. NAS
(Network Attached Storage) is a storage device appropriate for a large number of
computers to share file data via a network.

Digital data including file data must be stored over a long period for satisfying
various types of legal requirements for example. CAS (Content Addressed Storage)
guarantees data invariance and provides solutions for long-term data archiving.
Generally, currently used data is stored in a NAS device as long as the data is used,
and subsequently is migrated to a CAS device for the purpose of archiving. Migrated
data is also referred to as archive data. For example, e-mail data in the NAS device
might be archived to the CAS device for compliance with the law. The data stored in
the CAS device is not limited to archive data. By migrating data stored in the NAS
device in accordance with a policy, for example, by migrating the data which is not
accessed for a certain period of time and others to the CAS device, the capacity of the
NAS device can be kept small. Furthermore, the data stored in the NAS device can be
copied to the CAS device for the purpose of backup.

If a data file is archived, the path name of the archived file is changed. For example,
the path name of a file A is changed from //NAS-A/share/fileA to /
/CAS-A/archive/fileA. At this step, by the NAS device generating stub information
including the changed path name of the file (referred to as stub or also as stub data),
the client can access the file by using the path name of the file before the change. If the
archived file is accessed, the NAS device recalls (also referred to as "restores") the file
data of the required file from the CAS device by using the stub information, and stores
the same in the NAS device. Furthermore, the NAS device and the CAS device can
integrate name spaces by using GNS (Global Namespace).

The Patent Literature 1 discloses the technology in which the above-mentioned NAS-
CAS integration determines whether an access from the NAS client is a normal NAS
access or a special NAS access for the purpose of backup and, if [the access is] for the

purpose of backup, the actual archive data existing in the CAS device is not backed up
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and only the stub information is backed up.
A system (a NAS- CAS integrated storage system) in which a CAS device is located

in a data center, NAS devices are located in respective sites (e.g. respective divisions
of a company), the CAS device and the NAS devices are connected via a commu-
nication network such as WAN (Wide Area Network), and the distributed data in the
NAS devices is centrally managed in the CAS device exists. The data in the NAS
devices is archived or backed up to the CAS device by a certain trigger. If the file
which is accessed by the client is archived, the file data is not stored in the NAS
devices (stub), and therefore the NAS devices must recall the file data from the CAS
device. Meanwhile, if the file accessed by the client is backed up, the file data is stored
in the NAS devices, and the NAS devices do not have to recall the file data from the
CAS.

Generally, in the above-mentioned system, as some of files which the respective sites
own are not desired to be referred to from the other sites, the CAS device comprises a
TENANT function which creates a TENANT for permitting accesses from a specific
site only. By making [the ratio of] the site: TENANT = 1: 1 with consideration for
security, each of the sites structures a dedicated file system for the local sites in the
TENANT.

Meanwhile, there are cases where it is desired to refer to files in the other sites. Even
in cases of a file access from the other sites, the CAS device can make the files in the
other sites referable by permitting the access, and file sharing among remote sites via
the data center can be realized.

As a technology for copying differences among file systems, the Patent Literature 2
discloses the technology of comparing the hierarchical relationships of tree structures
in two different file systems by using hash values, creating an update file list of the
update target files of different hash values, and copying the updated file group to the

other file system.
Citation List
Patent Literature
[PTL 1] US Patent Application No. US 2009/0319736 Al
[PTL 2] Japanese Patent Application Laid-Open (Kokai) No. 2008-250903
Summary of Invention

Technical Problem

In the system described in the Patent Literature 1, the system in which the data in the
NAS devices is archived or backed up to the CAS device (data center) is referred to as
a first sub-computer system. The first sub-computer system includes NAS devices and

one or a plurality of clients. The system of referring to the data which the first sub-
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computer system archived or backed up to the CAS device is referred to as a second
sub-computer system or the site B. The second sub-computer system includes NAS
devices and one or a plurality of clients.

However, in the system described in the Patent Literature 1, if the client of the site B
makes an access request to a file in the site A, the NAS device of the site B copies the
relevant file in the CAS device to the file system in the NAS device of the site B, and
responds to the client. Subsequently, the original file which is copied to the site B and
is stored in the CAS device might be updated by the archive or backup processing of
the site A. Due to this, the contents might be different between the file in the NAS
device of the site B and the file in the CAS device.

Furthermore, if the file update method of the Patent Literature 2 is to be applied to
the system of the Patent Literature 1, all the updated files in the CAS device are
supposed to be copied to the NAS device of the site B by the archive or backup
processing of the site A. Though this method makes it possible to identify the updated
file group by comparing the file group in the CAS device and the file group in the NAS
device in the siteB, all the updated files in the CAS device are supposed to be copied to
the NAS device of the site B, and therefore there is a problem that the capacity of the
file system of the NAS device in the site B is consumed. Furthermore, there is a
problem that, even if it is not desired to overwrite a file before the update stored in the
NAS device of the site B, the file of the same path name is overwritten with the
updated file.

Furthermore, if the client of the site B refers to a file of the site A, the method by
which the NAS device of the site B continuously acquires file data from the CAS
device might cause the deterioration of the access performance because the NAS
device must recall the file data from the CAS device regardless of whether the relevant
file is stored in the NAS device or not.

The method in which, if the client of the site B refers to a file of the site A which is
already stored in the NAS device of the site B, the NAS device of the site B inquires
with the CAS device about whether the relevant file is valid or not and, if the [file is]
valid, returns the relevant file which is already stored in the NAS device of the site B
to the client or, if [the file is] not valid, acquires the file data from the CAS device,
updates the same, and returns the same to the client can be considered. For determining
whether the relevant file is valid or not, the attribute information such as the last update
date and time of the file is used. By this method, the communication between the NAS
device of the site B and the CAS device of the data center occurs each time the site B
accesses a file of the site A from the client of the site B, which might cause the dete-
rioration of the response time.

The present invention is created in view of such circumstances, prevents the waste of
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the capacity of the NAS devices, shortens the response time, and furthermore provides
the file sharing technology by which the version control of files is possible.
Solution to Problem

For solving at least one of the above-mentioned problems, by the present invention,
the CAS device creates a list of at least a part of the file group which the first sub-
computer system archived or backed up to the data center as an update list and
transfers the same to the second sub-computer system, by which the second sub-
computer system determines whether the file is valid or not by using the update list.

An aspect of the present invention is that the second sub-computer system retains the
above-mentioned update list as an update table and, if a file which is already stored in
the second sub-computer system is accessed, the second sub-computer system refers to
the update table and determines whether [the file is] valid or not. If the relevant file is
valid as a result of the reference, that is, if the contents are the same as the file in the
data center, the second sub-computer system can respond to the client without commu-
nicating with the data center. Meanwhile, if the relevant file is not valid, that is, if the
contents are different from the file in the data center, the second sub-computer system
acquires the file data from the CAS device, updates the contents of the file system, and
returns the same to the client. At this step, the existing file which is already stored is
not overwritten and is stored as a file which has the same path name but is of another
version.

According to another aspect of the present invention, the second sub-computer
system determines whether the file group which is already stored in the second sub-
computer system is valid or not after acquiring the update list from the CAS device.
For the files updated in the CAS device, the second sub-computer system invalidates
(e.g. deletes) or updates the stored files.

According to another aspect of the present invention, the file which the first sub-
computer system updated is immediately archived or backed up to the CAS device, the
CAS device transfers the relevant file to the second sub-computer system, and the
second sub-computer system immediately updates the relevant file. At this step, the
existing file which is already stored is not overwritten and is stored as a file which has
the same path name but is of another version.

Further characteristics related to the present invention are partially explained clearly
in the description that follows, partially made obvious by this description, or can be
learned by practicing the present invention. The aspects of the present invention are
achieved and realized by the components, combinations of the various components, the
detailed description below, and the aspects of claims which are attached.

It is required to understand that the description above and below is merely typical
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and intended for explanation, and is by no means intended to limit the claims and the
applications of the present invention.
Advantageous Effects of Invention

According to the present invention, it becomes possible to share files among remote
sites, shorten the response time of access to the files in the remote sites, and also
improve the access performance. Furthermore, it becomes possible to manage the
versions of the files in each of the sites.
Brief Description of Drawings
[fig.1]Fig. 1 is a diagram showing the physical schematic configuration of the in-
formation processing system by the present invention.
[fig.2]Fig. 2 is a diagram showing the logical configuration of the information
processing system by the present invention.
[fig.3]Fig. 3 is an example of a pattern diagram showing the frame format of the time
chart of file write processing, migration processing, read processing, and data synchro-
nization processing in the present invention.
[fig.4]Fig. 4 is a diagram showing the hardware configuration and the software con-
figuration of the NAS device.
[fig.5]Fig. 5 is a diagram showing the hardware configuration and the software con-
figuration of the CAS device.
[fig.6]Fig. 6 is a diagram showing a configuration example of a remote site update list
table.
[fig.7]Fig. 7 is a diagram showing a configuration example of a local site update list
table.
[fig.8]Fig. 8 is a diagram showing a configuration example of a site-specific update list
table.
[fig.9]Fig. 9 is a flowchart for explaining file read processing by the present invention.
[fig.10]Fig. 10 is a flowchart for explaining data synchronization processing by the
Embodiment 1 of the present invention.
[fig.11]Fig. 11 is a flowchart for explaining file write processing by the present
invention.
[fig.12]Fig. 12 is a flowchart for explaining data deletion processing by the present
invention.
[fig.13]Fig. 13 is a flowchart for explaining migration processing by the present
invention.
[fig.14]Fig. 14 is a flowchart for explaining the batched processing of data synchro-
nization by the Embodiment 2 of the present invention.

[fig.15]Fig. 15 is a flowchart for explaining original file write processing by the Em-
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bodiment 3 of the present invention.

[fig.16]Fig. 16 is a flowchart for explaining the details of real-time synchronization
processing by the Embodiment 3 of the present invention.

[fig.17]Fig. 17 is a diagram for explaining the characteristics of the processing
overview in the Embodiment 1 of the present invention.

[fig.18]Fig. 18 is a diagram for explaining the characteristics of the processing
overview in the Embodiment 2 of the present invention.

Description of Embodiments

The present invention generally relates to a technology for managing data in the
storage system of a computer and, more specifically, relates to a technology for
transferring data stored in the NAS (Network Attached Storage) [devices] to the CAS
(Content Addressed Storage) [device] and sharing the data among the NAS [devices].

Hereinafter, the embodiments of the present invention are explained with reference to
the attached figures. In the attached figures, the components which are functionally
equal might be referred to by the same number. It should be noted that the attached
figures show concrete embodiments and implementation examples complying with the
principle of the present invention, but that these are for the ease of understanding the
present invention and is by no means used for any limited interpretation of the present
invention.

Though these embodiments are explained in enough detail for those skilled in the art
to practice the present invention, it must be understood that other implementations and
embodiments are also possible and that it is possible to change the configuration and
the structure and to replace various components within the spirit and scope of the
technical idea of the present invention. Therefore, the description below must not be
interpreted limited to these [embodiments].

Furthermore, as explained later, the embodiments of the present invention may also
be implemented by the software operating in the general-purpose computer, by
dedicated hardware, or by a combination of the software and the hardware.

It should be noted that, though the information used by the present invention is
explained with tables and lists as examples in the figures of this description, [the in-
formation] is not limited to the information provided in the table and list structures, the
information which does not depend on the data structure may also be permitted.

Furthermore, the expressions of "identification information", "identifier", "name",
"appellation”, and "ID" are used for explaining the contents of each types of in-
formation, and it is possible to replace these mutually.

In the embodiments of the present invention, the communication network for the
NAS and CAS [devices] is not limited to the adoption of WAN, and it may also be
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permitted to adopt the communication network such as LAN (Local Area Network).
An aspect of the present invention is not limited to the adoption of the NFS (Network
File System) protocol, and it may also be permitted to adopt other file sharing
protocols including CIFS (Common Internet File System), HTTP (Hypertext Transfer
Protocol), and others.

In the explanation below, the processing might be explained by a "program" as a
subject, but the subject of the explanation may also be processor because the program
performs the specified processing by being performed by the processor while using a
memory and a communication port (a communication control device). Furthermore,
the processing which is disclosed with a program as the subject may also be considered
to be the processing performed by a computer and an information processing device
such as a management server. A part or all of the programs may be realized by
dedicated hardware or may also be modularized. Various types of programs may also
be installed in the respective computers by a program distribution server or storage
media.

(1) Embodiment 1

<Physical System Configuration>

Fig. 1 is a block diagram showing an example of the physical configuration of the
system by the embodiment of the present invention (referred to as an information
processing system, an integrated storage system, or a computer system). It should be
noted that, though only the site A and the site B are shown in Fig. 1, more sites may
also be included in the system, and the configuration of each of the sites can be made
similar. Furthermore, although the case where the site B refers to and uses files in the
site A is explained in the embodiment, no priority (parent-child relationship) exists in
any of the sites and the same operation is performed even if the site A refers to and
uses the files in the site B.

The relevant computer system 10 comprises one or more sub-computer systems 100
and 110 located in each of the sites and a data center system 120 configured of a CAS
device 121, and each of the sub-computer systems 100 and 110 and the data center
system 120 are connected via networks 130 and 140.

The sub-computer systems 100 and 110 comprise clients 101 and 111 and NAS
devices 102 and 112, which are connected via networks 105 and 115. The clients 101
and 111 are one or more computers utilizing the file sharing service provided by the
NAS devices 102 and 112. The clients 101 and 111 utilize the file sharing service
provided by the NAS devices 102 and 112 via the networks 105 and 115 by utilizing
the file sharing protocols such as NFS (Network File System) and CIFS (Common
Internet File System).

The NAS devices 102 and 112 comprise NAS controllers 103 and 113 and storage
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devices 104 and 114. The NAS controllers 103 and 113 provide the file sharing service
to the clients 101 and 111, and also comprise the collaboration function with the CAS
device 121. The NAS controllers 103 and 113 store various types of files and file
system configuration information which the clients 101 and 111 create in the storage
devices 104 and 114.

The storage devices 104 and 114 provide volumes to the NAS controllers 103 and
113, and the NAS controllers 103 and 113 store the various types of files and file
system configuration information in the same.

The data center 120 comprises a CAS device 121 and a management terminal 124,
which are connected via a network 125. The CAS device 121 is a storage device which
is the archive and backup destination of the NAS devices 102 and 112. The
management terminal 124 is a computer used by the administrator managing the
computer system 10. The administrator manages the CAS device 121 and the NAS
devices 102 and 112 from the management terminal 124 via the network 125. The
management of the same is, for example, starting to operate the file server, terminating
the file server, managing the accounts of the clients 101 and 111, and others. It should
be noted that the management terminal 124 comprises an input/output device. As
examples of the input/output devices, a display, a printer, a keyboard, and a pointer
device can be considered, and other devices than these (e.g. a speaker, a microphone,
and others) may also be permitted. Furthermore, as the substitute for the input/output
device, the configuration where a serial interface is made an input/output device and a
display computer comprising a display, a keyboard, or a pointer device is connected to
the relevant interface may also be permitted. In this case, the display may also be
performed on the display computer by transmitting the display information to the
display computer and receiving the input information from the display computer, and
the input and display in the input/output device may also be replaced by accepting the
input.

Hereinafter, a set of one or more computers which manage the computer system and
display the display information of the present invention might be referred to as a
management system. The management terminal 124, if displaying the display in-
formation, is a management system. Furthermore, a combination of the management
terminal 124 and the display computer is also a management system. Furthermore, for
improving the speed and the reliability of the management processing, the processing
equivalent to the management terminal 124 may also be realized by a plurality of
computers, in which case, the relevant plurality of computers are referred to as a
management system. Furthermore, the management terminal 124 is installed in the
data center 120 in this embodiment, but may also be installed outside the data center

120 as an independent existence.
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The network 105 is the site LAN in the site A 100, the network 115 is the site LAN
in the site B 110, the network 125 is the data center LAN in the data center 120, the
network 130 performs the network connection between the site A 100 and the data
center 120 by WAN, and the network 140 performs the network connection between
the site B 110 and the data center 120 by WAN. The type of network is not limited to
the above networks, and various types of networks are available.

<Logical System Configuration>

Fig. 2 is a block diagram showing an example of the logical configuration of the in-
formation processing system by the embodiment of the present invention. In the
relevant information processing system 10, the data which the client 101 of the site A
100 reads and writes is stored as files in a file system FS_A200 which the NAS device
102 creates. As for the site B 110, similarly, the data which the client 111 reads and
writes is stored as files in a file system FS_B211 which the NAS device 112 creates.

The files stored in the file system FS_A200 and the file system FS_B211 are
archived or backed up to the data center 120 by a certain trigger (a specified or
arbitrary timing: for example, batch processing at night). The file system
FS_A_CAS220 which the CAS device 121 creates is a file system associated with the
file system FS_A200 of the site A and, in the file system FS_A200, the file group
which is archived or backed up is stored in the file system FS_A_CAS220. Similarly,
the file system FS_B_CAS221 which the CAS device 121 creates is a file system as-
sociated with the file system FS_B211 of the site B and, in the file system FS_B211,
the file group which is archived or backed up is stored in the file system
FS_B_CAS221.

The file system FS_A_R210 which the NAS device 112 in the site B 110 creates is a
file system for the client 111 to refer to the files in the site A 100. The file system
FS_A_R210 is associated with the file system FS_A_CAS220, and at least a part of the
file system FS_A_CAS220 is stored in the file system FS_A_R210.

<System Processing Overview>

Fig. 17 is a diagram for explaining the characteristics of the processing overview in
the Embodiment 1 of the present invention. In Fig. 17, for example, if a read request is
made by the site B to a file of the site A which is already stored in the site B, the NAS
device of the site B searches the remote site update list and determines whether the
relevant file is updated or not. The processing procedure is as follows (from (i) to (vi)
in Fig. 17).

Firstly, it is assumed that a file F is updated in the site A (processing (i)). It should be
noted that the file F is assumed to be copied to the site B before the update processing
in the site A (the file of the site A retained in the site B is referred to as a remote site
file). Subsequently, the NAS device in the site A updates the file F in the data center
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(CAS device) by the migration processing (processing (ii)). Meanwhile, after the
archiving processing, the data center creates an update list (update management in-
formation for notification) including the update information of the file F and transfers
the same to the site B (processing (iii)). The NAS device in the site B retains the
update list (the remote site update list: remote site update management information),
and adds the file update information included in the transferred update list to the
remote site update list (processing (iv)). Subsequently, in requiring read to the stored
file, the NAS device in the site B searches the remote site update list and confirms
whether a file as the target of read is updated or not (processing (v)). If the relevant file
is updated (as the data which is currently retained is not valid), the NAS device in the
site B reads the target file again from the data center (CAS device) and acquires the
data or, if [the relevant file is] not updated, as it is unnecessary to read [the file] again
(the retained data is valid), reads the file which is already retained (processing (vi)).

As explained above, by the Embodiment 1, the NAS device 112 retains the update
file table 600 and, if the client 111 makes a read request to the file data, determines
whether [the file] is valid or not by using the update file table 600, which can reduce
the response time. The update file table 600 may be any one of a hash table, a DB, and
file system metadata, or may also be a combination of the same.

The existing file which is already stored is not overwritten and is stored as a file
which has the same path name but is of another version. For example, suffixes such as
the version number, the update date, and others may also be added to the file name.
Furthermore, the file attribute information may also include the version number, by
whom the file was last updated, and others. By these methods, the previous files which
are already stored become referable if the client 111 wants to refer to the same.

Fig. 3 is a diagram showing the frame format of the time chart of the migration
processing, the file read processing, and others in the information processing system of
this embodiment.

The client 101 in the site A 100 writes the file A and the file B to the NAS device
102. These files are transferred to the CAS device 121 by the migration processing of
the NAS device 102 which is explained later.

The CAS device 121 creates an update list which lists the file group which is updated
in the file system FS_A_CAS220 of the CAS device 121 by the migration processing,
and transfers the same to the NAS device 112 of the site B 110. This update list
includes the file A and the file B.

The NAS device 112 in the site B 110 receives the update list and creates an update
list table 600. Subsequently, the client 111 in the site B 110 reads the file A and the file
B. The NAS device 112 performs the file read processing which is explained later. At
this step, as the NAS device 112 has not stored the file data of the file A and the file B
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in the file system FS_A_R210, [the NAS device 112] acquires the relevant file data
from the CAS device 121 and stores the same in the file system FS_A_R210.

Subsequently, the file A is updated by the client 101, and the updated file is
transferred to the CAS device 121 by the migration processing of the NAS device 102.
After the file update processing in the CAS device 121 is performed, the file A is
supposed to be included in the update list.

If the client 111 accesses the file B in this status, the NAS device 112 refers to the
update list table 600 and determines whether the file data of the file B stored in the file
system FS_A_R210 is valid (being the data of the same contents as the file B managed
in the site A 100 or the data center 120) or not. As the file B is not updated since the
last reference, the NAS device 112 returns the file B stored in the file system
FS_ A R210 to the client 111.

Meanwhile, as the file A is updated after the previous reference, the NAS device 112
determines that the file A is not valid, acquires the relevant file data from the CAS
device 121, stores the acquired file data in the file system FS_A_R210, and returns the
same to the client 111.

This makes it possible to determine in the site whether the file is valid or not and, if
the access is for the file which is not updated, to reduce the communication between
the site and the data center, which can shorten the response time.

<Internal Configuration of NAS Device>

Fig. 4 is a block diagram showing an example of the internal configuration of the
NAS device 102. While Fig. 4 shows the configuration of the NAS device 102 in the
site A 100, the NAS device 112 in the site B 110 is in the same configuration.

The NAS device 102 comprises a NAS controller 103 and a storage device 104.

The NAS controller 103 comprises a CPU 402 for performing programs stored in a
memory 401, a network interface 403 used for the communication with the client 101
via the network 105, a network interface 404 used for the communication with the data
center 120 via the network 130, an interface 405 used for the connection with the
storage device 104, and the memory 401 for storing the programs and data, which are
connected by an internal communication path (e.g. a bus).

The memory 401 stores a file sharing server program 406, a file sharing client
program 407, a migration program 408, a file system program 409, an operation
system (OS) 410, a local site update list 411, and a remote site update list 412. It
should be noted that the aspect on which the respective programs from 406 to 410 and
the respective update lists 411 and 412 stored in the memory may also be stored in the
storage device 104, read by the CPU 402 to the memory 401 and performed may also
be permitted.

The file sharing server program 406 is a program which provides a means for the
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client 101 to perform file operations for the files in the NAS device 102. The file
sharing client program 407 is a program which provides a means for the NAS device
102 to perform file operations for the files in the CAS device 121, and the file sharing
client program 407 makes it possible for the NAS device of each of the sites to perform
specified file operations for the files in the local site and the remote sites in the CAS
device 121. The migration program 408 performs the file migration from the NAS
device 102 to the CAS device 121. The file system program 409 controls the file
system FS_A200.

The local site update list 411 is a list for managing the update information of the files
which the NAS device 102 manages locally. Furthermore, the remote site update list
412 is a list for managing the update information of the files acquired from the CAS
device 121 which the NAS devices in the remote sites manage. The details of the local
site update list 411 and the remote site update list 412 are explained with reference to
Fig. 6 and Fig. 7.

The storage device 104 comprises an interface 423 used for the connection with the
NAS controller 103, a CPU 422 which performs instructions from the NAS controller
103, a memory 421 for storing the programs and data, and one or a plurality of disks
424, which are connected by an internal communication path (e.g. a bus). The storage
device 104 provides a storage function in units of blocks such as FC-SAN (Fibre
Channel Storage Area Network) to the NAS controller 103.

<Internal Configuration of CAS Device>

Fig. 5 is a block diagram showing an example of the internal configuration of the
CAS device 121. The CAS device 121 comprises a CAS controller 122 and a storage
device 123.

The CAS controller 122 comprises a CPU 502 for performing programs stored in a
memory 501, a network interface 503 used for the communication with the NAS
devices 102 and 112 via the networks 130 and 140, a network interface 504 used for
the communication with the management terminal 124 via the network 125, an
interface 505 used for the connection with the storage device 123, and the memory 501
for storing the programs and data, which are connected by an internal communication
path (e.g. a bus).

The memory 501 stores a file sharing server program 506, an update list transfer
program 507, a file system program 508, an operation system 509, and a site-specific
update list 510. It should be noted that the aspect on which the respective programs
from 506 to 509 and the site-specific update list 510 may also be stored in the storage
device 123, read by the CPU 502 to the memory 501 and performed may also be
permitted.

The file sharing server program 506 is a program which provides a means for the
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NAS devices 102 and 112 to perform file operations for the files in the CAS device
121. The update list transfer program 507 is a program which transfers the update list
600 to the NAS device 112. The file system program 508 controls the file systems
FS_A_CAS220 and FS_B_CAS221.

The storage device 123 comprises an interface 523 used for the connection with the
CAS controller 122, a CPU 522 which performs instructions from the CAS controller
122, a memory 521 for storing the programs and data, and one or a plurality of disks
524, which are connected by an internal communication path (e.g. a bus). The storage
device 123 provides a storage function in units of blocks such as FC-SAN (Fibre
Channel Storage Area Network) to the CAS controller 122.

<Remote Site Update List>

Fig. 6 is a diagram showing a configuration example of the remote site update list
table (the update information of the site A in this embodiment) in the NAS device 112
in the site B. It should be noted that the remote site (site A) also comprises a similar
remote site update list table related to the remote site (the site B as seen from the site
A).

The remote site update list table 600 (referred to as a remote site update list 412 in
Fig. 4) comprises a site name 601, a file name 602, an update date and time 603, a last
update by 604, and updated contents 605 as components.

The site name 601 is the information indicating which site the data and files to which
the update information is related is in, and the site name and the identification in-
formation [of the site] other than the local site (site B) are described. The file name 602
is the information for identifying the file related to the update (the identification in-
formation for identifying the file such as a path). The update date and time 603 is the
information indicating the date and time when the corresponding file is updated. The
last update by 604 is the information indicating the user identification that last updated
the corresponding file (which is not limited to a name and an identification code and
others may also be permitted). The updated contents 605 are the information indicating
whether the updated contents are data or metadata. At this step, the metadata includes a
user ID, permission, a file size, a file attribute, owner change information, and others.

This type of remote site update list table makes it possible to know the file update
status in the remote sites.

<Local Site Update List>

Fig. 7 is a diagram showing a configuration example of the local site update list table
(the update information of the local site B in this embodiment) in the NAS device 112
in the site B. It should be noted that the remote site (site A) also comprises a similar
local site update list table related to the local site (the local site A).

The local site update list table 700 (referred to as a local site update list 411 in Fig. 4)
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comprises a site name 701, a file name 702, an update date and time 703, a last update
by 704, and updated contents 705 as components.

The site name 701 is the information indicating in which site the update is
performed, and the name or the identification information of the local site is described.
The file name 702 is the information for identifying the file related to the update (the
identification information for identifying the file such as a path). The update date and
time 703 is the information indicating the date and time when the corresponding file is
updated. The last update by 704 is the information indicating the user identification
that last updated the corresponding file (which is not limited to a name and an identi-
fication code and others may also be permitted). The updated contents 705 are the in-
formation indicating whether the updated contents are data or metadata. At this step,
the metadata includes a user ID, permission, a file size, a file attribute, owner change
information, and others.

The local site update list table 700 is created and updated by the NAS device 112
each time the migration processing [is performed]. Specifically speaking, the local site
update list table 700 is a list of path names of the files which are updated between the
N-th time of migration processing and the N+1-th time of migration processing. In
addition to the path names, the metadata of the relevant files such as owners, whom
[the files are] last updated by, and the last update dates and time may also be combined
with the path names and recorded.

This type of local site update list table makes it possible to manage the file update
status in the local site and notify the information of the file update status to the CAS
device 121 and the NAS devices in the remote sites.

<Site-Specific Update List>

Fig. 8 is the information showing a configuration example of the site-specific update
list which the CAS device 121 comprises. Though the update information of all the
sites are supposed to be managed by one table in the example of Fig. 8, it may also be
permitted to manage each piece of the update information by using a plurality of site-
specific tables.

The site-specific update list table 800 (referred to as a site-specific update list 510 in
Fig. 5), as the other update lists, comprises a site name 801, a file name 802, an update
date and time 803, a last update by 804, and updated contents 805 as components.

The site name 801 is the information indicating which site the data and files to which
the update information is related is in. The file name 802 is the information for
identifying the file related to updates (the identification information for identifying the
file such as a path). The update date and time 803 is the information indicating the date
and time when the corresponding file is updated. The last update by 804 is the in-

formation indicating the user identification that last updated the corresponding file
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(which is not limited to a name and an identification code and others may also be
permitted). The updated contents 805 are the information indicating whether the
updated contents are data or metadata. At this step, the metadata includes a user ID,
permission, a file size, a file attribute, owner change information, and others.

[0088]  This type of site-specific update list table makes it possible to manage the update
status of data and files in each of the sites.

[0089] It should be noted that, though the updated contents are retained in table form as
shown in Figures from 6 to 8, other forms may also be permitted. For example, a hash
table or a DB form may also be permitted for speeding up the search. It may also be
permitted to create a flag for each of the files indicating the file is updated and retain
the same as metadata in the file system FS_A_R210.

[0090]  <File Read Processing>

[0091]  Fig. 9 is a flowchart for explaining the file read processing for the file system
FS_A_R210 in the site B 110 by the present invention. The file read processing is
called when the client 111 makes a file read request. Hereinafter, the processing shown
in Fig. 9 is explained in order of the numbers of the steps.

[0092]  Step S901: The file system program 409 in the NAS device 112 receives a file read
request from the client 111 via the file sharing server program 406.

[0093]  Step S902: The file system program 409 in the NAS device 112 determines whether
the file for which the read request is made is a stub or not. If the file for which the read
request is made is not a stub (in case of NO at the step S902), the processing proceeds
to the step S903. Meanwhile, if the file for which the read request is made is a stub (in
case of YES at the step S902), the processing proceeds to the step S906. This is
because, if a certain period of time elapses, the data might be deleted and the file might
be replaced by stub information. Specifically speaking, even the file in a remote site
instead of the file in the local site is replaced by stub information if [the file is] not
used for a certain period of time.

[0094]  Step S903: The file system program 409 in the NAS device 112 searches the remote
site update list table 600 and determines whether the relevant file is valid or not.
Specifically speaking, it is determined whether the file of the remote site retained by
the NAS device 112 is updated or not. This is because, if [the file is] updated (if [the
file is] in the remote site update list), the contents of the updated relevant file are
different from the contents of the file of the remote site which the NAS device 112
comprises, and therefore the contents must be synchronized.

[0095]  Step S904: If the entry of the relevant file is not in the remote site update list table
600 (in case of NO at the step S904), the processing proceeds to the step S908. In this
case, as the file in the local site is the latest, the relevant file is supposed to be read as

usual.
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Step S905: Meanwhile, if the entry of the relevant file is in the remote site update list
table 600 (in case of YES at the step S904), the data synchronization processing which
is explained later in Fig. 10 is performed.

Step S906: If the file for which the read request is made is a stub (in case of NO at
the step S902), the file sharing client program 407 in the NAS device 112 requires the
data of the relevant file of the CAS device 121.

Step S907: The file sharing client program 407 in the NAS device 112 receives the
data from the CAS device 121 and stores the data in the relevant file.

Step S908: The file system program 409 in the NAS device 112 returns the response
of the file read to the client 111 via the file sharing server program 406.

In Fig. 9, the validity of the relevant file is determined at the step S904 by whether
the entry of the relevant file is in the remote site update list table 600 or not. In
addition to this aspect, even if the entry of the relevant file is in the remote site update
list table 600, the validity may also be determined by using, for example, the update
date and time 603 of the relevant entry and the attribute information of the file which is
already stored in the file system FS_A_R210 such as the last update date and time.

<Details of Data Synchronization Processing>

Fig. 10 is a flowchart for explaining the details of the data synchronization
processing. The data synchronization processing is the processing at the step S905 in
Fig. 9, where the data synchronization is performed between the NAS device 112 and
the CAS device 121. Hereinafter, the processing shown in Fig. 10 is explained in order
of the numbers of the steps.

Step S1001: The file sharing client program 407 in the NAS device 112 transmits a
data synchronization request of the relevant file to the CAS device 121.

Step S1002: The file system program 508 in the CAS device 121 receives the data
synchronization request from the NAS device 112 via the file sharing server program
506, and transfers the data of the relevant file to the NAS device 112. The data to be
transferred may be the entire data of the file and may also be the differential data
between the file before the update and the file after the update. For enabling the
transfer of the differential data, the information indicating in what part of the file the
data is updated should be managed in the update list which the CAS device 121
comprises. Furthermore, the CAS device 121 must manage when the data of the
remote site A which the site B comprises is read by the site B. For this reason, by the
NAS device 112 in the site B transmitting the update date and time information which
the NAS device 112 manages to the CAS device 121, the CAS device 121 can
ascertain what point of time of updated file is the target of the differential data which
should be transferred to the site B.

Step S1003: The file sharing client program 407 in the NAS device 112 receives the
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data of the relevant file from the CAS device 121 and stores the received data in the
local file system FS_A_R210 in collaboration with the file system program 409.

Step S1004: The file system program 409 in the NAS device 112 deletes the entry of
the relevant file from the remote site update list table 600.

It should be noted that, in the processing at the step S1003, the NAS device 112 does
not overwrite the existing file which is already stored and stores the same as a file
which has the same path name but is of another version. For example, suffixes such as
the version number and the update date may also be added to the file name. Fur-
thermore, the file attribute information may also include the version number, by whom
the file was last updated, and others. These methods make the previous files which are
already stored referable if the client 111 wants to refer to the same.

<File Write Processing>

Fig. 11 is a flowchart for explaining the file write processing for the file system
FS_A_R210 in the site B 110. In this embodiment, the file system FS_A_R210 which
refers to the files in the remote site realizes file write by copying the relevant file to the
local file system FS_B211 which can be updated and subsequently writing [the data] to
the file because the file update from the client 111 in the site B is forbidden.
Hereinafter, the processing shown in Fig. 11 is explained in order of the numbers of
the steps.

Step S1101: The file system program 409 in the NAS device 112 accepts a file write
request from the client 111 via the file sharing server program 406.

Step S1102: The file system program 409 in the NAS device 112 determines whether
the relevant file is a stub or not. If the relevant file is not a stub (in case of NO at the
step S1102), the processing proceeds to the step S1205.

Step S1103: Meanwhile, if the relevant file is a stub (in case of YES at the step
S1102), the file sharing client program 407 in the NAS device 112 requires the data of
the CAS device 121.

Step S1104: The file system program 409 in the NAS device 112 receives the data
required from the CAS device 121 via the file sharing client program 407 and stores
the same in the file system FS_A_R210.

Step S1105: The file system program 409 in the NAS device 112 copies the relevant
file from the file system FS_A_R210 to the file system FS_B211. Since the user of the
site B tries to update the file in the original site A, it is ensured that the update
processing can be performed for the copied file and that the original file can be
retained as is.

Step S1106: The file system program 409 in the NAS device 112 updates the data for
the copied file in the file system FS_B211.

Step S1107: The file system program 409 in the NAS device 112 returns the response
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of the file write to the client 111 via the file sharing server program 406.

<Data Deletion Processing>

Fig. 12 is a flowchart for explaining the data deletion processing. The data deletion
processing is regularly called by the OS 410 in the NAS device 102, and releases the
data blocks of the file whose last access time is older than the threshold in the file
system FS-A200. While Fig. 12 explains the site A 100, [the processing is] the same in
the file systems FS_A_R210 and FS_B211 in the site B 110. Hereinafter, the
processing shown in Fig. 12 is explained in order of the numbers of the steps.

Step S1201: The file system program 409 in the NAS device 102 determines whether
the free capacity of the file system FS_A200 is equal to or larger than a threshold or
not. If the free capacity of the file system FS_A200 is equal to or larger than the
threshold (in case of YES at the step S1201), the data deletion processing is
terminated. The threshold can be appropriately specified from the management
terminal 124 by the system administrator or by the user of the client 101.

Step S1202: Meanwhile, if the free capacity of the file system FS_A200 is below the
threshold (in case of NO at the step S1201), the file system program 409 in the NAS
device 102 searches a file whose last access time is older than a threshold in the file
system FS_A200. This threshold can also be specified appropriately from the remote
[component] by the system administrator or specified appropriately by the user of the
client 101.

Step S1203: If no file whose last access time is older than the threshold can be found
as a result of the step S1202 (in case of NO at the step S1203), the data deletion
processing is terminated.

Step S1204: Meanwhile, if a file whose last update time is older than the threshold is
found (in case of YES at the step S1203), the file system program 409 in the NAS
device 102 releases the data blocks of the relevant file. Subsequently, the processing
proceeds to the step S1201.

It should be noted that, though the last access time is specified as the condition for
the data deletion processing in Fig. 12, the attribute information such as the last update
date and time and the size or a combination of the same may also be adopted.

Furthermore, at the step S1203, an alert related to the capacity (free capacity) of the
NAS device 102 may also be displayed for the management terminal 124 and the user
of the client 101. The data deletion processing may also be continued by automatically
decreasing the threshold (easing the condition) and searching [a relevant file] again.

Furthermore, though the NAS device 102 releases the data blocks of the relevant file,
that is, stubs the relevant file at the step S1204, the relevant file may also be deleted
including the stub information.

<Migration Processing>
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Fig. 13 is a flowchart for explaining the migration processing by the NAS device 102
in the site A 100. The migration processing is called from the OS 410 in a cycle/at a
timing of migration set by the administrator and is the processing of transferring
(archiving or backing up) the files satisfying the migration condition set by the admin-
istrator explained later among the files which are stored in the NAS device 102 to the
CAS device 121. While Fig. 13 explains the migration processing in the site A 100, the
processing is performed similarly in the file system FS_B211 in the site B 110. Fur-
thermore, in Fig. 13, since the processing of changing [the file] into stub information is
included at S1306, the case where [the file is] archived to the CAS 121 is explained. In
case of the backup processing, since the file remains in the site, the deletion processing
may also be performed after a specified period of time elapses since the backup
processing. Hereinafter, the processing shown in Fig. 13 is explained in order of the
numbers of the steps.

Step S1301: The migration program 408 in the NAS device 102 searches the files
stored in the file system FS_A200 and creates a migration list. The migration list
includes the entry of the file satisfying the migration condition set by the administrator.

Step S1302: The migration program 408 in the NAS device 102 determines whether
the migration list is NULL or not. If the migration list is NULL (in case of YES at the
step S1302), the NAS device 102 transmits a migration processing completion noti-
fication to the CAS device 121, and shifts the processing to the step S1308.

Step S1303: Meanwhile, if the migration list is not NULL (in case of NO at the step
S1302), the migration program 408 in the NAS device 102 copies the file of the head
entry in the migration list to the CAS device 121 via the file sharing client program
407.

Step S1304: The file system program 508 in the CAS device 121 stores the file
received from the NAS device 102 in the file system FS_A_CAS220 via the file
sharing server program 506.

Step S1305: The file system program 508 in the CAS device 121 returns the path of
the stored file to the NAS device 102 via the file sharing server program 506.

Step S1306: The migration program 408 in the NAS device 102 changes the relevant
file to a stub. At this step, [the program 408] includes the file path returned from the
CAS device 121 at the step S1305 in the stub. The file is replaced by the stub in-
formation as explained above only in the case of the archiving processing in the
migration processing. In case of the backup processing in the migration processing, the
file is not replaced by the stub information, and the relevant file is retained as is in the
NAS device 102.

Step S1307: The migration program 408 in the NAS device 102 deletes the head
entry in the migration list. Subsequently, the processing proceeds to the step S1302.
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Step S1308: The file system program 508 in the CAS device 121 receives the
migration processing completion notification from the NAS device 102, and creates an
update list as a list of the file group updated by the migration processing.

Step S1309: The file system program 508 in the CAS device 121 transfers the update
list created at the step S1308 to the NAS device 112 in the site B 110.

Though the migration processing is called from the OS 410 in a cycle/at a timing of
migration set by the administrator in this embodiment, the migration processing for the
file may also be performed at the timing when the file satisfying the migration
condition is found.

Furthermore, though the NAS device 102 creates the migration list at the step S1301
in Fig. 13, the timing for creating the migration list is not limited to this. Specifically
speaking, though the migration list is supposed to be created when the migration
processing is called in Fig. 13, it may also be permitted that the file name is added to
the migration list appropriately each time the file is updated.

As the migration conditions set by the administrator, for example, the owner of the
file, the creation date and time of the file, the last update date and time of the file, the
last access date and time of the file, the file size, the file type, whether WORM (Write
Once Read Many) is set or not, whether retention is set or not and how long, and
others, are set as AND/OR conditions. The migration conditions may also be set for the
entire file system FS_A200 or may also be set for a specific directory or file indi-
vidually.

It should be noted that the file which is once archived, recalled (restored), and stored
in the file system FS_A200 becomes the target of the migration processing again if the
relevant file data is updated. In this case, as the method for the NAS device 102 to
determine whether the recalled file is updated or not, the methods below can be named.
For example, the management may be performed by using the flag storing "whether
there is any write after the recall or not" as the attribute information of the file. Fur-
thermore, the method may also be that the field storing a "recall date and time" is set as
the attribute information of the file and that [whether the file is updated or not is] de-
termined by comparing the same with the last update date and time. Furthermore, the
method may also be that, if a write request is made for the recalled file, the migration
processing is performed at the timing when the response to the write request is
terminated.

Furthermore, though Fig. 13 shows the example in which the migration is performed
starting with the file of the head entry in the migration list in the migration processing,
the similar processing can be performed even if the migration is performed starting
with the file of the last entry in the migration list.

In the embodiment of the present invention, creation of the migration list by the NAS
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device 102 at the step S1301 may also be replaced by the creation of the update list.
Furthermore, in the migration list which the NAS device 102 creates at the step S1301,
the file group for which the migration processing is successful may be supposed to be
the update list. In these cases, the transfer of the update list may be realized by the
NAS device 102 transferring the update list to the CAS device 121 and furthermore by
the CAS device 121 transferring the update list to the NAS device 112.

Furthermore, though the CAS device 121 transfers the update list to the NAS device
112 at the step S1309 in Fig. 13, the timing for transferring the update list is not
limited to this. For example, it may also be permitted that the CAS device 121 notifies
the completion of the migration processing to the NAS device 112, and subsequently,
the NAS device 112 requires the CAS device 121 to transfer the update list.

Though a list of file groups updated by the migration processing are supposed to be
the local site/remote site update lists in the embodiment of the present invention, the
files stored in the update list are not limited to this. For example, it may also be
permitted that the NAS device 112 notifies a list of the files of the remote site which
are locally stored to the CAS device 121, that the CAS device 121 extracts the files in
the remote site which are already stored in the NAS device 112 in the file group
updated by the migration processing, and that these [files] are supposed to be the
update information configuring the remote site update list. By this method, the size of
the update information configuring the remote site update list can be reduced and the
amount of the transferred data can be reduced. Furthermore, in storing the updated file
to the remote site update list table 600, the NAS device 112 may also add only the
entry of the file of the remote site which is stored in the NAS device 112 to the remote
site update list table 600. By this method, the size of the remote site update list table
600 can be reduced.

As explained above, in the Embodiment 1, the NAS device 112 retains the remote
site update list table 600 and, if the client 111 makes a read request for the file data, de-
termines whether the file is valid or not (whether the file of the remote site retained in
the local site is consistent with the file retained in the remote site) by using the remote
site update list table 600. By this method, the necessity of the file synchronization
processing can be determined, and the response time can be reduced.

(2) Embodiment 2

Hereinafter, the Embodiment 2 of the present invention is explained. It should be
noted that the differences from the Embodiment 1 are mainly explained below, and the
explanation of what is common to the Embodiment 1 is omitted or simplified.

In the Embodiment 1 of the present invention, after receiving the update list in the
remote site (site A) notified from the CAS device 121 (it may also be permitted that the

update information is acquired directly from the NAS device in the remote site), the
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NAS device 112 adds the entry (entries) of the file (group) of the remote site retained
in the local site to the remote site update list table 600. Furthermore, the timing for the
data synchronization processing is supposed to be when the client 111 makes a read
request for the relevant file data.

Meanwhile, in the Embodiment 2 of the present invention, after the NAS device 112
receives the update list of the remote site, the data synchronization processing for the
file (group) of the remote site retained in the local site is supposed to be performed col-
lectively.

Fig. 18 is a diagram for explaining the characteristics of the processing overview in
the Embodiment 2 of the present invention. In the Embodiment 2, after receiving the
update list in the site B from the data center, the synchronization processing for the
relevant file is performed. As for the procedure of the processing, after the processing
from (i) to (ii1) in the Embodiment 1 is performed, the processing (vii) is performed.
Specifically speaking, the NAS device in the site B reads the latest data of the file cor-
responding to the update list transferred from the CAS device among the stored files
which the site B already retains from the CAS device in advance or purges the same
(processing (vii)).

As explained above, in the Embodiment 2, after the NAS device 112 receives the
update list, the data synchronization processing for the file group registered in the
update list is performed collectively. The Embodiment 2 and the Embodiment 1 may
also be combined. For example, it may also be permitted that a part of the files are
stored in the update list table 600, for which the data synchronization processing of the
Embodiment 1 is performed, while the batched processing of data synchronization of
the Embodiment 2 is performed for a part of the files when the update list is received.
By storing the data which is updated in advance in the NAS device 112, the response
time can be reduced.

<Batched Processing of Data Synchronization>

Fig. 14 is a flowchart for explaining the batched processing of data synchronization
by the Embodiment 2. The batched processing of data synchronization is called after
the NAS device 112 receives the update list from the CAS device 121. Hereinafter, the
processing shown in Fig. 14 is explained in order of the numbers of the steps.

Step S1401: The file system program 409 in the NAS device 112 in the site B checks
whether the synchronization processing is completed for all the files in the update list
or not. If the synchronization processing is completed for all the files in the update list
(in case of YES at the step S1401), the file system program 409 in the NAS device 112
completes the batched processing of data synchronization.

Step S1402: Meanwhile, if the synchronization processing is not completed for all

the files in the update list (in case of NO at the step S1401), the file system program



23

WO 2012/137262 PCT/JP2011/002101

[0155]

[0156]

[0157]

[0158]

[0159]

[0160]

407 in the NAS device 112 determines whether synchronization for the relevant file(s)
is necessary or not. If synchronization is not necessary (in case of NO at the step
S$1402), the processing proceeds to the step S1401. It should be noted that the case
where synchronization is not necessary includes the status where the relevant file is a
stub in the NAS device 112 or the status where the file does not exist. This is because,
if [the file is] a stub, the entity of the file is in the CAS device 121, from which the
contents of the updated file is consistently acquired, and therefore it is not necessary to
perform the synchronization processing point by point.

Step S1403: Meanwhile, if synchronization for the relevant file is necessary (in case
of YES at the step S1402), the file system program 409 in the NAS device 112 requires
the CAS device 121 to synchronize the data of the relevant file via the file sharing
client program 407.

Step S1404: The file system program 508 in the CAS device 121 accepts the data
synchronization request from the NAS device 112 via the file sharing server program
506, and transfers the relevant file data to the NAS device 112.

Step S1405: The file system program 409 in the NAS device 112 receives the data
required from the CAS device 121 via the file sharing client program 407, and stores
the same in the file system FS_A_R210.

It should be noted that it may also be permitted at the step S1405 in Fig. 14 that the
NAS device 112 does not overwrite the existing file which is already stored and stores
the same as a file which has the same path name but is of another version. For
example, suffixes such as the version number and the update date may also be added to
the file name. Furthermore, the file attribute information may also include the version
number, by whom the file was last updated, and others. By these methods, the previous
files which are already stored become referable if the client 111 wants to refer to the
same.

Furthermore, though the NAS device 112 requires the CAS device 121 to syn-
chronize the data of the relevant file in the processing at the step S1403, it may also be
permitted to delete the file data which is already stored and change the same into a
stub.

Though the batched processing of data synchronization is performed for all the files
registered in the update list in Fig. 14, a combination with the Embodiment 1 may also
be permitted. For example, it may also be permitted that a part of the files are stored in
the remote site update list table 600, for which the data synchronization processing of
the Embodiment 1 is performed, while the batched processing of data synchronization
shown in Fig. 14 is performed for a part of the files. As [the processing] takes con-
siderable time if the size of the data which is the target of the batched processing of

data synchronization is large, separated synchronization can promote the efficient
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[0161]  As explained above, in the Embodiment 2, response time can be reduced by the NAS
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[0163]

[0164]

[0165]

[0166]
[0167]

device 112 performing the data synchronization processing before data requests from
the client 111 and storing the data which is updated in advance in the NAS device 112.

(3) Embodiment 3

Hereinafter, the Embodiment 3 of the present invention is explained. It should be
noted that the differences from the Embodiment 1 and the Embodiment 2 are mainly
explained below, and the explanation of what is common to the Embodiment 1 and the
Embodiment 2 is omitted or simplified.

In the Embodiment 3 of the present invention, the file updated by the NAS device
102 is immediately archived or backed up to the CAS device 121, the CAS device 121
transfers the relevant file to the NAS device 112, and the NAS device 112 immediately
updates the relevant file.

In the Embodiment 3, all the versions of the relevant file of the site A are made
referable in the site B. This is achieved by the real-time synchronization processing
explained later. Hereinafter, the processing procedure by the Embodiment 3 is
explained. Each time a file F is updated in the site A, the update data is transferred to
the data center in real time.

Subsequently, the data center notifies the update to the site B each time the file F is
updated. Meanwhile, the NAS device in the site B acquires the latest data from the data
center each time the update of the file F is notified. If the data center manages the file
versions, it may also be permitted to acquire unacquired versions collectively at certain
timing. Furthermore, the system may also operate so that only the user specified files
may be supported (as the batched migration processing at night is basically assumed).

As explained above, in the Embodiment 3, real-time file sharing among sites is
realized by immediately archiving or backing up the file updated by the NAS device
102 to the CAS device 121, the CAS device 121 transferring the relevant file to the
NAS device 112, and the NAS device 112 updating the relevant file immediately.

<Original File Write Processing>

Fig. 15 is a flowchart for explaining the original file write processing by the Em-
bodiment 3. The original file write processing is the processing in which, for example,
the client 101 in the site A 100 issues a write request for the file stored in the NAS
device 102 of the site A 100 and the NAS device 102 updates the relevant file. In the
Embodiment 3, the real-time synchronization processing is performed by the original
file write processing for the file which is the target for which the synchronization
processing is performed in real time. Hereinafter, the processing shown in Fig. 15 is
explained in order of the numbers of the steps. Though the explanation below assumes

that the write request is processed in the NAS device 102 in the site A while the real-
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time synchronization processing is performed in the NAS device 112 in the site B, this
is merely conveniently for the ease of understanding, and the same processing is
performed in each of the sites.

Step S1501: The file system program 409 in the NAS device 102 in the site A
accepts a write request from the client 101 via the file sharing server program 406.

Step S1502: The file system program 409 in the NAS device 102 stores the received
data in the relevant file.

Step S1503: The file system program 409 in the NAS device 102 returns the response
of the file write to the client 101 via the file sharing server program 406.

Step S1504: The file system program 409 in the NAS device 102 determines whether
the real-time synchronization processing for the relevant file is necessary or not. If the
real-time synchronization processing is not necessary (in case of NO at the step
S1504), the original file write processing is terminated.

Step S1505: If the real-time synchronization processing is necessary (in case of YES
at the step S1504), the NAS device 102 performs the real-time synchronization
processing which is explained later.

Though the NAS device 102 determines at the step S1504 in Fig. 15 whether the
real-time synchronization processing for the relevant file is necessary or not, whether
the real-time synchronization processing is necessary or not can be appropriately set
from the management terminal 124 by the system administrator or appropriately set by
the user of the client 101.

It should be noted that only the update files migrated by the batched processing
which is regularly performed in the remote site (site A) can be viewed in the local site
(site B) in the Embodiments 1 and 2. Specifically speaking, if the file is updated for a
plurality of times in each of the intervals of the batched processing, it becomes im-
possible to view all the versions of the file in the site B. Meanwhile, in the Em-
bodiment 3, as the file synchronization processing is performed in real time, it is
possible in the local site (site B) to view all the versions of the file updated in the
remote site (site A).

<Details of Real-Time Synchronization Processing>

Fig. 16 is a flowchart for explaining the details of the real-time synchronization
processing. The real-time synchronization processing is the processing at the step
S1505 in Fig. 15. Hereinafter, the processing shown in Fig. 16 is explained in order of
the numbers of the steps.

Step S1601: The file sharing client program 407 in the NAS device 102 requires the
synchronization processing of the CAS device 121.

Step S1602: The file system program 508 in the CAS device 121 accepts the syn-

chronization processing request from the NAS device 102 via the file sharing server
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program 506, and updates the relevant file stored in the file system FS_A_CAS220 by
the received data.

Step S1603: The file system program 508 in the CAS device 121 transfers the
relevant data to the NAS device 112 via the file sharing server program 506.

Step S1604: The file sharing client program 407 in the NAS device 112 receives the
data from the CAS device 121 and stores the received data in the local file system
FS_A_R210 in collaboration with the file system program 409.

In the processing at the step S1604 in Fig. 16, the NAS device 112 does not
overwrite the existing file which is already stored and stores the same as a file which
has the same path name but is of another version. For example, suffixes such as the
version number and the update date may also be added to the file name. Furthermore,
the file attribute information may also include the version number, by whom the file
was last updated, and others. By these methods, the previous files which are already
stored become referable if the client 111 wants to refer to the same.

As explained above, in the Embodiment 3, real-time file sharing among sites is
realized by immediately archiving or backing up the file updated by the NAS device
102 to the CAS device 121, the CAS device 121 transferring the relevant file to the
NAS device 112, and the NAS device 112 updating the relevant file immediately.

(4) Summary

Since the present invention can be realized by adding functions by the software to the
conventional technology, no infrastructure has to be additionally installed. Since the
present invention requires no communication among the sites, no communication in-
frastructure among the sites for performing data sharing has to be additionally
installed. Furthermore, since the backup data which is acquired for disaster/failure
recovery can be utilized as the backup data to be utilized, no storage has to be addi-
tionally installed in the data center either.

Furthermore, the present invention can also be realized by program codes of the
software for realizing the functions of the Embodiments. In this case, storage media in
which the program codes are recorded are provided to the system or the apparatus, and
the computer (or the CPU or the MPU) of the system or apparatus reads the program
codes stored in the storage media. In this case, the program codes which are read from
the storage media are supposed to realize the functions of the above-mentioned Em-
bodiments, and the program codes and the storage media storing the same are supposed
to configure the present invention. As the storage media for providing such program
codes, for example, a flexible disk, a CD-ROM, a DVD-ROM, a hard disk, an optical
disk, a magnetooptic disk, a CD-R, a magnetic tape, a non-volatile memory card, a
ROM, and others are used.

Furthermore, it may also be permitted that the OS (operation system) or others
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operating in the computer performs part or all of the actual processing in accordance
with the instructions of the program codes to ensure that the functions of the above-
mentioned Embodiments are realized by the processing. Furthermore, it may also be
permitted that, after the program codes read from the storage media are written to the
memory in the computer, the CPU or others in the computer performs part or all of the
actual processing in accordance with the instructions of the program codes to ensure
that the functions of the above-mentioned Embodiments are realized by the processing.

Furthermore, it may also be permitted that the program codes of the software for
realizing the functions of the Embodiments are stored in the storage means such as
hard disks and memories or the storage media such as CD-RWs and CD-Rs in the
system or apparatus by distributing the same via the network and, at the point of use,
the computer (or the CPU or the MPU) of the system or apparatus reads the program
codes stored in the relevant storage means or the storage media and performs the same.

Finally, it must be understood that the processes and the technologies explained
herein are not essentially associated with any specific apparatus and can be im-
plemented by any appropriate combination of components. Furthermore, various types
of general-purpose devices can be used in accordance with the instructions explained
herein. It might be considered to be useful to construct a dedicated apparatus for
performing the steps of the methods described herein. Furthermore, various inventions
can be created by appropriate combinations of a plurality of components disclosed in
the Embodiments. For example, some of components may also be deleted from all of
the components shown in the Embodiments. Furthermore, the components in the
different Embodiments may also be combined appropriately. Though the present
invention is explained with reference to the concrete examples, all of these are ex-
planatory, not for limitation, from all the perspectives. Those skilled in the art may un-
derstand that there are a large number of combinations of hardware, software, and
firmware appropriate for practicing the present invention. For example, the above-
mentioned software can be implemented by a wide range of programs or script
languages such as assemblers, C/C++, perl, Shell, PHP, and Java (registered
trademark).

Furthermore, the control lines and the information lines considered to be necessary
for the explanation are shown in the above-mentioned Embodiments, and not all the
control lines and the information lines for the product are necessarily shown. All the
components may also be mutually connected.

Additionally, those having ordinary skill in the art may easily understand the other
types of implementations of the present invention by considering the Description and
the Embodiments of the present invention disclosed herein. The various aspects and/or

components of the above-mentioned Embodiments can be used solely or in any com-
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bination in the computerized storage system comprising the data management function.
The Description and the Embodiments are merely exemplary, and the spirit and scope
of the present invention are shown in the subsequent Claims.
Reference Signs List
[0190]  100: Site A (First sub-computer system)
110: Site B (Second sub-computer system)
120: Data center
101 and 111: Client
102 and 112: NAS device (NAS)
121: CAS device (CAS)
124: Management terminal
200: File system FS_A
210: File system FS_A_R
211: File system FS_B
220: File system FS_A_CAS
221: File system FS_B_CAS
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Claims

An information processing system comprising:

a plurality of sub-computer systems including a first sub-computer
system and a second sub-computer system; and

a data management computer system connected to the plurality of sub-
computer systems, wherein

each of the plurality of sub-computer systems is a system adapted to
provide, to a client computer, data stored in a storage sub-system,

the data management computer system is a system adapted to manage
data migrated from each of the plurality of sub-computer systems,

the data management computer system manages backup data for the
first sub-computer system, and transfers at least a portion of the backup
data to at least the second sub-computer system which is distinct from
the first sub-computer system,

at least the second sub-computer system stores, in a storage sub-system
within the second sub-computer system, the data transferred from the
data management computer system, and generates a shared file system,
the data management computer system acquires, when the data backed
up from the first sub-computer system is updated, update management
information for notification comprising update data information, and
transfers the update management information for notification to the
second sub-computer system, and,

using the update management information for notification, the second
sub-computer system determines, with respect to a remote site file
which is a file of the first sub-computer system that the second sub-
computer system already possesses, identity in relation to an updated
file at the first sub-computer system corresponding to the remote site
file.

An information processing system according to claim 1, wherein the
second sub-computer system comprises remote site file update
management information for managing an update status relating to the
remote site file, and updates the remote site file update management in-
formation when the update management information for notification is
received from the data management computer system.

An information processing system according to claim 1, wherein, if the
remote site file is determined as being different from the updated file,

the second sub-computer system executes a data synchronization
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process adapted to acquire data from the data management computer
system and synchronize data so that the remote site file would be
identical to the updated file.

An information processing system according to claim 3, wherein
execution of the data synchronization process by the second sub-
computer system is triggered when the remote site file is accessed by
the client computer.

An information processing system according to claim 3, wherein
execution of the data synchronization process by the second sub-
computer system is triggered when the update management information
for notification is received from the data management computer
system.

An information processing system according to claim 3, wherein
execution of the data synchronization process by the second sub-
computer system is triggered when an original file corresponding to the
remote site file is updated at the first sub-computer system.

An information processing system according to claim 1, wherein, when
deleting the remote site file itself, the second sub-computer system
generates stub information of the remote site file and manages the stub
information within the storage sub-system.

An information processing system according to claim 1, wherein the
second sub-computer system:

comprises remote site file update management information for
managing an update status relating to the remote site file, and updates
the remote site file update management information when the update
management information for notification is received from the data
management computer system;

executes, if the remote site file is determined as being different from
the updated file, a data synchronization process adapted to acquire data
from the data management computer system and synchronize data so
that the remote site file would be identical to the updated file, execution
of the data synchronization process by the second sub-computer system
being triggered when the remote site file is accessed by the client
computer; and

deletes, if the remote site file is not accessed for a predetermined
period, the remote site file from the storage sub-system while
generating stub information of the remote site file to be deleted, and

manages the stub information within the storage sub-system.
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A data processing method for an information processing system
comprising a plurality of sub-computer systems including a first sub-
computer system and a second sub-computer system, and a data
management computer system connected to the plurality of sub-
computer systems, wherein each of the plurality of sub-computer
systems is a system adapted to provide, to a client computer, data
stored in a storage sub-system, and the data management computer
system is a system adapted to manage data migrated from each of the
plurality of sub-computer systems, the data processing method
comprising:

a step in which the data management computer system manages backup
data for the first sub-computer system, and transfers at least a portion of
the backup data to at least the second sub-computer system which is
distinct from the first sub-computer system;

a step in which at least the second sub-computer system stores, in a
storage sub-system within the second sub-computer system, the data
transferred from the data management computer system, and generates
a shared file system;

a step in which the first sub-computer system updates data that is
backed up in the data management computer system;

a step in which the data management computer system acquires, when
the data backed up from the first sub-computer system is updated,
update management information for notification comprising update
data information, and transfers the update management information for
notification to the second sub-computer system; and

a step in which, using the update management information for noti-
fication, the second sub-computer system determines, with respect to a
remote site file which is a file of the first sub-computer system that the
second sub-computer system already possesses, identity in relation to
an updated file at the first sub-computer system corresponding to the
remote site file.

A data processing method according to claim 9, wherein

the second sub-computer system comprises remote site file update
management information for managing an update status relating to the
remote site file, and

the data processing method further comprises a step in which the
second sub-computer system updates the remote site file update

management information when the update management information for
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notification is received from the data management computer system.

A data processing method according to claim 9, further comprising a
step in which the second sub-computer system executes, if the remote
site file is determined as being different from the updated file, a data
synchronization process adapted to acquire data from the data
management computer system and synchronize data so that the remote
site file would be identical to the updated file.

A data processing method according to claim 11, wherein, in the step of
executing the data synchronization process, execution of the data syn-
chronization process by the second sub-computer system is triggered
when the remote site file is accessed by the client computer.

A data processing method according to claim 11, wherein, in the step of
executing the data synchronization process, execution of the data syn-
chronization process by the second sub-computer system is triggered
when the update management information for notification is received
from the data management computer system.

A data processing method according to claim 11, wherein, in the step of
executing the data synchronization process, execution of the data syn-
chronization process by the second sub-computer system is triggered
when an original file corresponding to the remote site file is updated at
the first sub-computer system.

A data processing method according to claim 9, further comprising a
step in which, when deleting the remote site file itself, the second sub-
computer system generates stub information of the remote site file, and

manages the stub information within the storage sub-system.



117

PCT/JP2011/002101

WO 2012/137262

[Fig. 1]

01

0Tl

f

STT
[eUTULIS)
TuaTIaSeuEA] 201A9p 93e101§ ISTjONU0d SV
1741
121 — p=
131090 Be(] SVo €Tl (44!
] ARNEN 0€T ~~~
901A3p 28R101Q ID[[ONU0D SYN oo1A9p o8e10)g IS[[ONU0D QYN
~ ~ 011
it €11 SVN {7 qoﬂu\ momk SVN
~ _|_\( SI1 ~ _|_\,\ SOT
41! 00T «~ 701
g oseq 1111 RO v oseq 10171 LI
[ "DIA




217

PCT/JP2011/002101

WO 2012/137262

[Fig. 2]

0ZI1

r)

01

STI
7d 1 v v
JeuIuLIS) W ﬁ& —Q j
JuswaSeury T4 || g1 o2z Com GgIE]
bl 122 —~_ Campr ) \|
S T
SV SVO g s4 SVD V Sd
191U BlR(]
za 19 4V sd ) Ary v
I AT v % LRIE] AT
g1 ‘
— _ —<
CEE»> CV B vsd QED
_ 011
g sd 11T ~ ~
012 SVN H 007 SVN
_ ST 001 ~ 501
W el juat H o U3l
f oseq 1™ o v oseg 01—~ Elie}
¢ DIA




317

PCT/JP2011/002101

WO 2012/137262

[Fig. 3]

VoY
(sore))
Joedvdad

d ey

Joavayd

EXd

avdd

1

0V :
F 3

orepdn

Vo[

Jo avdd

v

avdd

F 3

avdd

F

b

.
>

1517 2yepdn

F 3

151] 91epdn Igjsuei],

3

IST[ 9)epdn xojsuel]

v

[ NOLLVIDIN |

v

g4V

F 3 E

b
[ NoLLv¥DIA |

q

F 3

uoneI3nN

F 3

B

UOTJRISIA

v

F 3

HLRA

F 3

00t

v

VoY

JO HLIEM

¢ ‘DId

FOHIEM

d

v

a1y

Vo[

JOHLIIM

[Tt
g oseq ur

Eli9

[41!
¢ aseg ur

SVN

121

- I9)U29 BIEp Ul

SVO

01
v 9seqg ur

(airn) SV

101
v 9seg ul

a1



417

PCT/JP2011/002101

WO 2012/137262

[Fig. 4]

vTr 1A /T HOMPN 181] a1epdn aseq j0WY
” | _ \\ (484 151] 9repdn aseq [8207]
b0 1y [
v | ndo Novf i = wasAs Sunered
| » weiSoid ur)sAs 91
v | KI0mmopN f1dY 60% |
s0v weidold uoreISnA
A 8011
ey a1 H an Loy 11 weifoxd juar Jurreys o1
&ov 1301d Fu o1
I P wreaord roaxes Sureys o1,y
901A2p 23e10)g Krowapy
~ /1 ¥HomIdN —
¥01 1 II[[ONU0D SYN
SYN £01 10¥
0l
v OId




517

PCT/JP2011/002101

WO 2012/137262

[Fig. 5]

PCs A81d A/1 SomIaN
@ _ _ 1511 1epdn orj109ds-aseg
. M ~ 015"
1209
775 - no Z0S s0s—H1 woysAs unerod(
/)
128 frowepy Ndo g0s 1+ werdord wa)sAs o[L]
c0s
c7c A 10¢ 11 weafoxd 1aysuen 811 a1epdn)
~N dD 4l
mom/\/ 905 11 urer3oxd Joares Sureys a1
921A2p 23rI10]Q ATOWA
r~ /1 HOMION
€zl 44 5eind Sm\!\ IB[[ONT00 SV
SVD
\I\
121
¢ DId




6/17

WO 2012/137262 PCT/JP2011/002101
[Fig. 6]
FIG. 6
600
5601 ?02 603 604 605
Base File name Update date | Last update | Updated
and time by contents
A //CAS/Edge_A/dirA/FILEAL 2010/11/28 | userA Data
A /ICAS/Edge_A/dirC/dirCC/FILECI | 2010/11/28 | userC Metadata
A //CAS/Edge_A/dirA/FILEA2 2010/11/27 | userA Data
[Fig. 7]
FIG. 7
5700
701 702 703 704 705
Base File name .Update date | Last update | Updated
and time by contents
B /Edge_B/dirB/FILEB1 2010/11/27 | userB Metadata
B /Edge B/dirB/FILEB2 2010/11/28 | userB Data
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[Fig. 8]
FIG. 8
800
%}01 802 803 804 805
Base File name Update date | Last update | Updated
and time by contents
A //{CAS/Edge A/dirA/FILEA1 2010/11/28 | userA Data
A //CAS/Edge A/dirC/dirCC/FILEC1 | 2010/11/28 | userC Metadata
A //{CAS/Edge_A/dirA/FILEA2 2010/11727 | userA Data
B //ICAS/Edge B/dirB/FILEB1 2010/11/27 | userB Metadata
B //CAS/Edge B/dirB/FILEB2 2010/11/28 | userB Data
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