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receive, from an issuer server associated with an issuer application, a request for a payment token, the request comprising a payment
amount and a transaction time from an e-commerce site of a merchant and a customer identifier verified by the issuer application; gen-
erate a payment token comprising the payment amount, the transaction time and a tokenized personal account number (PAN) associated
with the customer identifier, the payment token being generated in an encrypted form; transmit the payment token to the issuer applica-
tion for uploading into the e-commerce site; receive, from the e-commerce site, a payment transaction request comprising the payment
token and the merchant identifier; decrypt the payment token back into the payment amount, the transaction time and the tokenized
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personal account number (PAN); map the tokenized personal account number (PAN) to a customer personal account number (PAN);
and transmit the payment amount, the transaction time, the customer personal account number (PAN) and the merchant identifier to
the issuer server for validation and authorisation of the payment transaction request.
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COMPUTER SYSTEM AND COMPUTER-IMPLEMENTED
METHOD FOR SECURE E-COMMERCE

CROSS-REFERENCE TO RELATED APPLICATION
This application claims the benefit of, and priority to, Singapore
Application No. 10201800711V filed on January 26, 2018. The entire disclosure of

the above application is incorporated herein by reference.

FIELD OF THE INVENTION

The present invention relates to a computer system and computer-

implemented method for secure e-commerce.

BACKGROUND OF THE INVENTION

E-commerce is becoming more and more prevalent as both merchants
and customers are increasingly taking advantage of internet-enabled platforms for
shopping, paying bills and transferring money. However, in all of these scenarios
customers are required to enter sensitive payment card data (i.e. a card number, expiry
date and card verification value (CVV)) into a website to initiate a payment
transaction. This process makes the payment card data susceptible to fraud.

To overcome the above, some online merchants use other payment
mechanisms such as PayPal™, Amazon Pay™ or cash on delivery. However, these
systems either require a customer to pre-register with the payment service provider or
require the merchant to bear the cost of a product until cash is provided on delivery.

It is therefore an aim of the present invention to provide an improved

computer system and computer-implemented method for secure e-commerce.

SUMMARY OF THE INVENTION

In general terms, the present disclosure proposes a computer system
and computer-implemented method for secure e-commerce whereby a customer is not
required to provide any payment card details to an e-commerce site of a merchant.
Instead, an encrypted payment token is generated by a payment network server and
this is provided to the e-commerce site to initiate a payment transaction request.

In a first aspect of the present invention, there is provided a payment

network server for secure e-commerce. The payment network server comprises at
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least a computer processor and a data storage device, the data storage device
comprising instructions operative by the computer processor to:

receive, from an issuer server associated with an issuer application, a
request for a payment token, the request comprising a payment amount and a
transaction time from an e-commerce site of a merchant and a customer identifier
verified by the issuer application;

generate a payment token comprising the payment amount, the transaction
time and a tokenized personal account number (PAN) associated with the
customer identifier, the payment token being generated in an encrypted form;

transmit the payment token to the issuer application for uploading into the
e-commerce site;

receive, from the e-commerce site, a payment transaction request
comprising the payment token and the merchant identifier;

decrypt the payment token back into the payment amount, the transaction
time and the tokenized personal account number (PAN);

map the tokenized personal account number (PAN) to a customer personal
account number (PAN); and

transmit the payment amount, the transaction time, the customer personal
account number (PAN) and the merchant identifier to the issuer server for
validation and authorisation of the payment transaction request.

Thus, embodiments of the invention comprise a payment network
server configured for secure e-commerce (i.e. to secure an electronic payment
gateway) wherein only encrypted payment card details are provided to the e-
commerce site so as to not compromise the security of the payment card used for the
payment transaction. Accordingly, a customer’s payment card details are kept secure
and the likelihood of card fraud is greatly reduced.

Notably, the payment token comprises the payment amount, the
transaction time and the tokenized personal account number (PAN) associated with
the customer identifier. This allows the issuer server to validate the payment amount
and transaction time received from the payment network server against a payment
amount and transaction time received from the issuer application to initiate the request
for the payment token. If the payment amounts and transaction times both match, the

issuer server may authorise the payment transaction request. Furthermore, the
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inclusion of multiple data fields within the payment token further reduces the risk of

fraud since more details are verified before the payment transaction is authorised.
The payment token may further comprise the merchant identifier from

the e-commerce site of the merchant, which is received as part of the request for the

payment token.

The e-commerce site may be in the form of a website or an application
(App).

The payment network server may query a customer database to obtain
the tokenized personal account number (PAN) associated with the customer identifier
and/or to map the tokenized personal account number (PAN) to the customer personal
account number (PAN).

The payment token may be transmitted directly to the issuer
application or may be sent via the issuer server.
In a second aspect of the present invention, there is described a
computerised network for secure e-commerce. The network comprises:

a payment network server according to the first aspect of the invention;
and

an issuer server comprising at least an issuer computer processor and an
issuer data storage device, the issuer data storage device comprising instructions
operative by the issuer computer processor to:

receive, from the issuer application, the request for the payment token;

store, in a payment token database, the payment amount and the
transaction time comprised in the request;

transmit to the payment network server the request for the payment token;

receive, from the payment network server, the payment token;

transmit the payment token to the issuer application for uploading into the
e-commerce site;

receive, from the payment network server, the payment amount, the
transaction time, the customer personal account number (PAN) and the merchant
identifier;

validate the payment amount and the transaction time received from the
payment network server by comparison with the payment amount and the

transaction time stored in the payment token database; and
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authorise the payment transaction request if the payment amount and the
transaction time received from the payment network server match the payment
amount and the transaction time stored in the payment token database.

In a third aspect of the present invention, there is described a
computer-implemented method for secure e-commerce. The method comprises a
computer processor of a payment network server:

receiving, from an issuer server associated with an issuer application, a
request for a payment token, the request comprising a payment amount and a
transaction time from an e-commerce site of a merchant and a customer identifier
verified by the issuer application;

generating a payment token comprising the payment amount, the
transaction time and a tokenized personal account number (PAN) associated with
the customer identifier, the payment token being generated in an encrypted form;

transmitting the payment token to the issuer application for uploading into
the e-commerce site;

receiving, from the e-commerce site, a payment transaction request
comprising the payment token and the merchant identifier;

decrypting the payment token back into the payment amount, the
transaction time and the tokenized personal account number (PAN);

mapping the tokenized personal account number (PAN) to a customer
personal account number (PAN); and

transmitting the payment amount, the transaction time, the customer
personal account number (PAN) and the merchant identifier to the issuer server
for validation and authorisation of the payment transaction request.

In a fourth aspect of the present invention, there is provided a non-
transitory computer-readable medium having stored thereon program instructions for
causing at least one processor to perform the method according to the third aspect of
the invention.

Thus, the computer system and computer-implemented method
provide convenience with improved security for payment transactions because a
customer is not required to provide any payment card details to an e-commerce site of
a merchant. Instead, an encrypted payment token is generated by the payment
network server and this is provided to the e-commerce site to initiate the payment

transaction request.
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Other desirable features and characteristics will become apparent
from the subsequent detailed description and the appended claims, taken in
conjunction with the accompanying drawings of the disclosure. Moreover, within the
scope of this proposed disclosure it is expressly intended that the various aspects,
embodiments, examples and alternatives set out in the preceding paragraphs, in the
claims and/or in the following description and drawings, and in particular the
individual features thereof, may be taken independently or in any combination.
Features described in connection with one embodiment are applicable to all

embodiments, unless such features are incompatible.

BRIEF DESCRIPTION OF THE DRAWINGS
Non-limiting embodiments of the invention will now be described for
the sake of example only, with reference to the following drawings in which:

Fig. 1 shows a computerised network for secure e-commerce in accordance
with an embodiment of the invention;

Fig. 2 shows the steps of a method for secure e-commerce in accordance
with an embodiment of the invention, which may be performed by a payment
network server comprised in the computerised network of Fig. 1;

Fig. 3 shows schematically the functional structure of the payment network
server comprised in the computerised network of Fig. 1, in accordance with an
embodiment of the invention;

Fig. 4 shows schematically the physical structure of the payment network
server (and other servers) comprised in the computerised network of Fig. 1; and

Fig. 5 shows schematically the physical structure of a customer electronic

device comprised in the computerised network of Fig. 1.

DETAILED DESCRIPTION OF THE EMBODIMENT

As used herein, the term “account” refers to any form of arrangement
that a customer has with an institution that allows the customer to deposit and/or
withdraw funds. An account can be a deposit account, a credit card account, a debit
card account, a current account, a saving account, an overdraft account, an electronic
wallet account or any other type of account offered by the institution. Furthermore,
the account may be a loan account in which case the customer owes money to the

institution. In some embodiments, an account may be associated with a payment card,
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such as a credit card, a debit card, a prepaid card, a charge card, a membership card, a
promotional card, a frequent flyer card, an identification card, a prepaid card, a gift
card, and/or any other device that may hold account information, such as mobile
phones, smartphones, personal digital assistants (PDAs), key fobs, transponder
devices, NFC-enabled devices, and/or computers.

The term “institution” is not necessarily limited to organizations
which are legally constituted as banks, since in some jurisdictions other organizations
may be permitted to maintain accounts. For example, an institution associated with an
acquirer or an issuer can be one of the following: a bank, a financial technology

company, or a financial institution.

2% ¢¢ 9% ¢ 29 &<

The terms “component,” “module,” “system,” “apparatus,”
“interface,” or the like are generally intended to refer to a computer-related entity,
either hardware, a combination of hardware and software, software, or software in
execution. For example, a component may be, but is not limited to being, a process
running on a processor, a processor, an object, an executable, a thread of execution, a
program, and/or a computer. By way of illustration, both an application running on a
controller and the controller can be a component. One or more components may
reside within a process and/or thread of execution and a component may be localized
on one computer and/or distributed between two or more computers.

Moreover, the claimed subject matter may be implemented as a
method, apparatus, or article of manufacture using standard programming and/or
engineering techniques to produce software, firmware, hardware, or any combination
thereof to control a computer to implement the disclosed subject matter. For instance,
the claimed subject matter may be implemented as a computer-readable medium
embedded with a computer executable program, which encompasses a computer
program accessible from any computer-readable storage device or storage media. For
example, computer readable media can include but are not limited to magnetic storage
devices (e.g., hard disk, floppy disk, magnetic strips . . . ), optical disks (e.g., compact
disk (CD), digital versatile disk (DVD) . .. ), smart cards, and flash memory devices
(e.g., card, stick, key drive. . .).

Referring to Fig. 1, an example of a computerised network 100 for
secure e-commerce, in accordance with an embodiment of the invention, is shown.

The computerised network 100 comprises a customer electronic device 102 allowing

a customer to access an e-commerce site of a merchant, a merchant server 104
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associated with the e-commerce site, an acquirer server 106 associated with an
acquirer institution for the merchant, a payment network server 108 and an issuer
server 110 associated with an issuer institution for the customer. The payment
network server 108 is operationally connected to a customer database 112 and the
issuer server 110 is operationally connected to a payment token database 114.

The customer electronic device 102 may take the form of a mobile
phone, tablet, laptop, computer or other internet-enabled device. The e-commerce site
may be in the form of a website or an application (App).

In a particular embodiment, when the customer wishes to make a
payment transaction for goods or services purchased from the merchant via the e-
commerce site, the customer will be prompted to enter a mode of payment into the e-
commerce site during a ‘checkout’ procedure. The mode of payment may be selected
from a list comprising bank payment, card payment, wallet payment etc. The
customer will also be prompted to enter the name of the issuer institution (i.e. the
bank or card issuer associated with the chosen mode of payment) into the e-commerce
site. The e-commerce site will then redirect the customer to a website or application
associated with the issuer institution (i.e. an issuer application). The e-commerce site
may use a link (e.g. similar to a “mail to” email link) to open the issuer application,
which may be pre-installed on the customer electronic device 102. The e-commerce
site may also transmit purchase data relating to the payment transaction the customer
wishes to make. The purchase data may comprise one or more of a merchant
identifier, a payment amount and a transaction time (e.g. a timestamp generated by the
e-commerce site during the ‘checkout’ procedure initiated by the customer). The
merchant identifier may comprise one or more of a merchant name, IP address and
merchant account details. The issuer application will authenticate the customer in the
same way it would for making any payment transaction request. For example, the
customer may be prompted to enter a personal identification number (PIN) or
biometric into the issuer application to verify the customer’s identity and the issuer
application may check that the entered PIN or biometric matches that stored in a
database (either locally, on the customer electronic device 102, or remotely, e.g. on
the issuer server 110). Once the customer is authenticated, the issuer application may
prompt the customer to select a payment card (issued by the issuer institution) for use
in the payment transaction. The issuer application may also prompt the customer to

confirm that the payment transaction is to proceed (e.g. by confirming that the

7
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merchant identifier and/or the payment amount are correct). Once confirmed, the
issuer application will transmit a request for a payment token to the issuer server 110.
The request comprises the payment amount, the transaction time and a customer
identifier which identifies the customer authenticated by the issuer application. The
customer identifier may also identify the payment card selected by the customer for
use in the payment transaction.

The issuer server 110 received the request for the payment token sent
by the issuer application and stores, in the payment token database 114, the payment
amount and the transaction time comprised in the request. The issuer server 110 then
transmits to the payment network server 108 the request for the payment token.

The payment network server 108 receives the request for the payment
token from the issuer server 110 and generates a payment token (in an encrypted from)
comprising the payment amount, the transaction time and a tokenized personal
account number (PAN) associated with the customer identifier. The payment network
server may query the customer database 112 to obtain the tokenized personal account
number (PAN) associated with the customer identifier. The payment token may
further comprise the merchant identifier from the e-commerce site of the merchant,
received as part of the request for the payment token. In which case, the payment
token may be configured for use specifically at the e-commerce site of the merchant.
The payment token may have a pre-determined expiry time (of, e.g. 1,2, 3,4, 5 or 10
minutes) such that the payment network server 108 will not process the payment
token for a payment transaction if it is received at the payment network server 108
after the pre-determined expiry time has expired. The payment network server 108
transmits the payment token to the issuer application for uploading into the e-
commerce site as a mode of payment.

In some embodiments, the payment token may be transmitted directly
to the issuer application while, in other embodiments, the payment token may be
transmitted to the issuer application via the issuer server 110. In the latter case, the
issuer server 110 receives, from the payment network server 108, the payment token,
and transmits the payment token to the issuer application for uploading into the e-
commerce site.

The issuer application receives the payment token and it is
subsequently uploaded into the e-commerce site (or payment gateway). The customer

may copy and paste the payment token from the issuer application directly into the e-
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commerce site or payment gateway. In some embodiments, the customer may
download the payment token from the issuer application and upload it into the e-
commerce site or payment gateway. The customer may then confirm via the e-
commerce site that the payment transaction is to proceed using the payment token and
the e-commerce site will transmit the payment token in a payment transaction request
using existing processes for a card payment. In particular, the payment transaction
request will be routed via the merchant server 104 to the acquirer server 106 and then
on to the payment network server 108.

The payment network server 108 will therefore receive, from the e-
commerce site (via the merchant server 104 and acquirer server 106), a payment
transaction request comprising the payment token and the merchant identifier. The
payment network server 108 will decrypt the payment token back into the payment
amount, the transaction time and the tokenized personal account number (PAN). The
payment network server 108 will map the tokenized personal account number (PAN)
to a customer personal account number (PAN), for example, by querying the customer
database 112. The payment network server 108 may check the pre-determined expiry
time to ensure that the payment token is still valid before processing the payment
token as described below. The payment network server 108 may also check an expiry
date associated with the customer personal account number (PAN) before proceeding
with the payment transaction. The expiry date may be comprised in the payment
token or retrieved from the customer database 112 along with the customer personal
account number (PAN). The payment network server 108 will transmit the payment
amount, the transaction time, the customer personal account number (PAN) and the
merchant identifier to the issuer server 110 for validation and authorisation of the
payment transaction request.

The issuer server 110 will therefore receive, from the payment
network server 108, the payment amount, the transaction time, the customer personal
account number (PAN) and the merchant identifier. The issuer server 110 will
validate the payment amount and the transaction time received from the payment
network server 108 by comparison with the payment amount and the transaction time
stored in the payment token database 114. If the payment amount and the transaction
time received from the payment network server match the payment amount and the
transaction time stored in the payment token database, the issuer server will authorise

the payment transaction request. In some embodiments, the issuer server 110 may

9
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also check if a customer account associated with the customer personal account
number (PAN) has sufficient funds before proceeding to authorise the payment
transaction request. Upon successful authorisation, the issuer server 110 may send an
authorisation response to the e-commerce site (e.g. using an internet protocol (IP)
address for the e-commerce site). The authorisation response may comprise one or
more of the payment amount, the transaction time, the customer identifier, the
tokenized personal account number (PAN) and the merchant identifier.

Figure 2 shows the steps of a method 200 for secure e-commerce in
accordance with an embodiment of the invention, which may be performed by the
payment network server 108 of the computerised network 100 of Fig. 1. Thus, the
payment network server 108 is configured to perform the following steps:

a)in a step 202, receive, from an issuer server associated with an issuer
application, a request for a payment token, the request comprising a payment
amount and a transaction time from an e-commerce site of a merchant and a
customer identifier verified by the issuer application;

b) in a step 204, generate a payment token comprising the payment amount,
the transaction time and a tokenized personal account number (PAN) associated
with the customer identifier, the payment token being generated in an encrypted
form;

¢)in a step 206, transmit the payment token to the issuer application for
uploading into the e-commerce site;

d) in a step 208, receive, from the e-commerce site, a payment transaction
request comprising the payment token and the merchant identifier;

e) in a step 210, decrypt the payment token back into the payment amount,
the transaction time and the tokenized personal account number (PAN);

f)in a step 212, map the tokenized personal account number (PAN) to a
customer personal account number (PAN); and

g)in a step 214, transmit the payment amount, the transaction time, the
customer personal account number (PAN) and the merchant identifier to the
issuer server for validation and authorisation of the payment transaction request.

Fig. 3 shows schematically the structure 300 of the payment network
server 108 of the computerised network 100 of Fig. 1 which carries out the method
200 of Fig. 2 in accordance with embodiments of the invention. The structure 300 of

the payment network server 108 comprises a communication module 302, a
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tokenisation module 304, a transaction module 306 and a query module 308. Each of
these modules is described in more detail below.

The communication module 302 is configured to communicate with
the issuer server 110, the acquirer server 106 and the customer database 112 in order
to carry out the method of Fig. 2. For example, the communication module 302
receives, from the issuer server 110 associated with the issuer application, the request
for the payment token, the request comprising the payment amount and the
transaction time from the e-commerce site of the merchant and the customer identifier
verified by the issuer application. The communication module 302 passes the request
for the payment token to the tokenization module 304 and, in return, receives the
payment token and transmits the payment token to the issuer application for uploading
into the e-commerce site. The communication module subsequently, receives, from
the e-commerce site, a payment transaction request comprising the payment token and
the merchant identifier and passes the payment transaction request to the transaction
module 306. The communication module then receives the payment amount, the
transaction time, the customer personal account number (PAN) and the merchant
identifier and transmits this information to the issuer server 110 for validation and
authorisation of the payment transaction request.

The tokenisation module 304 is configured to receive from the
communication module 302 the request for the payment token and generates in an
encrypted form, a payment token comprising the payment amount, the transaction
time and a tokenized personal account number (PAN) associated with the customer
identifier.

The transaction module 306 is configured to receive from the
communication module 302 the payment transaction request and to decrypt the
payment token, comprised in the payment transaction request, back into the payment
amount, the transaction time and the tokenized personal account number (PAN). The
transaction module 306 instructs the query module 308 to derive the customer
personal account number (PAN) from the tokenized personal account number (PAN).

The query module 308 is configured to map the tokenized personél
account number (PAN) to the customer personal account number (PAN) upon
instruction from the transaction module 306. In so doing, the query module 308 will
query the customer database 112 to obtain the customer personal account number

(PAN) associated with the tokenized personal account number (PAN). The customer
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personal account number (PAN) is then passed to the communication module 302 for
transmission to the issuer server 110, along with the payment amount, the transaction
time and the merchant identifier, for validation and authorisation of the payment
transaction request.

Embodiments of the invention therefore provide a system and method
for secure e-commerce transactions in which a customer’s card details are not
required to be entered into an e-commerce site of a merchant. Instead, through
tokenisation and the method described above a secure payment transaction can be
made via an e-commerce site thus reducing the risk of fraud and providing greater
confidence to e-commerce customers.

Fig. 4 is a block diagram showing a technical architecture 400 of the
merchant server 104, the acquirer server 106, the payment network server 108 and/or
the issuer server 110.

The technical architecture 400 includes a processor 402 (which may be
referred to as a central processor unit or CPU) that is in communication with memory
devices including secondary storage 404 (such as disk drives), read only memory
(ROM) 406, and random access memory (RAM) 408. The processor 402 may be
implemented as one or more CPU chips. The technical architecture may further
comprise input/output (I/O) devices 410, and network connectivity devices 412.

The secondary storage 404 is typically comprised of one or more disk
drives or tape drives and is used for non-volatile storage of data and as an over-flow
data storage device if RAM 408 is not large enough to hold all working data.
Secondary storage 404 may be used to store programs which are loaded into RAM
408 when such programs are selected for execution.

In this embodiment, the secondary storage 404 has a processing
component 404a comprising non-transitory instructions operative by the processor
402 to perform various operations of the method of the present disclosure. The ROM
406 is used to store instructions and perhaps data which are read during program
execution. The secondary storage 404, the RAM 408, and/or the ROM 406 may be
referred to in some contexts as computer readable storage media and/or non-transitory
computer readable media.

I/O devices 410 may include printers, video monitors, liquid crystal

displays (LCDs), plasma displays, touch screen displays, keyboards, keypads,
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switches, dials, mice, track balls, voice recognizers, card readers, paper tape readers,
or other input devices.

The network connectivity devices 412 may take the form of modems,
modem banks, Ethernet cards, universal serial bus (USB) interface cards, serial
interfaces, token ring cards, fiber distributed data interface (FDDI) cards, wireless
local area network (WLAN) cards, radio transceiver cards that promote radio
communications using protocols such as code division multiple access (CDMA),
global system for mobile communications (GSM), long-term evolution (LTE),
worldwide interoperability for microwave access (WiMAX), near field
communications (NFC), radio frequency identity (RFID), and/or other air interface
protocol radio transceiver cards, and other network devices. These network
connectivity devices 412 may enable the processor 402 to communicate with the
Internet or one or more intranets. With such a network connection, it is contemplated
that the processor 402 might receive information from the network, or might output
information to the network in the course of performing the above-described method
operations. Such information, which is often represented as a sequence of instructions
to be executed using processor 402, may be received from and outputted to the
network, for example, in the form of a computer data signal embodied in a carrier
wave.

The processor 402 executes instructions, codes, computer programs,
scripts which it accesses from hard disk, floppy disk, optical disk (these various disk
based systems may all be considered secondary storage 404), flash drive, ROM 406,
RAM 408, or the network connectivity devices 412. While only one processor 402 is
shown, multiple processors may be present. Thus, while instructions may be discussed
as executed by a processor, the instructions may be executed simultaneously, serially,
or otherwise executed by one or multiple processors.

Although the technical architecture is described with reference to a
computer, it should be appreciated that the technical architecture may be formed by
two or more computers in communication with each other that collaborate to perform
a task. For example, but not by way of limitation, an application may be partitioned in
such a way as to permit concurrent and/or parallel processing of the instructions of the
application. Alternatively, the data processed by the application may be partitioned in
such a way as to permit concurrent and/or parallel processing of different portions of a

data set by the two or more computers. In an embodiment, virtualization software
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may be employed by the technical architecture 400 to provide the functionality of a
number of servers that is not directly bound to the number of computers in the
technical architecture 400. In an embodiment, the functionality disclosed above may
be provided by executing an application and/or applications in a cloud computing
environment. Cloud computing may comprise providing computing services via a
network connection using dynamically scalable computing resources. A cloud
computing environment may be established by an enterprise and/or may be hired on
an as-needed basis from a third party provider.

It is understood that by programming and/or loading executable
instructions onto the technical architecture, at least one of the CPU 402, the RAM 408,
and the ROM 406 are changed, transforming the technical architecture in part into a
specific purpose machine or apparatus having the novel functionality taught by the
present disclosure. It is fundamental to the electrical engineering and software
engineering arts that functionality that can be implemented by loading executable
software into a computer can be converted to a hardware implementation by well-
known design rules.

Figure 5 is a block diagram showing a technical architecture 500 of a
communication device (e.g. the customer electronic device 102 of Fig.1). The
technical architecture includes a processor 502 (which may be referred to as a central
processor unit or CPU) that is in communication with memory devices including
secondary storage 504 (such as disk drives or memory cards), read only memory
(ROM) 506, and random access memory (RAM) 508. The processor 502 may be
implemented as one or more CPU chips. The technical architecture further comprises
input/output (I/O) devices 510, and network connectivity devices 512.

The I/O devices 510 comprise a customer interface (UI) 510a and a
camera 510b. The UI 510a may comprise a screen in the form of a touch screen, a
keyboard, a keypad or other known input device. The camera 510b is a device for
recording visual images in the form of photographs, film or video signals. The UI
510a may be configured to operate with the processor 502 together with the memory
devices 504, 506, 508 in conjunction with the network connectivity devices 512 to
display to the customer an authentication request requesting for a customer
authentication identifier to be input via the I/O devices 510. The customer
authentication identifier may be input via the UI 510a or the camera 510b (e.g. if the

customer authentication identifier is associated with a biometric identifier).
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The secondary storage 504 is typically comprised of a memory card or
other storage device and is used for non-volatile storage of data and as an over-flow
data storage device if RAM 508 is not large enough to hold all working data.
Secondary storage 504 may be used to store programs which are loaded into RAM
508 when such programs are selected for execution.

In this embodiment, the secondary storage 504 has a processing
component 504a, comprising non-transitory instructions operative by the processor
502 to perform various operations of the method of the present disclosure. The ROM
506 is used to store instructions and perhaps data which are read during program
execution. The secondary storage 504, the RAM 508, and/or the ROM 506 may be
referred to in some contexts as computer readable storage media and/or non-transitory
computer readable media.

The network connectivity devices 512 may take the form of modems,
modem banks, Ethernet cards, universal serial bus (USB) interface cards, serial
interfaces, token ring cards, fiber distributed data interface (FDDI) cards, wireless
local area network (WLLAN) cards, radio transceiver cards that promote radio
communications using protocols such as code division multiple access (CDMA),
global system for mobile communications (GSM), long-term evolution (LTE),
worldwide interoperability for microwave access (WiMAX), near field
communications (NFC), radio frequency identity (RFID), and/or other air interface
protocol radio transceiver cards, and other network devices. These network
connectivity devices 512 may enable the processor 502 to communicate with the
Internet or one or more intranets. With such a network connection, it is contemplated
that the processor 502 might receive information from the network, or might output
information to the network in the course of performing the above-described method
operations. Such information, which is often represented as a sequence of instructions
to be executed using processor 502, may be received from and outputted to the
network, for example, in the form of a computer data signal embodied in a carrier
wave. In embodiments, the network connectivity devices 512 enable the customer
electronic device 102 to be communicatively connected to other parts of the
computerized network of Fig.1. The network connectivity devices 512 may also
enable the customer electronic device 102 to be in communication with the merchant

server 104 and/or the payment network server 108 and/or the issuer server 110.

15



WO 2019/147337 PCT/US2018/062708

10

15

The processor 502 executes instructions, codes, computer programs,
scripts which it accesses from hard disk, floppy disk, optical disk (these various disk
based systems may all be considered secondary storage 504), flash drive, ROM 506,
RAM 508, or the network connectivity devices 512. While only one processor 502 is
shown, multiple processors may be present. Thus, while instructions may be discussed
as executed by a processor, the instructions may be executed simultaneously, serially,
or otherwise executed by one or multiple processors. In an embodiment, if an App
compatible with the authentication process is used, the processor 502 is configured to
execute the App stored in the ROM 506 and/or RAM 508 or the secondary storage
504 for authentication of a payment transaction or an ATM transaction as described in
the exemplary embodiments.

Whilst the foregoing description has described exemplary
embodiments, it will be understood by those skilled in the art that many variations of
the embodiments can be made within the scope of the present invention as defined by
the claims. Moreover, features of one or more embodiments may be mixed and

matched with features of one or more other embodiments.
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CLAIMS
1. A payment network server for secure e-commerce, the payment network server
comprising at least a computer processor and a data storage device, the data storage
device comprising instructions operative by the computer processor to:
receive, from an issuer server associated with an issuer application, a
request for a payment token, the request comprising a payment amount and a
transaction time from an e-commerce site of a merchant and a customer identifier
verified by the issuer application;
generate a payment token comprising the payment amount, the transaction
time and a tokenized personal account number (PAN) associated with the
customer identifier, the payment token being generated in an encrypted form;
transmit the payment token to the issuer application for uploading into the
e-commerce site;
receive, from the e-commerce site, a payment transaction request
comprising the payment token and the merchant identifier;
decrypt the payment token back into the payment amount, the transaction
time and the tokenized personal account number (PAN);
map the tokenized personal account number (PAN) to a customer personal
account number (PAN); and
transmit the payment amount, the transaction time, the customer personal
account number (PAN) and the merchant identifier to the issuer server for validation

and authorisation of the payment transaction request.
2. The payment network server according to claim 1 wherein the payment token
further comprises the merchant identifier from the e-commerce site of the merchant,

which is received as part of the request for the payment token.

3. The payment network server according to either preceding claim wherein the e-

commerce site is in the form of a website.

4. The payment network server according to claim 1 or 2 wherein the e-commerce site

is in the form of an application (App).
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5. The payment network server according to any preceding claim further configured
to query a customer database to obtain the tokenized personal account number (PAN)
associated with the customer identifier and/or to map the tokenized personal account

number (PAN) to the customer personal account number (PAN).

6. The payment network server according to any preceding claim configured to

transmit the payment token directly to the issuer application.

7. The payment network server according to any preceding claim configured to

transmit the payment token to the issuer application via the issuer server.

8. A computerised network for secure e-commerce comprising:
a) a payment network server according to any preceding claim; and
b) an issuer server comprising at least an issuer computer processor and an issuer
data storage device, the issuer data storage device comprising instructions
operative by the issuer computer processor to:
receive, from the issuer application, the request for the payment
token;
store, in a payment token database, the payment amount and the
transaction time comprised in the request;
transmit to the payment network server the request for the payment
token;
receive, from the payment network server, the payment token;
transmit the payment token to the issuer application for uploading
into the e-commerce site;
receive, from the payment network server, the payment amount,
the transaction time, the customer personal account number (PAN) and the
merchant identifier;
validate the payment amount and the transaction time received
from the payment network server by comparison with the payment amount and
the transaction time stored in the payment token database; and
authorise the payment transaction request if the payment amount and the
transaction time received from the payment network server match the payment

amount and the transaction time stored in the payment token database.
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9. A computer-implemented method for secure e-commerce comprising:

receiving, from an issuer server associated with an issuer application, a
request for a payment token, the request comprising a payment amount and a
transaction time from an e-commerce site of a merchant and a customer identifier
verified by the issuer application;

generating a payment token comprising the payment amount, the
transaction time and a tokenized personal account number (PAN) associated with
the customer identifier, the payment token being generated in an encrypted form;

transmitting the payment token to the issuer application for uploading into
the e-commerce site;

receiving, from the e-commerce site, a payment transaction request
comprising the payment token and the merchant identifier;

decrypting the payment token back into the payment amount, the
transaction time and the tokenized personal account number (PAN);

mapping the tokenized personal account number (PAN) to a customer
personal account number (PAN); and

transmitting the payment amount, the transaction time, the customer
personal account number (PAN) and the merchant identifier to the issuer server

for validation and authorisation of the payment transaction request.
10. A non-transitory computer-readable medium having stored thereon program

instructions for causing at least one processor to perform the method according to

claim 9.

19



WO 2019/147337 PCT/US2018/062708

1/5

100
W

Figure 1



WO 2019/147337

200
W

2/5

PCT/US2018/062708

Receive, from an issuer server associated with an
issuer application, a request for a payment token,
the request comprising a payment amount and a
transaction time from an e-commerce site of a
merchant and a customer identifier verified by the
issuer application

/ 202

Generate a payment token comprising the payment
amount, the transaction time and a tokenized
personal account number (PAN) associated with
the customer identifier, the payment token being
generated in an encrypted form

Transmit the payment token to the issuer
application for uploading into the e-commerce site

¥

Receive, from the e-commerce site, a payment
transaction request comprising the payment token
and the merchant identifier

A 4

Decrypt the payment token back into the payment
amount, the transaction time and the tokenized
personal account number (PAN)

A

Map the tokenized personal account number (PAN)
to a customer personal account number (PAN)

7

Transmit the payment amount, the transaction
time, the customer personal account number (PAN)
and the merchant identifier to the issuer server for
validation and authorisation of the payment
transaction request

Figure 2



WO 2019/147337 PCT/US2018/062708

3/5
108
300 \
302 304
Communication| | Tokenisation
module module
306 308
Transaction Query
module module

Figure 3



WO 2019/147337

\ 4

RAM
408

4/5
104, 106, 108, 110
I/O
400 410
Y
Secondary ’
Storage X
«» CPU
404 <
402
404a
A4
Network
412

Figure 4

ROM
406

PCT/US2018/062708



WO 2019/147337 PCT/US2018/062708

5/5
500 \ 102
/O
510
UI/GUI Camera
510a 510b
RAM
Secondary ’
Storage h 508
S PER CPU
504 < ROM
502 ©
504a 506
4
Network
512

Figure 5



INTERNATIONAL SEARCH REPORT

International application No.

PCT/US2018/062708

A

Int.Cl. G06Q20/40(2012.01)1,

CLASSIFICATION OF SUBJECT MATTER

G06eQ20/38(2012.01)1

According to International Patent Classification (IPC) or to both national classification and IPC

B.

FIELDS SEARCHED

G06020/38

Minimum documentation searched (classification system followed by classification symbols)
Int.Cl. GO6Q20/40,

Published examined utility model applications of Japan 1922-198%¢

Published unexamined utility model applications of Japan 1971-2019

Registered utility model specifications of Japan 1%9%6-2019

Published registered utility model applications of Japan 1%9%4-2019

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A JP 2016-38828 A (HITACHI SYSTEMS LTD) 2016.03.22, |1-10
the whole document (Family:none)

A US 2003/0080183 Al (RAJASEKARAN, Sanguthevar) |1-10
2003.05.01, the whole document & WO 2003/038718
Al

A US 2017/0357964 Al (SUBRAHMANYAM, Vishnuvajhala |1-10
V.) 2017.12.14, the whole document & EP 3255599
Al

A Us 2015/0161596 A1 (MCCARTHY, Denis) 2015.06.11, |1-10
the whole document (Family:none)

Further documents are listed in the continuation of Box C.

See patent family annex.

Special categories of cited documents:

3-4-3, Kasumigaseki, Chiyoda-ku, Tokyo 100-8915, Japan

. o “T” later document published after the international filing date or
«“A” document defining the general state of the art which is not priority date and not in conflict with the application but cited to
con_sidered to be_: of particular relevance understand the principle or theory underlying the invention
“E7 f:;ﬁfé ala?itl’ilrt;agzig or patent but published on or after the lnter- “X” document of particular relevance; the claimed invention cannot
“L” document which may throw doubts on priority claim(s) or which ?vaecr?trilvs,éd:treedwrﬁcgletlhgg oi:ailnrﬁgin?: tgfélrflflfﬁg to involve an
is cited to establish the publication date of another citation or other P
special reason (as specified) “Y” document of particular relevance; the claimed invention cannot
«0” document referring to an oral disclosure, use, exhibition or other be considered to involve an inventive step when the document is
means combined with one or more other such documents, such
“p” document published prior to the international filing date but later combination being obvious to a person Sl_ﬂued inthe art
than the priority date claimed “&” document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report
Name and mailing address of the ISA/JP Authorized officer 51,3787
Japan Patent Office MAKI, Yuko

Telephone No. +81-3-3581-1101 Ext. 3562

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT

International application No.

PCT/US2018/062708
C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT
Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A WO 2017/184121 Al (VISA INTERNATIONAL SERVICE |1-10

ASSOCIATION) 2017.10.26, the whole document & CA
3014875 Al & AU 2016403734 A & CN 102074578 A

Form PCT/ISA/210 (continnation of second sheet) (January 2015)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - wo-search-report
	Page 28 - wo-search-report

