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(57) Abstract: Methods and systems, including
computer programs encoded on computer storage
media, for providing internet access through a con-
trol panel of an alarm system, the method including
establishing, by a control panel of an alarm system
in a property, a first connection to an alarm system
monitoring server across a cellular network, determ-
ining that a known source of internet within the
property is not available, in response to determining
that the known source of internet within the prop-
erty is not available, establishing, by the control
panel, a second connection to the internet across the
cellular network, providing internet access to one or
more devices in the property through the second
connection, determining that the known source of
internet within the property is available, and in re-
sponse to determining that the known source of in-
ternet within the property is available, terminating,
by the control panel, the second connection.
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PROVIDING INTERNET ACCESS THROUGH A
PROPERTY MONITORING SYSTEM

CROSS REFERENCE TO RELATED APPLICATIONS

The present application claims the benetit of U.S. Provisional Application No.

5 62/132.452, filed March 12, 2015, which is mcorporated herein by reference in is entirety for
all purposes.
TECHNICAL FIELD
This disclosure relates to monitoring technology and, for example, communicating
with a monitoring system.
10 BACKGROUND

Many people equip homes and businesses with alarm systems to provide increased
securtty for their homes and busimesses. Alamm systems may include control panels that a
person may use to control operation of the alarm system and sensors that monitor for security
breaches. In response to an alarm system detecting a security breach, the alarm system may
15 generate an audible alert and, 1f the alarm system 1s monitored by a monitoring service, the
alarm system may send clectronic data to the monttoring service to alert the monitonng

service of the security breach.

SUMMARY
Technigues are described for communicating with a momitoring svstem. For example,
20 techmiques are described for providing infemet access through a control panel of a monitoring
system.
in general, one innovative aspect of the subject matter described i this specification
can be embodied in methods that include the actions of establishing, by a control panel of an
alarm system in a property, a first connection to an alarm sysicm montoring server across a
25 celiular network; determining that a known source of internet within the property is not
available; 1n response to determining that the known source of intemnet within the property is
not available, establishing, by the control panel, a second connection to the internet across the
cellular network; providing internet access to one or more devices in the property through the

second connection; determining that the known source of internet within the property is
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available; and in response to determining that the known source of internet within the
property is available, terminating, by the control panel, the second connection.

Other embodinments of this aspect mclude corresponding computer systems,
apparatus, and computer programs recorded on one or more compuier storage devices, cach
configured fo perform the actions of the methods. A system of one or more computers can be
configured to perform particular operations or actions by virtue of software, firmware,
hardware, or any combination thereof installed on the system that in operation may cause the
system to perform the actions. (ne or more compiter programs can be configured to perform
particelar operations or actions by virtue of including instructions that, when executed by
data processing apparatus, cause the apparatus to perform the actions.

¢ foregoing and other embodiments can cach optionally inclade one or more of the
following features, alone or in combination. In some implementations establishing a first
connection to an alarm svstem moniioring server comprises establishing a private connection
over the celiular network to the alarm system monitoring server.

In other implementations establishing a second connection to the internet across the
cellular network comprises establishing a public connection {0 one or more public servers.

in some cases the control panel of the alarm svstem comprises Wi-Fi access hardware
and establishing a second connection to the internet across the cellular network comprises
providing intermet access using the Wi-Fi access hardware.

In some cases the control panel of the alarm system is in data communication with
Wi-Fi access hardware that is located in a physically separate device, and establishing a
second conmection to the one or more public servers comprises providing internet access
psing the Wi-F1 access hardware.

in some vaplementations providing internet access to the one or more devices in the
property through the second connection comprises providing internet access to a known
mtemet access point in the property.

In some implementations the method further comprises receiving communications at
the control panel of the alarm system; classifving the reccived communications based on
communication type; based on the classification, determining which ot the first connection or
second connection to transmit the communications through; determining an order in which to
transmit the communications; and in response to determining which of the first connection or
second connection to transmit the communications through and the order 1in which to transmat
the communications, fransmitting the communications through the determined connections in

the determined order.
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In some mplementations determining which of the first connection or sceond
connection to transmit the communications through comprises implementing an algorithm
that 1s pre-programmed i the control panel of the alarm system.

In some cases determuning an order in which to transmit the communications

(]

comprises, for cach communication, assigning a weight to the compuumication based on at
cast the determined first or second connection in which the communication is to be
transmitted through: and ranking the weighted communications to determine an order in
which to transmit the communications.

In other cases determining which of the first connection or second connection {o

10 transmit the convnunications through comaprses selecting the first connection and throtthing
the second connection.

In further cases throttling the second connection comprises disabling the second
connection.

In some implementations the method further comprises sending requests for internet

I3 access status at regular predeterouned intervals of time to an intemnet access pont of the
known source of internet within the property.

In other implomentations determining that a known source of mternct within the
property is not available comprises determining that the internet access point of the known
source of mternet has not responded to the requests for internet access statas within a

20 predetermined amount of time.

In some implementations determining that the known source of mternet within the
property is available comprises determining that the intemet access point of the known soarce
has responded to the requests for internet access status within a predetermined amount of
fime.

25 In some cases determuning that a known source of internet within the property 1s not
available comprises determining that an internet access point of the known source of intermnet
is functioning but the known source of intemet within the property that is provided by the
known mternet access point is not available.

In other cases the method further comprnises notifving the one or more devices in the

30 property that internet access is no longer available through the second connection.

In further cases the method further comprises establishing, by the control panel of the
alarm system in the property, a third connection to central station server, wherein the third

connection is a public connection.
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In some mplementations the control panel is a client of the known source of intemet
within the property.
The subject maticr described in this specification can be implemented in particular

embodiments s0 as to realize one or more of the following advantages. A momitoring svstem

(]

that provides internet access through a control panel of the monitoring system enables a
property in which the monitoring svsiem is located to maintain an internet aceess connection
at all times, even during situations when standard sources of internet, ¢.g., home wircless
routers, fail, such as during power outages. Thus, the reliability and connectivity of an
mternet connection within the property is improved.

10 Internet access provided by a control panel of a monitoring svstem may be unlinited
and used for both critical and non-critical data communications. Whilst providing internet
access, the monmitoning svstem mav select an appropriate connection path to send data
commumications over. For example the monitoring system may send sensitive or personal
data commumnications through a private connection path, thus maintaining user privacy

15 settings and the security of the moniforing system at all times. Furthermore, in emergency
situations the monitoring system may priontize the transmission of critical data
communications over non-critical data convmumnications, thus providing internet access whilst
maintaining the reliability of the monitoring system.

The details of one or more implementations are set forth i the accompanying
20 drawings and the description below. Other features will be apparent from the description and

drawings, and from the claims.

DESCRIPTION OF DRAWINGS

FIGS. 1A-1C illustrate examples of providing internet access through a monitoring

system.
25 FIG. 2 illustrates an example svstem.
FIGS. 3 and 4 are flow charts of example processes for providing internet access.
FIG. 518 a flow chart of an example process for transmitting communications over a
first and second connection.
FiGs. 6 and 7 are example user uxierfaces.
30 Like reference numbers and designations i the vanous drawings mdicate fike
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BETAILED BDESCRIPTION

Techniques are described for communicating with a2 monttoring system. The
monitoring system may include a control panet that 1s capable of communicating through
both a private connection and a public connection. Accordingly, the control panel may have
a dual path with a remote monitoring service as the control panel may communicate with the
remote monitoring service through both the private connection and the public connection.
The control panel may also use the public connection to provide access to public servers to
other devices. For example, the control panel may establish private and public cellular
connections, and also have a back-up battery in case of power failure. o the example, an
miermnet access point, ¢.¢., a home wircless router, may be powered off when a power failure
oocurs so that a user is no longer able to access the mternet using their faptop. The control
panel may detect the loss of internet access provided by the internet access point, and, in

response, provide intemet access 1o the laptop until power is restored.

FIGS. 1A-1C dlustrate examples of providing intemet access through a monitoring
system, with FIG. 1A illustrating an example of an internet access point within a property
providing communications over a public connection, FIG, 1B illustrating an example of a
control panel of a monitoring system in the property providing communications for a user
device over a public connection, and FIG. 1C illustrating an exampie of providing
communications for an internct access using a control panel and a control panel add-on
device. The terms “alarm system” and “monitoring system” may be used mterchangeably

throughout this specification.

As shown m FIG. 1A, aproperty 10 {e.g., a home) of a user 50 15 monitored by an
alarm system (e.g., an in-home security system) that includes components that are fixed
within the property 10. The alam system includes a control panel 20, a basement door
sensor 22, a motion sensor 24, and a back door sensor 26. The basement door sensor 22 is a
contact sensor positioned at a basement door of the property 10 and configured to sense
whether the basement door 15 in an open position or a closed position. The motion sensor 24
is configured to sense a moving object within the property 10. The back door sensor 26 is a
comntact sensor positioned at a back door of the property 10 and configured to sense whether
the back door i1s in an open position or a closed position. The alarm system shown in FIG.
1A is merely an example and the alarm system may inchude more, or fewer, components and

different combinations of sensors.
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The control panel 20 communicates over a short-range wired or wircless connection
with each of the basement door sensor 22, the motion sensor 24, and the back door sensor 26
to receive sensor data descriptive of events detected by the basement door sensor 22, the

motion sensor 24, and the back door sensor 26. The control panel 20 also commumnicates over

(]

a wireless connection with a monitoring server 30.

The monitoring server 30 1s located remote from the property 10 and manages the
alarm system at the property 10, as well as other {and, perhaps, many more} alarm systems
located at different properties that are owned by different users. The monitonng server 30
receives, from the control panel 20, sensor data descoptive of events detected by the sensors

10 mcluded in the alarm system of the property 10. The monitoning server 30 also detects alarm
gvents at the property 10 based on the received sensor data and provides commands to the
control panel 20 to remotely control the alarm svstem. The monitoring server 30 further
communicates with a mobile device 60 {¢.g., a smartphone) of the user 530 and a central

station server 62, The monttoring server 30 may communicate with the mobile device 60 to

[
(v

provide notifications and status mformation related to the alarm system and to receive conirol
commands that enable the user 50 to remotely control the alarm system using the mobile
device 60. The monitoring server 30 may communicate with the central station server 62 to
report that an alarm event detected by the alarm svstem at the property 10 has been identified
as an emergency situation, where the central station server 62 may then dispatch emergency

20 services mn response to the report from the monitoring server 30,

The control panel 20 may communicate with the monitoring server 30 over a privaie
connection. A privaie connection may be a connection over a virtual private network (VPN).
The private connection may ¢nable communications to be imtiated by any one of the control
panel 20, the monttoring server 30, and the mobile device 60. For instance, without a private
25 connection, a monttonng server 30 may not be able to send a communication o the control
pane! 20 unless the control panel 20 has sent a communication to the monitoring server 30
within a predetermined amount of time. The private connection may be a connection that is
kept open even when there is no traffic so that communications may be initiated by the
control panel 20, the monitoning server 30, and the mobile device 60 at any time. The private
30 connection may also enable the monitoring server 30 to be accessed by the control panel 20
in a non-public fashion. For example, the monitoring server 30 may be associated with an
address that is only accessible through a particular virtual private network accessed using the

private connection.

6
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In a particular example, a private connection is established between the control panel
20 and the monitoring server 30. It is initiated by the panel 20, and it is maintained by the
panel 20 through regular packets of data that the panel 20 sends to the server 30. As long as
the panel 20 maintains that private connection, the mounttoring server 30 1s able to send data
packets back to the panel 20 at any time. This may be especially important when the user is
trying to send commands to the panel 20 via the mobile device 60 {arming, disarming,
undocking doors, changing temperature of the thermostat(s} linked to the panel, etc ). Without
this private connection, the user may only be able to send commands dunng a small time
window {2.g., less than one minute) following a data packet sent by the panel 20 to the server
30. The private connection may make it possible to have time windows that last several hours
after each panel 20 to server 30 packet. By having the panel 20 send these packets 30 at least
every few hours, the window may be prolonged indefinitely. The mobile device 60 18
connected to the monitonng server 30 via an mtemet connection that is controlled by the
mobile device 60. That connection may not need o be mamtained since the mobile deviee 60
may be polling the server 30 only when the mobile device 60 needs to — usually to refresh a

page on the app or to send a command to the panel 20 via the server 30,

The control panel 20 may establish the private connection over a cellular network.
For mstance, the control panel 20 may include a Long-Term Evolation (LTE) enabled chip
that allows the control panel to establish a private connection to the monitoring server 30

using a LTE connection.

The property 10 also includes an internet access point 70. For example, the internet
access point 70 may be a home wireless router. The intemet access point 70 may enable the
user device 52 to establish public connections to one or more public servers 80. For example,
the mternet access point 70 may provide internet access for the user device 52, Public servers
80 may be servers on the internet that are associated with public internet protocol addresses.
The user device 32 may be a desktop computer, a laptop computer, a mobile device, an

mternet protocol enabled camera, or another mtemet enabled device.

The internet access point 70 may provide a source of intemet within the property that
is known by the control panel 20. For example, the control panel 20 may know a SS1D and
password for connecting to a wirgless local network provided by the mtemet access point 70,
The internct access point 70 receives communications from the control panel 20. The

communications may mehide communications for the intemet access point 70 to transmit
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over a public connection and/or communications requesting indications from the internet

access point 70 if intermet access is available.

In the case of communications for the internet access point 70 1o transmit over the
public connection, in some implementations, commumications may be sent to the monitoring
server 30 through both a private connection and a public connection. Sending
communications to the monitonng server 30 using a private connection may be more secure
and reliable, but more costly and time consuming than sending communications over a public
connection. However, in certain circumstances, the monitoring server 30 may be able to be
rcached via a public connection but not via a private connection. For example, a VPN server
for the monitoring server 30 may be malfunctioning, but an intemnet-cloud based service
mterfacing with the monitoring server 30 may be functioning. Accordingly, the control panel
2{ may send communications that are important over both the private connection and the
public connection, or over only the private connection. On the other hand, the control panci
20 may send communications that are not important over only the private connection or only

the public connection.

In some implementations, the control panel 20 may also retry sending
communications more freguently or a greater number of times for more important messages.
For example, the control panel 20 may retry sending an intruder alert communication every
second until suceessful, but may retry sending a temperature reading only once after five

minutes.

The countrol pancl 20 may determine the importance of a communication bascd on
rules. For instance, communications may be associated with tvpes. Types of
commumnications may include, low battery, status update, intruder detected, temperature
related, light level related, door open detection, cte. Accordingly, the control panel may have
stored rules that define that commumnications related to intruder detected are mmportant and
should be send via both a private connection and a public connection, and that define that
communications related to low battery are not important and should be send via a private

connection only.

In the case of communications requesting indications from the internet access point 70
if internet access is available, the control panel 20 may transmit a request to the internct
access point 70 to indicate whether intemet access is available through the imtemet access

point 70. For example, 1f the internet access pomt 70 does not provide a response that
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mternet access is available within a pre-determined amount of time, e g, two hundred
mulliscconds, one second, three seconds, ¢tc., or provides a response that no internct access is
available, the control panel 20 may determine that no intemet access is available through the
miemet access point 70, In another example, if the internet access pomt 70 does provide a
response that internet access s avatlable within a pre-determined amount of time, the control

panel 20 mav determine that intemet access is available through the mtemet access point 70.

The control panel 20 may intermittently poll the internet access point 70 to detect if
mternet access is available from the intemet access point 70, For example, the control panel
20 may poll the mtemet access point cvery five seconds, every twenty seconds, or every
minuie. Additionally or alternatively, the control panel 20 may poll the internet access point
70 1n response to events detected by the control panel 20. For instance, the control pane] 20
may determine that the property 10 has lost power so the internet access point 70 is likely
tumed off. In response, the control panel 20 may poll the internet access point 70, receive no
response as the mternet access pomnt 70 1s not powered, and in response, determine that the
mternet access point 70 is no longer providing intemet access. In some implementations, the
control panel 20 mav poll in response, or poll more frequently in response to particular
events. For example, the control panel 20 may determine that there 1s unusual activity n the
property 10 and determine to poll the mtemet access point 70 more frequently while the

unasual activity is cocwrring.

In the example shown in FIG. 1B, in response to the control panel 20 determining
that internet access is no longer available through the internet access point 70, the control
panel may provide intemet access to the user device 52, For example, the control panel 20
may be used with a carrier that enables the control panel 1o keep open a first socket for a
private connection over a VPN to the monitoring server 30 and simultancously open a second
socket for public connections to public servers 0. In this example, the control panel 20 may
mclude Wi-Fi access hardware, ¢.g., Wi-F1 access point chips, which enables the control
panel to provide mntemet access.  Alternatively, the control panel 20 may be in data
communication, e.g., through Ethernet, with Wi-Fi1 hardware, e.g., Wi-F1 access point chips,
that is included in a physically separate device within the monitoring system. In some
mplementations the control panel may be a client of a known source of internet within the
property. In another example, the control panel 20 may be used with a carrier that only
enables the control panel 29 open a single socket. In this example, the conirol panel 20 may

mdicate in a header of communications over the single socket whether a communication is
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mtended for a private connection or a public connection. The carrier may then route
communications indicated by a header as being for a private connection through a private
connection and communications indicated by a header as being for a public connection

through a public connection.

As shown in FIG. 1B, the control pane! 20 may provide internet access by serving as
a wireless router. For example, as described above with reference to FIG. 1A, the control
panel 20 may include Wi-Fi access hardware, e.g., Wi-Fi access point chips, which enables
the control panel 20 to establish 3 public connection to the internet. Alernatively, the control
panel 20 mav be n data communication with a physically separate device that includes Wi-Fi
access hardware, ¢.g., Wi-Fi access point chips, that enables the control panel 20 to establish
a public connection to the internet. In some implementations the control panel may be a

chient of a known source of internet within the property.

For instance, the control panel 20 may transmit a notification, ¢.g., a 881D, which
indicates that the control pancl 20 is now providing internet access. The control panel 20
may then receive a connection request from the user device 52 and connect with the user
device 52. After the control panel 20 connects with the user device 52, the control panel 20
may directly receive commumcations from the user device 52 to transmit over a public

connection, and transmif communications to the user device 32 from the public connection.

The user device 57 may include a security sensor that communicates through a public
connection. For instance, the user device 52 may be an internet Protocol camera that
provides tmages over the internet. The user device 52 may be configured so that
communicates with the monitoring server 30 while the internet access point 70 provides
mtemet access, but when the internet access point 70 18 no longer providing intemet access,
communicate with the monitoring server 30 over a public connection provided by the control
panel 20. The user device 52 may be configured to include pre-stored access credentials to
access the control panel for internet access. For example, the pre-stored access credentials

may include a secure service identificr and an access kev.

The control pancl 20 may additionally filter communications when providing intemet
access. The control panel 20 may send communications over a LTE connection where the
use of bandwidth may be limited and/or more costly than use of bandwidth through another
souree, €.¢., a wired cable intemet provider. Accordingly, the control panel 20 may filter

communications to limit use of bandwidth. The control panel 20 may himit the use of

1
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bandwidth based on prioritizing commumications to be sent over a private connection to the
monitoring server 30, and de-prioritizing communications {o be sent over a public connection
to public servers 80, For example, in cases where there 1s insufficient bandwidth to send all
cornmunications, the control panel 20 may defer sending communications over the public
connection. The control panel 20 may additionally or alternatively limit access to particalar
types of content over the mternet. For instance, the control panel 20 may block access to
streaming video, streaming audio, or file sharing services. In another example, the control
panel 20 may throttle the bandwidth used for streaming video, streaming avdio, or file

sharing services.

The control pancl 20 may also be used in property in which there is no intermnet access
point 70. For example, paying for broadband wired intemnet for a vacation home that is rarely
used may be costly. Accordingly. the control panel 20 may solely provide internet access to a

property.

In the example shown in FIG. 1C, the control panel 20 may aliernatively be a non-
Internet enabled control panel that may be in communication with a control panel add-on 90.
The control panel add-on 90 may be an add-on device that expands the capability of an
existing control pancl that does not vse the Internet. The add-on control panel 90 may
perform the functions of the control panc! 20 shown in FIG. 1B that relate to the private and
public connections. For example, the add-on fnternet device 90 may provide the public
connection for the user device 32 to access the infernet and the private connection for the
control panel 24 to communicate with the monitoring server 30. In the example, the control
panel add-on 90 may function similarly to how the control panel 20 functions in FIG. 1B
regards to routing commumnications over a private connection and a public connection.

FIG. 2 illustrates an example of an electronic system 200 configured to provide
surveillance and reporting. The electronic system 200 mehades a network 105, a monitoring
system control unit 110, one or more user devices 140, 150, a monitoring application server
160, and a central alarm station server 170, In some examples, the network 105 facilitates
communications between the monitoring system control unit 119, the one or more user
devices 140, 150, the monitoring application server 160, and the central alarm station server
170.

The network 105 is configured to enable exchange of electronic commaunications
between devices connected to the network 105, For example, the network 105 may be

configured to enable exchange of clectronic communications between the monitoring system

il

PCT/US2016/022380



(]

10

20

WO 2016/145455

control unit 110, the one or more user devices 140, 150, the monitoring application server
160, and the contral alarm station server 170, The network 103 may include, for example,
one or more of the internet, Wide Arca Networks (WANs), Local Arca Networks (LANs),
analog or digital wired and wireless telephone networks {e.g., a public switched telephone
network (PSTN), Integrated Services Dagital Network (ISDIN), a celhular network, and Digital
Subscriber Line (BSL)), radic, television, cable, satelite, or any other delivery or tunneling
mechanism for carrving data. Network 105 may inchide multiple networks or subnetworks,
cach of which may mclude, for example, a wired or wircless data pathway. The network 105
may mclude a circuit-switched network, a packet-switched data network, or any other
network able to carrv ¢lectronic communications {¢.g., data or voice communications). For
example, the network 103 may include networks based on the internet protocol (IP),
asynchronous transfer mode (ATM), the PSTN, packet-switched networks based on 1P, X 253,
or Frame Relay, or other comparable technologies and may support voice using, for example,
VolP, or other comparable protocols used for voice commumications. The network 105 may
mehude one or more networks that include wireless data channels and wireless voice
channels. The network 105 may be a wireless network, a broadband network, ora
cormbination of networks including a wireless network and a broadband network.

The monitoring svstem control unit 110 includes a controller 112 and a network
module 114, The controller 1172 s configured to control a monttoring system {¢.g., a home
alarm or security system} that includes the monitoring system control unit 110, In some
examples, the controlier 112 may include a processor or other control circuitry configured to
execute mstructions of a program that controls operation of an alarm svstem. In these
examples, the controller 112 may be configured to receive input from sensors, detectors, or
other devices included in the alarm system and control operations of devices included in the
alarm system or other household devices {e.g., a thermostat, an appliance, lights, eic.}. For
example, the controller 112 may be configured to control operation of the network modude
114 included in the monitoring system control unit 110.

The network module 114 15 a communication device configured to exchange
communications over the network 103, The network module 114 may be a wireless
communication module configured to exchange wireless commmunications over the network
105. For example, the network module 114 may be a wircless communication device
configured to exchange commumcations over a wircless data channel and a wireless voice
channel. In this example, the network module 114 may transmit alarm data over a wircless

data channel and establish a two-way voige communication session over a wireless voice
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channel. The wireless commumication device may include one or more of a GSM module, a
radio modem, cellular transmission module, or any tvpe of module configured to exchange
communications in one of the following formats: GSM or GPRS, CDMA, EDGE or EGPRS,
EV-DO or EVDO, UMTS, or IP.

The network module 114 also may be a wired communication module configured to
exchange communications over the network 105 using a wired connection. For instance, the
network module 114 may be a modem, a network interface card, or another type of network
mterface device. The network module 114 may be an Ethernet network card configured to
enable the monitoring system controf unit 110 to communicate over a local area network
and/or the 1nternet. The network module 114 also may be a voicehand modem configured to
enable the alarm panel to communicate over the telephone lines of Plain Old Telephone
Systems (POTS).

The monitoring svstem that includes the monitoring system control unit 110 includes
one or more sensors or detectors. For example, the monitoring system may include multiple
sensors 128, The sensors 120 may include a contact sensor, a motion sensor, a glass break
sensor, or any other type of sensor included i an alarm system or scearity system. The
sensors 120 also may include an environmental sensor, such as a temperature sensor, a water
sensor, a rain sensor, a wind sensor, a hight sensor, a smoke detecior, a carbon monoxide
detector, an air quality sensor, etc. The sensors 120 further may include a health monitoring
sensor, such as a prescription bottle sensor that monitors taking of prescriptions, a blood
pressure sensor, a blood sugar sensor, a bed mat configured to sense presence of liquid {(c.g.,
bodily fhuds} on the bed mat, ¢tc. In some examples, the sensors 120 may inchide a radio-
frequency identification {RFID) sensor that identifies a particular article that includes a pre-
assigned RFID tag.

The monitoring svstem control umit 110 communicates with the module 122 and the
camera 130 to perform surveiliance, monitoring, and/or control operations. The module 122
1s connected to one or more lighting systems and/or one or more houschold devices {e.g.,
thermostat, oven, range, ¢ic) and is configured to control operation of the one or more
lighting systems and/or the one or more houschold devices. The module 122 may control the
one or more lighting svstems and/or the one or more houschold devices based on commands
received from the monitoring system control unit 110, For mstance, the module 122 may
cause a Hghting system to illuminate an arca to provide a better image of the area when
captured by a camera 130. The modale 122 also may control the one or more lighting

systems and/or the one or more household devices to perform encrgy management and/or
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user convenience operations {¢.g., adjusting a temperature setting of a thermostat and tuming
an oven off and on to meet encrgy management and user convenience goals).

The camera 130 mayv be a video/photographic camera or other type of optical scosing
device configured to capture images. For instance, the camera 130 may be configured to
capture images of an area within a building monttored by the monitonng system control unit
110, The camera 130 may be configured to capture single, static images of the area and also
video images of the area i which multiple 1images of the area are captured at a relatively bigh
frequency (e.g., thirty images per second). The camera 130 may be controlled based on
commands received from the monitoring system control unit 110.

The camera 130 may be triggered by several different types of techniques. For
mstance, a Passive Infra Red (PIR) motion sensor may be built nto the camera 130 and use
to trigger the camera 130 to capture one or more images when motion is detected. The
camera 130 also may include a microwave motion sensor built mto the camera and used to
trigger the camera 130 to capture one or more images when motion 15 detected. The camera
130 may have a “nomally open” or “normally closed” digital mput that can trigger capture of
one or more tmages when external sensors {e.g., the sensors 120, PIR, door/window, etc.}
detect motion or other events. In some implementations, the camera 130 receives a commmand
to capture an tmage when external devices detect motion or another potential alarm event.
The camera 130 may recetve the command from the controller 112 or directly from one of the
sensors 120

In some examples, the camera 130 triggers integrated or external ihuminators {e.g.,
Infra Red, Z-wave controlled “white” lights, lights controlled by the module 122, et ) to
improve image quality when the scene is dark. An integrated or separate light sensor may be
used to determinge if lumination is desired and may result in increased image quality.

The camera 130 may be programmed with any combmation of time/day schedules,
system “arming state”, or other vaniables to determine whether images should be captured or
not when triggers occur. The camera 130 may enter a low-power mode when not capturing
mmages. o this case, the camera 130 may wake periodically to check for inbound messages
from the controller 112, The camera 130 may be powered by mtemal, replaceable batieries 1t
located remotely from the monitoring control unit 110. The camera 130 may employ a small
solar cell to recharge the battery when light is available. Altematively, the camera 130 may
be powered by the controller’s 112 power supply if the camera 130 15 co-located with the

controller 112,
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The sensors 120, the module 122, and the camera 130 communicate with the
controller 112 over commumication links 124, 126, and 128, The communication links 124,
126, and 128 may include a wired or wircless data pathway configured to transmit signals
from the sensors 120, the module 122, and the camera 130 to the controller 112, The sensors
120, the module 122, and the camera 130 may continaously transmit sensed values to the
controller 112, periodically transmit sensed values to the controller 112, or transmit sensed
values to the controller 112 1o response to a change in a sensed value.

The commumication link 128 over which the camera 130 and the controlier 112
communicate may include a local network. The camera 130 and the controller 112 may
cxchange images and commands over the Jocal network. The local network may oclude
302,11 “WiF1” wireless Ethernet {e.g., using low-power Wiki chipsets), Z-Wave, Zigbee,
Bluetooth, “Homeplug™ or other “Powerline” networks that operate over AC wiring, and a
Category 5 {CATS) or Category 6 (CATS) wired Ethernet network.

The monitoring application server 160 is an electronic device configured to provide
moniforing services by exchanging electronic communications with the monitoring system
controb unit 110, the one or more user devices 140, 150, and the central alarm station server
170 over the network 105, For exaraple, the monitoring application server 160 may be
configured to monitor events (e.g., alarm events) generated by the monitoring system control
vnit 110, In this example, the monitoring application server 160 may exchange electronic
commumications with the network module 114 included in the monitoring system control unit
110 to receive information regarding events {(¢.g., alarm events) detected by the monitoning
system control unit 110, The monttoring application server 160 also may receive information
regarding events {e.g., alarm events} from the one or more user devices 140, 150

In some examples, the monitoring application server 160 may route alarm data
recetved from the network module 114 or the one or more user devices 140, 150 to the central
alarm station server 170, For example, the monitoring application server 160 may transmit
the alarm data to the central alarm station server 170 over the network 103,

The monitoring application server 160 may store sensor and 1mage data reccived from
the momtonng system and perform analvsis of sensor and image data received from the
moniforing system. Based on the analysis, the monitoring application server 160 may
communicate with and control aspects of the monitoring system control unit 110 or the one or
more user devices 140, 150

The central alamm station server 170 1s an electronic device configured to provide

alarm monitoring service by exchanging communications with the monitoring system control
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anit 110, the one or more mobile devices 140, 150, and the monitoring application server 160
over the network 105, For example, the central alarm station server 170 may be configured
to monitor alarm events generated by the monitoring system control unit 110, o this
example, the central alarm station server 170 may exchange communications with the
network module 114 included in the monitoring system control unit 116 to receive
mformation regarding alarm events detected by the monitoring system control unit 110, The
central alarm station server 1790 also may receive information regarding alarm events from
the one or more mobile devices 140, 150,

The central alarm station server 170 is connected to multiple ferminals 172 and 174
The terminals 172 and 174 may be used by operators to process alamm events. For example,
the central alarm station server 170 may route alarm data to the terminals 172 and 174 to
enable an operator to process the alarm data. The terminals 172 and 174 may nclude
general-purpose computers {¢.g., desktop personal computers, workstations, or laptop
computers) that are configured to receive alarm data from a server in the central alarm station
server 170 and render a display of information based on the alarm data. For instance, the
controller 112 may control the network module 114 to transmit, to the central alarm station
server 170, alarm data indicating that a sensor 120 detected a door opening when the
monitoring system was armed. The central alarm station server 170 may receive the alarm
data and route the alarm data to the terminal 172 for processing by an operator associated
with the terminal 172, The terminal 172 may render a display to the operator that includes
mformation associated with the alarm event {e.g., the name of the user of the alarm system,
the address of the building the alarm system is momionng, the type of alarm event, etc.) and
the operator may handle the alarm event based on the displayed information.

in some vaplementations, the terminals 172 and 174 may be mobile devices or
devices designed for a specific function. Although FIG. 1 illustrates two terminals for
brevity, actual implementations may include more {and, perhaps, many more) terminals.

The ong or more user devices 140, 150 are devices that host and display user
mterfaces. For instance, the user device 140 1s a mobile device that hosts one or more native
applications (¢.g., the native surveillance application 142}, The user device 140 mav be a
cellular phone or a non-cellular locally networked device with a display. The user device 140
may mclude a cell phone, a smart phone, a tablet PC, a personal digital assistant (“"PDA™}, or
any other portable device configured to communicate over a network and display
mformation. For example, implementations may also mclude Blackberry-type devices (e.g.,

as provided by Research in Motion}, electronic oreamizers, iPhone-type devices (¢.g., as
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provided by Apple}, 1Pod devices (e.g., as provided by Apple) or other portable music
players, other communication devices, and handheld or portable electronic devices for
gaming, coramunications, and/or data organization. The user device 140 may perform
functions unrelated to the monttoring system, such as placing personal telephone calls,
playving muste, plaving video, displaying pictures, browsing the , maintaining an electronic
calendar, etc.

The user device 140 includes a native surveillance application 142, The native
surveillance application 142 refers to a software/firmware program running on the
corresponding mobile device that enables the user interfaces and features described
throughout. The user device 140 may load or install the native surveillance application 1472
based on data received over a network or data received from local media. The native
surveillance application 142 runs on mobile devices platforms, such as tPhone, iPod touch,
Blackberry, Google Android, Windows Mobile, etc. The native surveillance application 142
enables the user device 140 to receive and process tmage and sensor data from the monitoring
system.

The user device 150 may be a general-purpose computer {e.g., a desktop personal
coraputer, a workstation, or a laptop computer) that is configured to communicate with the
momitoring application server 160 and/or the monitoring svstem control unit 110 over the
network 105, The user device 130 may be configured to display a surveillance monitoring
user interface 152 that is generated by the user device 150 or generated by the monitoring
application server 160, For example, the user device 150 may be configured to display a user
mterface (e.2., a web page) provided by the monitoring apphication server 160 that enables a
user to perceive images captured by the camera 130 and/or reports related to the monitoring
sysiermn. Although FIG. 1 illustrates two user devices for brevity, actual implementations
may mclude more (and, perhaps, many more) or tewer user devices.

In some implementations, the one or more user devices 140, 150 communicate with
and receive monitoring system data from the monitoring system control unit 110 using the
communication link 138, For instance, the one or more user devices 140, 150 may
communicate with the monitoring system control umit 110 using various local wircless
protocols such as Wi-Fi, Bluetooth, zwave, zigbee, HomePlug {sthernet over powerling), or
wired protocols such as Ethernet and USB, to connect the one or more user devices 140, 150
to local security and automation equipment. The one or more user devices 140, 150 may
connect locally to the monitoring system and its sensors and other devices. The local

conngction may improve the speed of status and control commumnications because
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communicating through the network 105 with a remote server {e.g., the monitoring
application server 160) may be significantly slower.

Although the one or more user devices 140, 150 are shown as communicating with
the monitoring svstem control umit 110, the one or more user devices 140, 150 may
communicate directly with the sensors and other devices controlled by the monitoring system
control unit 110, In some implementations, the one or more user devices 140, 150 replace the
moniioring sysien control unit 110 and perform the functions of the monitoring svstem
control unit 110 for local monitoring and long range/offsite communication.

In other implomentations, the one or more user devices 140, 150 receive monitoring
system data captured by the monitoring syster control unit 110 through the network 105,
The one or more user devices 140, 150 may receive the data from the monttoring svstem
control unit 110 through the network 105 or the monitoring application server 160 may relay
data received from the monitoring system control unit 110 o the one or more user devices
140, 150 through the network 105, In this regard, the monttoring application server 160 may
facilitate communication between the one or more user devices 140, 130 and the momitoring
system.

in some taplementations, the one or more user devices 140, 150 may be configured to
switch whether the one or more user devices 140, 150 communicate with the monitoring
aystem control unit 110 directly {e.g., through link 138} or through the monitoring application
server 160 {e.g., through network 105} based on a location of the one or more user devices
140, 150, For instance, when the one or more user devices 140, 150 are located close to the
monitoring system control unit 110 and 1n range to communticate directly with the monitoring
systemn control unit 110, the one or more user devices 140, 150 use direct communication.
When the one or more user devices 140, 150 are located far from the monitoring system
control unit 110 and not in range to conmmunicate directly with the monitoring system control
unit 110, the one or more user devices 140, 150 use conpmunication through the monitoring
application server 160,

Although the one or more user devices 140, 150 are shown as being connected to the
network 105, m some implementations, the one or more user devices 140, 130 are not
connected to the network 105, In these implementations, the one or more user devices 140,
150 communicate directly with one or more of the monitoring system components and no
network {(¢.g., miemet) connection or reliance on remote servers is needed.

In some implementations, the one or more user devices 140, 150 are used in

conjunction with only local sensors and/or local devices in a house. Inthese
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inplementations, the system 200 only includes the one or more aser devices 140, 150, the
sensors 120, the module 122, and the camera 130. The onc or more user devices 140, 150
receive data directly from the sensors 120, the module 122, and the camera 130 and sends
data directly to the sensors 120, the module 122, and the camera 130, The one or more user
devices 140, 150 provide the appropriate interfaces/processing to provide visual sarveillance
and reporting.

In other implementations, the system 200 turther includes network 105 and the
sensors 120, the module 122, and the camera 130 are configured to communicate sensor and
image data to the one or more user devices 140, 150 over network 103 {(e.g., the internet,
cellular network, cte.). In vet another implementation, the sensors 120, the module 122, and
the camera 130 {or a component, such as a bridge/router) are intelligent enough 1o change the
communication pathway from a direct local pathway when the one or more user devices 140,
150 are in close physical proximity to the sensors 120, the module 122, and the camera 130 to
a pathway over network 105 when the one or more user devices 140, 150 are farther from the
sensors 120, the module 122, and the camera 130, In some examples, the system leverages
GPS information from the one or more user devices 140, 150 to determine whether the one or
more user devices 140, 150 are close enough to the sensors 120, the module 122, and the
camera 130 to use the direct local pathway or whether the one or more user devices 140, 150
are far enough from the sensors 120, the module 122, and the camera 130 that the pathway
over network 105 is required. In other examples, the system leverages status
communications (¢.g., pinging) between the one or more user devices 140, 150 and the
sensors 120, the module 122, and the camera 130 to determine whether communication using
the direct local pathway is possible. If communication using the direct local pathway is
possible, the one or more user devices 140, 150 communicate with the sensors 120, the
module 122, and the camera 130 usmg the direct local pathway. If communication using the
direct local pathway s not possible, the one or more user devices 140, 150 commumicate with
the sensors 120, the module 122, and the camera 130 using the pathway over network 105

In some implementations, the svstem 200 provides end users with access to images
captured by the camera 130 to aid in decision making. The system 200 may tranamit the
images captured by the camera 130 over a wireless WAN network to the user devices 140,
150. Because transmission over a wircless WAN network may be relatively expensive, the
systemn 200 uses several technigues to reduce costs while providing access to significant

levels of useful visual information.
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In some implementations, a state of the monitoring svstem and other events sensed by
the monttoring system may be used to enable/disable video/image recording devices (e.g., the
camera 130}, In these mmplementations, the camera 130 may be set to capture images on a
periodic basis when the alarm system s armed in an “Away” state, but set not to capture
tmages when the alarm system is armed in a “Stay” state or disarmed. In addition, the
camera 130 may be triggered to begin capturing images when the alarm system detects an
gvent, such as an alarm event, a door opening cvent for a door that leads to an arca within a
ficld of view of the camera 130, or motion m the area within the field of view of the camera
130, In other implementations, the camera 130 may capture images continuously, but the
captured images may be stored or transmitted over a network when needed.

In some examples, the monttor control unit 110 and/or the controller 112 may perform
operations similar to those described above as being performed by the control panel 20
described in FIGS. 1A-1C.

FIG. 3 1s a flow chart of an example process 300 for providing internet access. The
system 200 determines that another source of internet access 1s not available (302}, For
example, a control panel of a monitoring system may determine that an interaet access point
bas not responded to a request for internet access status within a predeternuned amount of
time, and in response, determine that another source of internet access is not available. In
another example, a control panel of & monitoring system may receive a response from an
miternet access point that internet access 1s not available.

In response to determining that another source of intemet access 18 not avaiable, the
system 200 notifies one or more devices that internet access 1s available through the control
panel (304). For instance, the control panel may begin broadcasting a 851D or broadcast a
message that indicates that the conirol panel 1s now providing internet access.

The system 200 classifies communications based on importance (306). For example,
the control panel may classify communications as of particular types of importance, where
very important communications are send via a private connection and a public connection,
important communications are send via a private connection, and unimportant
communications are send via a public connection. In this example, the rules may specify that
communications related to events detected by a monitoring system are af least important, and
communications from devices to access the internet are unimportant commumnications.

The system 200 transmits the communications based on the classifications (308). For
gxample, the control panel may transmit communications classified as very important over

both g private connection and a public connection, transmit compnunications classified as
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mnportant over a private connection, and transmit communications classified as unmimportant
over a public connection.

The system 200 determines that another source of internet aceess is now available
(310). Forinstance, the control panel may determine that an infernet access point is agam
transmitting a 381D, in response provide a request to the intemet access point for an
mdication whether internet access is available through the internet aceess point, and receive a
confirmation that internet access is available.

In response to determining that another source of internet access 18 now available, the
systemn 200 notifies one or more devices that internet access is no longer available (312}, For
example, the control panel may cease broadcasting a 881D or transmit an indication that the
control panel is disconnecting from the one or more devices.

FIG. 4 illustrates an example process 400 for providing internet access. For
convenience, the process 400 will be described as being performed by a system of one or
more computers located in one or more locations. For example, a monitoring system, ..,
the monitoring svstem 100 of FIG. 1, appropnately programmed in accordance with this
specification, can perform the process 400,

The systom establishes, by a control panel 20 of an alarn system in a property 10, a
first connection to an alarm system moniforing server across a cellular network (402). In
some implementations the first connection is a private connection to the alarm system
monitonng server that the svstem establishes across the cellolar network.

The system determines that a known source of internet within the property 10 is not
available {(404). For example, as described above with reference to FIG. 1A, the system may
mtermittently poll a known infernet access point 70 within the property 10, e.g., a known
home wireless router, to detect if internet access is available from the internet access point 70
In some implementations the system may send requests for internet access status at regular
predetermined intervals of time, e.g., every five seconds, every twenty seconds, or every
minmuie, to the internet access point 70 of the knows source of internet within the property 10.
The system may determine that the known source of internct within the property is not
available by determining that the mtemet access point 70 of the known source of internet has
not responded to the sent requests for infernet access status within a predetermined amount of
fime.

In some implementations the system may determine that a known internet access
point 70 within the property, e.g., a home wireless router, is functioning correctly, but the

ot

known source of internet within the property that is provided by the known internet access
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point 70 is not available. For example, the control panel 20 may request to access a known
mternet protocol address, e.g., 8.8 8.4, or a known domain name, ¢.g., www google com, and
i response 1o not receiving a respounse, deternune that the mtemet access is not avatlable
from the mternet access point 70,

In response to determining that the known source of mtemet within the property is not
available, the system establishes, by the control panel 20, a second connection to the internet
across the cellular network (406). In some implementations the second connection is a public
connection to the internet that the control panel 20 establishes a public connection to one or
more public servers.

As described above with reference to FIG. 1B, in some implementations the control
panel 20 of the alarm system includes Wi-Fi access hardware, and the system establishes the
second connection to the internct across the cellular network by enabling the Wi-Fi aceess
hardware and providing internet access using the Wi-Fi access hardware.

In other implementations the control panel 20 of the alarm system mayv be n data
communication with Wi-Fi access hardware that is focated n a physically separate device,
¢.g., a device that is within the monttoring system of the property 10, and the system
cstablishes the second connection to the tternet across the cellular connection by cnabling
the Wi-Fi access hardware and providing imternet access using the Wi-Fi access hardware.

In some implementations the svstem: may further establish a third connection to a
central station server across the cellular network. The third connection may be a public
connection that the system may cstablish to the central station server.  For example, the third
connection to the central station server may be achieved by the control panel 20 opening a
secure socket layer connection with the contral station server within the second connection.
The third connection may be solely dedicated to the control panel 20, such that if, for
example, a back-end data center of the monitoring system fails, critical communications may
be transmutted directly to the central station server 62 through the third connection.

The gystem provides internet access to one or more devices 52 in the property 10
through the second connection {408). For example, as descrbed above with reference to step
{406}, the system may provide intemet access to one or more devices 52 within the property
10 by enabling Wi-Fi access hardware included in the control panel 20, or by enabling Wi-Fi
access hardware that is physically separate to the control panel 20 but in data communication

with the control panel 20.

In some implementations the system may intermittently disable the provided intemet
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access to the one or more devices 52 i the property 10 through the second connection. For
example, the system may disable the internet access through the second connection duc to a
detected alarm event at the property 10, Upon detecting an alarm event, such as a firc alamm
or other emergency situation, the system may cease providing internet access through the
second connection in order to ensure that the second connection cannot negatively impact the
sending of an alarm signal to the monitoring server 30 and/or central station server 62.

In another example, the system may disable the provided internet access through the
second connection if one or more devices attempt to use the internct aceess for prohibited or
costly actions e.g., streaming video or music. In some implementations a user of the
monitoring system may determine one or more rules or settings that specify under which
circumstances the intemnet access through the second connection is to be disabled, as
described i more detail below with reference to FIG. 6.

In a further example, the system may determine that the property 10 is unoccoupied,
¢.g., using motion sensors included in the monttoring system, and disable the intemet access
through the second connection. In some implementations, upon detecting that the property is
occupied once again, the system may reactivate the internet access.

in an additional example the svstern may disable the provided intemet access when
monitoring data from the monitoring system is negatively impacting the connectivity of the
provided intemet access. For example, sometimes the monitoring system may be required to
send large amounts of data through the first connection, resulting in poor connectivity
through the second connection. The system may determine to disable the provided internct
access when the connectivity through the second connection is lower than a predeternune
threshold, ¢.g., 3 Mbs.

The system may be configured to notify a user of the one or more devices 52 of the
property 10 when disabling the interet access through the second connection by sending a
message (¢.g., electronic mail message or short message service) to the devices that are using
the internet access shortly prior to or at the disablement of the internet access connection, as
desenibed below with reference to FIG. 7.

The system deternines that the known source of internet within the property is
available {(410). For example, as described above with reference to step 404, the system may
mtermitiently poll an internet access point 70 within the property, e.g., a home wireless
router, to detect 1f mtemet access 1s available from the internet access point 70. The svstem
may determine that the known source of internet within the property is available by

determuning that the internet access point 70 of the known source of internet has responded to
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requests for intemnet aceess status with 8 predetermined amount of time, e.g., within five
seconds, twenty seconds, or a minute, and indicates that interngt access is available,

in response to determining that the known source of mnternet within the property 10 1s
available, the system terminates, by the control panel 20, the second connection (412). For
gxample, the control panel 20 may stop broadcasting a S8ID of a wireless local area network
for other devices to join and stop broadcasting communications for the wircless local arca
network. In some implementations the svstem may notity the one or more devices 52 in the
property that internet access is no longer available through the control panel 20. For
example, the control panel 20 may send comumunications to other devices that cause the
devices to redirect web browsers o a notification that internet access is no longer available
from the S5ID provided by the control panel 20 but is now available from the SSID provided
by the known mtemet access point 70, In other implementations the one or more devices 52
i the property may be configured to automatically connect to the known source of internet
within the property 10 when it becomes available.

FIG. 5 is a flow chart of an example process 300 for transmitting cornmunications
over a first and second connection. For convenience, the process S00 will be described as
being performed by a system of one or more computers located in one or more locations. For

example, a monitoring system, ¢.g., the monitoring system 100 of FIG. 1, approprately

programmed i accordance with this specification, can perform the process 500,

The system receives communications at the control panel 20 of the alarm system
{502). Forexample, as described above with reference to FIG. 1A, the control panel 20 mayv
receive communications from one or more sensors, e.g., a motion sensor 24, back door sensor
26 or basement door sensor 22, included in the monitoring system, or from a mounttoring
server 30 associated with the monitoring svstem. Whilst providing internet access to one or
more devices 52 in the property through the second connection, as described above with
reference to step 408 of FIG. 4, the system may further receive communications from the one
or more devices 52 m the property, ¢.g., communications relating to web browsing.

The system classifies the received communications based on communication type
(504). For example, the system may classify the received commumications as monitoring
syster event communications of non-monitoring system event communications. Types of
monitoring system communications may include, low battery, status update, mtruder
detected, temperature related, light level related, door open detection, etc. Other, non-

monitoring system event conununication types may include web browsing.
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Based on the classification of the received communications, the system determines
which of the first connection or second connection to transmit the communications through
(506). In some implementations the system may unplement an algorithi that 1s pre-
programmed i the control panel 20 of the alarm system in order to determune which of'the
first connection or second connection to transmit the communications through. For example,
the algorithm may define rules that specify which type of communication should be sent by
which connection, such as specitving that monitoring system communications relating to
mtrader detection are important and should be sent via both a private connection and a public
connection, or that monitoring system commmunications relating to low battery warnings are
not iraportant and should be sent via a private connection only.  The algorithm may further
specity that certain communications are not to be sent through either of the first or second

connection, such as commumcations relating to streaming videos or music.

In some implementations, based on the classification of the received communications,
the system may select the first connection to transmut the coramunications through and
throttle the second conmection. For example, the control panel 20 may work together with the
network carrier and throttle the second connection if a number of bytes transmitted from the
control panel 1n a given period of time has exceeded a predefined imit, orif auserofa
device that is using the internet aceess provided by the control panel is requesting to access a

forbidden IP address.

In some cases throtthing the second connection may mclude disabling the second
connection. For example, the system may receive communications relating to an alarm event
from the monitoring system, and detcomine that the current connection signal is weak or
suffering from imterference. The system may thercfore determine to throttle the second
connection in order to ensure the successful transmission of the communications relating to
the alarm event via the first connection.

The system determines an order in which to transmit the communications (508). For
example, in some implementations it may be beneficial for the system to priontize the
transnussion of some communications over the communications of other communications,
¢.g., in situations where the bandwidth of the connections over the cellular network is Himited
and not allowing for communications to be transmitted simultaneously.

In some implementations the svstem may determine an order n which to transmit the
communications by assigning a weight to cach communication based at least on the

deternuned fivst or second connection in which the comnmmication is to be transmitted
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through. For example, as described above, whilst providing mternet access to one or more
devices in the property through a public connection, the system may receive communications
from the monitoring system, ¢.g., critical and non-critical monitoring data, and
cornmunications from the one or more devices to which are accessing the internet via the
control panel 20. The system may assign each communication a weight indicative of an
wrgency or importance of the communication. For example, a higher urgency weighting may
be assigned to communications relating to critical monttoring data compared to
communications relating to web browsing. As another example, a communication that has
been waiting iix a queue to be transmitted may be assigned a higher urgency weighting than a
cormmunication of equal importance that has not been waiting to be transmitted. The systerm
may implement a weighting algonthm programmed i the control panel 20m of the
monitoring system to assign weights to the received communications. The sysiem may rank
the weighted communications, ¢.g., according to decreasing urgency weightings, to determing
an order in which to transmit the conununications.

In response fo determuning which of the first connection or second connection fo
transmit the commumications through and the order in which to transmit the communications,
the system transouts the communications through the deternmined connections in the

determined order (310).

FIG. 6 llustrates an example interface 600 that alerts a user to rules automatically set
for the providing internet aceess through a monttoring system that monitors a property. The
system 200 may automatically set the rule without human miervention or without any user
mput. The interface 600 may be part of a message (e.g., electromic mail message) sentto a
device of a user of a monttoring system or may be displayved when the user of the monitoring
system accesses a web page associated with the monitoring system. The system 200 may
cause display of interface 600 when new rules for providing intemet aceess through the

monitoring system have been automatically set.

Ag shown, the interface 600 includes a hist of automatically set rules 602. A first rule
604 1s to automatically disable internet access provided by the monitoring system during an
alarm event. For example, the system may detect an alarm event at the property, e.g., a fire
alarm, carbon dioxide alarm or other emergency situation, and require that an alarm signal is
transmitted through a private or public connection to a central station server. In order to
ensure that the alarm signal is successfully transmitted to the central station server, or at least

to increase the chances of a successtul transnuission, the svstem may disable the Wi-Fi
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functionality of the monitoring system. In some implementations the system may notify a
user prior to or when disabling the intemet access provided by the monitoring system, as

described below with reference to FiG. 7.

The mterface 600 includes a confirm control 606 that recetves input to confirm that
the first rule 604 should be set for the monitoring system. The mterface 600 also includes a
remove conirol 608 that receives input to remove the first rule 604 for the monitoring systen.
The interface 600 further includes a modify control 610 that receives input to confirm that the
first rule 604 should be s¢t for the monitoring system, but in a modified format. For example,
a user may wish to apply the rule for a subset of specific alarm events. The modify control
610 may cause display of another interface that enables a user to provide input to modify the
first rule 604 by adding, removing, and/or changing criteria for meeting the role and/or
changing actions taken when the rule has been met. The system 200 may consider decisions
to contirm, remove, and modify the first rule 604 1n future avtomatic setiing of rules for the

moniforing svstem of the user.

A second rule is to automatically disable internet access provided by the monttoring
system when the property is unoccupied. For example, the monitoring system may be
configured to determine an occupancy of the property at a given time, ¢.g., through the use of
mfrared, ultrasonic or microwave sensors. Upon detecting that the property is unoccupied,
the system may cease to provide intemet access through the monitoring system o improve
system efficiency and to avoid wasting resources.

The interface 600 includes a confirm control 614 that receives input to confirm that
the second rule 612 should be set for the monttoring system. The itertace 600 also includes
a remove control 616 that receives input to remove the second rale 612 for the monitoring
aystem. The mterface 600 further inclades a modify control 618 that receives input to
confirm that the second nule should be set for the monitoring system, but in a modified
format. The modifv control 618 may cause display of another interface that enables a user to
provide input to modify the second rule by adding, removing, and/or changing criteria for
meeting the rule and/or changing actions taken when the rule has been met. The system 200
may consider decisions to confirm, remove, and modify the second rule 612 in future

automatic setting of rules for the monitoring system of the user.

A third rule 620 is to automatically disable internet access provided by the monitoring
system when the connection speed of the hotspot is lower than a predetermined value, ¢ g,

fower than 3Mbs. For example, sometimes the monitoring svstem may be required to send

ey
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large amounts of monttoring data, ¢.2., security data from IP cameras, through the first or
second connection. kn these situations, the sending of the monitoning data may be prioritized
over the sending of regular web browsing data, as described above with reference to FIG. 3,

and the connectivity of the second connection may be negatively impacted. Upon detecting

(]

that the connection speed provided by the hotspot at the monitoning system is lower than a
predetermined lower limit, the system may disable the intemet access.
The interface 600 includes a confirm control 622 that receives input to confirm that
the third rule 620 should be set for the monitoring system. The mterface 600 also includes a
remove control 624 that receives input to remove the third nule 620 for the monitoring
10 system. The interface 600 further includes a modify control 626 that receives mput to
confirm that the third rule should be set for the monitoring system, but in a modified format.
For example, a oser may select a minimum connection speed of their choice. The modify
control 626 may cause display of another interface that enables a user to provide input i
modify the third role by adding, removing, and/or changing criteria for meeting the rule
15 and/or changing actions taken when the rule has been met. The svstem 200 may consider
decisions to confirm, remove, and modify the third rule 620 in future antomatic setting of

rules for the monitoring system of the user.

Other roles may be used as well. For example, another rule may be that when a
remote device requests to view a video feed of a security camera within the property, the
20 monttormng system may disable the sccond connection to ensure that sufficient bandwidth is
available for transmitting the video feed to the remote device.
FIG. 7 Hlustrates an example interface 700 that alerts a user to a disabling of an
mtemet access connection through a monitoring system. The mterface 700 may be part of a
message (e.g., electronic mail message or short message service} sent to a device of a user of
25  amoniioring system that is connected to the source of intemet provided by the monitoring

system shortly prior to or at the disablement of the interngt access connection.

The system 200 may automatically determine to disable nternet aceess provided by
the monitoring system, €.2., dae to an alarm cvent at the property, as described above with
reference to FIG. 6. In other implementations, as described above with reference to step 410

30 of FIG. 4, the sysiem may disable internet access provided by the monitoring system when a
known source of mtemet within the property is available. In any case, as shown n FIG. 7,
the interface 700 includes an alert box 710 that clearly mforms the user that the intemet

connection provided by the monitoring svstem has been disabled.
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The interface inchudes a hyperdink control 720 that receives input to confirm that the
user wishes to view, and potentially subsequently modify, their system preferences. The
byperlink control 720 may cause display of another interface that enables a user to view their
home monitoring system account.

The mterface 700 further includes an ignore control 730 and an ignore and stop
alerting control 740. The ignore control 730 receives user input to indicate that the aser
would like to ignore the internet connection disabling alert. For example, the system may
have disabled internet access provided by the monitoring system because a known source of
mternet within the property became available. The user may notice that the knowa source of
mtemet access is available, and may wish to ignore the notification informing the user that
miemet access through the monitoring system is no longer availabie. The ignore and stop
alerting control 740 receives user input to indicate that the aser would like to ignore the
mternet connection disabling alert and also that the user would like to stop receiving alerts
related to internet connection disabling.

{Other arrangements and distnbution of processing is possible and contemplated
within the present disclosure.

The descrnbed systems, methods, and techniques may be implemented in digital
electronic circuitry, computer hardware, firmware, software, or in combinations ot these
clements. Apparatus implementing these technigues may inclode appropriate input and
cutput devices, a computer processor, and a computer program product tangibly embodied in
a machine-readable storage device for execution by a programmable processor. A process
mplementing these techniques may be performed by a programmable processor executing a
program of instructions to perform desired functions by operating on input data and
generating appropriate output. The fechnigues may be implemented in one or more computer
programs that are execuiable on a programmable system mcluding at least one programmable
processor coupled to recetve data and wstructions from, and to transmit data and instructions
to, a data storage system, af least one input device, and at least one output device. Each
computer program may be implemented 1n a high-level procedural or object-oriented
programming language, or in assembly or machine language if desired; and in any case, the
language may be a compiled or interpreted language. Suitable processors mchude, by way of
example, both general and special purpose microprocessors. Generally, a processor will
receive mstructions and data from a read-only memory and/or a random aceess memory.
Storage devices suitable for tangibly embodying compuier program instructions and data

mclude all forms of non-volatile memory, including by way of example semiconductor

79
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memory devices, such as Frasable Programmable Read-Only Memory (EPROM),
Electrically Erasable Programmable Read-Only Memory (EEPROM), and flash memory
devices; magnetic disks such as internal hard disks and removable disks; magneto-optical

disks: and Compact Disc Read-Only Memory (CB-ROM). Any of the foregoing may be

(]

supplemented by, or incorporated in, specially-designed ASICs (application-specific
mitegrated circuits).

It will be understood that various modifications may be made. For example, other
aseful implementations could be achieved if steps of the disclosed technigues were performed
in a different order and/or if components i the disclosed systems were combined m a
10 different manner and/or replaced or supplemented by other components. Accordingly, other

mplementations are within the scope of the disclosure.
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CLAIMS

1. A method comprising:

establishing,

by a control panel of an alarm system in a property, a first connection to an
alarm system monitoring server across a cellular network;

determining that a known source of mternet within the property is not available;

in response to determining that the known source of internet within the property is not
available, establishing, by the control panel, a second connection to the internet across the
celiular network;

providing internet access to one or more devices in the property through the second
connection;

determuning that the known source of internet within the property is available;

n response to determining that the known source of internet within the property is

available, termunating, by the control panel, the second connection.

2. The method of claim 1, wherein establishing a first connection to an alarm system
monitoring server corprises establishing a private connection over the cellular network to the
alarm system monttoring server.

3. The method of claim 1, wherein establishing a second connection to the internet across

the cellular network comprises establishing a public connection to one or more public servers.

4, The method of claim 1, wherein the control panel of the alarm system comprises Wi-Fi
access hardware and establishing a second connection to the internet across the cellular network

comprises providing internet access using the Wi-Fi access hardware.

5. The method of claim 1, wherein the control panel of the alarm system s in data
communication with Wi-Fi access hardware that 15 located in a physically separate device, and
establishing a second connection to the one or more public servers comprises providing internet

access using the Wi-Fi access hardware.
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6. The method of claim 1, wherein providing nternet access to the one or more devices in
the property through the second connection comprises providing internet access to a known

internet access point in the property.

atl

The method of claim 1, further comprising;
receiving communications at the control panel of the alarm system;
classifying the recetved communications based on communication type
based on the classtfication, determining which of the first connection or second
connection to transmit the communications through;

determining an order in which to transmit the communications;

in response to determining which of the first connection or second connection to transnut
the communications through and the order in which to transmut the communications, transmitting

the communications through the determined connections m the determined order.

8. The method of claim 7, wherein determining which of the first connection or second
connection to transmit the communications through comprises implementing an algorithm that s

pre-programmed n the control panel of the alarm system.

9. The method of claim 7, wherein determining an order in which to transmut the
communications comprises:
for each communication, assigning a weight to the commumnication based on at feast the
determuned first or second connection i which the communication 1s to be transmutted through;
ranking the weighted commumnications to determine an order in which to transnut the

communications.

10. The method of claim 7, wherein deternmuning which of the first connection or second
connection to transmit the communications through comprises selecting the first connection and

throttling the second connection.

11 The method of claim 10, wherein throttling the second connection comprises disabling

the second connection.
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12. The method of claim 1, further comprising sending requests for internet access status at
regular predetermined intervals of time to an internet access point of the known source of

mternet within the property.

13. The method of claim 12, wherein determining that a known source of internet within the
property is not avatlable comprises determining that the internet access point of the known
source of internet has not responded to the requests for internet access status within a

predetermined amount of time.

14, The method of claim 12, wherein determining that the known source of internet within
the property 1s available comprises determining that the internet access pomnt of the known
source has responded to the requests for imternet access status within a predetermined amount of

time.

18, The method of claim 1 wherein determining that a known source of internet within the
property is not available comprises determining that an internet access point of the known source
of internet 18 functioning but the known source of internet within the property that is provided by

the known internet access point 1s not available,

16 The method of claim 1, further comprising notifving the one or more devices in the

property that internet access 1s no longer available through the second connection.
17. The method of claim 1, further comprising establishing, by the control panel of the alarm
system in the property, a third connection to central station server, wherein the third connection

is a public connection.

18. The method of claim 1, wherein the control panel is a client of the known source of

mternet within the property.

19. A system comprising;
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one or more computers and one or more storage devices storing instructions that are
operable, when executed by the one or more computers, to cause the one or more computers to
perform operations comprising;

establishing, by a control panel of an alarm system in a property, a first connection to an
alarm system monitoring server across a cellular network;

determining that a known source of mternet within the property is not available;

in response to determining that the known source of internet within the property is not
available, establishing, by the control panel, a second connection to the internet across the
celiular network;

providing internet access to one or more devices in the property through the second
connection;

determuning that the known source of internet within the property 1s available;

n response to determining that the known source of internet within the property is

available, termunating, by the control panel, the second connection.

20. A computer-readable medium storing software comprising mstructions executable by one
or more computers which, upon such execution, cause the one or more computers to perform
operations comprising:

establishing, by a control panel of an alarm system in a property, a first connection to an
alarm system monttoring server across a cellular network;

determining that a known source of internet within the property 1s not available;

m response 1o determining that the known source of internet within the property is not
available, establishing, by the control panel, a second connection to the internet across the
celiular network;

providing infernet access to one of more devices in the property through the second
connection;

determining that the known source of internet within the property is available;

in response 1o determining that the known source of internet within the property is

available, terminating, by the control panel, the second connection.
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