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INTELLIGENT CONFIGURATION DISCOVERY TECHNIQUES

BACKGROUND

[0001] Many companies and other organizations operate computer networks that interconnect
numerous computing systems to support their operations, such as with the computing systems
being co-located (e.g., as part of a local network) or instead located in multiple distinct
geographical locations (e.g., connected via one or more private or public intermediate networks).
For example, data centers housing significant numbers of interconnected computing systems have
become commonplace, such as private data centers that are operated by and on behalf of a single
organization (e.g., an enterprise data center), and public data centers that are operated by entities
as businesses to provide computing resources to customers. Some public data center operators
provide network access, power, and secure installation facilities for hardware owned by various
customers, while other public data center operators provide “full service” facilities that also
include hardware resources made available for use by their customers.

[0002] The advent of virtualization technologies for commodity hardware has provided
benefits with respect to managing large-scale computing resources for many customers with
diverse needs, allowing various computing resources to be efficiently and securely shared by
multiple customers. For example, virtualization technologies may allow a single physical
computing machine to be shared among multiple users by providing each user with one or more
virtual machines hosted by the single physical computing machine. Each such virtual machine can
be thought of as a software simulation acting as a distinct logical computing system that provides
users with the illusion that they are the sole operators and administrators of a given hardware
computing resource, while also providing application isolation among the various virtual
machines.

[0003] A sophisticated application’s execution environment may span a wide variety of
resources — e.g., some components of the application may be run using a virtual machines, while
others may be run using un-virtualized servers. In some cases, the resources of an application or a
related set of applications may be distributed among several different data centers. The complexity
of the execution environment may make it difficult to obtain a full understanding of the
relationships and dependencies among various application components. Such a lack of clarity may
in turn make it harder to take consequential business decisions such as migrating applications from

customer-owned premises to provider network environments.
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BRIEF DESCRIPTION OF DRAWINGS

[0004] FIG. 1 illustrates an example system environment in which an intelligent configuration
discovery service for multi-data-center applications may be implemented, according to at least
some embodiments.

[0005] FIG. 2 illustrates example components of a discovery service ontology which may be
used to organize configuration information, according to at least some embodiments.

[0006] FIG. 3 illustrates an example of coalescing raw configuration information from a
plurality of data sources with respective trust scores to produce a curated attribute-value list,
according to at least some embodiments.

[0007] FIG. 4 illustrates example application programming interfaces which may be
implemented at a configuration discovery service, according to at least some embodiments.
[0008] FIG. 5 illustrates examples of application architecture patterns that may be used at a
discovery service to automatically detect the roles played by configuration items, according to at
least some embodiments.

[0009] FIG. 6 illustrates the use of source identity detection algorithms for network packets at
a configuration discovery service, according to at least some embodiments.

[0010] FIG. 7 illustrates example factors that may be used at a configuration discovery service
to assign relevance scores to configuration items, according to at least some embodiments.

[0011] FIG. 8 illustrates on overview of techniques which may be employed at a configuration
discovery service to improve responsiveness to temporal queries, according to at least some
embodiments.

[0012] FIG. 9 is a flow diagram illustrating aspects of operations that may be performed at a
configuration discovery service, according to at least some embodiments.

[0013] FIG. 10 illustrates an example system environment in which a visualization service for
configuration records gathered at a discovery service may be implemented, according to at least
some embodiments.

[0014] FIG. 11 illustrates example context-based transitions between views that may be
implemented automatically by a visualization service, according to at least some embodiments.
[0015] FIG. 12 illustrates example elements of a graphical user interface of a visualization
service, according to at least some embodiments.

[0016] FIG. 13 illustrates examples of transaction-related information that may be displayed
with the help of a visualization service, according to at least some embodiments.

[0017] FIG. 14 illustrates examples of network traffic-related information that may be

displayed with the help of a visualization service, according to at least some embodiments.
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[0018] FIG. 15 illustrates an example of a use of a slider control to obtain visualizations of
configuration changes over time with the help of a visualization service, according to at least some
embodiments.

[0019] FIG. 16 illustrates an example of a use of a visualization service to initiate a phased
migration of an application execution environment, according to at least some embodiments.
[0020] FIG. 17 is a flow diagram illustrating aspects of operations that may be performed by
a visualization service to provide graphical representations of configuration records, according to
at least some embodiments.

[0021] FIG. 18 illustrates an example system environment in which a migration marketplace
service which utilizes data collected at a configuration discovery service may be implemented,
according to at least some embodiments.

[0022] FIG. 19 illustrates example programmatic interactions between a client and a migration
marketplace service, according to at least some embodiments.

[0023] FIG. 20 illustrates a first set of example programmatic interactions between a migration
facilitator and a migration marketplace service, according to at least some embodiments.

[0024] FIG. 21 illustrates a second set of example programmatic interactions between a
migration facilitator and a migration marketplace service, according to at least some embodiments.
[0025] FIG. 22 illustrates examples of entries that may be stored at a metadata repository of a
migration marketplace service, according to at least some embodiments.

[0026] FIG. 23 illustrates an example web-based interface which may be implemented by a
migration marketplace service, according to at least some embodiments.

[0027] FIG. 24 is a flow diagram illustrating aspects of operations that may be performed at a
migration marketplace service, according to at least some embodiments.

[0028] FIG. 25 is a block diagram illustrating an example computing device that may be used
in at least some embodiments.

[0029] While embodiments are described herein by way of example for several embodiments
and illustrative drawings, those skilled in the art will recognize that embodiments are not limited
to the embodiments or drawings described. It should be understood, that the drawings and detailed
description thereto are not intended to limit embodiments to the particular form disclosed, but on
the contrary, the intention is to cover all modifications, equivalents and alternatives falling within
the spirit and scope as defined by the appended claims. The headings used herein are for
organizational purposes only and are not meant to be used to limit the scope of the description or
the claims. As used throughout this application, the word “may” is used in a permissive sense (i.e.,

meaning having the potential to), rather than the mandatory sense (i.e., meaning must). Similarly,
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the words “include,” “including,” and “includes” mean including, but not limited to. When used
in the claims, the term “or” is used as an inclusive or and not as an exclusive or. For example, the

phrase “at least one of x, y, or zZ” means any one of x, y, and z, as well as any combination thereof.

DETAILED DESCRIPTION
[0030] Various embodiments of methods and apparatus for intelligent configuration discovery
techniques implemented at a network-accessible discovery service, visualization techniques for
providing automatically updated views of configuration information, and a migration marketplace
service to assist customers of the discovery service as well as migration facilitators in making
decisions regarding migration of applications are described. At a high level, the configuration
discovery service may enable (among other features) the automated detection of configuration
items (such as physical or virtualized compute servers, storage devices, databases, software stack
components and the like that make up an application) and distributed application patterns based
on raw data collected by a variety of data sources, the assignment of unique identifiers to
configuration items, the tracking of interactions (e.g., transactions, network traffic flows etc.) and
dependencies among the items, changes in application configuration over time, as well as
performance monitoring at desired levels of granularity for complex application execution
environments. The configuration discovery service may also be referred to as an application
discovery service or as a resource discovery service in some environments, as the configuration
items are the components that form an application. The configuration discovery service may
implement a variety of programmatic interfaces (e.g., web service application program interfaces,
command line interfaces, etc.) which can be used by service clients to obtain responses to
configuration-related queries, and can also be used as building blocks by other services including
the migration marketplace service and the visualization service to provide higher level
functionality. In some embodiments, a visualization service affiliated with or part of the
configuration discovery service may serve as one of the primary modes of interaction for clients
of the configuration discovery service — e.g., a customer may be able to view customized
representations of their application execution environments adapted to the particular client-side
display environment being used, issue configuration-related queries via the visualization interface,
and/or initiate partial or full application migrations from one set of resources to another. In various
embodiments, the migration marketplace may act as an intermediary service that enables clients
to identify suitable migration facilitators, and for the migration facilitators to identify candidate
clients — e.g., for moving applications from client premises to cloud-based computing

environments, or from one cloud-based environment to another.
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[0031] In at least some embodiments, some or all of the services may be implemented at a
provider network. Networks set up by an entity such as a company or a public sector organization
to provide one or more network-accessible services (such as various types of cloud-based
computing or storage services) accessible via the Internet and/or other networks to a distributed
set of clients may be termed provider networks herein. A provider network may sometimes be
referred to as a “public cloud” environment. The resources of a provider network may in some
cases be distributed across multiple data centers, which in turn may be distributed among numerous
cities, states and countries. It is noted that while the configuration discovery service, the
visualization service and/or the migration marketplace service may be implemented within a
particular provider network, some or all of these services may be authorized and granted the
appropriate permissions to access information from other provider networks (e.g., from provider
network run by a different business organization). For example, a configuration discovery service
running at a provider network PN1 run by operator O1 may be able to gather configuration data
collected from a provider network PN2 run by operator O2 (as well as from other facilities such
as client-owned data centers and PN1’s own data centers), a visualization service running at PN1
may enable clients to view distributed application architectures which comprise components
running at PN2, and/or a migration marketplace service running at PN1 may be able to provide
information about migration facilitators to clients for migrating the components running at PN2 to
PN1. In some embodiments, the visualization service and/or the migration marketplace service
may be implemented as subcomponents of the configuration discovery service. A configuration
discovery service may also be referred to herein simply as a discovery service.

[0032] A wide variety of data sources may be employed at the configuration discovery service
to build up a repository of configuration records. For example, in some embodiments, the data
sources may include existing configuration management databases at client data centers (from
which configuration data may sometimes be imported in bulk via programmatic interfaces), agents
or configuration data collectors installed on behalf of the configuration discovery service at various
resources, third-party or industry-standard configuration management tools, and so on. Each data
source may provide configuration information, e.g., including some number of attribute-value
pairs for some set of configuration items, to the configuration discovery service at one or more
points in time. Some data sources may provide raw configuration data at regular intervals, while
others may be event-driven in at least some embodiments. The configuration item attributes for
which values are obtained at the service (e.g., via agents installed on behalf of the service) in
various embodiments may include, among others, user information (such as user names and home

directories), group information (such as group names and group membership), lists of installed
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software packages/programs, and lists of kernel modules. Information about a number of different
types of configuration-related events, such as process creations/terminations (with associated
process identifiers), Domain Name Service (DNS) queries and responses, packet sends and
receives at various layers of networking stacks and so on may also be collected in at least some
embodiments. Values of various attributes of the physical and/or virtual network interfaces
(including for example the type of network interconnect such as Ethernet which is being used, the
maximum bandwidth supported, associated media access control or MAC addresses etc.) may be
collected from the devices of the targeted execution environments. The particular network ports,
such as TCP (Transmission Control Protocol) or UDP (User datagram Protocol) ports being used
at various resources may be identified, and TCP version 4 or version 6 connection attributes (such
as the identifiers of the processes at either end of the connections, the connection establishment
times, the durations for which the connections remain open, etc.) may be collected. Operating
system-related attributes, including for example the specific versions of the operating system in
use at various hosts and virtual machines, may be collected in some embodiments. System
performance and process performance metrics may be collected at various intervals in different
embodiments. In some embodiments, a plurality of agents of the discovery service may be installed
at a given host or device to collect respective subsets of the configuration attribute values for one
or more configuration items; in other embodiments, a single agent or tool may be able to extract
attribute values from several different sources.

[0033] The configuration discovery service may act as a combiner and curator of potentially
out-of-date, conflicting and/or ambiguous raw configuration information collected from various
data sources at respective levels of granularity and according to respective schedules. From
disparate data sources, in some embodiments the configuration discovery service may be
responsible for generating and storing coalesced and curated configuration records; such coalesced
records may serve as the authoritative sources of configuration data for the visualization and
migration marketplace services (or other services relying on the discovery service). In at least some
embodiments, the configuration discovery service may generate and assign unique service-side
identifiers to respective configuration items based at least in part on an ontology defined by the
service. For example, a given hardware server may be identified by one data source based on one
of the server’s IP addresses (which may be changed over time), by another data source based on a
server name or MAC (media access control) address, by a third data source based on the role (e.g.,
“web server” or “database server”) being played by the server in a distributed application, and so
on. The data sources may each include their own respective identifiers/names for the server in the

raw configuration data provided to the configuration discovery service. Such identifiers may be
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referred to herein as data-source-side identifiers. The configuration discovery service may examine
the raw configuration data received from one or more of the different data sources, and generate a
unique service-side identifier for the server based on the defined ontology and a naming scheme
(which may take a subset of the raw data’s attribute values into account).

[0034] The unique service-side identifier may differ from at least some of the identifiers/names
used by the data sources. When a new set of raw configuration data is received or analyzed at the
service, the service may be able to determine the uniquely-identified configuration item to which
at least a portion of the raw data applies, despite the absence of the unique identifier in the raw
data in at least some embodiments. In some embodiments, the service may be responsible for
maintaining mappings between the data source-provided identifiers and the unique service-side
identifiers, and for resolving ambiguities associated with such mappings (e.g., an ambiguity which
may arise if the data source changes its identifier for a given configuration item). Ambiguities may
be resolved using a variety of mechanisms in different embodiments — e.g., based on correlation
analysis with respect to raw configuration data received from other data sources over some time
periods, based on client feedback, and so on. In one example scenario, for example, two distinct
unique service-side identifiers may (erroneously) be assigned to the same configuration item
initially, e.g., on the basis of respective raw configuration data sets DS1 and DS2 received from
two different data sources, and as a result two different coalesced configuration records R1 and
R2 with respective distinct service-side identifiers may be stored in the service repository. Later,
e.g., after processing one or more additional raw data sets and/or after interactions via a
programmatic interface with a client, the error may be detected and corrected. That is, the service
may determine that attributes for which values are stored in R2 are actually attributes of the
underlying configuration item corresponding to R1. Such a determination may be made, for
example, based on an analysis of resource consumption information. If the two configuration items
associated with R1 and R2 are initially erroneously assumed to be different hardware servers, but
collected metrics regarding CPU utilization levels or network packet outflow for the two items are
found to be very similar or identical over a period of time, the records R1 and R2 may be identified
as referring to the same server. Some of the information that was stored in R2 may be used to
update R1 in such a scenario, and R2 may be deleted (or conversely, information in R1 may be
used to modify R2 and R1 then may be deleted). In at least one embodiment, an error-correcting
API may be implemented by the discovery service, enabling clients (and/or other authorized
entities such as professional service analysts, consultants or partners of the provider network
operator) to inform the service regarding such mistakes. The corrections provided via such an API

may be used to improve service operations more broadly in various embodiments — e.g.,
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corrections made by one authorized entity with respect to a given set of configuration data of a
given service customer may be generalized and used to detect and correct potential errors made
with respect to other sets of configuration data of the same customer or other customers.

[0035] In at least some embodiments, the configuration discovery service may associate
respective trust scores with different data sources, and such trust scores may be used when deciding
which among a set of potentially conflicting or out-of-date configuration data elements is to be
accepted. The trust scores may themselves change over time — for example, if a dump of a client’s
configuration management database representing a client data center is obtained at the service, the
initial trust score for the client’s database may be set to a high value, but the score may be reduced
as time passes and configuration changes occur at the client data center. Trust scores may be used
when generating the coalesced configuration records from the raw configuration data in at least
some embodiments — e.g., attribute values obtained from a high-trust data source may be included
with a greater probability in a coalesced record than attribute values obtained from a low-trust data
source. In a scenario in which an attribute value V1 from a data source DS1 with a current trust
score TS1 contradicts or conflicts with an attribute value V2 from a different data source DS2 with
a higher current trust score TS2, the attribute value (V2 in this case) from the source with the
higher trust score may be included in the coalesced configuration record, and the attribute value
from the source with the lower trust score may be excluded. In at least some embodiments,
machine learning techniques may be employed to generate and update trust scores over time.
[0036] Additional details regarding various aspects of the operations of the configuration
discovery service, including automated pattern-based grouping and tagging of application
components, algorithms for detecting the sources of network packets received via obfuscating
intermediaries, associating relevance scores to configuration items, the data models and pre-
loading techniques used to increase responsiveness to queries, and the like, are provided below.
The visualization service and the marketplace migration service are discussed after the details of
the discovery service are discussed.

Example system environment

[0037] FIG. 1 illustrates an example system environment in which an intelligent configuration
discovery service for multi-data-center applications may be implemented, according to at least
some embodiments. As shown, system 100 may comprise a plurality of provider networks, such
as provider networks 102A and 102B, as well as a customer-premises network 172 in the depicted
embodiment. Within each of the provider networks 102, one or more network-accessible services
may be implemented by respective provider network operators. For example, provider network

102A comprises the configuration discovery service 104, a virtualized computing service 132, and
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one or more migration-related services 130 which may be utilized by potential customers to
migrate their applications from execution environments outside provider network 102A to
provider network 102A. Additional details about migration-related services are provided below.
Provider network 102B may include its own virtualized computing service 192, at which a
different approach towards virtualizing compute servers may be utilized than is used in virtual
computing service 132 —e.g., different types of hypervisors or virtualization management software
stacks may be used, different sets of programmatic interfaces may be supported for acquiring and
using virtual machines, and so on.

[0038] A number of distributed applications may be run on behalf of various customers using
the resources of provider networks 102A and 102B and/or customer-premises network 172 in the
depicted embodiment. The set of resources being used for a given application or a related set of
applications may be referred to herein as an application execution environment (AEE) 144. A
given AEE may comprise a wide variety of resources — e.g., virtual and/or physical compute
servers, storage devices, networking devices, multi-layer software stacks and the like. At least
some of the resources may comprise configuration items (CIs) 136 about which respective sets of
configuration information (e.g., a collection of attribute values) is collected and stored within the
configuration discovery service 104. Generally speaking, from the perspective of the configuration
discovery service and its clients, a configuration item 136 may comprise any physical, virtual or
logical entity whose configuration settings and/or state information may be useful for managing
one or more applications, and can be obtained via programmatic interfaces by the configuration
discovery service. Example configuration items may comprise, among others, a non-virtualized
hardware server, a virtual machine, a software process or collection of related processes, a storage
device such as a rotating magnetic disk or a solid-state drive (SSD), a network device such as a
router, and so on. In some embodiments, the configuration discovery service may obtain
respective data sets of configuration data about a given configuration item 136 from one or more
configuration data sources (CDSrcs) 134 iteratively — e.g., at regular intervals or in response to the
occurrence of specified events. In the latter scenario, the configuration data stored at the service
104 may comprise a plurality of timestamped records for the configuration item. A number of
different types of configuration data collectors or sources may be employed in various
embodiments, such as for example software and/or hardware agents that are installed on behalf of
the configuration discovery service 104, industry-standard configuration management tools,
custom configuration management tools, customer configuration management databases, and the

like.
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[0039] Some AEEs, such as AEE 144A or AEE 144C, may comprise resources within the

boundaries of a given network. AEE 144A comprises configuration items 136Q, 136R and 136S
of customer-premises network 172, while AEE 144C comprises configuration items 1361 and 136J
of provider network 102B. Other AEEs may comprise configuration items distributed among
multiple networks and/or data centers. For example, AEE 144B comprises configuration items
136A — 136D of provider network102A, as well as configuration item 136H of provider network
102B. It is noted that over the course of time, at least in some embodiments the mappings between
an AEE 144 and the networks at which configuration items of the AEE are located may change —
e.g., one or more configuration items may be migrated to a different provider network, from a
customer-premises network to a provider network or from a provider network to a customer-
premises network.

[0040] In the depicted embodiment, each network may comprise a plurality of configuration
data sources 134, which may communicate with the configuration discovery service 104. For
example, provider network 102A comprises configuration data sources 134A — 134C, collectively
responsible for obtaining and transmitting configuration data sets for configuration items 136A —
136F to the service 104. Similarly, provider network 102B comprises data sources 134E — 134G
responsible for reporting on configuration items 136H — 1361, while customer-premises network
172 comprises data sources 134H and 134I responsible for transmitting configuration data sets
pertaining to configuration items 136N and136P — 136S to service 104. In some cases, a given
configuration data source 134 may be responsible for collecting configuration data pertaining to a
plurality of configuration items 136, while in other cases a configuration data source 134 may
report on a single configuration item 136. At least for some configuration items 136, configuration
data sets may be collected by a plurality of configuration data sources 134 — e.g., at respective
levels of granularity and/or at respective layers of the software/hardware stack. In some
embodiments, a given configuration data source 134 may be a subcomponent of a configuration
item 136 — e.g., as a process or thread of execution running at a server which represents the
configuration item. For example, data source 134G is shown as part of configuration item 136L.
Some configuration data sources may comprise subcomponents of existing configuration
management tools — e.g., in the depicted embodiment, a customer’s configuration management
database 167 comprises a data source 134G reporting to the service 104.

[0041] The configuration discovery service 104 may implement one or more sets of
programmatic interfaces 150 in the depicted embodiment, any of which may comprise for example
application programming interfaces (APIs), web-based consoles, command-line tools and/or

graphical user interfaces. The client-facing programmatic interfaces 150A may, for example, be
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used by customers to identify and/or grant configuration data gathering permissions associated
with their application execution environments 144, to view configuration information collected by
service 104 (e.g., using a visualization service as discussed below in further detail), to obtain
notifications regarding events or conditions which may require client feedback, and so on. A set
of data collection and/or service-side programmatic interfaces 150B may be used for interactions
between configuration data sources 134 and the service 104, as well as for building additional
features by migration-related services 130 and/or other services using the collected configuration
data of service 104 in the depicted embodiment.

[0042] The configuration discovery service 104 may comprise several subcomponents in the
depicted embodiment, such as a configuration records repository 108, components 110 responsible
for coalescing/disambiguating raw configuration data, and/or one or more scoring components 112
responsible for assigning/modifying respective trust scores to data sources 134 and/or
assigning/modifying relevance scores to configuration records as discussed below. In at least some
embodiments, the service may comprise a number of data stores with different performance
capabilities and/or data models as discussed below — e.g., configuration records may be pre-loaded
into low-latency caches from a central repository 108 to increase responsiveness to expected types
of queries.

[0043] The configuration data sources 134 may provide raw configuration data sets in a variety
of formats and at different intervals to the configuration discovery service 104 in the depicted
embodiment. In some cases, the raw data received at service 104 with respect to one or more
configuration items 136 may be stale or out-of-date or inaccurate. Furthermore, the manner in
which the configuration items are identified in the raw data sets provided by the different data
sources 134 may in some cases be inconsistent — e.g., if a given hardware server configuration
item has a plurality of IP addresses, the server may be referred to using different IP addresses by
different configuration data sources, or by name or location (such as “server 5 of rack R1 in room
3 of data center DC17) by other data sources. The configuration discovery service 104 may be
responsible for consolidating, disambiguating and curating the raw configuration data sets using a
variety of techniques in the depicted embodiment. In one such technique, when a set of raw
configuration data is received, the service 104 may attempt to discern whether the data refers to a
known configuration item 136 (an item for which configuration data has been received and
recorded previously at the service). If the newly-received data does not appear to correspond to a
known configuration item, a naming scheme or algorithm may be used to generate a unique
service-side identifier for the configuration item to which the raw data corresponds, based at least

in part on an ontology defined at the service 104 and/or on one or more attribute values of the

11



10

15

20

25

30

WO 2017/223262 PCT/US2017/038653

configuration item which are indicated in the raw data. The unique service-side identifier may, at
least in some implementations, differ from the identifier used by the data source in the raw data
set. In effect, in such implementations, the service 104 may be responsible for maintaining
mappings between data source-reported identifiers and the unique service-side identifiers. When
subsequent raw data sets are received at the service, in some embodiments the
coalescing/disambiguating components 110 may utilize such mappings and/or use correlations of
the raw configuration data with previously-seen data to identify the configuration item to which
the raw data sets apply. In some embodiments, the service-side identifier assigned to a given
configuration item 136 may be unique within the entire collection of configuration records stored
at the service 104, while in other embodiments, the identifier may be unique within a particular
configuration domain or namespace (e.g., a domain or namespace associated with a given
customer).

[0044] The manner in which available configuration data about a configuration item is
analyzed and used to generate a unique service-side identifier may differ in different embodiments.
In one embodiment, the raw configuration data, which may be provided in XML (Extensible
Markup Language), JSON (JavaScript Object Notation), plain text or a binary format such as
CBOR (Concise Binary Object Representation) by different data sources, may first be parsed and
normalized into a common format. A search for attribute values provided for keywords (such as
“IPAddr” for Internet Protocol Address or “MACAddr” for median access control addresses) that
are associated with uniqueness within some namespace may be performed in the raw or normalized
data, and the results of the search may be combined/concatenated with object type names (e.g.,
“database server” or “virtualization host”) to generate the unique service-side identifier (e.g.,
“DBServer. <DBVendorName>.<IP address™>). In one embodiment, a machine learning technique
may be used to improve the process of generating unique service-side names for configuration
items. For example, a machine learning model for generating the identifiers may be trained using
a large anonymized configuration data set collected from various components of a virtualized
computing service of a provider network (e.g., the same provider network at which the
configuration discovery service runs). Some of the naming decisions made by early versions of
the model may be erroneous — e.g., the same underlying configuration item may be given two
different unique identifiers, or two configuration items may be given the same identifier. Over
time, as the model training progresses with larger input data sets, the error rate may be reduced.
[0045] In at least some embodiments, respective trust scores may be assigned (e.g., by scoring
components 112) to respective configuration data sources 134, and used to decide, in effect, which

of two potentially conflicting sources is likely to be more accurate at a given point in time. For
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example, some of the data sources may comprise agents of discovery service 104, which may have
been designed, developed and tested by personnel of the operator of provider network 102B before
being installed, while the origins and/or testing levels associated with other data sources may be
less well-known. In the latter scenario, a higher trust score may sometimes be assigned to the more
familiar or better-understood data sources. In some embodiments, a trust score of a given data
source may vary based on the attribute whose value is being considered, or the level of the
software/hardware stack at which the attribute value was generated For example, data sources DS1
and DS2 may each be providing respective metrics C1 and C2 regarding CPU usage of a given
program or process. If DS1 collects its version of CPU utilization measurements C1 at a hypervisor
layer, while DS2 collects its version C2 using a tool provided by the operating system, different
trust scores may be assigned to the CPU usage attribute values from the two sources. In at least
some embodiments in which multiple data sources may provide respective values for the same
attribute, each data source (or {data source, attribute} pair) may be assigned a respective weight
indicative of a current trust level, and the weights may be used to determine the final value of the
attributes to be used and saved by the discovery service. In one embodiment, if and when two
different raw data sets corresponding to the same configuration item 136 are received from
respective data source 134, and at least one attribute value of one raw data set conflicts with or
contradicts an attribute value indicated in the other, a coalesced configuration record which
excludes the conflicting attribute value of the data source with the lower trust score may be
generated and stored in repository 108. The trust scores for different data sources 134 may be
time-weighted in some embodiments — e.g., if raw configuration data was collected at time T1 by
one data source CDSrcl and apparently-conflicting raw data was collected at time T2 (where T2
is later than T1) by another data source CDSrc2, the more recently-collected raw data may be
considered more trustworthy. The coalesced data records generated by coalescing/disambiguating
components 110 may be used to provide responses to configuration queries received via
programmatic interfaces 150A and/or 150B (e.g., either from customers or from other services of
provider network 102A) in various embodiments.

[0046] In addition to curating or consolidating raw configuration data received from the data
sources 134, in at least some embodiments components of the discovery service 104 may perform
anumber of other functions, such as automatically identifying groups of configuration items which
together correspond to a distributed application pattern, assigning roles within such groups to
respective configuration items, implementing traffic source detection algorithms for network

traffic whose sources may have been obfuscated by intermediary devices, proactively preparing
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configuration data to support high-performance querying, and so on. Additional details about these
and other functions are provided below.

[0047] As mentioned earlier, in at least some embodiments the configuration discovery service
may define and utilize an ontology of configuration items. FIG. 2 illustrates example components
of a discovery service ontology which may be used to organize configuration information,
according to at least some embodiments. The ontology 202 may comprise a plurality of object
types, and a list of one or more attributes corresponding to each object type in the depicted
embodiments. Respective values for at least some of the attributes of a given attribute list for a
given configuration item may be included in the raw configuration data sets transmitted to the
configuration discovery service by various configuration data sources. The ontology and the raw
attribute values may be use to generate unique service-side identifiers for configuration items in
various embodiments. For example, a unique service-side identifier for a configuration item may
be constructed by concatenating several attribute values (some of which may be obtained from
different data sources) with a service-generated text identifier prefix in some embodiments.
[0048] Object type 204A, for example, corresponds to a physical host or server. The
corresponding attribute list 205A may include the CPU type, the count of CPUs or cores, the
currently-assigned host name, the hypervisor (if any is installed), various elements of operating
system information (OSdata), one or more IP addresses, and the like. The value of a given attribute
of an attribute list such as 205A may itself comprise several distinct elements of data — e.g., the
“CPU type” attribute may include information about the instruction set architecture supported by
the CPU, the CPU vendor, the CPU’s clock frequency, model name and so on.

[0049] Object type 204B represents a process (i.e., a unit of execution at a server). Attribute
lost 205B for the process may include, among others, the name of the process, the command line
used to invoke the process, the path (e.g., directory path or folder path) at a host’s operating system
corresponding to the location of the executable used for the process and/or to the home directory
of the process, the number of threads of the process, and so on.

[0050] Object type 204C represents a network connection (assumed to be established using
the Transmission Control Protocol/Internet Protocol or TCP/IP suite in this example). Attribute
list 205C comprises the source and destination IP addresses (srcIP and destIP respectively) (e.g.,
with the source being identified as the endpoint which issued the connect() call to establish the
connection), the source and destination process identifiers (srcProcess and destProcess
respectively) and/or the destination port (destPort).

[0051] Object type 204D corresponds to a virtual machine generated using a virtualization

framework obtained from a particular technology vendor V1. The attribute list 205D for the virtual
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machine includes a vendor-defined virtual machine identifier (VMID), an identifier of the data
center at which the virtual machine is running or has run, and the host at which the virtual machine
is currently running, is scheduled to run, or has run.

[0052] A number of other object types may be defined in the ontology 202 in various
embodiments. For example, respective object types may be defined for storage devices, entities
such as database instances, networking device such as load balancers/routers etc. and the like in
some embodiments. In one embodiment, respective object types may be defined for geographical
or other groupings of resources — e.g., a data center may have its own object type, or a server rack
may have its own object type. In some embodiments, the ontology may define hierarchical or
containment relationships among various objects — for example, a number of processes may be
running at a given host and may therefore be contained within the host, a master process of an
application may spawn various other processes which may be designated as child processes of the
master, and so on. Relationships among various entities of the ontology may be defined in an
object-oriented manner in at least some implementations.

Coalesced and curated configuration records

[0053] FIG. 3 illustrates an example of coalescing raw configuration information from a
plurality of data sources with respective trust scores to produce a curated attribute-value list,
according to at least some embodiments. In the depicted embodiment, a plurality of raw
configuration data sets 320, including data sets 320A, 320B, and 320K pertaining to a given
configuration item are transmitted to a discovery service by respective data sources 310 (e.g., data
sources 310A, 310B and 310K). Each raw configuration data set 320 comprises a respective
attribute value list 325. For a given host, for example, the attributes and their corresponding values
may include “Name:Host100”, “IP Address:a.b.c.d”, “operating system: <OSVersion>" and so on.
Not all the attribute values may necessarily correspond to a single configuration item in at least
some embodiments — e.g., one or more of the configuration data sources may be reporting on a
plurality of configuration items. Different data sets 320 may represent different levels of
granularity — for example, one data set may include application-level information such as the
number of database transactions issued or received, while another may include lower-level details
such as the number of network packets transmitted or received. Some of the raw configuration
data sent by two different data sources may correspond to different times —e.g., data set 320A may
have been collected at a different time than data set 320K. In some cases, two or more of the
attribute values pertaining to a given configuration item may conflict with one another — for
example, it may be the case that one data set indicates that a particular process with a process

identifier PID1 at one host H1 was responsible for communicating with a different host, while
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another data set may indicate that a process with another process identifier PID2 was responsible
for such communications. In some embodiments, at least some of the configuration data sources
may generate respective identifiers for the configuration items for which they provide data to the
discovery service, and include these identifiers in data sets 320. Such identifiers may be referred
to as data-source-side identifiers to distinguish them from the identifiers generated by the
discovery service. Two data sources may sometimes refer to the same underlying configuration
item using distinct data-source-side identifiers — e.g., one data source may refer to a host by name
(e.g., “hostK.<domainname>), another may refer to the same host by IP address, and another by
function (e.g., “database server DBS1”).

[0054] The coalescing/disambiguating components 360 of the configuration discovery service
may examine and process all the raw configuration data sets 320 and update (or create) a respective
coalesced configuration record 350 corresponding to one or more configuration items whose raw
data is included in the data sets 320 in the depicted embodiment. An algorithm that may be used
to coalesce two raw configuration data sets from two different sources may comprise at least some
of the following steps in one embodiment. First, a decision as to whether each of the data sets
comprises attribute values pertaining to the same type of configuration item (such as host, process,
virtual machine etc., which are defined as ObjectTypes in the ontology 202 of FIG. 2) may be
made. In order to do so, in some embodiments the attribute names may be compared to the attribute
lists (e.g., AttrLists 205 of FIG.2) defined for various configuration items in the discovery service’s
ontology. The attribute lists may indicate synonyms in some cases — €.g., the same attribute name
be identified via name AttrNamel by one data source and AttrName2 by another data source. If it
is determined that both data sets contain at least some attribute values pertaining to the same
configuration item type, those <attribute:value> pairs may be examined for correlations, matches
or duplications. For example, if both data sets indicate that (a) the CPU utilization at a host was
approximately 75% during a particular time interval, (b) and that 2500 UDP packets were sent
during the time interval from that host, this might be interpreted as an indication that the data sets
are referring to the same host, even if different data-source side identifiers were used for the same
host. If such a match is detected (with some minimum confidence level), a decision to create a
single coalesced record for the host may be taken; otherwise, the two data sets may be deemed to
refer to two different hosts and separate coalesced records may be generated. Within the single
coalesced record, some subset of the <attribute:value> pairs taken from one or both the data sets
may be incorporated. For example, redundant/duplicated attribute values may be discarded, some
attribute values may not be included in the coalesced record because the information they contain

is deducible from other attribute values that are included, or because a more accurate data source
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for the same data is known. Depending on the kind of data included in the data sets, in some cases
one or more elements or attribute values of an existing coalesced configuration record may be
updated (or new attributes added to an existing coalesced configuration record) instead of
generating a new coalesced configuration record.

[0055] The coalesced configuration record 350 may often provide a more complete
characterization of the configuration item than would have been possible from any single raw
configuration data set 320. A coalesced configuration record 350 may include a unique service-
side identifier 352 for the configuration item, which may differ from respective data-source-side
identifiers indicated in the raw data sets 320 in the depicted embodiment, and may be generated
based at least in part on the configuration discovery service’s ontology and/or on elements of the
raw configuration data sets. In at least some embodiments, a coalesced configuration record 350
may comprise a curated attribute value list 354 which may not necessarily include the union of all
the attribute value lists 325 pertaining to the configuration item. Instead, for example, the
coalescing/disambiguation components may discard some attribute values from one or more data
sources because the values are stale (e.g., because the values have been superseded by newer
values for the same underlying attributes obtained from other sources, or simply because the
difference between the time that the values were collected and the time that the values are being
processed exceeds a threshold). In some embodiments, respective trust scores 315 (e.g., scores
315A - 315K) of the different data sources may also or instead be used to determine whether a
given attribute value is to be included in the coalesced configuration record. The trust scores may
be especially useful when two different data sources provide raw data corresponding to the same
attribute: in such a scenario, the attribute value provided by the source with the higher trust score
may take precedence. In some embodiments in which each raw data set 320 has an associated
timestamp indicating when the data was collected, a formula which takes both the timestamps and
the trust scores into account (in effect, resulting in time-weighted trust scores) may be used to
select which attributes should be included in the curated attributed value list 354.

[0056] In some embodiments, if and when the configuration item to which a given item or
items within a raw data set 320 pertain is unclear, the coalescing/disambiguating components 360
of the configuration discovery service may utilize a pattern-matching approach to identify the
configuration item. For example, consider a simple scenario in which raw data set 320B and 320K
both report on approximate outbound network traffic over a given time interval for some
configuration item, and that data set 320B includes a host name of the configuration item but data
set 320K does not. In this trivial example scenario, the coalescing/disambiguating components 360

may attempt to find attribute values contained in data set 320K which match attribute values in
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other data sets for similar time periods. If the outbound network traffic rates match between data
sets 320K and 320B to some threshold level of precision or accuracy, the two data sets (in the
absence of any contradicting evidence) may be assumed to refer to the same underlying
configuration item.

[0057] As mentioned earlier, a variety of programmatic interfaces may be used at the
configuration discovery service in various embodiments. FIG. 4 illustrates example application
programming interfaces which may be implemented at a configuration discovery service,
according to at least some embodiments. Four examples of configuration data ingestion interfaces
(used for providing raw configuration data sets to the service) are shown, and one example of a
configuration data consumption interface (used for obtaining responses to queries directed at the
service) are shown.

[0058] In at least one embodiment, the configuration discovery service 460 may provide a bulk
import/export application programming interface (API) 415A which may, for example, be used to
transfer large amounts of information from a client’s configuration management database 410 to
the service. In at least some embodiments, the service may provide (e.g., via download) a number
of different software agents 412 which may be installed at various physical or virtual devices from
which configuration data is to be obtained. Such agents may use agent APIs 415B to communicate
with the service. In various embodiments, at least some of the agents 412 may collect data with
respect to particular events (e.g., once every X seconds, a CPU utilization collection event may be
scheduled at a server), and as a result the amount of data transmitted at one time via the agent’s
API 415B may be relatively small compared to the amount of data transferred over an
export/import API 415A.

[0059] In some embodiments, the configuration discovery service may accept raw
configuration data from a variety of configuration tools 414, including for example tools that
utilize Simple Network Management Protocol (SNMP), Windows Management Instrumentation
(WMI), or WBEM (Web-Based Enterprise Management). Tool-specific APIs 415C may be
implemented for interactions between such tools and the configuration service discovery. Generic
reporting APIs 415D may also be implemented for custom data sources 416 (i.e., data sources
which are not agents per se, are not associated with third-party configuration tools and are not
affiliated with client configuration management databases) which may be developed and deployed
in some embodiments.

[0060] A number of different query APIs 416 may be implemented for entities which consume
the coalesced configuration information of the discovery service. Such entities may include other

services of a provider network, such as a visualization service and/or one or more migration-related
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services including a migration marketplace service or a migration planning service, as well as
customers of the provider network at which the configuration discovery service. Some query APIs
416 may utilize variants of well-known query languages such as Structured Query Language
(SQL). In one embodiment, a time series-oriented query language such as the language supported
by OpenTSDB may be used for temporal configuration-related queries.

Pattern-based grouping and role assignments

[0061] FIG. 5 illustrates examples of application architecture patterns that may be used at a
discovery service to automatically detect the roles played by configuration items, according to at
least some embodiments. In various embodiments, the service may support queries to search on
application, software, and/or hardware configuration patterns which are used to group
configuration items. In the depicted embodiment, a configuration item group descriptor database
590 of the configuration discovery service may comprise a number of group descriptors 510, such
as S10A or 510B. Each group descriptor 510 may include a respective pattern name 577 (e.g.,
577A or 577B), such as “Three-tier web application” or “Phased split-and-combine application”,
as well as a representation of the relationships between various entities which collectively
implement an application or a related set of applications.

[0062] Each entity may play a specific logical role within the application pattern, and the
communication behavior expected to be exhibited by the entities assigned different roles may be
indicated in the group descriptor 510. For example, group descriptor S10A defines four roles: a
load balancer (LB) role 511, a web server role 512, an application server (Appserver) role 513,
and a database server (DBserver) role 514. One or more load balancers such as S11A-511C may
interact via network packets with one or more web servers such as 512A-512N in an instance of a
group of configuration items corresponding to descriptor S10A. Each of the web servers 512 may
also interact with one or more application servers 513 (e.g., 513A-513K), and each application
server in turn may also interact with one or back-end database servers such as S14A-514J. In group
descriptor 510B, the roles may include a TaskSplitter 551 responsible for subdividing a task into
subtasks, Phase 1 workers 552 responsible for executing the subtasks, Phase 1 ResultCombiners
553 responsible for collecting the results of phase 1 tasks and partitioning the results for phase 2
analysis, Phase 2 workers 554 responsible for analyzing the partitioned results, and a
FinalResultCombiner 555 which gathers the results of the phase 2 analysis. The specific numbers
of the configuration items corresponding to at least some roles may differ from one group instance
to another. For example, although a single TaskSplitter, Phase 1 ResultCombiner and

FinalResultCombiner entity may be instantiated within a configuration item group corresponding

19



10

15

20

25

30

WO 2017/223262 PCT/US2017/038653

to descriptor S10B, the numbers of configuration items configured as Phase 1 workers or Phase 2
workers may vary from one implementation example of the descriptor to another.

[0063] In some embodiments, clients of the discovery service may submit representations of
descriptors 510 to the service via programmatic interfaces, and the service may identify
corresponding examples of configuration items that exhibit the patterns indicated in the
descriptors. A given descriptor 510 may comprise indications of various aspects of a distributed
application, such as an expected interconnection topology of configuration items associated with
the application, an expected item name list (e.g., process names or paths) associated with the
application, and/or an expected pattern of communication (e.g., the exchanges of packets
representing a particular type of request-response behavior or an initialization/termination
handshake procedure) between a pair of configuration items associated with the application. The
service may try to match the observed behavior of various configuration items to the descriptor
elements to determine the roles being played by the configuration items. For example, in the
embodiment depicted in FIG. 5, using the collected configuration data from various data sources,
the service may have determined that the configuration item with unique service-side identifier
582A, represented by the coalesced configuration record S80A, is playing the role (e.g., a Web
server role) indicated by ItemGroupRoleID 588A within a particular instance of one of the group
templates identified by ItemGroupID 586A (e.g., instance 1 of a four tier web application). Other
configuration items, such as the item represented by coalesced configuration record 580B, may
not necessarily be playing roles associated with any given pattern or group descriptor; the fields
ItemGroupRolelID and ItemGroupID for such configuration items may be set to null in the depicted
embodiment. The labels used for the ItemGroupRoleID and IetmGroupID may be used as “tags”
to refer to multiple configuration items playing the same roles or exhibiting the same behavior
patterns in some embodiments. Such tags may be used to identify the operands for various
operations requested by clients of the discovery service — e.g., the logical equivalent of the query
“list all configuration items in data center DC1 with tag ‘“Webserver’” or the command “initiate
automated migration of configuration items in data center DC1 with tag ‘DBserver’ to data center
DC2” may be issued by a client. Clients may designate tags for various configuration items
programmatically in some embodiments, and such tags may be used by the discovery service to
then identify larger patterns or group descriptors. In one embodiment, the patterns and/or tags
indicated by one customer of the discovery service may be used (e.g., with the permission of the
customer who provided the patterns/tags) by the discovery service for grouping and assigning roles

among the configuration items of other customers.
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Automated detection of obfuscated network traffic sources

[0064] In many applications, networking intermediaries such as network address translation
(NAT) devices, port translation devices and the like may sometimes modify network packets in
such a way that the true source of a given packet may not be immediately detectable to
configuration data sources associated with the destinations of those packets. FIG. 6 illustrates the
use of source identity detection algorithms for network packets at a configuration discovery
service, according to at least some embodiments. Such source identity detection algorithms may
also be referred to as source endpoint detection algorithms herein. As shown, a packet set 622 from
a traffic source endpoint 610 (which may be representable in the discovery service as a
configuration item) may be sent to a traffic destination endpoint 628 via one or more address-
obfuscating intermediaries 612 in the depicted embodiment. The address-obfuscating
intermediaries may also be used for traffic in the reverse direction, e.g., from endpoint 628 to
endpoint 610. Both the destination and source endpoints may have one or more configuration data
sources associated with them, responsible for transmitting configuration data to the discovery
service. However, because of the obfuscation operations (e.g., packet header changes,
encapsulation within enveloping packets, or the like) performed by the intermediary or
intermediaries 612, the identity of the sender of a received packet set 623 (which correspond to
sent packet set 622) may be unclear to the data source(s) affiliated with destination endpoint 628.
From the perspective of the customer on whose behalf the discovery service is being used at the
endpoints 610 and 628, or from the perspective of another service (e.g., a migration-related
service) which obtains configuration information pertaining to one or both endpoints, discovering
the identity of the sender may be important.

[0065] Any of a number of techniques may be employed by the discovery service to identify
the sender endpoint of received packet set 623. In at least one embodiment, in which respective
data sources to which commands can be issued from the service are running at the two endpoints,
a special packet sequence 655 may be issued from endpoint 628 to endpoint 610 via the
obfuscating intermediary or intermediaries 612 as part of the endpoint detection algorithm. For
example, N “extra” packets (not part of the normal application traffic) spaced exactly T
milliseconds apart may be issued in packet sequence 655 by the data source associated with
endpoint 628, and the data sources at various other endpoints including endpoint 610 may in effect
monitor incoming traffic for such exactly-spaced packets. Assuming that there are no networking
bottlenecks or problems along the path between the endpoints, it may be possible for the data
source at the endpoint 610 to match the inter-arrival times of the received extra packets with the

inter-transmission times of the data source at endpoint 628, thereby establishing the identity of the
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sender of packet set 623 with a reasonably high probability. In some embodiments, while the IP

addresses and/or ports of various packets may be obfuscated at intermediaries 612, sequence
numbers of the packets may not be modified, and the sequence numbers of packets may be
analyzed for matches at the receiver’s and sender’s data sources to identify the source of the
packets in the endpoint detection algorithm. In one embodiment, a sequence of connection
establishment requests followed quickly by connection teardown requests may be issued from the
endpoint 628 to endpoint 610, and such unusual patterns of administrative requests may be used
to identify packet sources in the endpoint detection algorithm. In one embodiment, a data source
such as a service agent running at the endpoint 628 may issue a request for a service-side unique
service-side identifier to a data source (such as another service agent) running at endpoint 610, and
the unique service-side identifier may be used to identify the sender. Regardless of the specific
endpoint detection algorithm employed to detect the sender, a coalesced configuration record
indicating the identity of the sender may be updated in various embodiments after the sender has
been identified.

Relevance scores

[0066] FIG. 7 illustrates example factors that may be used at a configuration discovery service
to assign relevance scores to configuration items, according to at least some embodiments. The
relevance scores may be used to determine at least the initial responses to queries directed at the
configuration items — e.g., the responses to general queries such as “list the processes running at
host H1” may comprise the processes to which relevance scores above a threshold have been
assigned, thereby reducing the total size of the responses and avoiding noisy or low-information
responses. Although the specific example factors shown in FIG. 7 apply to processes, a similar
approach may be taken with respect to other types of configuration items as well in various
embodiments.

[0067] A given physical or virtualized compute server may comprise hundreds of processes,
including many low-level or background processes which typically do not consume many
resources and are used (e.g., at the operating system level or kernel level) to perform background
tasks or respond to unusual situations. Many such processes may be present at all the instances of
a given version operating system — e.g., in an execution environment comprising fifty Linux
servers, a similar set of daemon processes may be running at all fifty servers. At least some
consumers of the configuration service’s data may be more interested in the processes which are
application-specific and therefore do not necessarily show up in the process lists of every server
by default. The configuration service may therefore take the repetition frequency 712 of a given

frequency at different hosts or servers into account in its relevance score assignment algorithm
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710, with those processes that run at every host (or at almost every host) being assigned a lower
relevance. Resource usage levels of the process, such as recent CPU usage 714, network port usage
716 (e.g., whether the process is transmitting or receiving traffic via one or more network ports)
and/or I/0 device usage 718 may each be positively correlated with relevance scores in the
depicted embodiment — e.g., those processes which tend to consume very low levels of resources
and/or are disconnected from the network may be considered low-relevance. In at least some
embodiments, the configuration discovery service may keep track of the number of queries (e.g.,
either from a given client, a collection of clients, or all clients/consumers) which specifically target
a given kind of process (e.g., queries which are directed to processes named “httpd”). The query
history metrics 724 may also be used to determine the relevance of a process — e.g., if there has
been a query directed specifically to a process by name or role within the previous X days, a high
relevance score may be assigned to the process.

[0068] In the depicted embodiment, the relevance scores generated by algorithm 710 may be
used to classify or rank the processes into at least two categories — “more interesting” processes
730 with scores higher than a selected threshold, and “less interesting” processes 732 with scores
less than or equal to the threshold in the depicted embodiment. Unless a given process-related
query specifies that all processes are to be included in a response, or specifically requests
information about a particular query which happens to be classified as a “less interesting” process,
the list of more interesting processes may be used to prepare the query response in the depicted
embodiment. Similar heuristic approaches may be used to cleanse or shorten responses to queries
regarding other types of configuration items in at least some embodiments. In wvarious
embodiments the scoring components 112 illustrated in FIG. 1 may utilize machine learning
techniques to generate relevance scores, trust scores and the like.

Improving configuration query performance

[0069] Many customers of the discovery service may have large application execution
environments, potentially comprising thousands of configuration items distributed among a
number of data centers. Recent changes to the configurations of the application components,
and/or recent trends in performance or behaviors of the application components, may often be of
greater interest to such customers than older configuration data. Over time, the total volume of
configuration data collected and stored at the discovery service for a given application execution
environment may become extremely large, potentially slowing query responsiveness, especially
for temporal queries for which some traditional data models may not be optimized. FIG. 8
illustrates on overview of techniques which may be employed at a configuration discovery service

to improve responsiveness to temporal queries, according to at least some embodiments.
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[0070] Raw configuration data sets 871 obtained by the data sources 802 may be used at the

coalescing components 804 of the discovery service to generate or update timestamped coalesced
configuration records 872, each associated with one or more unique service-side identifiers of
configuration items as discussed earlier. The coalesced configuration records 872 may be stored
at an automatically scaled partitioned data store 820 which forms part of a set of persistent
discovery service repositories 810 in the depicted embodiment. Each partition may contain a
selected maximum amount of configuration record data, such as M gigabytes, in one
implementation, with each client of the discovery service initially being assigned one partition. As
and when the client’s configuration data approaches the maximum partition size of the client’s
existing partition(s), new partitions with an associated set of resources (e.g., allocated storage
space and/or compute capacity) may be created automatically for the client, and in some
implementations some subset of the client’s data may be moved to the new partitions for load
balancing. In some embodiments, a database service and/or storage service implemented by the
provider network may be used for persistent repositories 810. The persistent repositories may also
include an optional store 822 for previously-generate query results in some embodiments. The
persistent repositories 810 may have an average latency L1 for record retrieval.

[0071] In the embodiment depicted in FIG. 8, at least some configuration records may be
proactively pre-loaded into a low-latency repository 850 optimized for certain expected types of
queries, as indicated by arrow 875. The records may each comprise creation and/or most-recent-
modification timestamps in various embodiments. The records may be loaded in reverse
chronological order, e.g., with a higher priority being assigned to pre-loading more recently-
updated (or more recently-created) records in at least some embodiments. The average latency L2
to access a record from the repository 850 may be smaller than the latency L1 of record accesses
to repositories 810. In at least some implementations, the repository 850 may comprise portions
of volatile memory at various computing devices of the discovery service that are designated for
handling client queries, including temporal or time-series queries directed primarily at recent
configuration data. A configuration data cache 852 at repository 850 may implement a data model
specifically targeted towards temporal queries (e.g., the logical equivalent of “list the configuration
changes that have occurred in the last hour at servers S1 and S2”) in some embodiments, such as
a data model used in OpenTSDB. In at least some embodiments the maximum space available for
the cache 852 may be less than the space available at the persistent records repositories, and as a
result older cache entries 892 may be discarded as required to make room for newer entries. In at
least some embodiments, the results of some queries may optionally be stored at the query results

store 822, and may be re-used as required as indicated by arrow 877.
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[0072] In some embodiments, additional layers of storage beyond those shown in FIG. 8 may
be used — for example, a back-end layer of cold storage may be used for configuration data that
has reached a threshold age (such as one month or six months). Such a cold storage layer may be
lower cost (and in some cases use a more space efficient format for the data) than the primary
persistent data repositories; however, the latencies to retrieve records from the cold storage may
be greater. In at least some embodiments a set of snapshot-based programmatic interfaces (or other
temporally-oriented programmatic interfaces) may be implemented by the configuration discovery
service to enable configuration records corresponding to specified timestamps or time periods to
be retrieved from any of the different layers of storage being used. In one embodiment respective
snapshots of a client’s configuration data for different points in time may be created and stored
automatically or on demand as distinct objects by the discovery service, which may enable rapid
responses to at least some time-based configuration queries. Snapshots corresponding to various
points in time may be loaded on demand (or in anticipation of demand) into the cache 852 in
various embodiments from the other layers. In one embodiment the snapshot-based APIs may
enable clients to determine whether two snapshot configurations are similar enough for a
comparison to be useful, and if so, to provide the results of such a comparison (similar in concept
to the results of a “diff” command at the configuration snapshot level).

Methods for supporting configuration discovery service

[0073] FIG. 9 is a flow diagram illustrating aspects of operations that may be performed at a
configuration discovery service, according to at least some embodiments. As shown in element
901, a determination may be made that the automated discovery of configuration information from
one or more application execution environments of a client is to be initiated at a discovery service.
The execution environments may include resources at one or more provider networks (e.g., at a
virtual computing service and/or a storage service at the same provider network at which the
discovery service itself is implemented, as well as at other provider networks) and/or at customer-
owned or customer-managed premises. The determination that the automated discovery is to be
initiated may be made, for example, in response to a request received from a customer via a
programmatic interface of the discovery service. For example, the service could expose a
Startdatacollection API, which can cause agents of the service to initiate automated discovery.
For example, the agents can be configured to poll an API for status changes. When the discovery
service changes the status in a database to start collecting data, the agents can receive this status
update and begin collecting data.

[0074] An initial set of configuration data sources may be identified (element 904), e.g., by

discovery service agents, and network connectivity may be established between the discovery
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service and the data sources (e.g., via the agents). A variety of data sources may be used, e.g.,
including existing configuration management databases of the client, third-party configuration
management and/or performance management tools, and/or custom data sources generated
specifically for the client. The service may implement programmatic interfaces to receive raw
configuration data sets from the different categories of data sources, including bulk export/import
interfaces, interfaces for event-driven configuration updates, and the like. The agents can be
configured to send data to the programmatic interfaces. For example, the agents can be
programmed with information that identifies the endpoint(s) for the programmatic interfaces.
[0075] The service may start collecting raw configuration data sets from the data sources
(element 907). Each data set may comprise some set of attribute values and some identification
information (e.g., identifiers obtained by the data sources) for the associated configuration items.
Unique service-side identifiers may be created for various configuration items in the depicted
embodiment (element 910), e.g., based on a naming scheme combining elements of data source-
side identifiers, attribute values, and/or an ontology defined at the discovery service. The service-
side identifiers may differ from at least some of the data source-provided identifiers, and in some
embodiments may be used to uniquely identify configuration items such as servers during their
lifecycle, even if the configuration items are physically moved, re-deployed for different purposes,
and so on. In some embodiments, depending on the extent of the configuration changes applied to
a particular configuration item, the discovery service may modify the unique service-side identifier
over time. The threshold conditions for changing the service-side identifier may differ from one
category of configuration item to another. In one example scenario, for example, if memory or
disk space is added to a host, the host’s service-side unique identifier may not change, but if the
CPU or motherboard is swapped out, the unique identifier may be changed.

[0076] Raw configuration data sets from a variety of data sources that may comprise
configuration details about the same underlying entity at different granularities, different times, or
using different tools may be coalesced at the discovery service in the depicted embodiment
(element 913). The raw data sets may not identify the configuration item using a common identifier
in some embodiments (for example, different data-source-side identifiers may be provided for the
same configuration item in respective raw configuration data sets), and the service may utilize
correlations or matches between various attribute values received from the different sources to
detect that the configuration data in two different data sets actually refers to the same configuration
item. Coalesced configuration records may be generated and stored at one or more persistent

repositories of the discovery service.
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[0077] In at least some embodiments, respective trust scores may be associated with different
data sources, and such trust scores may be used to resolve conflicts among reported configuration
data, and/or to optionally discard some attribute values received from less trustworthy source
(element 916). The coalesced curated configuration records may thus exclude some subset of
attribute values indicated in the raw configuration data sets. Some attribute values may be excluded
due to staleness (e.g., because the time that has elapsed since the values were collected exceeds a
threshold selected at the service) in addition to or instead of being excluded due to trust scores.
The trust scores themselves may be adjusted over time, e.g., using machine learning techniques
and/or client feedback.

[0078] In various embodiments, the discovery service may maintain descriptors for grouping
configuration items according to application patterns. If a configuration item’s behavior and/or
communication pattern matches the behavior or pattern indicated in such a descriptor, the service
may automatically tag the configuration item’s configuration record with a corresponding role
identifier (element 919). For example, the configuration data collected (e.g., the pattern of network
packet flows) at the service may be sufficient for the service to recognize that a particular server
is a web server of a multi-tier web application pattern, that another server is an application server
of that pattern, and so on, without being informed by the client of the roles being played by the
servers.

[0079] In some embodiments, at least a portion of the coalesced and curated configuration
records may be pre-loaded from the original persistent repository into which they were stored into
a low-latency repository at which a data model suited to expected types of queries is implemented
(element 922). The low-latency repository may comprise a cache (e.g., implemented in volatile
memory) from which rapid responses to temporal queries may be provided in some embodiments.
The data may be pre-loaded in reverse chronological order (using update timestamps of the
coalesced records) in some embodiments, so that queries directed towards more recent changes or
metrics are prioritized. The contents of the coalesced records may be provided in response to
queries received via the discovery service’s programmatic interfaces (element 925).

Visualization service for discovered configuration information

[0080] FIG. 10 illustrates an example system environment in which a visualization service for
configuration records gathered at a discovery service may be implemented, according to at least
some embodiments. As shown, system 1000 comprises provider networks 1002A and 1002B, as
well as a customer-premises network 1072. A number of network-accessible services, including a
configuration discovery service 1004 similar to that described above in the context of FIG. 1

through FIG. 9, may be implemented at provider network 1002A. In the depicted embodiment, a
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visualization service 1006 may be implemented as a component of the configuration discovery
service 1004, e.g., to provide customized graphical representations of configuration data stored at
the discovery service 1004. In other embodiments, the visualization service 1006 may be
implemented as a standalone service which obtains configuration records from the discovery
service 1004.

[0081] System 1000 comprises numerous configuration items 1036, including configuration
items 1036A — 1036C at provider network 1002A, configuration items 1036F — 1036H at provider
network 1002B, and configuration items 1036L — 1036N at customer-premises network 1072 in
the depicted embodiment. Raw configuration data sets (e.g., sets of attribute values) associated
with the configuration items may be obtained at various configuration data sources (CDSrcs) 1034,
such as data sources 1034A and 1034B of provider network 1002A, data source 1034K at provider
network 1002B, and data source 1034M at customer-premises network 1072, The raw
configuration data sets may be transmitted to the configuration discovery service 1004, where
coalesced configuration records may be generated from the raw data as described earlier and stored
in one or more repositories.

[0082] The visualization service 1006 may provide dynamically updated context-sensitive
graphical representations of configurations of complex application environments to clients in the
depicted embodiment. When a given client logs on to a visualization console or otherwise sends
an indication that a graphical representation of the client’s application execution environment is
desired, the visualization service may issue one or more queries using the discovery service’s
programmatic interfaces to identify a set of configuration items associated with the client for which
configuration data is to be displayed. The collection of configuration items 1036 for which
information is to be visualized on behalf of a client at a given client-side display environment may
be referred to as a visualization target environment (VTE) herein. A given VTE may comprise
configuration items distributed among a plurality of data centers of different networks. For
example, client C1’s VTE 1044 A may comprise configuration items 1036B and 1036C at one or
more data centers of provider network 1002A, as well as configuration items 1036F and 1036G at
one or more data centers if provider network 1002B. Client C2’s VTE 1044B may comprise
configuration items 1036H at provider network 1002B and configuration item 1036L at customer-
premises network 1072 in the depicted example.

[0083] In at least some embodiments, the visualization service 1006 may be capable of
detecting various properties or constraints of the display environments at which the graphical
representation of the VTE is to be shown (e.g., the kinds of screens available for the display, the

computing power of the client-side devices responsible for rendering the display, etc.), and
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adjusting the content to be displayed accordingly. A given client may be able to utilize several
different display environments— e.g., client C1’s display environment 1082A comprises a desktop
with multiple monitors, while another of client C1’s display environments 1082B may comprise a
tablet computing device. Client C2’s display environment 1082C comprises a 13-inch laptop with
a 1084x768 pixel screen. In some cases, multiple display environments may be used on behalf of
a single client concurrently, and the visualization service may transmit information at different
levels of granularity to the different display environments.

[0084] Based at least in part on the set of configuration items which have been identified as
part of a given client’s VTE 1044, and at least in part on the constraints or characteristics of the
display environment, the visualization service may select a level of granularity at which the VTE
is to be displayed. During a client’s interactive session with the visualization service, a number of
different views of various subsets (or all) of the client’s configuration information available may
be provided, with the particular combination or sequence of views provided depending on the
objectives of the client for the session. For example, during one session a client may wish to
troubleshoot a performance problem, during another session the client may wish to view the
changes to an application’s configuration over some time period, during a third session a client
may wish to identify sources of network packets, and so on. Such sessions or workflows may each
comprise a respective sequence of graphical displays or views. Several different modes of
displaying configuration data, which may be referred to as “view categories”, may be supported
by the visualization service in the depicted embodiment, such as for example a hierarchical or tree-
oriented view, a graph or network-oriented view, or a table view. The particular view category to
be used for a given display during a given session may be selected automatically by the
visualization service in at least some embodiments. The selection may be based at least in part on
the specific types of configuration data (e.g., performance measurements, network connectivity
information, temporal changes in configurations, hierarchical/containment relationships among
configuration items, rankings of particular types of configuration items based on client-specified
criteria, etc.) that are deemed most relevant to the current state of the session or workflow, and/or
based at least in part on the service’s predictions or expectations regarding the objectives of the
client. The client may be provided control elements (e.g., buttons, drop-down menus and the like)
to override the view category selection if desired — e.g., the client may issue a request to change
the view from a table view to a hierarchical view or vice versa. Data and/or instructions that can
be used to generate dynamic customized configuration visualizations 1022 (e.g., visualizations
1022A- 1022C), each representing at least a portion of a VTE at the selected granularity level,

together with the view category to be used, may be transmitted to the devices of the client’s display
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environment. The data corresponding to the VTE components may then be rendered for viewing
at the client’s devices. The visualization service may initiate the display of several different
representations of the same VTE in parallel in at least some embodiments.

[0085] In at least some embodiments, in addition to initiating the generation of a graphical
representation of all or part of the VTE 1044, the visualization service may also provide high-
priority or high-importance content to be included in a dashboard for the client. The visualization
service may, for example, determine the boundaries of a time window, and cause information
about at least some configuration changes which occurred during the time window to be displayed
in a “recent changes” section of the dashboard. The dashboard may also be used for receiving
client feedback with respect to ambiguities identified by the visualization service and/or the
discovery service in various embodiments as described below in further detail. The layout and
presentation of the dashboard may also be modified based on the constraints and capabilities of
the client’s display environment in at least some embodiments.

[0086] As and when new configuration information is gathered at the discovery service 1004,
the visualization service may automatically update the graphical representations provided to the
clients. A number of interactive controls may be made available to the client in the visual
interfaces, such as a slider for replaying configuration information as a function of time, as
discussed in further detail below.

Context-based view transitions

[0087] The visualization service may be able to anticipate steps of client workflows for
viewing configuration data, and adjust the displayed content automatically to provide the most
useful views in various embodiments. FIG. 11 illustrates example context-based transitions
between views that may be implemented automatically by a visualization service, according to at
least some embodiments. Three example view categories are shown: a table view 1120A, a tree
or hierarchical view 1120B, and a graph or network view 1120C. In some cases, it may be possible
to display about the same set of configuration items, such as configuration items 1102A — 1102F,
using several or all of the view categories.

[0088] The visualization service may select the particular view category to be used based on
various factors in the depicted embodiment — e.g., based on the particular stage of the interaction
workflow expected to be entered next by the client, based on the type of configuration data to be
displayed, the granularity selected for the display, and so on. Examples of configuration data types
which may be used to select the view category in various embodiments may include, among others,
performance measurements, transaction flows, temporal changes to configurations, network

connectivity indicators such as numbers of active connections, containment/hierarchical
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relationship information, location-based groupings of configuration items, membership in
application patterns such as those shown in FIG. 5, and the like. Such automated workflow context-
based transitions 1105 (e.g., transitions 1105A — 1105C) may be overridden by the client in at least
some embodiments — e.g., links or other control elements of the graphical interface being used
may be provided for the client to request a change of the view category being used for the displayed
data.

[0089] The visualization service may maintain a knowledge base of frequently-used client
workflows in at least some embodiments, with each workflow representing a respective sequence
of displays typically provided to the client to achieve the client’s objectives during a session with
the visualization service. For example, one such workflow may begin with the client logging in to
a visualization console, and being provided a table view of configuration items of a selected type,
such as all the hosts being used for the client’s applications. In the table view, values of various
attributes (e.g., hostname, IP address, current up time, average CPU utilization during a recent
time interval, average network bandwidth consumed during a recent time interval, etc.) etc. may
be provided for the different hosts. The particular configuration item type to be presented initially
in a tabular form after the client logs in may be indicated, for example, in preference settings of
the client in one implementation. If the client has not specified preferences for the initial post-login
display, in one embodiment the visualization service may attempt to find the largest or most
inclusive hierarchical configuration item type (e.g., data centers among which the client’s
resources are distributed, network subnets used by the client, instances of application patterns
similar to those shown in FIG. 5, or hosts) relevant to the client’s visualization target environment,
and list configuration items of that type.

[0090] The view category for the next display of the workflow may be selected based on the
interactions of the client with the first display (which may be interpreted as an indication of the
objectives of the client for the workflow, e.g., based on matches with previously-used workflows).
If the first display comprises a table of host information, and the client requests that the hosts be
sorted based on network bandwidth usage metrics, for example, the service may assume that the
client wishes to view network connectivity information in the next display. Thus, a network view
of a selected set of hosts may be displayed next, indicating for example the network paths between
the hosts, the connections open between the hosts, and so on. If the first display comprised a listing
of hierarchical containers such as availability containers or data centers, and the client clicks on
one of the containers, a hierarchical or tree view category may be selected for the next display,
under the assumption that the client wishes to view the contained configuration items. Several

factors other than the type of configuration data to be displayed and matches with previously-used
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workflows may be taken into consideration for automatic view category selection in various
embodiments: e.g., the total number of the client’s configuration items for which information is
available at a given stage of the workflow, the expected size (e.g., in pixels) of the client’s display
environment, and so on may affect the category view selection. For example, if a client’s
applications use one thousand hosts, and a smart phone is detected as the client’s display
environment, a hierarchical or summarized view of the hosts (e.g., based on data center location,
or based on subnet membership) may be provided instead of a table view of all one thousand hosts.
In one embodiment, clients may request that records of their interactions with the visualization
service (which may include client overrides of automated view category selection decisions in
some cases) be saved, and such customized records may be used for selecting view categories in
subsequent sessions.

Example visualization interface components

[0091] As mentioned earlier, the visualization service may provide both a graphical view of at
least a portion of one or more application execution environments, and a dashboard. FIG. 12
illustrates example elements of a graphical user interface of a visualization service, according to
at least some embodiments. As shown, a visualization interface 1202 may show portions or all of
a visualization target environment 1205 and a dashboard 1270 in the depicted embodiment. In
some embodiments, the graphical user interface may be rendered as part of a browser, while in
other embodiments a standalone tool may be employed.

[0092] The VTE portion 1205 may show a number of location-based groupings of
configuration items. In the depicted example, information about configuration items discovered at
a provider network 1220 and a customer-owned data center 1230 is included in the VTE portion.
In at least some embodiments, a provider network may be organized into a plurality of
geographical regions, and each region may include one or more availability containers, which may
also be termed “availability zones”. An availability container in turn may comprise portions or all
of one or more distinct locations or data centers, engineered in such a way (e.g., with independent
infrastructure components such as power-related equipment, cooling equipment, or physical
security components) that the resources in a given availability container are insulated from failures
in other availability containers. A failure in one availability container may not be expected to result
in a failure in any other availability container; thus, the availability profile of a given resource is
intended to be independent of the availability profile of resources in a different availability
container. Various types of services and/or applications may therefore be protected from failures
at a single location by launching multiple application instances in respective availability

containers. For at least some provider network customers, providing a visual representation of the
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distribution of the resources allocated to the customer among different availability containers may
be useful. In the scenario depicted in FIG. 12, virtual machines allocated to the customer are
distributed among at least two availability containers. Virtual machines (VMs) 1222A and 1222B
run within availability container 1210A of the provider network 1220, while VMs 1222K and
1222L run within a second availability container 1210B.

[0093] The location-based groups displayed with respect to a provider network by the
visualization service may sometimes differ from the groups displayed with respect to customer-
premise networks, e.g., based on differing permissions regarding location details. For example,
while the virtual machines 1222 are shown grouped by availability container, the resources shown
within customer-owned data center 1230 are grouped by room and server rack. Room 1214 of the
data center 1230 comprises two racks 1232A and 1232B of the customer’s VTE. Rack 1232A
comprises two servers 1234A and 1234B, while rack 1232B comprises server 1234C. Network
connections established between the configuration items may also be displayed —e.g., VM 1222A
is shown connected to server 1234A and VM 1222K, VM 1222B is connected to VM 1222L and
server 1234K and so on. The granularity of the location-based groupings may be selected
automatically by the virtualization service, e.g., based on the total number of configuration items,
the display environment properties, and so on. In at least one embodiment, the location-based
boundary categories to be included automatically (without receiving explicit requests to do so) in
a particular graphical representation may be selected from a set which includes, for example,
availability container boundaries of a provider network, data center boundaries, rack boundaries,
room boundaries, network interconnect topology boundaries, physical machine boundaries,
processing container boundaries or virtual machine boundaries. Multiple processing containers
corresponding to respective isolated application sets may, for example, be supported at a single
hardware host, and the visualization service may provide graphical representations of the
containers within a server for certain views.

[0094] The dashboard 1270 may include two types of information in the depicted embodiment:
recent configuration changes (shown for a selected time window in section 1271), and a
disambiguation section 1272. Configuration changes that have occurred in a recent time window
may be ranked (e.g., based on relevance scores of the kinds discussed above and/or based on other
factors) and displayed in order or rank in section 1271 in the depicted embodiment. This may
enable clients to quickly understand how their application execution environment is changing.
[0095] In some embodiments, the configuration discovery service could utilize the
visualization interface to obtain client feedback to help confirm or resolve questions regarding the

identity of configuration items. If a determination is made that client feedback-based
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disambiguation of the identity of a particular configuration item is to be initiated, a disambiguation
request may be shown in section 1272 of the interface. For example, the request could indicate a
proposed identity and/or one or more attribute values of a configuration item with a symbol (e.g.,
a question mark or a text balloon) requesting confirmation of the proposed identity. The client may
confirm the identity by entering feedback (e.g., a checkmark), or provide an alternative identifier
or name. If the ambiguous identity is resolved with the help of the client’s feedback, the
configuration discovery service may update (or mark as verified) its configuration records, and the
disambiguation request may be removed from section 1272 in the depicted embodiment.

[0096] In some embodiments, the visualization service may enable clients to examine details
(e.g., latencies) associated with various types of transactions that were identified by the
configuration discovery service. FIG. 13 illustrates examples of transaction-related information
that may be displayed with the help of a visualization service, according to at least some
embodiments. As shown, visualization interface 1302 may include a “show transactions” control
element 1350 (e.g., a button) as well as a zoom control element 1349 which enables clients to
increase or decrease the granularity at which information is displayed. The zoom control element
1349 may be used, for example, to arrive at a level of granularity in which individual virtual
machines 1322 (within provider network 1320) and servers 1334 (within customer-owned data
center 1330) are shown. When the client clicks on the “show transactions” button, the display may
be updated to show regions 1370A and 1370B. Region 1370A shows that requests for 12500
transactions (where the definition of a transaction may be service-selected or client-selected) were
transmitted during some time period (100 seconds in this example) from server 1334B at rack
1332A of room 1314 of the customer-owned data center to virtual machine 1322K of availability
container 1310B of provider network 1320. The average throughput was 12.5 transactions per
second, and the average transaction latency or response time was 500 milliseconds. Similarly,
region 1370B shows the count, throughput and latency for transactions submitted from server
1334K to virtual machine 1322B.

[0097] A recent transaction list 1385 may be included in the display in the depicted
embodiment. For some number of recent transactions associated with the currently-displayed
portion of the visualization target environment, details such as an identifier of the submitter
configuration item 1387 (e.g., a process or host from which the transaction was initiated), the
responder 1388, the submit timestamp 1389, transaction command/request details 1390, and the
completion time and status (e.g., commit/abort) 1391. The client may be able to sort the recent
transactions based on selected attributes using the visualization interface, request that transactions

for a selected time period be displayed, and/or view additional details about the transaction sender
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or the transaction responder. In some embodiments, clients may submit transaction descriptors via
the visualization service (e.g., indicating the packet flow sequence, the formats of the transaction
requests and responses and the like), enabling the configuration discovery service to monitor the
transactions as they occur. In other embodiments, the discovery service may be able to detect
frequent request/response patterns in the communications between various configuration items and
may use these patterns to define transactions.

[0098] FIG. 14 illustrates examples of network traffic-related information that may be
displayed with the help of a visualization service, according to at least some embodiments. As
mentioned earlier, it may sometimes be the case that network traffic pathways may include
obfuscating devices such as address translators or port translators that make it harder to detect the
true sources from which one or more packets were sent. In the depicted embodiment, the
visualization service may provide control elements (such as control element 1448) to show
statistics regarding the number of network packets received at selected configuration items (e.g.,
virtual machine 1422A). In the example scenario shown, region 1470 indicates that, during some
selected time interval, a total of 4500 packets were received at virtual machine 1422A of
availability container 1410A and provider network 1420.

[0099] Control element 1450 labeled “show traffic sources” may be used to submit a source
detection query for received packets to the configuration discovery service via the visualization
service. In response, the discovery service may employ any of several source identity detection
algorithms such as those discussed in the context of FIG. 6 to ascertain the probable identity of the
configuration items which may have transmitted packets via obfuscating intermediaries to the
virtual machine 1422A. The algorithms may comprise, for example, sending multiple connection
establishment and teardown requests in unusual patterns, closely tracking packet inter-arrival times
and matching them with inter-transmission times, monitoring sequence numbers and the like. As
indicated in regions 1471A and 1471B, the configuration discovery service has identified server
1434A as the likely source of 500 of the 4500 packets, and server 1434K as the likely source of
the remaining 4000 packets in the depicted example. It is noted that source identification for some
packets may not necessarily require the invocation of the kinds of identity detection algorithms
discussed here: the sources of packets which do not pass through an obfuscating intermediary may
be obtained simply from their packet headers by the configuration discovery service.

[00100] In some embodiments the visualization interface may include a recent received packets
list region 1485, in which details such as receive timestamps 1487, apparent sender IP addresses

1488, receiver IP addresses 1489, packet size 1490 and/or sequence numbers 1491 may be
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displayed. Clients may be able to sort and/or rearrange the contents of the recent received packets
list region 1485 as desired via controls provided by the visualization interface.

[00101] FIG. 15 illustrates an example of a use of a slider control element to obtain
visualizations of configuration changes over time with the help of a visualization service,
according to at least some embodiments. The slider control element 1571 may enable clients to
view the state of their visualization target environments at various points in time. In the depicted
example, visualization interface 1502A shows that a client’s target environment includes five
configuration items (ClIs 1522A and 1522B at availability container 1510A of provider network
1520, CIs 1522K and 1522L at availability container 1510B, and CI 1522P at external data center
1533) as of a point in time indicated in element 1574A.

[00102]  As the slider is moved to the right (as indicated by arrow 1551), e.g., using a mouse or
a fingertip depending on the display environment being used by the client, the time shown in
element 1574A may advance, and the configuration items shown in the interface may change. At
the time corresponding to element 1574B, for example, interface 1502B shows that two new
configuration items have been added to the client’s target environment. Configuration item 1522R
has been added to availability container 1510B, while configuration item 15228 has been added
to the external data center. In at least some implementations, newly-added configuration items
may be highlighted (e.g., temporarily shown in a different color) as indicated by arrows 1555.
Interactive controls other than sliders (e.g., radio-style buttons or fast-forward/rewind controls)
may be provided for time-based configuration displays in some embodiments. The interface may
also provide additional controls associated with temporal queries, e.g., to enable clients to capture
machine-readable snapshots of the state of their visualization target environments at various points
in time, to show only the differences in the configurations at specified points in time, to plot the
changes on a timeline, and so on. Slider 1571 and other time-oriented controls of the visualization
interfaces may rely on snapshot-based and/or other temporally-oriented APIs of the discovery
service (discussed above in the context of FIG. 8) in various embodiments.

[00103] In some embodiments, the visualization service may provide mechanisms to permit
clients to migrate application components from one data center or provider network to another.
FIG. 16 illustrates an example of a use of a visualization service to initiate a phased migration of
an application execution environment, according to at least some embodiments. In the depicted
scenario, tags indicating the roles played by various configuration items within application patterns
may be indicated in the visualization interface 1602A. For example, based on the patterns of
interactions among the client’s configuration items, the configuration discovery service may have

identified a multi-tier web application. Configuration item 1622Q running at external data center
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1633 may have been identified as a web server of the multi-tier web application, while
configuration item 1622R may have been identified as a database server of the multi-tier web
application. Tags 1674A and 1674B may have been generated for the configuration items 1622Q
and 1622R respectively.

[00104] Plans to migrate the components of the multi-tier web application in stages to the
provider network 1620 may have been generated in the depicted embodiment, e.g., at a migration
planning and implementation service. Each stage of the migration may involve the transition of
configuration items playing a particular role (e.g., “webserver” or “database server”) to the
provider network. Migration plan details for each role may be viewed using controls 1633 A (for
database servers) and 1633B (for webservers). A control element 1675 may be provided to enable
the client to initiate phased migration for configuration items associated with particular tags.
[00105] If and when the client requests the migration of configuration items tagged with the
label “DB” for database server in the depicted example, the visualization service may transmit
corresponding requests programmatically to the discovery service and/or the migration
implementation service in the depicted embodiment. After the database server corresponding to
configuration item 1622R has been transitioned as part of the phase migration to availability
container 1610B of the provider network 1620, the client’s view may be updated to show the
migrated configuration item (labeled 1674C) as shown in interface 1602B.

[00106] In at least some embodiments, the visualization service may also support interfaces
enabling before-and-after performance comparisons with respect to migrations. For example, a
baseline view of the performance of the application (e.g, throughput, transaction
latencies/response times, etc.) prior to a migration may be shown in region 1646, while the
corresponding post-migration performance statistics may be shown in region 1647. If the post-
performance statistics are unsatisfactory, the client may initiate the reverse migration (e.g., moving
the database server back to the external data center in the depicted example) if desired.

[00107] In one embodiment, the visualization interface may be used by clients to directly
specify tags to be associated with various roles played by configuration items within applications.
For example, an “add tag” control may be provided for clients to define new tags or associate
existing tags with selected configuration items via the interface. Over time, a library of tags may
be accumulated, and clients may use the visualization interface to inspect available tags, issue
tagging requests with respect to existing tags of the library, or add new tags to the library. In effect,
the client may “teach” the discovery service regarding application patterns using such controls
provided by the visualization service. After the client has associated a webserver tag, for example,

with one or more configuration items using the visualization service, the discovery service may

37



10

15

20

25

30

WO 2017/223262 PCT/US2017/038653

monitor the behavior (e.g., the patterns of network interactions with other configuration items) of
the tagged items. The discovery service may be able to generate heuristics, based on the observed
behavior, which can be used to automatically tag other configuration items with the same
labels/tags as the examples provided by the clients, without being explicitly requested by the client
to do so. For example, after the client has provided some examples of web servers or database
servers within an environment implementing a multi-tier web application architecture, the
discovery service may be able to identify other web servers and/or database servers within other
environments implementing similar application architectures on its own, and display auto-
generated tags accordingly.

Methods for supporting a configuration data visualization service

[00108] FIG. 17 is a flow diagram illustrating aspects of operations that may be performed by
a visualization service to provide graphical representations of configuration records, according to
at least some embodiments. As shown in element 1701, a determination may be made, e.g., when
a client logs in to a visualization tool or console or when a client issues a visualization request via
a programmatic interface, that a graphical representation of configuration information associated
with one or more application execution environments of the client is to be provided. The
application execution environments may comprise resources distributed among one or more data
centers. Some of the data centers may be part of respective provider networks, while others may
be at customer-owned premises. Using one or more queries directed to a discovery service’s
repository of coalesced configuration records, the visualization service may identify the particular
visualization target environment or environments for which information is to be displayed
(element 1704). In some embodiments, the visualization service may be external to the
configuration discovery service, while in other embodiments the visualization service may form
part of the configuration discovery service. In some cases a given customer account of the
visualization service (or the discovery service) may have several different application execution
environments associated with the account, and the particular set of configuration items that can be
viewed may differ from one client-side display environment to another. From a workstation
situated within a customer’s offices, for example, a larger subset of the client’s application
execution environments may be accessed via visualizations than from a tablet computer. In at least
some embodiments, an identity and access management system may be used to determine the kinds
of configuration items for which a display can be provided.

[00109] The visualization service may identify various characteristics of the client-side display
environment (e.g., using APIs supported by the client-side device operating systems) (element

1707). The characteristics may include the number and sizes of the screens available, the
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computing capacity of the client-side device at which the graphical representation is to be
provided, the network bandwidth available for communications between the service and the client
device, and so on. Based on the amount of configuration data available for the visualization target
environment, and/or on the characteristics of the display environment, a number of decisions may
be made at the visualization service regarding the initial graphical representation to be generated
for the client. These decisions may include selecting the granularity at which configuration
information is to be displayed (e.g., aggregated at the data center level, availability container level,
room level, server level, etc.) and the view category to be used (e.g., a tabular view, a
graph/network view or a tree/hierarchical view) (element 1710).

[00110] In at least some embodiments a time window with respect to which configuration
changes are to be highlighted, e.g., using a dashboard portion of the visualization interface, may
be determined (element 1713). A dynamically updated display of the visualization target
environment using the selected granularity and view category may be initiated at the client-side
display environment (element 1716). As and when new configuration data becomes available from
the discovery service, or in response to requests issued programmatically by the client, the display
may be updated (element 1719). In one embodiment, the characteristics of the client-side display
environment may sometimes be deemed insufficient to display the information requested by the
client. For example, the screen space available may be too small to show the level of detail
requested by the client, or the network bandwidth available to the client device may be too small
to transfer the amounts of data requested in a reasonable amount of time. In some such scenarios,
based for example on an estimate of resource usage associated with fulfilling the visualization
request via the current client-side display environment, the visualization service may transmit a
recommendation to utilize an offline tool (or a different client-side display environment than the
one being used currently) for displaying information requested in the visualization request.

Migration marketplace service

[00111] Asmentioned in the context of FIG. 1, a provider network may implement one or more
migration-related services in some embodiments, with the high-level goals of enabling customers
to transfer applications or application components from one set of physical or virtual platforms to
another as desired, e.g., to help reduce costs, increase the availability or resilience of the
applications, simplify management, and the like. The information collected by the discovery
service may be useful in making migration-related decisions as discussed earlier. However, due in
part to the many dependencies among the components of complex application stacks, the process
of transitioning an application from one environment to another may sometimes benefit from

expertise that may not be available within the application-owner organizations. In some
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embodiments, the provider network at which the configuration discovery service runs may act as
an intermediary between migration facilitators or experts and application owners by implementing
a migration marketplace service. A business entity that is able to help plan and/or implement the
migration of applications or application components from one set of execution platforms to
another, such as from a customer-owned data center to a provider network or from one provider
network to another, may be termed a migration facilitator or a migration practitioner herein. If the
migration facilitator differs from the entity which operates the target set of execution platforms (to
which the application is to be migrated) and differs from the entity whose application is being
migrated, the migration facilitator may be referred to as a third-party migration facilitator. At least
some migration facilitators may not be characterized as third parties — e.g., a professional services
or consulting organization which is part of (or affiliated with) one of the provider networks to/from
which migrations are to be performed may also utilize the migration marketplace service in the
role of a migration facilitator in some embodiments. At a high level, the migration marketplace
service may enable application owners to learn about potential partners that can help with complex
application migration tasks, and may enable migration facilitators to find customers. Migration
facilitators may include tool providers (e.g., independent software vendors or ISVs that develop
migration tools which can be used by clients to implement application migrations), technical
experts who are available to actually plan and implement migrations instead of providing tools as
such, professional services organizations, partners of the provider network operator, and so on in
various embodiments.

[00112] FIG. 18 illustrates an example system environment in which a migration marketplace
service which utilizes data collected at a configuration discovery service may be implemented,
according to at least some embodiments. As shown, system 1800 comprises a provider network
1802 at which a number of network-accessible services are implemented. The services include a
virtualized computing service 1810, a packaged-program execution service 1812, one or more
storage or database services 1814, a configuration discovery service 1804, a migration marketplace
service 1806, and a migration planning and implementation service 1808. Each service may
implement a set of programmatic interfaces in the depicted embodiment, which may be used for
interactions between the services and their clients, and may also be used for inter-service
interactions in some cases. The VCS programmatic interfaces 1844 associated with virtualized
computing service 1810 may be used to acquire, use and release virtual machines. The PES
interfaces 1845 of the packaged-program execution service 1812 may be used to submit requests
for the execution of programs without explicitly allocating servers to the requesters, and for

receiving results of the program executions. The SDS programmatic interfaces 1846 may be used
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to store and access data sets associated with various applications. The CDS programmatic
interfaces 1841 of the discovery service 1804 may be employed to initiate automated discovery of
configuration information as discussed earlier, and to view the results of the automated discovery.
The MPIS interfaces 1843 of the migration planning and implementation service 1808 may be
used to generate detailed migration plans and execute the plans.

[00113] The migration marketplace service 1806 may utilize some or all of the other services
shown in FIG. 18 in the depicted embodiment. The MMS programmatic interfaces 1842 of the
migration marketplace service may be utilized by at least two types of entities — potential migration
clients 1834 (e.g., owners of applications that may be migrated) and migration facilitators 1836.
According to one embodiment, a client 1834 may transmit a request to the migration marketplace
service to enable one or more migration facilitators to access at least some subset of the
configuration information associated with the client’s applications. The configuration information
to which access permission is to be granted may, for example, be stored in the coalesced
configuration records of a repository maintained at the discovery service 1804. As discussed
earlier a given application execution environment of the client 1834 may include configuration
items or resources distributed among a plurality of platforms, e.g., including some resources
outside provider network 1802 and/or some resources located within provider network 1802. In
some embodiments, the client 1834 may request that at least some of the configuration details be
obfuscated or anonymized before being provided to the migration facilitators — that is, the
facilitators may be permitted to access some aspects of the configuration information without
being provided the full details. In some cases, the clients may allow only a specified set of
migration facilitators to examine the configuration information, while in other embodiments any
migration facilitator which has been registered or approved by the migration marketplace service
may be granted access permission. In response to a client request to share access to the client’s
configuration record collection, the migration marketplace service 1806 may initiate the
modification of one or more security settings for the configuration records (e.g., either within
metadata maintained by the migration marketplace service itself, or within metadata of the
discovery service 1804).

[00114] The migration marketplace service 1806 may receive respective membership requests
from migration facilitators via the MMS programmatic interfaces 1842 in the depicted
embodiment. In at least some embodiments, the migration marketplace service may initiate a set
of validation procedures (e.g., to verify the identity and business background of the facilitator)

before registering a migration facilitator as an authorized member of the marketplace.
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[00115] A registered migration facilitator may transmit a migration candidate matching request
1837 via interfaces 1842 in the depicted embodiment. Such a request may include, for example, a
description of the facilitator’s expertise or capabilities (e.g., the kinds of application stacks whose
migrations the facilitator has helped with in the past) and/or characteristics of the kinds of
migration clients the facilitator would prefer (e.g., a minimum or maximum size of the to-be-
migrated application execution environment, the geographical location of the to-be-migrated
application execution environment or the migration destination environment, etc.). A response to
the migration candidate matching request 1837, identifying one or more potential customers for
the facilitator from among clients of the discovery service 1804 may be generated at the service
1806 using configuration information to which the migration facilitator has been granted access.
In some embodiments a discussed below in further detail, the migration marketplace service 1806
may execute service-generated algorithms to find matching customers, while in other
embodiments the facilitator may supply its own executable code modules to find potential
customers and the facilitator-supplied code may be run at the pre-packaged program execution
service 1812 or at some other platforms.

[00116] The migration facilitator 1836 may examine the provided information regarding
potential migration candidates provided by service 1806, and submit a migration proposal via the
interfaces 1842 to the service 1806. The proposal may describe various aspects of the assistance
that the facilitator is willing to provide, including for example a preliminary cost estimate for
migrating a specified subset or all of an application execution environment, a preliminary schedule
or implementation plan, and the like. If the migration facilitator is an independent software vendor
offering a migration tool rather than a technical expert interested in actually implementing the
migration, the name of the tool (which can be used by the client to migrate their application) may
be included in the proposal in some embodiments. The service 1806 may then transmit a
representation of the proposal 1837 to the potential migration client 1834 via the programmatic
interfaces 1842. The service 1806 may receive numerous proposals for a given application
environment of the same potential migration client 1834 in some embodiments, each of which may
be programmatically provided to the client.

[00117] If the client 1834 finds one of the proposals acceptable and wishes to proceed with
detailed migration planning and/or implementation, in some embodiments an approval message
may be transmitted to the migration marketplace service via interfaces 1842. In response to such
an approval message, in one embodiment the migration marketplace service may initiate
operations to enable the client 1834 to execute a workflow of a migration planning/implementation

service 1808, e.g., by seamlessly and programmatically transferring further migration interactions
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to MPIS interfaces 1842. Thus, in at least some embodiments, the migration marketplace service
1806 may not necessarily be responsible for detailed planning and actual implementations of
migrations; instead, the primary role of the migration marketplace service 1806 may comprise
acting as a trusted conduit of information between potential migration clients and migration
facilitators before the detailed work of planning and executing a migration is begun. In other
embodiments, the migration marketplace service may be responsible for planning and/or
coordinating the implementation of at least some aspects of migration. It is noted that the
visualization service discussed herein in the context of FIG. 10 — FIG. 17 may also be used with
the migration marketplace service 1806 and/or migration planning/implementation services 1808
in some embodiments. The visualization service may provide a unified seamless set of graphical
interfaces which can be used to view application execution environment configuration data,
identify potential facilitators for application migrations, and plan and implement such migrations
as desired in such embodiments.

Programmatic interactions with migration marketplace service

[00118] FIG. 19 illustrates example programmatic interactions between a client and a migration
marketplace service, according to at least some embodiments. As shown, a client 1920 may submit
a discovery data access grant request 1925 to one or more computing devices of the migration
marketplace service 1922 via programmatic interfaces. The discovery data access grant request
1925 may comprise, for example, a set of application environment identifiers 1928 corresponding
to the client’s configuration record collections, one or more security constraints 1931 and/or a
facilitator list 1934. The facilitator list 1934 may indicate one or more specific facilitators to which
configuration information of the client 1920 is to be disclosed if needed, or may indicate that any
registered/authorized facilitator may be provided the configuration information. Security
constraints 1931 may indicate whether any limits are to be placed on the revealed configuration
data (e.g., the client may prefer that details of some types of configuration items not be revealed
at the individual configuration item level although aggregated information may be revealed),
which aspects of the configuration information if any are to be anonymized or obfuscated, and so
on.

[00119] Based at least in part on the contents of the request 1925, the migration marketplace
service 1922 may modify security settings associated with the client’s configuration records, e.g.,
at a marketplace metadata repository 1955 and/or at the configuration discovery service 1957. A
confirmation message 1975 indicating that the requested access permission changes have been

applied may be transmitted to the client 1920 via a programmatic interface.
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[00120] FIG. 20 illustrates a first set of example programmatic interactions between a migration
facilitator and a migration marketplace service, according to at least some embodiments. In the
depicted embodiment, a migration facilitator 2020 may submit a migration candidate identification
query 2025 to the migration marketplace service 2022 via a programmatic interface. The query
2025 may include respective descriptors of the facilitator’s capabilities 2028 (e.g., the types of
application for whose migration the facilitator is interested in providing assistance) and candidate
preferences 2031 (e.g., the minimum and/or maximum application configuration sizes whose
migration the facilitator is willing to assist with, preferred geographical regions or locations from
the perspective of the facilitator, and so on).

[00121] In response to the candidate identification query 2025, a filter specification 2037 to
retrieve matching configuration data from the configuration discovery service database 2040 may
be prepared at the migration marketplace service 2022. In some embodiments, a configuration data
anonymizer 2034 may participate in the preparation of the filter specification 2037 so that only the
subset of configuration data to which access has been granted by potential migration clients via
access grant requests of the kind discussed in the context of FIG. 19 is retrieved. In various
embodiments, obfuscation criteria (e.g., provided by the potential migration clients, or generated
by the migration marketplace service based on heuristics) may be used to prepare the filters to
avoid breaches of client configuration security or confidentiality. In one embodiment, instead of
or in addition to generating the filter specification, the configuration data anonymizer 2034 may
process the configuration data retrieved from the discovery service database to ensure that any
security constraints indicated by the potential migration clients are not violated.

[00122] A curated candidate environment list 2046, indicating application execution
environments and/or clients which match the capabilities and preferences of the migration
facilitator 2020 may be transmitted via the service’s programmatic interfaces to the facilitator. The
facilitator in turn may submit a list 2049 of migration proposals to the service 2022, corresponding
to some or all of the candidate environments and clients indicated in list 2046. The migration
marketplace service may then transmit representations of the migration proposals 2051 (e.g.,
2051A and 2051B) to the appropriate clients 2080 (e.g., 2080A or 2080B) in the depicted
embodiment via the service’s programmatic interfaces. At least some of the proposals 2051 may
include a respective indication of a preliminary cost estimate 2054 (e.g., 2054A or 2054B) for the
proposed migration effort in the depicted embodiment. In one embodiment, a proposal 2051 may
also or instead include a migration schedule estimate, or a feedback record (e.g., a review or
rating/ranking score) indicative of an earlier migration implemented by the facilitator associated

with the proposal.
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[00123] FIG. 21 illustrates a second set of example programmatic interactions between a
migration facilitator and a migration marketplace service, according to at least some embodiments.
The primary difference between FIG. 21 and FIG. 20 is that in the scenario illustrated in FIG. 21,
the migration facilitator may transmit an executable program code module which can be executed
to identify migration candidates which match the facilitator’s requirements, instead of relying on
the migration marketplace service to use service-generated matching algorithms. Such an approach
may, for example, enable the migration facilitators to reduce the amount of detailed information
regarding the facilitators’ capabilities or constraints that have to be provided to the marketplace
service, and may also reduce the burden placed on the marketplace service to develop accurate and
efficient matching algorithms.

[00124] In the embodiment shown in FIG. 21, a migration facilitator 2120 submits a migration
candidate identification query 2125 comprising an indication of an executable candidate-matching
algorithm code module 2128 to the migration marketplace service 2122. In some implementations
the query 2125 may include some indication of an execution platform or service at which the
candidate-matching code module 2128 is to be run. The service 2122 transmits the code 2128 to a
selected execution service 2175 (e.g., the packaged-program execution service 1812 of FIG. 18).
The use of the packaged-program execution service may have the benefit that no resources may
have to be pre-allocated for the migration facilitator; instead, the packaged-program execution
service may simply find an available execution platform from among a pool of platforms, run the
module on that platform and provide the results of the execution. The migration facilitator may
only be responsible for the computation resources actually used for the execution of the module.
In some cases, other execution platforms such as virtual machines of the provider network’s
virtualized computing service may be used.

[00125] As a result of the execution of the matching algorithm code, a filter specification 2178
may be transmitted to the configuration discovery service, and a set if matching candidate
configuration environments 2181 may be generated accordingly. The matching algorithm code
may use the candidate configuration environments to produce a migration proposal list 2183
transmitted to the migration marketplace service. The individual proposals 2184 (e.g., 2184A or
2184B) of the list may then be transmitted to the appropriate clients 2180 (e.g., 2180 or 2180B) in
the depicted embodiment.

Marketplace metadata

[00126] FIG. 22 illustrates examples of entries that may be stored at a metadata repository of a

migration marketplace service, according to at least some embodiments. As shown, the metadata
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repository 2205 may comprise at least two categories of information: migration facilitator records
2231 and discovery service client records 2251.

[00127] The migration facilitator records 2231 may include, for example, descriptors of the
facilitators’ capabilities 2233 or expertise (e.g., the types of application stacks the facilitators with
whose migrations the facilitators have experience). The records 2231 may also include the
facilitators’ preferences or requirements 2235 regarding the characteristics which make migration
candidates suitable for the facilitators (e.g., the geographical distribution of the pre-migration or
post-migration configuration items, the range of acceptable or preferred sizes of the to-be-migrated
application environments, or preferred geographical regions or locations of operation of the
facilitators) in various embodiments. In at least one embodiment the records 2231 may also include
feedback 2237 or testimonials indicating the appraisals of the facilitators’ earlier assistance. The
feedback may include ratings or rankings (e.g., a number of stars between 1 and 5, with 1 indicating
a poor rating and 5 indicating an excellent rating) as well as text reviews in some embodiments.
In the depicted embodiment, the records 2231 may also include migration proposal histories 2239
(indicating one or more proposals generated by the facilitators in the past) and proposal conversion
histories 2241 indicating the subset of the proposals which were accepted by clients.

[00128] The discovery service client records 2251 may include the configuration data access
grants 2253 corresponding to various clients. In addition, in at least one embodiment, entries 2255
indicating the migration histories of the clients may also be maintained. It is noted that in some
embodiments, at least some of the kinds of elements shown in FIG. 22 may not necessarily be
stored at the migration marketplace service.

Web-based marketplace service interface

[00129] FIG. 23 illustrates an example web-based interface which may be implemented by a
migration marketplace service, according to at least some embodiments. As shown, the interface
comprises a web page 2302 which includes a message area 2310, some number of advertisement
regions 2315 (e.g., 2315A- 2315D) corresponding to respective registered migration facilitators,
and interaction controls (e.g., buttons or web links) 2325, 2327 and 2329.

[00130] The message area 2302 may inform a client of the migration marketplace service that
additional information regarding various migration facilitators can be obtained by links indicated
in the advertisements. Each of the advertisements may indicate the application stacks that a
particular facilitator is willing to assist with — e.g., facilitator F1’s supported application stacks
2322A in advertisement region 2315A, facilitator F2’s supported application stacks 2322B in
advertisement region 2315B, and so on. Ranking/rating feedback 2324 for the facilitators, as well
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as example pricing information 2325 may also be included in the advertisements in some
embodiments.

[00131] Case studies indicating the benefits of migrating applications (e.g., to the provider
network from customer-owned data centers) may be made available to clients via button control
2325 of the web page 2302. Additional information (e.g., white papers or online tutorials)
regarding automated discovery of configuration items and/or migration planning may be accessed
via button control 2327. In the depicted embodiment, clients may sign up for recommendations
regarding migration facilitators using control 2329. In various embodiments, clients may use the
migration marketplace service’s interfaces to submit requests for assistance with migration. For
example, in some embodiments, clients of the provider network who have not yet started using the
discovery service, but may potentially be interested in migrating their applications at some time in
the future, may transmit requests via the marketplace service’s programmatic interfaces to initiate
the automated discovery of configuration items. In response to such a request, the migration
marketplace service may invoke the programmatic interfaces of the configuration discovery
service on behalf of the client so that the retrieval of configuration information from data sources
associated with the client’s applications can be begun. The collected information may later be used
to match the client with appropriate migration facilitators. In at least one embodiment, a client on
whose behalf configuration data has already been collected at a discovery service may submit a
migration assistance request to the migration marketplace service. The migration marketplace
service may execute its own matching algorithms based on the client’s configuration data and the
metadata stored regarding facilitators (e.g., in repository 2205 of FIF. 22), and provide facilitator
recommendations to the client.

Methods for supporting a migration marketplace

[00132] FIG. 24 is a flow diagram illustrating aspects of operations that may be performed at a
migration marketplace service, according to at least some embodiments. As shown in element
2401, a request to enable migration facilitators to access configuration records of a client’s
application environments may be received at a migration marketplace service of a provider
network. The configuration records may have been collected from a variety of data sources
affiliated with a configuration discovery service as described earlier. Security metadata for the
configuration record collection of the client may be modified accordingly (element 2404). As
mentioned earlier, in some cases the security settings may be modified at the discovery service,
while in other embodiments security metadata may be maintained by the migration marketplace

service itself.
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[00133] A migration candidate identification request or query may be received at the
marketplace service from a migration facilitator (element 2407). A filter specification or query
limiting the configuration data retrieved from a discovery service database based on the client’s
permission grants and/or data obfuscation requirements may be transmitted to the discovery
service (element 2410). In some embodiments, the migration marketplace service may transmit
the filter specification or query. In other embodiments, executable code for a migration candidate
matching algorithm may be supplied by the migration facilitator, and may be run at a different
service of the provider network (such as a packaged-program execution service which does not
require pre-allocation of servers for the code), resulting in the submission of the filter specification
or query.

[00134] The configuration information retrieved in response to the filtering may be used to
generate one or more migration proposals (element 2413), e.g., indicating that the migration
facilitator is interested in assisting with the migration of a client’s execution environment. In at
least some embodiments the proposal may include a preliminary cost estimate. The marketplace
service may transmit a representation of the proposal via its programmatic interfaces to the client
to which the proposal applies (element 2416). Optionally, in response to a client’s acceptance of a
proposal via a programmatic interface, the migration marketplace service may initiate a workflow
of a separate migration planning or implementation service (element 2419).

[00135] It is noted that in various embodiments, at least some operations other than those
illustrated in the flow diagrams of FIG. 9, FIG. 17, and FIG. 24 may be used to implement the
configuration discovery-related and migration marketplace-related techniques described above.
Some of the operations shown may not be implemented in some embodiments or may be
implemented in a different order, or in parallel rather than sequentially.

Use cases

[00136] The techniques described above, of automated collection, coalescing and visualization
of configuration data from a variety of sources at multiple networks, and of implementing
migration-related online marketplaces, may be useful in a variety of embodiments. For complex
application stacks distributed among customer-owned and provider-owned resources, the
described configuration discovery service may be able to combine and curate application
configuration data from diverse sources with varying levels of granularity, trust and accuracy. The
service may expose the collected data, organized according to a standardized ontology-based
naming schema, via easy-to-use programmatic interfaces including APIs that can be used to build
higher-level services, such as services that help customers plan and implement the migration of

their applications to provider network environments. Visualization components of the
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configuration discovery service information may make it easier for customers to obtain overviews
of their entire application stacks, as well as to drill down into any desired level of detail, which
can help with resource capacity planning, debugging performance and troubleshooting. A
migration marketplace service may act as an intermediary that can introduce application owners,
who may potentially be interested in migrating their applications to provider networks, but may
not have the necessary technical expertise to be certain about how to plan and implement the
migrations, to migration facilitators or experts that may be able to help the application owners with
their migration needs. The migration service may ensure that the information provided regarding
a given application environment meets the security criteria of the application owners, and may
support a smooth transition to a migration planning and implementation service for customers who
have selected a migration facilitator.
[00137] Embodiments of the present disclosure can be described in view of the following
clauses:
1. A system, comprising:
one or more computing devices of a network-accessible configuration discovery service;
wherein the one or more computing devices are configured to:
receive, from a first data source, a first data set pertaining to configuration items
associated with a particular client,
generate, based at least in part on analysis of the first data set, a service-side
identifier for a particular configuration item associated with the particular
client, wherein the first data set includes a first data-source-side identifier
of the first configuration item, and wherein the first data set includes a first
collection of one or more attributes of the particular configuration item;
receive, from a second data source, a second data set pertaining to configuration
items associated with the particular client;
determine that the second data set includes a second collection of one or more
attributes of the particular configuration item, and wherein the second data
set does not include the first data-source-side identifier;
update, based at least in part on a first trust score associated with the first data
source, and based at least in part on a second trust score associated with the
second data source, a coalesced configuration record corresponding to the
particular configuration item, wherein the coalesced configuration record

comprises a plurality of attributes of the particular configuration item;
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in response to a query received via a programmatic interface, transmit a
representation of at least a portion of the coalesced configuration record.
2. The system as recited in clause 1, wherein the one or more computing devices are
configured to:
receive, via a bulk import programmatic interface, the first data set; and
receive, via an event-level programmatic interface, the second data set.
3. The system as recited in clause 1, wherein the one or more computing devices are
configured to:
receive, via a programmatic interface, an indication of a first item group descriptor,
wherein the first item group descriptor indicates one or more of: (a) an expected
interconnection topology of a plurality of configuration items associated with an
application, (b) an expected item name list associated with the application or (c) an
expected pattern of communication between a pair of configuration items
associated with the application; and
designate, based at least in part on one or more attributes of the particular configuration
item, and based at least in part on the first item group descriptor, the particular
configuration item as a member of a particular item group with a particular item
group tag; and
store an indication that the particular item group tag is assigned to the first coalesced
configuration record.
4. The system as recited in clause 1, wherein the one or more computing devices are
configured to:
determine, based at least in part on an analysis of a third data set, that one or more network
packets have been received at a receiving endpoint from a sending endpoint via an
obfuscating intermediary, wherein the receiving endpoint is represented by a
second configuration item at the configuration discovery service, and wherein an
identity of a representative configuration item for the sending endpoint has not been
determined at the configuration discovery service; and
initiate an execution of an endpoint detection algorithm with respect to the sending
endpoint; and
update a second coalesced configuration record based at least in part on a result of the
endpoint detection algorithm.
5. The system as recited in clause 1, wherein the one or more computing devices are

configured to:
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assign respective relevance scores to individual ones of a plurality of configuration items,
including the particular configuration item; and
generate a response to a second query based at least in part on a relevance score assigned
to the particular configuration item.
6. A method, comprising:
performing, by one or more computing devices of a network-accessible configuration
discovery service;
generating, based at least in part on analysis of a first data set produced by a first
configuration data source, a service-side identifier for a particular
configuration item associated with a particular client, wherein the first data
set includes a first collection of one or more attributes of the particular
configuration item;
determining that a second data set includes a second collection of one or more
attributes of the particular configuration item, wherein the second data set
does not include the service-side identifier;
updating, based at least in part on a first trust score associated with the first
configuration data source, a first coalesced configuration record
corresponding to the particular configuration item; and
in response to a query received via a programmatic interface, transmitting a
representation of at least a portion of the first coalesced configuration
record.
7. The method as recited in clause 6, further comprising performing, by the one or
more computing devices:
receiving, via a bulk import programmatic interface of the network-accessible
configuration discovery service, the first data set exported from a configuration
management database of the client; and
receiving, via an event-level programmatic interface of the network-accessible
configuration discovery service, the second data set.
8. The method as recited in clause 6, further comprising performing, by the one or
more computing devices:
generating, based at least in part on an examination of a third collection of one or more
attributes included in a third data set, a second service-side identifier designated for

a second configuration item;
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storing a second coalesced configuration record associated with the second configuration

item;

determining, after storing the second coalesced configuration record, that the third

collection of one or more attributes are associated with the particular configuration
item for which the first coalesced configuration record was updated;

modifying the first coalesced configuration record based at least in part on contents of the

second coalesced configuration record; and

removing the second coalesced configuration record.

9. The method as recited in clause 8, wherein said determining that the third collection
of one or more attributes are associated with the particular configuration item comprises one or
more of: (a) receiving a correction request via a programmatic interface or (b) performing a
resource usage correlation analysis.

10. The method as recited in clause 6, further comprising performing, by the one or
more computing devices:

receiving, via a programmatic interface, an indication of a first item group descriptor,

wherein the first item group descriptor indicates one or more of: (a) an expected
interconnection topology of a plurality of configuration items associated with an
application, (b) an expected item name list associated with the application, (c¢) an
expected pattern of communication between a pair of configuration items
associated with the application; and

designating, based at least in part on one or more attributes of the particular configuration

item, and based at least in part on the first item group descriptor, the particular
configuration item as a member of a particular item group with a particular item
group tag; and

storing an indication that the particular item group tag is assigned to the first coalesced

configuration record.

11. The method as recited in clause 6, further comprising performing, by the one or
more computing devices:

determining, based at least in part on an analysis of a third data set, that one or more

network packets have been received at a receiving endpoint from a sending
endpoint via an obfuscating intermediary, wherein the receiving endpoint is
represented by a second configuration item at the configuration discovery service,
and wherein an identity of a representative configuration item for the sending

endpoint has not been determined at the configuration discovery service; and
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initiating an execution of an endpoint detection algorithm with respect to the sending

endpoint; and

updating a second coalesced configuration record based at least in part on a result of the

endpoint detection algorithm.

12. The method as recited in clause 11, wherein the endpoint detection algorithm
comprises one or more of (a) issuing a sequence of connection establishment and connection
termination requests, (b) matching delays between receptions of successive network packets to
delays between transmissions of successive network packets, or (¢) analyzing packet sequence
numbers.

13. The method as recited in clause 6, further comprising performing, by the one or
more computing devices:

assigning respective relevance scores to individual ones of a plurality of configuration

items, including the particular configuration item; and

generating, based at least in part on a relevance score assigned to a second configuration

item, a response to a second query.

14. The method as recited in clause 13, further comprising performing, by the one or
more computing devices:

determining a relevance score of the second configuration item based at least in part on one

or more of’ (a) a repetition frequency associated with the second configuration item,
(b) resource usage associated with the second configuration item, or (c) a query
history associated with the second configuration item.

15. The method as recited in clause 6, further comprising performing, by the one or
more computing devices:

storing a plurality of coalesced configuration records associated with a particular

application at a first data store, wherein the first data store has a first average record
retrieval latency, and wherein individual ones of the plurality of coalesced
configuration records have associated timestamps;

loading, in reverse chronological order with respect to the associated timestamps, at least

a subset of the plurality of coalesced configuration records from the first data store
to a second data store, wherein the second data store has a second average record
retrieval latency which is smaller than the first average record retrieval latency; and
providing, using the second data store, a response to a temporal query directed to the

particular application.
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16. A non-transitory computer-accessible storage medium storing program instructions
that when executed on one or more processors:
generate, based at least in part on analysis of a first data set provided by a first configuration
data source, a service-side identifier for a particular configuration item associated
with a particular client, wherein the first data set includes a first collection of one
or more attributes of the particular configuration item, and wherein the first data set
does not include the service-side identifier;
determine that a second data set includes a second collection of one or more attributes of
the particular configuration item, wherein the second data set does not include the
service-side identifier;
update, based at least in part on a first trust score associated with the first configuration
data source, a first coalesced configuration record corresponding to the particular
configuration item; and
in response to a query received via a programmatic interface, transmit a representation of
at least a portion of the first coalesced configuration record.
17. The non-transitory computer-accessible storage medium as recited in clause 16,
wherein the instructions when executed on the one or more processors:
determine contents of a first item group descriptor, wherein the first item group descriptor
indicates one or more of’ (a) an expected interconnection topology of a plurality of
configuration items associated with an application, (b) an expected item name list
associated with the application, (¢) an expected pattern of communication between
a pair of configuration items associated with the application; and
designate, based at least in part on one or more attributes of the particular configuration
item, and based at least in part on the first item group descriptor, the particular
configuration item as a member of a particular item group with a particular item
group tag; and
store an indication that the particular item group tag is assigned to the first coalesced
configuration record.
18. The non-transitory computer-accessible storage medium as recited in clause 16,
wherein the instructions when executed on the one or more processors:
determine, based at least in part on an analysis of a third data set, that one or more network
packets have been received at a receiving endpoint from a sending endpoint via an
obfuscating intermediary, wherein the receiving endpoint is represented by a

second configuration item at a discovery service, and wherein an identity of a

54



10

15

20

25

30

WO 2017/223262 PCT/US2017/038653

representative configuration item for the sending endpoint has not been determined
at the discovery service; and

initiate an execution of an endpoint detection algorithm with respect to the sending

endpoint; and

update a second coalesced configuration record based at least in part on a result of the

endpoint detection algorithm.

19. The non-transitory computer-accessible storage medium as recited in clause 16,
wherein the instructions when executed on the one or more processors:

assign respective relevance scores to individual ones of a plurality of configuration items,

including the particular configuration item; and

generate, based at least in part on a relevance score assigned to the particular configuration

item, a response to a second query.

20. The non-transitory computer-accessible storage medium as recited in clause 16,
wherein the first configuration data source is instantiated at a data center of a first provider network
operator, and wherein the instructions when executed on the one or more processors:

establish network connectivity to a plurality of data sources including the first

configuration data source, a second configuration data source and a third
configuration data source to obtain configuration data pertaining to one or more
applications of the particular client, wherein the second configuration data source
is instantiated at a data center of a second provider network operator, and wherein
the third configuration data source is instantiated at a data center which is not part
of a provider network.

Illustrative computer system

[00138] In at least some embodiments, a server that implements a portion or all of one or more
of the technologies described herein, including the techniques to implement components of the
configuration discovery service, an associated visualization service and/or a migration
marketplace service may include a general-purpose computer system that includes or is configured
to access one or more computer-accessible media. FIG. 25 illustrates such a general-purpose
computing device 9000. In the illustrated embodiment, computing device 9000 includes one or
more processors 9010 coupled to a system memory 9020 (which may comprise both non-volatile
and volatile memory modules) via an input/output (I/0) interface 9030. Computing device 9000
further includes a network interface 9040 coupled to I/O interface 9030.

[00139] In various embodiments, computing device 9000 may be a uniprocessor system

including one processor 9010, or a multiprocessor system including several processors 9010 (e.g.,
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two, four, eight, or another suitable number). Processors 9010 may be any suitable processors
capable of executing instructions. For example, in various embodiments, processors 9010 may be
general-purpose or embedded processors implementing any of a variety of instruction set
architectures (ISAs), such as the x86, PowerPC, SPARC, or MIPS ISAs, or any other suitable ISA.
In multiprocessor systems, each of processors 9010 may commonly, but not necessarily,
implement the same ISA. In some implementations, graphics processing units (GPUs) may be used
instead of, or in addition to, conventional processors.

[00140] System memory 9020 may be configured to store instructions and data accessible by
processor(s) 9010. In at least some embodiments, the system memory 9020 may comprise both
volatile and non-volatile portions; in other embodiments, only volatile memory may be used. In
various embodiments, the volatile portion of system memory 9020 may be implemented using any
suitable memory technology, such as static random access memory (SRAM), synchronous
dynamic RAM or any other type of memory. For the non-volatile portion of system memory
(which may comprise one or more NVDIMMs, for example), in some embodiments flash-based
memory devices, including NAND-flash devices, may be used. In at least some embodiments, the
non-volatile portion of the system memory may include a power source, such as a supercapacitor
or other power storage device (e.g., a battery). In various embodiments, memristor based resistive
random access memory (ReRAM), three-dimensional NAND technologies, Ferroelectric RAM,
magnetoresistive RAM (MRAM), or any of various types of phase change memory (PCM) may
be used at least for the non-volatile portion of system memory. In the illustrated embodiment,
program instructions and data implementing one or more desired functions, such as those methods,
techniques, and data described above, are shown stored within system memory 9020 as code 9025
and data 9026.

[00141] In one embodiment, I/O interface 9030 may be configured to coordinate I/O traffic
between processor 9010, system memory 9020, and any peripheral devices in the device, including
network interface 9040 or other peripheral interfaces such as various types of persistent and/or
volatile storage devices. In some embodiments, I/O interface 9030 may perform any necessary
protocol, timing or other data transformations to convert data signals from one component (e.g.,
system memory 9020) into a format suitable for use by another component (e.g., processor 9010).
In some embodiments, I/O interface 9030 may include support for devices attached through
various types of peripheral buses, such as a variant of the Peripheral Component Interconnect
(PCI) bus standard or the Universal Serial Bus (USB) standard, for example. In some
embodiments, the function of I/O interface 9030 may be split into two or more separate

components, such as a north bridge and a south bridge, for example. Also, in some embodiments
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some or all of the functionality of I/O interface 9030, such as an interface to system memory 9020,
may be incorporated directly into processor 9010.

[00142] Network interface 9040 may be configured to allow data to be exchanged between
computing device 9000 and other devices 9060 attached to a network or networks 9050, such as
other computer systems or devices as illustrated in FIG. 1 through FIG. 24, for example. In various
embodiments, network interface 9040 may support communication via any suitable wired or
wireless general data networks, such as types of Ethernet network, for example. Additionally,
network interface 9040 may support communication via telecommunications/telephony networks
such as analog voice networks or digital fiber communications networks, via storage area networks
such as Fibre Channel SANSs, or via any other suitable type of network and/or protocol.

[00143] In some embodiments, system memory 9020 may be one embodiment of a computer-
accessible medium configured to store program instructions and data as described above for FIG.
1 through FIG. 24 for implementing embodiments of the corresponding methods and apparatus.
However, in other embodiments, program instructions and/or data may be received, sent or stored
upon different types of computer-accessible media. Generally speaking, a computer-accessible
medium may include non-transitory storage media or memory media such as magnetic or optical
media, e.g., disk or DVD/CD coupled to computing device 9000 via I/O interface 9030. A non-
transitory computer-accessible storage medium may also include any volatile or non-volatile
media such as RAM (e.g. SDRAM, DDR SDRAM, RDRAM, SRAM, etc.), ROM, etc., that may
be included in some embodiments of computing device 9000 as system memory 9020 or another
type of memory. Further, a computer-accessible medium may include transmission media or
signals such as electrical, electromagnetic, or digital signals, conveyed via a communication
medium such as a network and/or a wireless link, such as may be implemented via network
interface 9040. Portions or all of multiple computing devices such as that illustrated in FIG. 25
may be used to implement the described functionality in various embodiments; for example,
software components running on a variety of different devices and servers may collaborate to
provide the functionality. In some embodiments, portions of the described functionality may be
implemented using storage devices, network devices, or special-purpose computer systems, in
addition to or instead of being implemented using general-purpose computer systems. The term
“computing device”, as used herein, refers to at least all these types of devices, and is not limited
to these types of devices.

Conclusion

[00144] Various embodiments may further include receiving, sending or storing instructions

and/or data implemented in accordance with the foregoing description upon a computer-accessible
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medium. Generally speaking, a computer-accessible medium may include storage media or
memory media such as magnetic or optical media, e.g., disk or DVD/CD-ROM, volatile or non-
volatile media such as RAM (e.g. SDRAM, DDR, RDRAM, SRAM, etc.), ROM, etc., as well as
transmission media or signals such as electrical, electromagnetic, or digital signals, conveyed via
a communication medium such as network and/or a wireless link.

[00145] The various methods as illustrated in the Figures and described herein represent
exemplary embodiments of methods. The methods may be implemented in software, hardware,
or a combination thereof. The order of method may be changed, and various elements may be
added, reordered, combined, omitted, modified, etc.

[00146] Various modifications and changes may be made as would be obvious to a person
skilled in the art having the benefit of this disclosure. It is intended to embrace all such
modifications and changes and, accordingly, the above description to be regarded in an illustrative

rather than a restrictive sense.
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CLAIMS

1. A method, comprising:
performing, by one or more computing devices of a network-accessible configuration
discovery service;
generating, based at least in part on analysis of a first data set produced by a first
configuration data source, a service-side identifier for a particular
configuration item associated with a particular client, wherein the first data
set includes a first collection of one or more attributes of the particular
configuration item;
determining that a second data set includes a second collection of one or more
attributes of the particular configuration item, wherein the second data set
does not include the service-side identifier;
updating, based at least in part on a first trust score associated with the first
configuration data source, a first coalesced configuration record
corresponding to the particular configuration item; and
in response to a query received via a programmatic interface, transmitting a
representation of at least a portion of the first coalesced configuration

record.

2. The method as recited in claim 1, further comprising performing, by the one or
more computing devices:
receiving, via a bulk import programmatic interface of the network-accessible
configuration discovery service, the first data set exported from a configuration
management database of the client; and
receiving, via an event-level programmatic interface of the network-accessible

configuration discovery service, the second data set.

3. The method as recited in claim 1, further comprising performing, by the one or

more computing devices:
generating, based at least in part on an examination of a third collection of one or more
attributes included in a third data set, a second service-side identifier designated for

a second configuration item;
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storing a second coalesced configuration record associated with the second configuration
item;

determining, after storing the second coalesced configuration record, that the third
collection of one or more attributes are associated with the particular configuration
item for which the first coalesced configuration record was updated;

modifying the first coalesced configuration record based at least in part on contents of the
second coalesced configuration record; and

removing the second coalesced configuration record.

4. The method as recited in claim 3, wherein said determining that the third collection
of one or more attributes are associated with the particular configuration item comprises one or
more of: (a) receiving a correction request via a programmatic interface or (b) performing a

resource usage correlation analysis.

5. The method as recited in claim 1, further comprising performing, by the one or
more computing devices:

receiving, via a programmatic interface, an indication of a first item group descriptor,
wherein the first item group descriptor indicates one or more of: (a) an expected
interconnection topology of a plurality of configuration items associated with an
application, (b) an expected item name list associated with the application, (c¢) an
expected pattern of communication between a pair of configuration items
associated with the application; and

designating, based at least in part on one or more attributes of the particular configuration
item, and based at least in part on the first item group descriptor, the particular
configuration item as a member of a particular item group with a particular item
group tag; and

storing an indication that the particular item group tag is assigned to the first coalesced

configuration record.

6. The method as recited in claim 1, further comprising performing, by the one or

more computing devices:
determining, based at least in part on an analysis of a third data set, that one or more
network packets have been received at a receiving endpoint from a sending

endpoint via an obfuscating intermediary, wherein the receiving endpoint is
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represented by a second configuration item at the configuration discovery service,
and wherein an identity of a representative configuration item for the sending
endpoint has not been determined at the configuration discovery service; and
initiating an execution of an endpoint detection algorithm with respect to the sending
endpoint; and
updating a second coalesced configuration record based at least in part on a result of the

endpoint detection algorithm.

7. The method as recited in claim 6, wherein the endpoint detection algorithm
comprises one or more of (a) issuing a sequence of connection establishment and connection
termination requests, (b) matching delays between receptions of successive network packets to
delays between transmissions of successive network packets, or (¢) analyzing packet sequence

numbers.

8. The method as recited in claim 1, further comprising performing, by the one or
more computing devices:
assigning respective relevance scores to individual ones of a plurality of configuration
items, including the particular configuration item; and
generating, based at least in part on a relevance score assigned to a second configuration

item, a response to a second query.

0. The method as recited in claim 8, further comprising performing, by the one or
more computing devices:
determining a relevance score of the second configuration item based at least in part on one
or more of’ (a) a repetition frequency associated with the second configuration item,
(b) resource usage associated with the second configuration item, or (c) a query

history associated with the second configuration item.

10. The method as recited in claim 1, further comprising performing, by the one or

more computing devices:
storing a plurality of coalesced configuration records associated with a particular
application at a first data store, wherein the first data store has a first average record
retrieval latency, and wherein individual ones of the plurality of coalesced

configuration records have associated timestamps;
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loading, in reverse chronological order with respect to the associated timestamps, at least
a subset of the plurality of coalesced configuration records from the first data store
to a second data store, wherein the second data store has a second average record
retrieval latency which is smaller than the first average record retrieval latency; and
providing, using the second data store, a response to a temporal query directed to the

particular application.

11. A system including a processor coupled to a memory, the memory including
instructions that when executed cause the system to:

generate, based at least in part on analysis of a first data set provided by a first configuration
data source, a service-side identifier for a particular configuration item associated
with a particular client, wherein the first data set includes a first collection of one
or more attributes of the particular configuration item, and wherein the first data set
does not include the service-side identifier;

determine that a second data set includes a second collection of one or more attributes of
the particular configuration item, wherein the second data set does not include the
service-side identifier;

update, based at least in part on a first trust score associated with the first configuration
data source, a first coalesced configuration record corresponding to the particular
configuration item; and

in response to a query received via a programmatic interface, transmit a representation of

at least a portion of the first coalesced configuration record.

12.  The system of claim 11, wherein the instructions when executed further cause the
system to:

determine contents of a first item group descriptor, wherein the first item group descriptor
indicates one or more of’ (a) an expected interconnection topology of a plurality of
configuration items associated with an application, (b) an expected item name list
associated with the application, (¢) an expected pattern of communication between
a pair of configuration items associated with the application; and

designate, based at least in part on one or more attributes of the particular configuration
item, and based at least in part on the first item group descriptor, the particular
configuration item as a member of a particular item group with a particular item

group tag; and
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store an indication that the particular item group tag is assigned to the first coalesced

configuration record.

13.  The system of claim 11, wherein the instructions when executed further cause the
system to:

determine, based at least in part on an analysis of a third data set, that one or more network
packets have been received at a receiving endpoint from a sending endpoint via an
obfuscating intermediary, wherein the receiving endpoint is represented by a
second configuration item at a discovery service, and wherein an identity of a
representative configuration item for the sending endpoint has not been determined
at the discovery service; and

initiate an execution of an endpoint detection algorithm with respect to the sending
endpoint; and

update a second coalesced configuration record based at least in part on a result of the

endpoint detection algorithm.

14.  The system of claim 11, wherein the instructions when executed further cause the
system to:
assign respective relevance scores to individual ones of a plurality of configuration items,
including the particular configuration item; and
generate, based at least in part on a relevance score assigned to the particular configuration

item, a response to a second query.

15.  The system of claim 11, wherein the first configuration data source is instantiated
at a data center of a first provider network operator, and wherein the instructions when executed
further cause the system to:

establish network connectivity to a plurality of data sources including the first

configuration data source, a second configuration data source and a third
configuration data source to obtain configuration data pertaining to one or more
applications of the particular client, wherein the second configuration data source
is instantiated at a data center of a second provider network operator, and wherein
the third configuration data source is instantiated at a data center which is not part

of a provider network.
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Discovery service ontology 202

ObjectType 204A = PhysicalHost(server)

AttrList 205A (e.g., cpuType, cpuCount, hostname,
hypervisor, Osdata, IPAddrs)

ObjectType 204B = Process

AttrList 205B (e.g., name, cmdLine, path)

ObjectType 204C = Connection

AttrList 205C (e.qg., srclP, srcProcess, destlP,
destProcess, destPort)

ObjectType 204D = VendorV1-virtuaimachine

AttrList 205D (e.g., VMID, dataCenter, host,... )

FIG. 2



PCT/US2017/038653

WO 2017/223262

3/25

£ Old

¥SE 181l anjeA singuie pajeind

apIs-801AI8s anbiun

0GE p1ooal Byuod paassjeo)

09¢ sjuauodwod uonenbiquiesip/bulosseo)

|

YGZE 1!| anjeA-anquny

M0ze (S)19s ejep 61uod mey

MOTE 221nos ejep byuo)

" WGIE 2400SISNI| o

‘.----------‘

0

\

A

TCZE ISl anjen-anqupy

q0ze (s)hes eyep byuod mey

TSZE ISI| anjeA-anquny

Y0z¢< (s)has ejep byuoo mey

goT¢ 92.nos ejep Buyuon

" GGIC 2400SISNI| o

l.----------‘

0

\

V01€ 99Inos ejep byuo)

". TYGTE 2J00S I1sni|

‘ccccccsccccas

.

4




PCT/US2017/038653

4/25

WO 2017/223262

v Old

(901185 92e|d)oNEW
uonelbiw Jo 82IAI3S UORBZIBNSIA
‘sjualo ““B'8) §G SIawnsuoo eleq

91y
$90IN0S BJep WOojSn)

P .

'y 95 sidy Aend : RN R,
.-------------._-------------.. 4 TGTY SIdy 9UauaD) §
s 4
o® " * « "um o"
4 LY [}
(N3am mm m mm m
L}
‘INM *dINNS Uo paseq $]00} 1 o 9% £ g bW
pJepuels-Ansnpul “6'8) ' W m m.V (S@o) 991nI8s A1onodsip uonenbyuon [ mv ~ m co_mw _ﬂmm_mwo el
T L} . .
1% S1003} Byu0o Aped-piyL 120 1
1O ’ = .
ohl \~ omm ]
Ly a "'l\\
SRS

\(erauane “6-9) Juaby s

[45%
sjuabe pspiroid-san




PCT/US2017/038653

WO 2017/223262

G old

06G 9seqeep Joyduasap dnotb |D

(v'N “6-9) G885 qleioydnoiowsy|

(v'N “6-9) g98S q|dnoiwsy

V184G 151l anjeA SinqgLie psjeiny

g78G | ap!s 991A18S anbiun

g0aG pJodal Biyuoo padssjeo)

5/25

ENEE
“6°3) Y836 gI3joydnoowsay

(L9ouejsul
-ddegam-Jan-y “6°9) Y935 q|dnoiowsy|

V184G 151l anjeA SinqgLje psjeiny

V285 ql 8pis 891aIes anbiun

V03G pJooal Byuod paossjeo)

G&% 1S Wls
Jauiquoynsayeuly JonesgQd JonesgQd
NYSS Yas

yom [. .. | pom
¢oseyd ¢oseyd _— -
MELS VELG
Janasddy Janasddy
€GG JaulquoD)nsay

|9seyd
NCSS V¢as NCLG Vel
JIOM [. .. | ISMOM Janiasgap JanIasqapn
| 9seyd | 9seyd

TGS Japidsyse a116 a1 viiG a1
d/.G sweNuisjed V717G swenulaped
g013G Joiduosap dnolis Y013 Joyduosap dnoi




WO 2017/223262

Traffic source
endpoint 610

Sent packet

6/25

set 622

Address
obfuscating
intermediary 612
(e.g., NAT
device, port
translaters)

PCT/US2017/038653

Traffic
destination
endpoint 628

Traffic source
endpoint 610

Address
obfuscating
intermediary 612
(e.g., NAT
device, port
translaters)

P

Revd packet
set 623
(sender
identity
unclear)

Matching packet
receive sequence
656 is used to
identify source (e.g.,
based on unusual
inter-packet

FIG. 6

Traffic
destination
endpoint 628

Special identity
detection algorithm
packet sequence
655 sent from
destination




PCT/US2017/038653

WO 2017/223262

7/25

PLAR L LA L P

‘coccsssccscscsccas

(ploysauy} => S3109s
douensal) Z¢Z Sessasold bunsalsiul ssa,

L4

L Y

Z Ol4

Ssccccccar
PLELLTE LYY I
D

‘eossscscsscsscas

o SCccccccccaccccccccccacanaagy,

(sauenb pajeja.-ssad01d

10}

017 wyloBie uawubisse 8109s aoueAs|ey

(sassaooud

.

0} sasuodsal [eiul ul pasn ‘pjoysaly) < 8100s !
oueaafal) 07 sessesosd bunsalsiul aIop, o
[ ]

4
L4

>

vl
soujaw Alojsiy Asanb juaid

317 abesn
9IS Q|

91/ abesn
uod yJomjeN

y1Z 9besn ndo

S}Soy Juaiayip gl 1
Aouanbayy uonyaday




PCT/US2017/038653

WO 2017/223262

8/25

8 Old

(pepasu

Se papJedsip) 768
Saljjua ayaed Isp|0

A

708 $92.n0s ejep Buuon

118
S195s ejep bluod mey

708 sjusuodwod bulossjeo)

7728 spJoodas Buyuoo
P0s8|R00 padwelsawl|

728 8I01S
synsas Asanb pajessusb-Ajsnoinald

(ejep Jusoal
210w uo sauanb 1oy paziwndo [ppow
elep) ZG8 ayoeo ejep uoneinbyuo)

(17> 27 =Aousie|
[easLal ‘bBae) §Gg Aloysodal Aousie|-mo

778 synsal
Aianb ajgesnay (jeuondo)

(yuano
Jad suonied | =< yym “6-9) 578
10}S SpJ0oal pauoniued pajeos-ojny

G/g (18pJo dwejsawi pjo-0)
-mau u1 “6°8) Buipeo| aanoeo.d

(17 = Aouaje| [easLyal
‘Bae) OTg saLoysodal ejep Jusisisiad




WO 2017/223262 PCT/US2017/038653

9/25

Determine that automated discovery of configuration items in client’s application
execution environment (which may be spread across several data centers/locations in
respective provider networks and/or client premises) is to be initiated 901

v

Identify initial set of configuration data sources (e.g., with respective trust scores),
establish connectivity between discovery service and data sources 904

!

Start collecting configuration data sets from data sources 907

L]

Generate unique service-side identifiers for configuration items, e.g., based on
received data set contents (such as data-source-side identifiers and attribute values)
and service’s ontology and naming scheme 910

Y

Coalesce raw configuration data sets if needed (e.g., by detecting, using attribute
value correlations, that two raw data sets from different data sources actually refer to
the same configuration item, despite the absence of a common identifier in the raw
data sets) to generate service-side configuration records 913

v

Optionally, exclude some attribute values from coalesced service-side configuration
records, e.g., based on trust scores of the corresponding data sources, staleness
criteria, etc. 916

!

If a configuration item’s properties or behavior matches arole in a grouping pattern
(e.g., awebserver role in a web application pattern), automatically tag the
corresponding coalesced record 919

Y

Optionally, pre-load (e.g., in reverse timestamp order) records from primary discovery
repository into low-latency cache, organize cached records using data model to
support targeted queries (such as temporal queries) 922

v

In response to queries (e.g., from clients or from other services), provide contents of
coalesced configuration records 925

FIG. 9
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Determine that a graphical representation of the configuration of an application
execution environment is to be provided to a client C1 (e.g., when client logs in to
visualization console or issues a visualization request) 1701

v

Identify, based on queries to discovery service repository, visualization target
environment for the client (e.g., sets of configuration items at respective data centers
or provider networks, access permissions for attribute values, etc.) 1704

'

Determine client-side display environment characteristics (e.q., size(s) of screen(s),
display device compute capacity, network bandwidth available, etc.) 1707

l

Select granularity at which configuration information is to be provided and the view
category to be used (e.g., tree/hierarchy vs. graph/network vs. table) 1710

l

Determine time window for which configuration changes are to be highlighted in
dashboard 1713

'

Initiate dynamically-updated display of visualization target environment and
dashboard at client-side display environment 1716

l

In response to new configuration data updates at discovery service and/or in
response to requests received via the visualization interface, update display 171

FIG. 17
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Marketplace metadata repository 2205

Migration facilitator records 2231

Facilitator capabiliies 2233

Client candidate requirements 2235

Rankings/ratings and other client feedback 2237

Migration proposal history 2239

Proposal conversion history 2241

Discovery service client records 2251

Configuration data access grants 2253

Application migration history 2255
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Web page 2302
https.//<webSite>.com/MigrationMarket 4
2310
Welcome to the Application Migration Marketplace! /
You can use this page to find migration facilitators for your application environments.
Click on the facilitator links to get details.
Or, sign up for automated discovery and migration facilitator matching using the “sign me
up” button below.
/ 2315A / 2315B
( Facilitator F1 N ( Facilitator F2 )
Supported application stacks Supported application stacks
2322A 23228
Ranking/rating 2324A Ranking/rating 2324B
Example prices 2326A Example prices 2326B
\. J . J
/ 2315C 2315D
4 Faciltator F3 ) f_/ Faciltator F4 )
Supported application stacks Supported application stacks
2322C 2322D
Ranking/rating 2324C Ranking/rating 2324D
Example prices 2326C Example prices 2326D
. J L J
Read case studies of migration success stories 2325
Learn more about automated discovery and migration planning 2327
Sign me up for migration facilitator matching and recommendations! 2329
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At a migration marketplace service, receive access grant request for configuration
record collection of a client, enabling migration facilitators to view client's
configuration information 2401

v

Modify security settings metadata based on access grant request 2404

l

At the migration marketplace service, receive a migration candidate identification
request from a migration facilitator 2407

!

Submit a filter specification (e.g., limiting the information requested based on access

grant permissions and/or data obfuscation requirements) to configuration discovery

service database (either directly from marketplace service or as a result of executing
code submitted by facilitator at a code execution service) 2410

v

Filtered results are used to generate a migration proposal for a client (e.g., including a
preliminary cost estimate) 2413

'

Transmit proposal to the client from marketplace service 241

l

Optionally, in response to client's programmatic acceptance of proposal, a workflow
of a migration planning/implementation service is initiated 2419
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