a2 United States Patent

Klinkner et al.

US009270741B2

US 9,270,741 B2
*Feb. 23, 2016

(10) Patent No.:
(45) Date of Patent:

(54) NAMESPACE AND STORAGE
MANAGEMENT APPLICATION
INFRASTRUCTURE FOR USE IN
MANAGEMENT OF RESOURCES IN A
STORAGE SYSTEM ENVIRONMENT

(71) Applicant: NetApp, Inc., Sunnyvale, CA (US)
(72) Inventors: Steven R. Klinkner, Fremont, CA (US);
Brian M. Hackworth, San Jose, CA
(US)
(73) Assignee: NETAPP, INC., Sunnyvale, CA (US)
(*) Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by O days.
This patent is subject to a terminal dis-
claimer.
(21) Appl. No.: 14/141,054
(22) Filed: Dec. 26,2013
(65) Prior Publication Data
US 2014/0108519 A1 Apr. 17,2014
Related U.S. Application Data
(63) Continuation of application No. 11/414,593, filed on
Apr. 28, 2006, now Pat. No. 8,635,247.
(51) Imt.ClL
HO4L 29/08 (2006.01)
GO6F 17/30 (2006.01)
HO4L 12911 (2013.01)
HO4L 12724 (2006.01)
(52) US.CL
CPC ......... HO4L 67/10 (2013.01); GOGF 17/30091

(2013.01); GOGF 17/30123 (2013.01); GO6F
17/30194 (2013.01); HO4L 41/0233 (2013.01);
HO4L 47/70 (2013.01); HO4L 67/1097
(2013.01)

(58) Field of Classification Search
CPC GOG6F 17/30194; GOGF 17/30203;
GOG6F 17/30091; GOGF 17/30115; GOGF 3/067,
GOG6F 11/1464; GOGF 11/0727; GOGF 21/6218,
HO4L 67/1097
See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS

...................... 709/245
............ 726/4

Dennison
Prabandham et al.

6,604,148 B1* 82003
6,668,327 B1* 12/2003
7,210,131 B2 4/2007 Schmidt et al.
7,313,560 B2  12/2007 Dilley et al.

(Continued)
OTHER PUBLICATIONS

Balasubramanian et al., System and Method for Data Migration
Management in a Logical Namespace of a Storage System Environ-
ment, U.S. Appl. No. 11/384,776, filed Mar. 20, 2006, 37 pages.

(Continued)

Primary Examiner — Rehana Perveen

Assistant Examiner — Huen Wong

(74) Attorney, Agent, or Firm — Kacvinsky Daisak Bluni
PLLC

(57) ABSTRACT

A namespace and storage management (NSM) application
includes an infrastructure configured to enable efficient man-
agement of resources in a storage system environment. The
NSM application executes on a NSM console and interacts
with an NSM server to integrate namespace management and
storage management in the storage system environment. The
NSM server, in turn, interacts with one or more remote agents
installed on host machines in the environment to convey
application programming interface (API) function calls that
enable remote management of the resources.

18 Claims, 5 Drawing Sheets

INITIATE OPERATION DIRECTED TO GROUP OF MANAGED.
‘OBIECTS AT NSM APPLICATION OF 1ZSM GONSOLE

eos

[ FrovE oA AND D GRS TR oL

3

o

610

'SPV THREADS TO MANAGE APIS

I S s o R S

|
]
]
"

‘ TRANSMIT AFIS TO REMOTE AGENT

[ T ARG G AT TE RE APPGATN

PROMET USER TO PROVIDE GREDENTIALS, ON DEMAND, T0 DIALOG |
625

[ CONTROL DSpLAY OF R BALEG AT TWE ot 5w SNt |
P

—

+
ENTER CREDENTIALS O DIALOG

| = THREADS WAITIN

SEND CREDENTIALS TO SERVERS oz




US 9,270,741 B2
Page 2

(56) References Cited
U.S. PATENT DOCUMENTS

7,337,197 B2
2002/0010783 Al
2004/0068572 Al*
2004/0078397 Al
2004/0122917 Al
2004/0267830 Al
2005/0154731 Al
2005/0210074 Al
2005/0240654 Al
2006/0123062 Al

2/2008 Wilson et al.
1/2002 Primak et al.
472004 WU oo 709/229
4/2004 Mehta et al.
6/2004 Menon et al.
12/2004 Wong et al.
7/2005 Tto et al.
9/2005 Nakatani et al.
10/2005 Wolber et al.
6/2006 Bobbitt et al.

2007/0027927 Al*  2/2007 Theis ....oooevviviiniinn. 707/200
2007/0055703 Al* 3/2007 Zimran et al. . 707/200
OTHER PUBLICATIONS

DCE 1.2.2 DFS Administration Guide and Reference, 1997, pub-
lished by the Open Group, 1997, 1187 pages.

DataFabric® Manager 3.2 Administration Guide, 1994-2004, pub-
lished by Network Appliance, Inc., Sep. 2005, 564 pages.

Kishore et al., System and Method for Integrating Namespace Man-
agement and Storage Management in a Storage System Environment,
U.S. Appl. No. 11/384,711, filed Mar. 20, 2006, 41 pages.

VFM™ (Virtual File Manager) Reference Guide, Version 3.0, 2001-
2003, 197 pages.

VFM™ (Virtual File Manager) Getting Started Guide, Version 3.0,
2001-2003, 62 pages.

Balasubramanian et al., Migration Engine for Use in a Logical
Namespace of a Storage System Environment, U.S. Appl. No.
11/384,804, filed Mar. 20, 2006, 38 pages.

Moons, Herman et al., Location-Independent Object Invocation in
Open Distributed Systems, Autumn 1991 EurOpen Technical Con-
ference and Exhibition, pp. 287-300 (Sep. 16-20, 1991).

* cited by examiner



US 9,270,741 B2

Sheet 1 of 5

Feb. 23, 2016

U.S. Patent

oSt
310SNOD WSN

Idv

1dv.

0Zf 1N3OVY 310N3d

09t
EENCES
30VdSIANYN

001 l\

00z
HANYIS WSN

1dV

L Old

otl
HINY3AS I

ol
AN3IND




US 9,270,741 B2

Sheet 2 of 5

Feb. 23, 2016

U.S. Patent

¢ 9ld

091
5v¢ HIAYIS
JOVJSIWYN
0/t
ETLO I EL
||
0re ote
Y3 Ldvay ¥3ldvay
I9VHOLS MHOMLIN
omw/J
{
Gz
W3LSAS
577 ONILYHILO o7z
AUOWI »0OSSID0ONd
00%

AHHOMINVHAL
INIWIOVYNYIN
Q31VHO3LNI

00Z ¥3AY3S WSN

oSk
3T0SNOD WSN




US 9,270,741 B2

Sheet 3 of 5

Feb. 23, 2016

U.S. Patent

€ 9l4

0/€ 3svavliva

iy

(09 19Q) 3DV443LN| Isvaviva

3

3 1

Gt
NIONd
FOVdS3INVYN

0+ 1N3SV ILOWIYH

o5e o
NOW3va oce
AY3IAO3SIA NOW3vd
— N
0re HOLINOW NIA3

l

l

08E AYVHSITWSN

09}
HIAYIS

ooe t\

)

ozt
¥31NGIAHOS

)

I \m

HIAYES IdV

002 ¥3AY3S WSN

00%
NOILYOI1ddV
WSN

oSt
310SNOD
SN

GSf HOVId




U.S. Patent

Feb. 23, 2016 Sheet 4 of 5
CLIENT CLIENT
PRESENTATION PRESENTATION
410 410
LIBRARY 420
GUI API
TOOLKIT TOOLKIT
430 500

FIG.

4

US 9,270,741 B2

400

500

e

MANAGED OBJECT
840

NAMESPACE
OBJECT
542

STORAGE
OBJECT
544

CALLBACK INTERFACE 582

CREDENTIAL HANDLING
580
CACHE 585
LOCKING
CREDENTIAL MECHANISM
586 588

AP| CLIENT
520

APl LIBRARY
522

960

THREAD POOL

WORKER
THREAD
262

RESULT
TRACKER
565

FIG. 5




U.S. Patent Feb. 23,2016 Sheet 5 of 5 US 9,270,741 B2

602 600

S <

604

INITIATE OPERATION DIRECTED TO GROUP OF MANAGED
OBJECTS AT NSM APPLICATION OF NSM CONSOLE

* 606

PROVIDE QPERATION AND MANAGED OBJECTS TO API TOOLKIT

- 608

DECOMPOSE OPERATICN INTO APIS DIRECTED TO MANAGED OBJECTS

¥ 610

SPAWN THREADS TO MANAGE APIS

v 612

[ SEND APIS TO NSM SERVER

& 614

TRANSMIT APIS TO REMOTE AGENT

+ 616

[ FORWARD APIS TO SERVERS HOSTING MANAGED OBJECTS

YES 520

v /

EXECUTE APIS DIRECTED TO

CREDENTIALS?

§22 MANAGED OBJECTS
l RETURN FAILURE NOTIFICATION TO NSM APPLICATION
524
+ =
[ PROMPT USER TO PROVIDE CREDENTIALS, ON DEMAND, TO DIALOG
+ 626
s
CONTROL DISPLAY OF ONE DIALOG AT TIME ON NSM CONSOLE
; 628
<
I ENTER CREDENTIALS TO DIALOG
* 630
el
SHARE CREDENTIALS AMONG THREADS WAITING ON DIALOG
* 634
632
SEND CREDENTIALS TO SERVERS

¥ oo 2
FIG. 6




US 9,270,741 B2

1
NAMESPACE AND STORAGE
MANAGEMENT APPLICATION
INFRASTRUCTURE FOR USE IN
MANAGEMENT OF RESOURCES IN A
STORAGE SYSTEM ENVIRONMENT

CROSS-REFERENCE TO RELATED
APPLICATION

The present application is a continuation of commonly
assigned copending U.S. patent application Ser. No. 11/414,
593, which was filed on Apr. 28, 2006, by Steven R. Klinkner
etal., for a Namespace and Storage Management Application
Infrastructure for use in Management of Resources in a Stor-
age System Environment, which is related to the following
commonly assigned U.S. patent application Ser. No. 11/384,
804 titled, System and Method for Integrating Namespace
Management and Storage Management in a Storage System
Environment, filed Mar. 20, 2006, which applications are
hereby incorporated by reference.

FIELD OF THE INVENTION

The present invention relates to storage systems, and more
specifically, to an application infrastructure for use in man-
agement of resources in a storage system environment.

BACKGROUND OF THE INVENTION

A storage system typically comprises one or more storage
devices into which information may be entered, and from
which information may be obtained, as desired. The storage
system includes an operating system that functionally orga-
nizes the system by, inter alia, invoking storage operations in
support of a storage service implemented by the system. The
storage system generally provides its storage services
through the execution of software modules, such as pro-
cesses. The storage system may be implemented in accor-
dance with a variety of storage architectures including, but
not limited to, a network-attached storage environment, a
storage area network and a disk assembly directly attached to
a client or host computer. The storage devices are typically
disk drives organized as a disk array, wherein the term “disk”
commonly describes a self-contained rotating magnetic
media storage device. The term disk in this context is synony-
mous with hard disk drive (HDD) or direct access storage
device (DASD).

The storage system may be further configured to operate
according to a client/server model of information delivery to
thereby allow many clients to access information stored on
the system. In this model, the storage system may be embod-
ied as file server executing an operating system, such as the
Microsoft® Windows™ operating system (hereinafter “Win-
dows operating system”). Furthermore, the client may com-
prise an application executing on an operating system of a
computer that “connects” to the server over a computer net-
work, such as a point-to-point link, shared local area network,
wide area network, or virtual private network implemented
over a public network, such as the Internet. Each client may
request the services of the server by issuing storage access
protocol messages (in the form of packets) to the server over
the network. By supporting a plurality of storage (e.g., file-
based) access protocols, such as the conventional Common
Internet File System (CIFS) and the Network File System
(NFS) protocols, the utility of the server is enhanced.

To facilitate client access to the information stored on the
server, the Windows operating system typically exports units
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of storage, e.g., (CIFS) shares. As used herein, a share is
equivalent to a mount point or shared storage resource, such
as a folder or directory that stores information about files or
other directories served by the file server. A Windows client
may access information in the directory by mounting the
share and issuing a CIFS protocol access request that speci-
fies a uniform naming convention (UNC) path to the share.
The UNC path or pathname is an aspect of a Windows net-
working environment that defines a way for a client to refer to
a unit of storage on a server. The UNC pathname is prefixed
with the string \\ to indicate resource names on a network. For
example, a UNC pathname may comprise a server name, a
share (directory) name and a path descriptor that collectively
reference a unit of storage or share. Thus, in order to access
the share, the client typically requires knowledge of the spe-
cific physical location (i.e., the identity) of the server export-
ing the share.

Instead of requiring the client to provide the specific iden-
tity of the file server exporting the share, it is desirable to only
require a logical pathname to the share. That is, it is desirable
to provide the client with a globally unique pathname to the
share without reference to the file server. The conventional
Distributed File System (DFS) namespace service provides
such a solution in a Windows environment through the cre-
ation of a namespace that removes the specificity of server
identity. DFS is well-known and described in DCE 1.2.2 DFS
Administration Guide and Reference, 1997, which is hereby
incorporated by reference. As used herein, a namespace is a
view of shared storage resources (such as shares) from the
perspective of a client. The DFS namespace service is gener-
ally implemented using one or more DFS servers and distrib-
uted components in a network.

Using the DFS service, it is possible to create a unique
pathname (in the form of a UNC pathname) for a storage
resource that a DFS server translates to an actual location of
the resource (share) in the network. However, in addition to
the DFS namespace provided by the Windows operating sys-
tem, there are many other namespace services provided by
various operating system platforms, including the NFS
namespace provided by the conventional Unix® operating
system. Hach service constructs a namespace to facilitate
management of information using a layer of indirection
between a file server and client accessing a shared storage
resource (share) on the server. For example, a share may be
connected or “linked” to a link point (link in DFS terminology
or a mount point in NFS terminology) to hide the machine
specific reference to the share. By referencing the link point,
the client can automatically access information on the storage
resource of the specific machine. This allows an administrator
(user) to store the information on any server in the network by
merely providing a reference to the information (or share).
However, these namespaces are typically services created on
heterogeneous server platforms, which leads to incompatibil-
ity and non-interoperability with respect to management of
the namespaces by the user. For example, the DFS namespace
service is generally limited to Windows-based operating sys-
tem platforms, whereas the NFS namespace service is gener-
ally limited to Unix-based operating system platforms.

The Virtual File Manager (VFM™) developed by NuView,
Inc. and available from Network Appliance, Inc., (“NetApp™)
provides a namespace service that supports various protocols
operating on various file server platforms, such as NetApp
filers and DFS servers. The VFM namespace service is well-
known and described in VFM™ (Virtual File Manager) Ref-
erence Guide, Version 4.0, 2001-2003, and VFM™ (Virtual
File Manager) Getting Started Guide, Version 4.0, 2001-
2003.
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A large-scale storage system environment may include
many (e.g., hundreds of) storage systems hosting resources
embodied as, e.g., storage and namespace objects. As used
herein, namespace objects include namespaces, link points
and shares, whereas storage objects include servers, files, and
disks. In order to perform namespace and storage manage-
ment in such a large-scale storage system environment, it is
desirable to provide a management application executing on
a management console that enables users to manage multiple
storage system resources efficiently, e.g., as one or more
groups of managed objects. In addition, it is desirable to
provide a management application that allows users to effi-
ciently operate on these groups of objects simultaneously.

Often, users are required to provide appropriate credentials
(e.g., user name and password) in order to access the storage
system resources for purposes of performing operations
thereon. Conventional management consoles are generally
limited in their abilities to dynamically acquire such creden-
tials when needed, i.e., “on-demand”. As a result, the user
credentials are typically previously acquired and stored for
use by the consoles, thereby requiring expensive persistent
storage capabilities on the management consoles. Accord-
ingly, it is further desirable to provide a management appli-
cation executing on a management console that enables users
to provide their credentials as needed (on-demand) when
accessing storage system resources.

SUMMARY OF THE INVENTION

The disadvantages of the prior art are overcome by provid-
ing a namespace and storage management (NSM) application
having an infrastructure configured to enable efficient man-
agement of resources in a storage system environment. The
NSM application executes on a NSM console and interacts
with an NSM server to integrate namespace management and
storage management in the storage system environment. The
NSM server, in turn, interacts with one or more remote agents
installed on host machines in the environment to convey
application programming interface (API) function calls
(hereinafter “APIs”) that enable remote management of the
resources. Notably, the NSM application (and NSM console)
cooperates with the NSM server and remote agent to create an
integrated management framework that provides an underly-
ing infrastructure that supports various heterogeneous stor-
age access protocols within a single, logical namespace ser-
vice.

According to one aspect of the invention, the NSM appli-
cation infrastructure comprises one or more client presenta-
tion layers disposed over a library layer that is embodied as
graphical user interface (GUI) and API components. To facili-
tate support for various client presentation layers, the library
layer is apportioned into a GUI toolkit configured to produce
reusable GUI components and an API toolkit configured to
produce reusable API components that, in the illustrative
embodiment, are directed to namespace and storage manage-
ment functions. The API toolkit handles thread management
as well as API processing and communication with the NSM
server, whereas the GUI components and their implementa-
tions are handled by the client presentation layer and GUI
toolkit.

According to another aspect of the invention, the API tool-
kit comprises an API client layer, a managed object layer, a
thread pool layer and a credential handling layer. The API
client layer illustratively embodies an API library configured
to generate APIs used to interact with the NSM server. The
managed object layer illustratively provides a plurality of
templates that describes data and behavior associated with
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instances of managed objects, as well as interfaces that enable
operations on those objects. The thread pool layer utilizes a
plurality of worker threads to process an operation that is
apportioned among the threads into manageable APIs
directed to the managed objects. The credential handling
layer provides, among other things, a credential collection
function that collects user credentials needed to access the
resources “on-demand”.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and further advantages of the invention may be
better understood by referring to the following description in
conjunction with the accompanying drawings in which like
reference numerals indicate identical or functionally similar
elements:

FIG. 1 is a schematic block diagram of an exemplary stor-
age system environment that may be advantageously used
with the present invention;

FIG. 2 is a schematic block diagram of an exemplary
namespace and storage management server that may be
advantageously used with the present invention;

FIG. 3 is a schematic block diagram of an integrated man-
agement framework that may be advantageously used with
the present invention;

FIG. 4 is a schematic block diagram illustrating an archi-
tectural infrastructure of a namespace and storage manage-
ment (NSM) application in accordance with the present
invention;

FIG. 5 is a schematic block diagram of an application
programming interface (API) toolkit of the NSM application
in accordance with the present invention; and

FIG. 6 is a flowchart illustrating operation of the NSM
application in accordance with the present invention.

DETAILED DESCRIPTION OF AN
ILLUSTRATIVE EMBODIMENT

A. Storage System Environment

FIG. 1 is a schematic block diagram of an exemplary stor-
age system environment 100 that may be advantageously
used with the present invention. The storage system environ-
ment comprises a plurality of storage systems configured to
provide storage services relating to information stored on
storage devices, such as disks 140. The storage systems
include file servers 130 executing operating systems such as,
e.g., the Microsoft® Windows™ operating system (hereinaf-
ter “Windows operating system”), the Unix® operating sys-
tem and the NetApp® Data ONTAP™ operating system
available from Network Appliance, Inc., Sunnyvale, Calif.
One or more clients 110 may connect to the file servers over
a computer network 120, such as a point-to-point link, shared
local area network, wide area network, or virtual private
network implemented over a public network, such as the
Internet.

Each client 110 may comprise an application executing on
an operating system of a general-purpose computer that inter-
acts with the file servers 130 in accordance with a client/
server model of information delivery. That is, the client may
request the services of a server, and the server may return the
results of the services requested by the client, by exchanging
packets over the network 120. The client may issue packets
including storage (e.g., file-based) access protocols, such as
the Common Internet File System (CIFS) protocol or Net-
work File System (NFS) protocol, over the Transmission
Control Protocol/Internet Protocol (TCP/IP) when accessing
information in the form of; e.g., files and directories.
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To facilitate client access to the information stored on the
server, a file server 130 executing, e.g., the Windows operat-
ing system typically exports units of storage, e.g., (CIFS)
shares. A client 110 may access information of the share by
mounting the share and issuing a CIFS protocol access
request that specifies a uniform naming convention (UNC)
path to the share. Although the illustrative embodiment is
directed to a Windows file server that is accessed using the
CIFS protocol, the invention described herein is not so limited
and may also apply to other servers 130, such as Unix file
servers and NetApp filers, that are accessible using other file
access protocols, such as the NFS protocol. The client con-
nects to file server 130 when accessing the share, typically by
specifying the IP address (or identity) of the file server.

However, instead of requiring that the client know the
specific identity of the server in order to access the share, a
namespace server 160, such as the conventional Distributed
File System (DFS) server, provides a namespace service that
removes the specificity of server identity. Using the DFS
service, a unique pathname (in the form of a UNC pathname)
is created for the share that the DFS server translates to an
actual location of the share in the network. For example,
assume a client application issues a CIFS request to access
information of a share stored on a file server 130 in the
environment 100. The request is passed through various lay-
ers of the client’s operating system including, e.g., a CIFS
redirector. Before issuing a CIFS packet directed to a UNC
pathname specified by the client application, the redirector
contacts the DFS server to determine whether there is a dif-
ferent, actual pathname needed to access the information. If
so, the DFS server returns that actual pathname to the redi-
rector, which then uses that pathname to create the CIFS
packet for transmission over the network. The DFS
namespace service thus provides a level of indirection to a
share that resides on a file server 130 in the environment 100.

Although the illustrative embodiment is directed to a DFS
namespace service provided by the Windows operating sys-
tem executing on a DFS server, the invention described herein
is not limited and may also apply to other namespace services,
such as the NFS namespace provided by the Unix operating
system executing on a conventional Name Information Ser-
vice (NIS) server. Each service constructs a namespace to
facilitate management of information using a layer of indi-
rection between a file server 130 and client 110 accessing a
shared storage resource (share) on the server. However, these
namespace services are created on heterogeneous server plat-
forms, which lead to incompatibility and non-interoperability
with respect to management of different namespaces by, e.g.,
an administrator (user).

In the illustrative embodiment, a namespace and storage
management (NSM) server 200 is provided that integrates
namespace management and storage management in storage
system environment 100. The NSM server 200 includes an
integrated management framework that provides an underly-
ing infrastructure that supports various heterogeneous stor-
age access protocols within a single, logical namespace ser-
vice. To that end, the NSM server cooperates with a NSM
console 150 and a remote agent 170 to create the integrated
management framework. The integrated management frame-
work, in turn, allows the NSM server 200 to interact with any
namespace server, such as a DFS server configured to handle
CIFS protocol requests or a NIS server configured to handle
NFS protocol requests, directed to namespace services.

FIG. 2 is a schematic block diagram of an exemplary
namespace and storage management (NSM) server 200 that
may be advantageously used with the present invention. The
NSM server illustratively comprises a processor 210, a
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memory 220, anetwork adapter 230 and a storage adapter 240
interconnected by a system bus 250. The memory 220 may
comprise storage locations addressable by the processor and
adapters for storing software programs, i.e., specific sets of
ordered operations, and data structures associated with the
invention. The processor and adapters may, in turn, comprise
processing elements and/or logic circuitry configured to
execute the programs and manipulate the data structures. In
particular, the storage adapter 240 comprises the mechanical,
electrical and signaling circuitry needed to connect the server
to storage devices, such as disks 245. Similarly, the network
adapter 230 comprises the mechanical, electrical and signal-
ing circuitry needed to connect the server 200 to, e.g., the
NSM console 150 and remote agent 170.

An operating system 225, portions of which is typically
resident in memory 220 and executed by the processing ele-
ments, functionally organizes the server by, inter alia, invok-
ing operations in support of storage services implemented by
the server. In the illustrative embodiment, the operating sys-
tem is preferably the Windows operating system, although it
is expressly contemplated that any appropriate operating sys-
tem, such as the Unix operating system, may be enhanced for
use in accordance with the inventive principles described
herein. The operations invoked by the operating system are
illustratively namespace and storage operations in support of
an integrated management framework 300 provided by the
server. It will be apparent to those skilled in the art that other
processor and memory means, including various computer
readable media, may be used for storing and executing pro-
gram instructions pertaining to the invention described
herein.

B. Integrated Management Framework

The NSM server 200 generally provides its storage ser-
vices through the execution of software modules, such as
processes. These services are illustratively implemented as
separately-scheduled processes (and/or daemons) that
execute in user space of operating system 225 to provide the
integrated management framework 300. As used herein, a
process refers to an instance of a program being executed by,
e.g., the processor and a thread is an instance of a sequence of
the process’s program code. FIG. 3 is a schematic block
diagram of the integrated management framework 300 that
may be advantageously used with the present invention. The
integrated management framework 300 provides a logical
namespace service that is based on extensions to underlying
storage management technology and other technological
components. Notably, these extensions are embodied as
library functionality.

In the illustrative embodiment, the underlying storage
management technology is embodied as DataFabric® Man-
ager (DFM) technology available from Network Appliance,
Inc., Sunnyvale, Calif. and described in DataFabric® Man-
ager 3.2 Administration Guide, 1994-2004, which is hereby
incorporated by reference. Broadly stated, the DFM technol-
ogy comprises a set of coordinating processes, including an
application is programming interface (API) server 310, a
scheduler 320, an Event daemon 330, a Monitor 340 includ-
ing a Discovery daemon 350 and a database interface (DBI)
360 configured to interact with an embedded database 370.
The capabilities of these processes are extended to create the
integrated namespace and storage management framework
300 through the addition of NSM library functionality 380.
The NSM library 380 is illustratively implemented as various
library modules, each of which provides namespace and stor-
age management actions embodied as APIs.

The integrated management framework 300 exposes a set
of interfaces, e.g., an API interface that is used by the NSM
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console 150 and a command line interface (CLI315), used by
a communication protocol. Illustratively, the communication
protocol is embodied as an XML over HTTP mechanism for
APIs, primarily because of its ability to describe data con-
veyed over the network, as well as the transport, without
describing the actual storage access protocol. An example of
a communication protocol that may be advantageously used
with the present invention is the ZAPI protocol available from
Network Appliance, Inc. Such a protocol is also easily exten-
sible and flexibly agnostic to binary formats of specific serv-
ers and clients to thereby operate efficiently in a heteroge-
neous environment.

In the illustrative embodiment, the integrated management
framework 300 facilitates configuration and management of
pathnames in the logical namespace. That is, the underlying
infrastructure of the framework allows a user to manage vari-
ous pathnames exported by heterogeneous namespace ser-
vice and protocol implementations within the logical
namespace. This aspect of the framework involves creation of
a layer of abstraction that presents to a client a notion of the
logical namespace that is accessible via a particular storage
access protocol. As noted, the various heterogeneous
namespace services are not interoperable with respect to user
management; the integrated framework 300 extracts logical
“views” (e.g., pathnames) from the namespaces exported by
the heterogeneous services, stores those pathnames in data-
base 370, and then configures the pathnames so that they are
accessible in the logical namespace via the storage access
protocol.

In storage and networking environments, some operations
can only be executed if a user (such as a system administrator)
is logged into a server on which the operations are to be
performed, e.g., the NSM server. In other words, a remote
operation that is to be invoked on the server 200 can only be
performed if the user is logged into the server. The NSM
console 150 and remote agent 170 of the integrated manage-
ment framework 300 address this problem. [llustratively, the
NSM console 150 is a component of the framework that
executes an NSM application 400 having a JAVA-based inter-
face and the remote agent 170 is a software module installed
on a host machine, such as a server 160, which manages a
particular namespace, e.g., a DFS server. Using the commu-
nication protocol, the NSM console issues APIs to the NSM
server which, in turn, issues APIs that are invoked on the
remote agent to perform actions requested by the user.

Essentially, the remote agent 170 is a thin web server that
includes “programmatic glue” to enable installation of plug-
in modules (“plug-ins”). An example of a plug-in is a
namespace management module 175 that allows remote
access and management of data (e.g., pathnames) by the NSM
server 200. Notwithstanding the particular namespace, the
integrated management framework 300 involves installation
of a remote agent 170 on a server 160 that manages the
particular namespace and interacts with the NSM server 200
via APIs exposed by the remote agent.

Tlustratively, the remote agent 170 is installed on a
machine that hosts a DFS server of a Windows/DFS environ-
ment. The namespace management plug-in module 175 may,
in turn, be installed on the remote agent to enable communi-
cation with the NSM server 200 when accessing namespace
information stored on the DFS server. Specifically, the NSM
server issues APIs in connection with the communication
protocol to instruct the remote agent 170 to perform certain
actions. For example, in order to construct or change path-
names in the logical namespace, a user interacts with the
NSM console 150 to access that namespace by, in effect,
invoking a set of APIs on the NSM server 200 which, in turn,
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invokes a set of APIs on the remote agent 170. Once the NSM
server has cooperated with the DFS server to construct the
pathnames, those servers are no longer involved in client data
accesses.

It should be noted that the underlying directory data struc-
tures used in the logical namespace reside on the namespace
server 160 providing the particular namespace service, such
as a DFS server. That is, the namespace server 160 imple-
ments the basic namespace; the NSM server 200 provides a
service for configuring that namespace. To that end, the NSM
server 200 cooperates with the remote agent 170 to acquire a
copy of the namespace directory structures from the
namespace server 160 and stores the copy on the embedded
database 370. The NSM server then cooperates with the NSM
console 150 to allow a user to manipulate (configure) the
copy. Once configuration is complete, the server 200 cooper-
ates with the remote agent to “push” (store) the manipulated
copy of directory structures back to the namespace server
160.

The Monitor 340 is illustratively embodied as a multi-
threaded process having a collection of individual monitor
threads, each of which is scheduled by the scheduler 320. The
Monitor 340 cooperates with the remote agent 170 to com-
municate with one or more machines/devices in the storage
system environment 100 (using SNMP, RSH, etc) to collect
any type of storage or data/namespace object information
(e.g., volume and/or gtree information, as well as information
about namespace servers) available in the environment and,
to that end, functions as a data collector. Illustratively, each
monitor thread is configured to collect information about a
particular object in the environment. Extensions to the Moni-
tor described herein are directed to namespace and agent
management, each of which is illustratively embodied as an
individual monitor thread.

As data is collected, the Monitor 340 determines whether it
needs to notify any processes of some resulting condition. For
example, an individual monitor thread may detect a threshold
and the occurrence of some type of event. As used herein, an
event is a synchronous notification with a severity attribute.
By configuring thresholds, the NSM server 200 can deter-
mine when an event occurs. If a threshold is exceeded, the
Monitor 340 communicates with the Event daemon 330 to
notify it of that event. Thus, the Monitor 340 is configured to
detect certain events and, in response, generate event notifi-
cations to the Event daemon 330. The Event daemon 330 then
determines what (if any) further action is needed (e.g., send an
SMTP alert, an email, an SNMP trap) and records the event in
the embedded database 370.

The embedded database 370 is illustratively implemented
as a Sybase relational database that exports a set of Structured
Query Language (SQL) function calls that enable storage/
retrieval of data, such as namespace objects, to/from the data-
base. A schema of the database is configured to efficiently
capture characteristics of a namespace independent of the
storage access protocol, such as NFS or CIFS. The database
370 is illustratively organized as a plurality of tables, each of
which can be accessed by processes within the NSM server.
The DBI 360 is illustratively embodied as a SQL. interface to
the database and its associated tables, although it will be
understood to those skilled in the art that the DBI may be
embodied as any other type of database protocol interface
depending on the actual implementation of the database, e.g.,
an Oracle database.

The API server 310 is illustratively embodied as a multi-
threaded process that is configured to implement the APIs
used by the NSM console 150 to access the database 370 and
manipulate information stored thereon. The API server 310



US 9,270,741 B2

9

also implements the communication protocol APIs used to
interact with the remote agent 170. Accordingly, extensions to
the API server 310 are primarily directed to those APIs
required to manipulate the database and the remote agent. For
example, APls are invoked by a user (via the NSM console
150) to manipulate (modify, update) the embedded database
370. The API server 310 updates the database with respect to
user configuration requests and the Monitor 340 periodically
queries (polls) the database for any state/information change.
Depending upon the change, the API server may cooperate
with the Monitor to instruct data collection from the remote
agent 170. After receiving the collected information from the
remote agent, the Monitor 340 updates the database and the
Event daemon 330.

C. NSM Application Infrastructure

The present invention is directed to the NSM application
400 having an infrastructure configured to enable efficient
management of resources in a storage system environment.
The NSM application 400 executes on the NSM console 150
and interacts with the NSM server 200 to integrate namespace
management and storage management in storage system
environment 100. The NSM server, in turn, interacts with one
ormore is remote agents 170 installed on host machines in the
environment to convey API function calls (hereinafter
“APIs”) that enable remote management of the resources. In
an alternate embodiment, however, the NSM application can
interact directly with machines hosting the remote agents. As
noted, the NSM application (and NSM console) cooperates
with the NSM server and remote agent to create the integrated
management framework 300 that provides an underlying
infrastructure that supports various heterogeneous storage
access protocols within a single, logical namespace service.

In the illustrative embodiment, the NSM application 400 is
a “lightweight” JAVA-based client application executing on
the NSM console 150, which is embodied as a computer
having, e.g., a Windows, Linux or Solaris operating system
platform. The NSM application 400 is illustratively a single
process that, as a JAVA-based application, is characterized by
a plurality of threads that can be easily ported to multi-plat-
form instantiations. However, the NSM application is “light-
weight” in that it does not require a persistent database and
substantially all operations involve APIs executed on other
host machines and servers.

FIG. 4 is a schematic block diagram illustrating an archi-
tectural infrastructure of the NSM application 400 in accor-
dance with the present invention. The NSM application infra-
structure comprises one or more client presentation layers
410 disposed over a library layer 420 that is embodied as
graphical user interface (GUI) and application programming
interface (API) components. The client presentation layers
410 may be directed to various GUI level presentations, such
as storage management and namespace management. To
facilitate support for various client presentation layers, the
library layer 420 is apportioned into a GUI toolkit 430 con-
figured to produce reusable GUI components, such as dialog
boxes (dialogs), and an API toolkit 500 configured to produce
reusable APl components that, in the illustrative embodi-
ment, are directed to namespace and storage management
functions. As described herein, the API toolkit 500 handles
thread management, as well as API processing and commu-
nication with the NSM server 200, whereas the GUI toolkit
430 handles the GUI components and their implementations.

Broadly stated, the NSM application 400 spawns a GUI
thread that is used by the is client presentation layer 410 and
GUI toolkit 430 to provide GUI components that enable a
user to input, e.g., commands for managing selected objects
on various servers 130. The client presentation layer 410
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translates the command to an operation and provides the
operation, an operation failure handler and a group of man-
aged objects to the API toolkit 500. The API toolkit 500
processes the operation to generate a plurality of APIs and
spawns a plurality of threads (“worker threads™) to manage
the APIs directed to the managed objects of the group. As
used herein, the term “API”” denotes a collection of methods/
functions (“routines”) exposed by, e.g., processes of the inte-
grated management framework 300 to which other processes
issue calls. When a problem (failure) arises, the API toolkit
500 calls the operation (API) handler, which may result in the
presentation of a GUI component, e.g., a dialog 155, by the
client presentation layer 410. Notably, the behavior of the API
in light of a failure is specified by the client presentation layer;
as such, the API toolkit 500 handles API failures according to
functionality provided by the client presentation layer 410.

FIG. 5 is a schematic block diagram of the API toolkit 500
of the NSM application 400 in accordance with the present
invention. The API toolkit 500 comprises an API client layer
520, a managed object layer 540, a thread pool layer 560 and
a credential handling layer 580, wherein the layers interact
and communicate using conventional intra-process message
passing techniques. The API client layer 520 illustratively
embodies an API library 522 configured to generate APIs
used to communicate with the NSM server 200. These APIs
are illustratively contained within XML tags and transported
to the NSM server in accordance with the communication
protocol.

The managed object layer 540 illustratively provides a
plurality of templates, e.g., JAVA classes, that describes data
and behavior associated with instances of managed objects,
as well as interfaces that enable operations on those objects
as, e.g., programming constructs. As used herein, a managed
object may represent any namespace and/or storage resource
that has a backing API on a host machine or server; that is, the
managed object may represent any resource for which the
machine or server exports APIs for management. To that end,
the managed objects comprise managed namespace objects
542 representing, e.g., namespaces, link points and shares,
and managed storage objects 544 representing, e.g., servers,
volumes, files and disks. The managed object layer 540 inter-
acts with the API client layer 520 to package these managed
objects within the XML tags.

The thread pool layer 560 utilizes a plurality of worker
threads 562 to process an operation that is apportioned among
the threads into manageable APIs directed to the managed
objects. This layer 560 of the API toolkit 500 also provides a
thread pooling function that controls the number of simulta-
neously executing worker threads so as not to consume sub-
stantial processing resources (e.g., CPU) on the NSM console
150. Often a user may select a group of managed objects to
perform an operation thereon. In such a situation, the user is
interested in an overall result of the operation across the
group, rather than for each individual object. Accordingly, the
thread pool layer further maintains a data structure embodied
as a result tracker 565 that is adapted to monitor the progress
of the APIs and provide a completion notification (e.g., suc-
cess or failure) summarizing the thread operation results on
the objects. This layer also provides functionality adapted to
force time-outs on APIs that would otherwise be subject to
arbitrary network delays due to, e.g., non-responsive servers.

The credential handling layer 580 provides a credential
collection function that collects user credentials 586 (e.g.,
user name and password) needed to access the resources
“on-demand” using, e.g., an authentication callback interface
582 to a GUI component, e.g., a dialog 155. This layer further
maintains the collected credentials 586 in a local cache 585
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(note that the NSM console 150 does not persistently store
credentials). Caching of the credentials allows the credential
handling layer 580 to determine whether previously collected
credentials can be used to satisfy pending requests by worker
threads 562 for permission to access the resources in accor-
dance with, e.g., a credential sharing function. For example,
the credential sharing function may illustratively attempt to
resolve all pending credential requests for each server using
the cached credentials and prompt a user only when a request
cannot be resolved, i.e., when the cached credentials do no
include the necessary credential to perform a pending request.
Alternatively, the credential sharing function may use one set
of cached credentials per server to resolve the requests and
only prompt the user on failure to resolve. In addition, the
credential handling layer 580 provides a locking mechanism
588 that limits the number of dialogs 155 that may be dis-
played on the NSM console 150 at a time when collecting
credentials.

Specifically, in the illustrative embodiment, the credential
handling layer 580 coordinates access by the worker threads
562 to the presentation of a dialog 155 used to collect and
share credentials. That is, credential collection involves the
use of the dialog that may be displayed by the threads to
collect credentials. Each worker thread 562 that manages a
failed API may initiate display of the dialog 155 on the NSM
console 150 to request the credentials from the user in accor-
dance with the on-demand credential collection function.
However, assume the operation provided by the client pre-
sentation layer 410 is decomposed into, e.g., hundreds of
APIs managed by corresponding worker threads 562. If all of
these APIs fail simultaneously, there may be hundreds of
dialogs 155 appearing on the NSM console at a time. To
obviate this situation, the locking mechanism 588 of the cre-
dential handling layer 580 ensures that only a limited number
of worker thread 562s interacts with the client presentation
layer 410 to control display of a limited number of dialogs
155, e.g., one, at a time on the NSM console 150. In addition,
credential sharing allows the user to enter the credentials into
the dialog 155 and, for those credentials that may be used to
access managed objects on various servers 130, share those
credentials among the worker threads 562.

FIG. 6 is a flowchart illustrating operation of the NSM
application in accordance with the present invention. The
procedure 600 starts at Step 602 and proceeds to Step 604
where a user interacts with the NSM application executing on
the NSM console to initiate performance of an operation
directed to a group of managed objects, e.g., units of storage,
hosted by a plurality of servers. Assume that the operation
manipulates the units of storage (e.g., CIFS shares) exported
by operating systems executing on the servers. In Step 606,
the client presentation layer provides the operation and an
indication of the managed objects to the API toolkit. In Step
608, the managed object layer and thread pool layer cooperate
to apportion (decompose) the operation into a plurality of
APIs directed to the managed objects and, in Step 610, spawn
one or more worker threads to manage the APIs. In Step 612,
the API client layer formats and sends the APIs within XML
tags to the NSM server using the communication protocol.
The NSM server illustratively processes the APIs in a manner
that, e.g., translates those APIs into additional APIs that ini-
tiate actions by one or more remote agents directed to the
managed objects.

In Step 614, the NSM server transmits the APIs to the
remote agent and, in Step 616, the remote agent forwards
APIs to the servers hosting the managed objects. Note that the
remote agent communicates with an appropriate storage
access protocol server (e.g., a CIFS server) of the operating
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system on each server using (e.g., Win32 API) remote proce-
dure calls (RPCs) over the network. In Step 618, a determi-
nation is made as to whether user credentials are provided to
permit access to the managed objects. Note also that this
determination may be needed because the credentials are
simply unavailable (empty) or because an attempt to execute
an API against a server using available credentials may fail
(due to bad/stale credentials). If the credentials are (success-
fully) provided, the servers execute the APIs directed to the
managed objects in Step 620 and the procedure ends at Step
634. However, if user credentials are not provided (or if an
API attempt fails because the credentials provided are bad/
stale), in Step 622 a failure notification is returned to the NSM
application (via the NSM server) for each attempted RPC
communication between the agent and server, indicating fail-
ure of the API due to missing user credentials.

In Step 624, the credential handling layer of the API toolkit
cooperates with the client presentation layer to prompt the
user, on-demand, to provide its credentials (permission) to
access the managed objects on the server. Furthermore, the
credential handling layer ensures that, e.g., only one worker
thread interacts with the client presentation layer to control
display of only one dialog at a time on the NSM console (Step
626). [lustratively, control of the dialog is not passed off to
another worker thread that is waiting on credential collection
until the current thread completes such collection. In Step
628, the user enters its credentials to the dialog and, in Step
630, the credential handling layer shares, where appropriate,
those credentials among worker threads waiting on the dia-
log. In Step 632, the API client layer formats and sends the
credentials (with APIs, if needed) to the servers (via the NSM
server and remote agents) to enable execution of the APIs on
the managed objects and the procedure returns to Step 618.

While there has been shown and described an illustrative
embodiment of an NSM application having an infrastructure
configured to enable efficient management of resources in a
storage system environment, it is to be understood that vari-
ous other adaptations and modifications may be made within
the spirit and scope of the invention. For example, the pre-
sentation of a dialog 155 used to collect/share credentials is an
illustrative implementation of the credential sharing function
of'the credential handling layer 580. Here, the actual behavior
of'this function is specified by the presentation layer 410 and
is independent of the library 420. In an alternate implemen-
tation, the worker threads 562 may be directed to a file con-
taining the credentials rather than prompting a user with the
dialog 155. This alternate behavior is useful for automating
execution of the application when interaction with the user is
not possible (e.g., automated testing).

The foregoing description has been directed to specific
embodiments of this invention. It will be apparent, however,
that other variations and modifications may be made to the
described embodiments, with the attainment of some or all of
their advantages. For instance, it is expressly contemplated
that the procedures, processes, layers and/or modules
described herein may be implemented in hardware, software,
embodied as a computer-readable medium having executable
program instructions, firmware, or a combination thereof.
Accordingly this description is to be taken only by way of
example and not to otherwise limit the scope of the invention.
Therefore, it is the object of the appended claims to cover all
such variations and modifications as come within the true
spirit and scope of the invention.
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What is claimed is:
1. A system configured to enable management of resources
in a storage system, the system comprising:
a management console computer executing a management
application to interact with a management server and
integrate namespace management and storage manage-
ment, the management application having an infrastruc-
ture including at least one client presentation layer dis-
posed over a library layer apportioned into at least one
application programming interface (API) toolkit, the
management application and API toolkit when executed
operable to:
perform API processing and communication with the
management server to produce reusable components
directed to namespace and storage management func-
tions, the API toolkit cooperating with the client pre-
sentation layer to prompt a user for user credentials, to
be provided on-demand, and perform an operation
upon the resources in the storage system, and

invoke a first set of APIs on the management server that
causes invocation of a second set of APIs on a remote
agent executing on a namespace server and interact-
ing with the management server to construct or
change a pathname in a logical namespace, wherein
the management server is configured to cooperate
with the remote agent to acquire a copy of a
namespace directory structure from a namespace
server wherein the copy of the namespace directory is
stored in a database associated with the management
server and wherein after configuration of the copy of
the namespace directory the configured copy of the
namespace directory is transmitted back to the
namespace server for storage.

2. The system of claim 1 wherein the management appli-
cation is further configured to receive an operation directed to
the resources wherein the operation is managed by a plurality
of worker threads.

3. The system of claim 1 wherein the API toolkit comprises
an API client layer that is embodied as an API library config-
ured to generate APIs used to interact with the management
server.

4. The system of claim 3 wherein the resources include
instances of managed objects and wherein the API toolkit
further comprises a managed object layer configured to pro-
vide a plurality of templates that describe data and behavior
associated with the managed objects, as well as interfaces that
enable operations on those objects.

5. The system of claim 1 wherein one worker thread inter-
acts with the client presentation layer to control display of
only one dialog at a time on the management console to obtain
the user credentials from the user and the one worker thread to
share the user credentials among other worker threads, where
the user credentials from the one worker thread and the other
worker threads are sent to at least a first server and a second
server, with the purpose of performing the operation upon the
resources.

6. The system of claim 1 wherein the APItoolkit comprises
a credential handling layer configured to provide an on-de-
mand credential collection function that collects the user
credentials needed to access the resources.

7. A method for enabling management of resources in a
storage system environment, the method comprising:

executing a management application on a management
console computer to initiate performance of an opera-
tion directed to a group of managed objects, the executed
management application enabling interaction with a
management server to integrate namespace manage-
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ment and storage management in the storage system
environment, wherein the group of managed objects are
units of storage hosted by a plurality of servers;

decomposing the operation into a plurality of routines
directed to the group of managed objects;

spawning a plurality of threads of the management appli-

cation to manage the plurality of routines;

determining that user credentials are not provided, where

the user credentials are required to enable a user to
access the group of managed objects;
in response to determining that the user credentials are not
provided, prompting the user for the user credentials, to
be provided on-demand, to enable execution of the plu-
rality of routines by the management console computer
upon the group of managed objects; and
executing an application programming interface (API)
toolkit on the management console computer to handle
API processing and communication with the manage-
ment server, wherein the API toolkit includes a thread
pool layer configured to utilize the plurality ofthreads to
process the plurality of routines that is apportioned
among the plurality of threads into manageable APIs
directed to the group of managed objects; and

invoking a first set of APIs through the management con-
sole, where the first set of APIs cause invocation of a
second set of APIs on a remote agent executing on at
least one of the plurality of servers interacting with the
management server to construct or change a pathname in
a logical namespace.

8. The method of claim 7 wherein the plurality of threads
require the user credentials and one thread of the plurality of
threads controls display of only one dialog at a time on the
management console computer to obtain the user credentials
from the user, wherein the one thread shares the user creden-
tials among other threads, the other threads waiting on the
dialog for the credentials, with the purpose of executing the
plurality of routines upon the group of managed objects.

9. The method of claim 7 wherein the management appli-
cation comprises a namespace and storage management
(NSM) application and wherein the management console
computer comprises an NSM console.

10. The method of claim 7 further comprising:

sending manageable APIs to an NSM server configured to

translate the manageable APIs into additional APIs that
initiate action by the remote agent directed to the man-
aged objects; and

forwarding the additional APIs to servers hosting the man-

aged objects.

11. The method of claim 10 further comprising:

returning a failure notification to the NSM application

indicating failure of an API due to user credentials that
were not provided, before prompting the user for the
user credentials.

12. The method of claim 7 wherein the managed object
comprises one or more shares.

13. The method of claim 7, further comprising:

sending the routines to the management server, the man-

agement server including a processor configured to pro-
cess the routines;

translating, by the management server, the routines into

additional routines, the additional routines configured to
initiate an action by the remote agent directed to the
managed objects; and

forwarding the additional routines to the plurality of serv-

ers hosting the managed objects.
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14. An apparatus configured to enable management of
resources in a storage system environment, the apparatus
comprising:

means for executing a management application on a man-

agement console computer to initiate performance of an
operation directed to a group of managed objects, the
executed management application enabling interaction
with a management server to integrate namespace man-
agement and storage management in the storage system
environment, wherein the group of managed objects are
units of storage hosted by a plurality of servers;

means for decomposing the operation into a plurality of

routines directed to the group of managed objects;
means for spawning a plurality of threads of the manage-
ment application to manage the plurality of routines;
means for determining that the user credentials are not
provided, where the user credentials are required to
enable a user to access the group of managed objects;
means for prompting the user for the user credentials, to be
provided on-demand, to enable execution of the plural-
ity of routines upon the group of managed objects;
means for executing an application programming interface
(API) toolkit to handle API processing and communica-
tion with the management server, wherein the API tool-
kit includes a thread pool layer configured to utilize the
plurality of threads to process the plurality of routines
that is apportioned among the plurality of threads into
manageable APIs directed to the group of managed
objects;

means for invoking a first set of APIs through the manage-

ment console, the first set of APIs invoking a second set
of APIs on a remote agent executing on at least one of the
plurality of servers that interacts with the management
server to construct or change a pathname in a logical
namespace; and

means for maintaining a result tracker by the thread pool

layer, the result tracker configured to monitor progress
of the manageable APIs and provide a completion noti-
fication summarizing thread operation results on the
managed objects.

15. The apparatus of claim 14 wherein the plurality of the
threads require the user credentials and one thread controls
display of only one dialog at a time on the management
console computer to obtain the user credentials from the user
in response to determining that the user credentials are not
provided, wherein the one thread shares the user credentials
among other threads, the other threads waiting on the dialog
for the user credentials, with the purpose of executing the
plurality of routines upon the group of managed objects.

16. The apparatus of claim 14, further comprising:

means for sending the routines to the management server,

the management server including a processor configured
to process the routines;

means for translating the routines into additional routines,

the additional routines configured to initiate an action by
the remote agent directed to the managed objects; and
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means for forwarding the additional routines to the plural-

ity of servers hosting the managed objects.

17. A non-transitory computer readable storage medium
containing executable program instructions executed by a
processor, comprising:

program instructions that execute a management applica-

tion on a management console computer to initiate per-
formance of'an operation directed to a group of managed
objects, the executed management application enabling
interaction with a management server to integrate
namespace management and storage management in the
storage system environment;

program instructions that decompose the operation into a

plurality of routines directed to the group of managed
objects;

program instructions that spawn a plurality of threads of

the management application to manage the plurality of
routines;

program instructions that determine user credentials are

not provided to permit a user to access the group of
managed objects;
program instructions that prompt a user for the user cre-
dentials, to be provided on-demand, to perform the plu-
rality of routines upon the group of managed objects;

program instructions that utilize an application program-
ming interface (API) toolkit, of the management con-
sole, to handle API processing and communication with
the management server, wherein the API toolkitincludes
a thread pool layer configured to utilize the plurality of
threads to process the plurality of routines that is appor-
tioned among the plurality of threads into manageable
APIs directed to the group of managed objects;

program instructions that invoke a first set of APIs through
the management console and on the management server,
the first set of APIs causing invocation of a second set of
APIs on a remote agent executing on at least one of the
plurality of servers that interacts with the management
server to construct or change a pathname in a logical
namespace; and

program instructions that maintain a result tracker by the

thread pool layer, the result tracker configured to moni-
tor progress of the manageable APIs and provide a
completion notifications summarizing thread operation
results on the managed objects.

18. The non-transitory computer readable storage medium
of claim 17 wherein one thread controls display of only one
dialog at a time on the management console computer to
obtain the user credentials, wherein the one thread shares the
user credentials among other threads, the other threads wait-
ing on the dialog for the credentials, with the purpose of
performing the plurality of routines upon the group of man-
aged objects.



