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(57) ABSTRACT 

A method of generating an alert message, the method 
including the steps of: a) inputting a location identifier into 
a communication unit; b) transmitting the location identifier 
from the communication unit to a central monitoring station; 
c) receiving the location identifier at the central monitoring 
station; d) retrieving information associated with the 
received location identifier from a database; and e) output 
ting an alert message which varies in accordance with the 
retrieved information. And also a method of generating an 
alert message including the steps of: a) storing one or more 
schedule records, each schedule record including a time 
range and associated Schedule information; b) receiving a 
duress message from a remote communication unit; c) 
determining a receipt time of the duress message; d) select 
ing a schedule record having a time range which incorpo 
rates the receipt time; e) retrieving the schedule information 
from the selected Schedule record; and f) outputting an alert 
message which varies in accordance with the retrieved 
schedule information. 
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METHOD AND APPARATUS FOR GENERATING 
AN ALERT MESSAGE 

0001. The present invention relates to a method and 
apparatus for generating an alert message. 

0002 Personnel in the services and enforcement sectors 
(for example government field workers such as customs, 
housing or social services personnel, police officers, energy 
company meter readers, sex industry workers etc.) and other 
lone workers may visit potentially threatening or risky 
customers in the field. These people need the knowledge of 
others as to their exact whereabouts, to ensure they can 
receive help when their personal safety is under threat. They 
may also require information relating to the customers 
and/or relating to the property being visited. 
0003. The employer's obligations for lone workers under 
occupational safety and health legislation require them to 
provide all practical protection for these people, irrespective 
of where they work. 

0004 One method of calling for assistance would be for 
the user to dial up a central monitoring station using a 
cellular phone, and notify the central monitoring station of 
their current address. One problem with this method is that 
it is time consuming. Another problem is that if the person 
does not speak clearly, or if the connection is bad, then 
emergency communication may not be possible. 

0005) Another method can be envisaged in which the user 
carries a Global Positioning System (GPS) unit which 
transmits the GPS position of the user to a central monitor 
ing location. This solution suffers from a number of prob 
lems. First, GPS may not pinpoint location with sufficient 
accuracy to give the exact location if the user is in a complex 
environment such as a multi-unit dwelling or car parking 
building, Second, conventional GPS units can be bulky, 
heavy and difficult to use. Third, the cost of GPS units can 
be high, Fourth, reliance on a GPS-based alarm system tends 
to minimise the requirement of the user to personally take 
responsibility for all aspects of their safety and security. 

0006 An object of the invention is to address the prob 
lems described above, or at least to provide the public with 
a useful choice. 

0007 A first aspect of the invention provides a method of 
generating an alert message, the method including the steps 
of: 

0008 a) receiving a location Identifier from a user 
input device of a communication unit; 

0009 b) transmitting the location identifier from the 
communication unit to a central monitoring station; 

0010 c) receiving the location identifier at the central 
is monitoring station, 

0011 d) retrieving information associated with the 
received location identifier from a database; and 

0012 e) outputting an alert message which varies in 
accordance with the retrieved information. 

0013 The first aspect of the invention also extends to 
apparatus for generating an alert message, the apparatus 
including: 
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0014 a communication unit including an input device for 
receiving a location identifier, and a transmitter for trans 
mitting the location identifier; and 
00.15 a receiver for receiving the location identifier; 
means for retrieving information associated with the 
received location identifier from a database; and means for 
outputting an alert message which varies in accordance with 
the retrieved Information. 

0016. The use of a location identifier enables the location 
of the user to be transmitted quickly from the communica 
tion unit with less chance of error or failure. Information 
associated with the identifier can then be retrieved to gen 
erate the alert message. 
0017. It will be understood that the term alert message 

is to be construed broadly, since the message may perform 
a variety of functions. For instance, in an emergency situ 
ation, the alert message may notify a response unit (for 
example a police station or security firm) that help is 
required, enabling personnel to be dispatched to a physical 
location described (for example by way of a street address) 
in the alert message. Alternatively, the alert message may be 
transmitted to the communication unit, and for instance may 
describe information Such as threats or hazards associated 
with the location. 

0018. The alert message may include all or part of the 
retrieved information, or may be generated from the 
retrieved information in accordance with a predetermined 
algorithm. 

0019. The location identifier may be input into the unit by 
speaking into a microphone. However, preferably the loca 
tion identifier is entered by actuating one or more keys or 
other input devices. 
0020. At its most basic level, the first aspect of the 
present invention may be implemented in a system in which 
a user only inputs the location identifier into the unit, and a 
central monitoring station immediately and automatically 
generates the alert message in response to receipt of the 
location identifier. However, preferably the alert message is 
only generated when certain conditions are met. In one 
example the method further comprises the step of receiving 
a duress message, wherein steps d) and e) are performed in 
response to receipt of the duress message. Typically the 
location identifier is input by a user before arriving at the 
location associated with the location identifier, and the 
duress message is only input by the user if assistance is 
required during the visit. 
0021. The duress message typically includes a source 
identifier which identifies the source of the duress message. 
This source identifier may uniquely identify the communi 
cation unit (for example a mobile phone) which transmitted 
the duress message, and/or may be a user ID identifying a 
particular user. 
0022. The duress message may be input by speaking into 
a microphone. However, this has the disadvantage of alert 
ing any other persons present. Therefore preferably the 
duress message is input by actuating one or more keys or 
other input devices. Preferably the duress message is input 
by pressing only a single key. 
0023 Alternatively the alert message may be generated at 
a predetermined time. For example the alert message may be 
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generated after a default period which is the same in all 
circumstances. Alternatively the time may be set by a user. 
In this case the method further comprises the steps of 
receiving a time period from a remote communication unit; 
and generating the alert message in response to the expiry of 
the received time period. 
0024. The communication unit may be a fixed unit con 
nected to a landline—Such as a conventional telephone. A 
problem with this is that the user must be able to find and use 
a telephone. Therefore preferably the communication unit 
for inputting and transmitting the location identifier, duress 
message and/or time period is a mobile unit which transmits 
via a wireless link. For example the mobile unit may be a 
cellular telephone, radio telephone, two-way pager or a 
hybrid device with mobile phone functionality, for 
example a Personal Digital Assistant (such as a Palm 
Pilot'TM) with integrated mobile wireless capabilities. 
0.025 The communication unit may communicate with 
the central monitoring station using a freephone 0800 phone 
number. 

0026. Different communication units may be used for 
inputting and transmitting the location identifier, duress 
message and/or time period. However preferably the same 
unit (preferably a mobile unit) is used for all applicable steps 
of the method. 

0027. The location information may be retrieved in step 
d) by inputting the received location identifier into a local 
database, or by forwarding the location identifier to a remote 
database. 

0028. The alert message may be transmitted to the remote 
communication unit and/or to a response unit. 
0029. A second aspect of the invention provides a method 
of generating an alert message including the steps of 

0030) a) storing one or more schedule records, each 
Schedule record including a time range and associated 
Schedule information; 

0031 b) receiving a duress message from a remote 
communication unit; 

0032 c) determining a receipt time of the duress 
message; 

0033 d) selecting a schedule record having a time 
range which incorporates the receipt time; 

0034 e) retrieving the schedule information from the 
selected schedule record; and 

0035 f) outputting an alert message which varies in 
accordance with the retrieved schedule information. 

0036) The second aspect also extends to apparatus for 
generating an alert message, the apparatus including: 

0037 a) means for storing one or more schedule 
records, each schedule record including a time range 
and associated Schedule information; 

0038 b) a receiver for receiving a duress message from 
a remote communication unit; 

0039 c) means for determining a receipt time of the 
duress message; 
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0040 d) means for selecting a schedule record having 
a time range which incorporates the receipt time; 

0041 e) means for retrieving the schedule information 
from the selected schedule record; and 

0042 f) means for outputting an alert message which 
varies in accordance with the retrieved schedule infor 
mation. 

0043. The second aspect of the invention relates to an 
alternative, time based, method and apparatus for generating 
an alert message, which may be used independently, or in 
conjunction with the first aspect of the invention. 
0044 Prior to making a visit, a user records the schedule 
information at a central monitoring unit. Then if a duress 
message is received during the specified time range, the 
associated schedule record can be located. 

0045. A third aspect of the invention provides a method 
of generating an alert message including the steps of 

0046) a) storing two or more schedule records, each 
Schedule record including a time indicator and associ 
ated schedule information, wherein at least two of the 
schedule records contain different time indicators and 
different schedule information; 

0047 b) retrieving schedule information from a sched 
ule record at a time specified by its associated time 
indicator; and 

0048 c) outputting an alert message which varies in 
accordance with the retrieved schedule information, 

wherein steps b) and a) are performed at the specified time 
only if an OK message has not been received prior to 
the specified time. 

0049. The third aspect also extends to apparatus for 
generating an alert message including: 

0050 a) means for storing two or more schedule 
records, each schedule record Including a time indica 
tor and associated Schedule information, wherein at 
least two of the schedule records contain different time 
indicators and different schedule information; 

0051 b) means for retrieving schedule information 
from a schedule record at a time specified by its 
associated time indicator, and 

0.052 c) means for outputting an alert message which 
varies in accordance with the retrieved schedule infor 
mation, 

wherein steps b) and c) are performed at the specified time 
only if an OK message has not been received prior to 
the specified time. 

0053. The third aspect of the invention relates to a further 
alternative, time based, method and apparatus for generating 
an alert message, which may be used independently, or in 
conjunction with the first and/or second aspects of the 
invention. 

0054 The alert message is output at the specified time 
only if an OK message has not been received. 
0055. The invention will now be described by way of 
example with reference to the accompanying drawings, in 
which: 
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0056 FIG. 1 is a schematic diagram of an emergency 
response system; and 
0057 FIG. 2 is a schematic diagram of the cellular phone. 
0.058 Referring to FIG. 1, a cellular phone 1 comprises a 
casing 2, antenna 3, keyboard 4 and display 17. The phone 
1 communicates with a central monitoring station 5 via a 
communication medium 6 such as the Public Switched 
Telephone Network (PSTN) or internet using a cellular or 
Wireless Application Protocol (WAP) link. 
0059. The central monitoring station 5 comprises a pro 
cessor 7 for sending and receiving signals to the communi 
cation medium 6, a display device B, input device 9, 
warning message database 10 and registration database 18. 
0060. The electronics housed in the casing 2 of the phone 
1 is shown in detail in FIG. 2. A processor 12 sends and 
receives signals to/from the antenna 3. The processor 12 is 
connected to a phone ID memory 14, keyboard controller 
15, display controller 16 and microphone 40. The keyboard 
controller 15 controls the keyboard 4 and the display con 
troller 16 controls the display of text on the display 17. 
0061 The phone 1 is carried by a user at all times, 
including times when the user is travelling and when visiting 
risky customers or locations. Before entering a property the 
user presses a pre-designated speed dial key 41 on keyboard 
4 which automatically connects the phone 1 with the central 
monitoring station 5 (for example by dialing an 0800 phone 
number). Once connected, the user enters a location ID 
number which uniquely identifies the property/location they 
are about to visit. Optionally the user may also input a user 
ID which uniquely identifies the user. 
0062) The location ID number may be determined in a 
number of ways. For example the phone 1 may carry a store 
(not shown) with a list of addresses, along with their 
associated location ID's. Thus the user can determine the 
appropriate location ID by Scrolling through the location 
ID's on display 17. Alternatively the location ID may be 
already known by the user. In the example described below, 
the location ID number is a case file number already known 
by the user. 
0063. The processor 12 retrieves a phone ID from 
memory 14. The phone ID uniquely identifies the phone 1 
and is transmitted to the central monitoring station every 
time data is sent. 

0064 On receipt of the location ID, phone ID and userID 
from the phone 1, the central processor retrieves a linked 
information record to associated with the location ID in the 
manner described below. 

0065. The central monitoring station 5 provides a service 
to an entity Such as a government Social services department. 
The department (or another agency on its behalf) has a 
processor 13 which maintains a linked information record 
database 22 and a user database 23. 

0.066 The linked information record database 22 contains 
a list of linked information records. Each linked information 
record contains a number of fields, such as: 
a) location ID field 
b) location descriptor field 
c) client profile field 
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d) location profile field 
e) business relationship profile field 
In more detail, the fields contain the following information: 

0067 a) The location ID field contains the location ID 
input by the user (for instance a case number). 

0068 b) The location descriptor field contains informa 
tion describing the physical location of the location, Such 
aS, 

0069 
0070) 
0071 

0072 c) The client profile field contains information 
associated with a particular individual or individuals, such 
aS 

i) street address 
ii) apartment number 

iii) GPS coordinates. 

0073 i) known risky customer 
0074 prior incident 
0075 record of violence 
0.076 record of threats of violence 
0.077 
0078 
0079 subject to other stresses which may contribute 
to risk (for example court proceedings etc) 

0080) 
0081 ii) known risky associates, or other occupants 

(this field can include the information listed under item 
c)i) above) 

0082 

firearms or other weapons 
mental or physical health 

Substance abuse 

iii) dogs 

0083) d) The location profile field contains information 
associated with a particular physical location, for 
example: 

0084) 
erty 

0085) 
0086) 
0087 

i) prior duress messages received from this prop 

ii) risky access or means of access to property 
iii) risky neighbours 

iv) unsafe location, for example 
0088 unsafe premises (for example with no alter 
native escape route) 

0089 unsafe neighbourhood 
0090 e) The business relationship profile field contains 
information pertaining to the business relationship asso 
ciated with a particular individual or individuals, such as: 
0091 i) resolution proceedings initiated, such as: 

0092) eviction notice 
0093 debt collection 
0094 repossession 
0095 serving of legal proceedings 
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0096 ii) nonconformance with agreed business terms, 
Such as: 

0097 payment terms 

0098) 
0099) 

conditions of lease 

entitlement to benefit or compensation, etc. 

0100. The user database 23 contains a list of user records. 
Each user record has four fields: 

a) user ID (the ID input by the user into the phone to identify 
himself) 
b) user name 
c) phone ID 
d) other user information (for instance sex, ethnicity, dis 
abilities etc) 
0101 The databases 22.23 may be encrypted for privacy 
purposes. 

0102) The central monitoring station 5 forwards the 
received location ID, user ID and phone ID to the processor 
13. The processor 13 then retrieves the associated linked 
information record from database 22 and returns the record 
to the central monitoring station 5. The processor 13 also 
retrieves the user record associated with the phone ID and/or 
user ID and returns it to the central monitoring station 5. 
Alternatively the central monitoring station 5 may maintain 
local databases identical to databases 22.23 which are kept 
current by way of regular updates from the processor 13. 
0103) The retrieved linked information record and user 
record are saved as a single registration record in a regis 
tration store 18. The store 18 may be encrypted for otherwise 
protected for example by a third party custodian) for privacy 
purposes. 

0104. The linked information record may be automati 
cally transmitted to the phone 1 as a warning alert message 
for text display to warn the user of any potential hazards 
before they enter the property. Alternatively, only a selected 
part of the linked information record (for instance fields 
c)-e)) may be transmitted. In a further alternative, the 
processor 7 may carry out a predetermined algorithm on the 
linked information record to determine whether the location 
is particularly hazardous, and only transmit a warning mes 
sage if the location is particularly hazardous. The algorithm 
may incorporate the user record—for instance a warning 
message may be transmitted for a particular property only if 
the user is a novice or inexperienced worker, or vulnerable 
in Some other way. The warning alert message nay simply 
constitute all or part of the linked information record. 
Alternatively the warning alert message may be generated 
by the algorithm (for instance the warning message may be 
“no lone female worker to enter this property”). 
0105 The user also enters a number representing the time 
period (in minutes) after which they should have safely 
cleared the location. A clock 19 is set with the received time 
period and counts down until the time period expires. If no 
time is entered then a default time period is used. 
0106 The user enters the property leaving the phone on 
and conducts their business. If the business goes without 
incident, the user, upon departing, transmits an OK message 
by pressing the speed dial key 41 to connect with the central 
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monitoring station 5, and automatically clears from the 
location just visited (ie, the registration record is cleared 
from the registration store 18). The automatic clearing may 
be achieved by means of a numeric string in the memory or 
by pressing the Zero key. 
0.107) If the user encounters a threatening or risky situ 
ation from which they believe they may not be able to safely 
remove themselves, they press any of the keys of the 
keyboard 4 for a defined period corresponding to a deliber 
ate action (for instance two seconds). The defined period is 
programmed into the phone to guard against accidental 
operation. Alternatively the user may press some other 
unique, easily found key so designed by the phone manu 
facturer or provided by an after market accessory or service 
provider. If the key is held for the defined period, then a 
duress message is transmitted along with the phone ID. If the 
phone happens to be switched off, the user presses a desig 
nated key or keys for the defined period which will activate 
the phone and automatically transmit a duress message. 
With some training, the user should be able to operate the 
phone in a handbag, pocket or belt clip without alerting an 
aggressor. 

0.108 Pressing a single button in order to transmit a 
duress message in an emergency is unlikely to antagonise an 
aggressor if the user does so under the pretext of turning the 
phone off. 
0.109 When the processor 7 receives a duress message, 
the processor inputs the phone ID into database 18 to 
retrieve the associated registration record, and initiates the 
following emergency response routine. 
0110. The processor 7 first generates and displays an alert 
message which is displayed on display 8 for viewing by a 
monitoring station operator. The alert message includes 
selected information from the retrieved registration record, 
Such as the address and user name. The processor 7 also 
immediately sends a text message to the phone 1 associated 
with the received phone ID, ie something like “press 1 for 
help, press 5 for re-call in five minutes, press 0 if OK”. If the 
user presses 1, or if the phone is not answered, then the 
processor 7 immediately transmits the registration record to 
a response agency Such as a security firm 20 or the police 21 
via the PSTN 6. Means may be provided to enable the 
processor 7 to choose between a number of different 
response agencies, for instance to choose the agency nearest 
to the registered address. 
0111. The processor 7 also updates field d)i) of the linked 
information record in database 22 to indicate that a duress 
message has been received from that location. 
0.112) If the user gets into difficulty and is unable to use 
the phone (for instance if the battery is flat, the aggressor is 
aggravated, the phone is taken away, or use of the phone 
would put the user further at risk) then the system has a 
failsafe. When the timer period being counted down by 
clock 19 expires, the processor 7 automatically initiates the 
emergency response routine described above. 
0113. If the user finds that they are likely to exceed the 
estimated time on the premises, they can prevent the emer 
gency response routine being initiated by redialing the 
monitoring station 5 and entering a further time period. This 
causes the clock 19 to be reset with the new time period. 
Alternatively, if the phone 1 is unable to make a connection, 
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the user may call the central monitoring station from a fixed 
landline phone 24 and talk to an operator who resets the 
clock 19, or clears the user's data from the registration store. 
0114. In an alternative method, the user creates a sched 
ule on PC 25. The schedule comprises one or more schedule 
records, each schedule record having five fields: 

0115 a) linked information field this contains all of 
the information associated with a single linked infor 
mation record (described above) 

0116 b) user ID 
0.117 c) user name 
0118 d) phone ID 
0119) e) time period for example 1200-1300, Thurs 
day 26 October, 2000 

0120) The schedule is transmitted to the central monitor 
ing station and stored in registration store 18. If a duress 
message is received from the phone ID recorded in field d) 
between 1200 and 1300, then the emergency response 
routine is initiated. Alternatively, if the user does not trans 
mit an OK message from the location by 1300 then the 
emergency response routine is initiated. 
0121. In an alternative system (not illustrated), GPS 
processing may also be provided. That is, the cellular phone 
1 may have a GPS antenna and GPS processor for deter 
mining the location of the cellular phone based on GPS 
satellite signals. The GPS position of the phone is transmit 
ted to the central monitoring system 5 along with the 
location ID and/or the duress message. The GPS position 
can then be sent with the alert message to the response 
agency 20 or 21 to enable the user to be found more easily, 
and also to act as a cross-check in case the user has moved 
from the previously registered address. 
0122) In a further alternative, in addition to creating a 
schedules the user may download from database 22 into 
phone 1 the linked information records associated with all of 
the locations that they plan to visit in the next period (for 
instance that day or that week). The user can then access this 
data to establish the risk information for proposed client 
visits without recourse to the central database visit-by visit, 
while retaining the remaining functionality of the visit 
tracking and emergency/alert System. 
0123. Where in the foregoing description reference has 
been made to integers or components having known equiva 
lents then Such equivalents are herein incorporated as if 
individually set forth. 
0.124. Although this invention has been described by way 
of example it is to be appreciated that improvements and/or 
modifications may be made thereto without departing from 
the scope or spirit of the present invention. 

1-10. (canceled) 
11. A method of generating an alert message including the 

steps of 

a) storing one or more schedule records, each schedule 
record including a time range and associated schedule 
information; 

b) receiving a duress message from a remote communi 
cation unit; 
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c) determining a receipt time of the duress message; 
d) selecting a schedule record having a time range which 

incorporates the receipt time; 

e) retrieving the schedule information from the selected 
Schedule record; and 

f) outputting an alert message which varies in accordance 
with the retrieved schedule information. 

12. A method according to claim 11 wherein the retrieved 
schedule information is descriptive of a physical location. 

13. A method according to claim 11 wherein the retrieved 
schedule information is descriptive of a potential threat or 
hazard. 

14. A method according to claim 11 wherein the step of 
outputting an alert message includes the step of transmitting 
the alert message to the remote communication unit. 

15. A method according to claim 11 wherein the step of 
outputting an alert message includes the step of transmitting 
the message to a response unit. 

16. A method according to claim 11 wherein the duress 
message includes a Source identifier which identifies the 
Source of the duress message. 

17. A method of generating an alert message including the 
steps of 

a) storing two or more schedule records, each schedule 
record including a time indicator and associated Sched 
ule information, wherein at least two of the schedule 
records contain different time indicators and different 
Schedule information; 

b) retrieving schedule information from a schedule record 
at a time specified by its associated time indicator; and 

c) outputting an alert message which varies in accordance 
with the retrieved schedule information, 

wherein steps b) and c) are performed at a specific time 
only if an OK message has not been received prior to 
the specific time. 

18. A method according to claim 17 wherein the retrieved 
schedule information is descriptive of a physical location. 

19. A method according to claim 17 wherein the retrieved 
schedule information is descriptive of a threat or hazard. 

20. A method according to claim 17 wherein the step of 
outputting an alert message includes the step of transmitting 
the alert message to the remote communication unit. 

21. A method according to claim 17 wherein the step of 
outputting an alert message includes the step of transmitting 
the message to a response unit. 

22. A method according to claim 17, wherein the alert 
message includes all or part of the retrieved information. 

23. Apparatus for generating an alert message, the appa 
ratus including: 

a communication unit including an input device for 
receiving a location identifier, and a transmitter for 
transmitting the location identifier, and 

a receiver for receiving the location identifier; means for 
retrieving information associated with the received 
location identifier from a database; and means for 
outputting an alert message which varies in accordance 
with the retrieved information. 

24. Apparatus for generating an alert message, the appa 
ratus including: 
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a) means for storing two or more schedule records, each 
Schedule record including a time range and associated 
schedule information, wherein at least two if the sched 
ule records contain different time ranges and different 
Schedule information; 

b) a receiver for retrieving a duress message from a 
remote communication unit; 

c) means for determining a receipt time of the duress 
message; 

d) means for selecting a schedule record having a time 
range which incorporated the receipt time; 

e) means for retrieving the schedule information from the 
selected schedule record; and 

f) means for outputting an alert message which varies in 
accordance with the retrieved schedule information. 
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25. Apparatus for generating an alert message including: 

a) means for storing one or more schedule records, each 
Schedule record including a time indicator and associ 
ated Schedule information; 

b) means for retrieving schedule information from a 
Schedule record at a time specified by its associated 
time indicator; and 

c) means for outputting an alert message which varies in 
accordance with the retrieved schedule information, 

wherein steps b) and c) are performed at a specific time 
only if an OK message has not been received prior to 
the specific time. 


