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Given the following:
P:an input program binary
F_F(P): Reference feature for a program P
F_R(P): Resource feature for a program P
F_C(P): Abstract control feature for a program P

F_S(P): Structual feature for a program P
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Extract_F_F(P) // Extract Reference Feature from a Program binary P

ListOfReferences = [] // empty set

Sections = Get the list of binary sections of Program P

For each section in Sections:

If section is a reference table (For example, import Table, GOT in ELF)
For each entry in section:

program = getReferredProgram(entry)
function = getReferredFunctionName(entry)
ListOfReferences. add (pair(program, function))

Return ListOf References // This is F_F(P)

oooooao
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Extract_F_R(P) // Extract Resource Feature from a Program binary P
ListOfResource = [] // empty set
Sections = Get the list of binary sections of Program P
For each section in Sections:
If section has resource (E.g., String, Symbol, Global Data, Icon, etc.)
kind = getKind(section)
For each entry in section:
value = getValue(entry)
ListOfResource. add (pair(kind, value))

Return ListOfResource // This is F_R(P)
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Extract_F_C(P) // Extract Abstract Control Flow Feature from a Program binary P

ListOfACF = [] // empty set
Sections = Get the list of binary sections of Program P
For each section in Sections:
If section is a code section
DisassembledInstructions = Disassemble(section)
For each instruction in DisasembledInstructions:
If instruction is control dependent
ACF = getOpCode(instruction)
ListOfACF. add(ACF)

Return ListOfACF // This is F_C(P)
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Extract_F_S(P) // Extract Structual Feature from a Program binary P

ListOfSections = [] // empty set
Sections = Get the list of binary sections of Program P
For each section in Sections:
name = getSectionName(section)
size = getSectionSize(section)
ListOfSections. add(pair(name, size))

Return ListOfSections // This is F_S(P)
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Hybrid_Feature_Similarity_Comparison(HFList, HFIndex, C_F,C_R,C_C, C_S,C_F_P,C_F_F)
Explanation of input parameters:
(1) Alist of hybrid features of binary P1, P2, ..., PN
HFList = [HF(P1), HF(P2), ..., HF(PN)]
(2) Index of binaries
HFIndex = [P1, P2, ..., PN]
(3) Hybrid Feature Parameters C_F,C_R,C_C,C_S,C_F_P,C_F_F
opooooo
0o0ooooooooooao
oooo
Similarity Vector (Component 620)
= an empty N * N vector having N rows and N columns
gooooao
goobooooooooao:
oooo
// Make N = N combinations of P1, P2, ..., PN excluding the comparison
to itself and duplicates
CombinationList = GenerateCombination(HFIndex)
ogooooao
oboobooooooobo
goaod
For each (PX, PY) in CombinationList:
// (Component 616, 618), Note: Definition of Component 618 follows.
HybridDiffScore (component 618) = HDS(HF(PX), HF(PY), C_F,
C.R CCCS,CFPCFF
Similarity Vector [PX, PY] = HybridDiffScore
return Similarrity Vector (Component 620)
oooooao
gooooooboobb bt ooooooooooboboboobood
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HDS(HF(P1), HF(P2), C_F,C_R,C_C,C_S,C_F_P,C_F_F) =

C_F * Sim_F(F_F(P1), F_F(P2),C_F_P,C_F_F) + C_R * Sim_R(F_R(P1),
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O

F_R(P2)) + C_C * Sim_C(F_C(P1), F_C(P2)) + C_S * Sim_S(F_S(P1),

F_S(P2))
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(F_F(P1), F_F(P2),C_F_P,C_F_F)
Min(|F_F(P1)|, |[F_F(P2)|)
Count =0
For (RP1,RF1) from F_F(P1)

Total =

Count+=1
return Count / Total

For (RP2, RF2) from F_F(P2)
If (Difference(RP1, RP2) <= C_F_P and Difference(RF1,
RF2) <= C_F_F)
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gbooooao
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Sim_R(F_R(P1),F_R(P2))
Total = Min(|F_R(P1)|, |[F_R(P2)|)
Count =0
For (K1,V1) from F_R(P1)
For (K2,V2) from F_R(P2)
If (K1 = K2 and V1 = V2)
Count+=1

return Count / Total
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goooao

Sim_C(F_C(P1),F_C(P2))
Score = |LongestCommonSubsequence(F_C(P1),F_C(P2))| /
min(|F_C(P1)|,|F_C(P2)|)

return Score
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Sim_S(F_S(P1), F_S(P2))

Scores = []

For (Sec_1, size_1) from F_S(P1)

For (Sec_2, size_2) from F_S(P2)

if (Sec_1 = Sec_2)

Score = |size,; — size,| / max(size_1, size_2)

Score. push(Score)

Sum = 0,Count =0

For score from Scores:

Sum+= score

Count+=1

return Sum / Count
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