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DESCRIPTION
DOMAIN DISCOVERY, MANAGEMENT AND ADMINISTRATION METHOD AND
APPARATUS THEREOF

TECHNICAL FIELD

The  present invention relates to a domain
discovery, management and administration method and
apparatus; and, more particularly, to a domain
discovering method and apparatus, and a domain management
and administration method and apparatus supporting
mergence and split of domains.

This work was supported by the IT R&D program of
MIC/IITA [2007-5-003-01, “Development of Protection

Technology for Terrestrial DTV Program’].

BACKGROUND ART

Domain signifies a series of devices or a group of
users sharing membership within a family or company.
Domain technology denotes technology for representing and
managing such domains. With the domain technology, it is
possible to manage a group of people or devices sharing
access credential.

As the Internet 1is popularly used and digital
contents such as pictures, music, and moving pictures are
freely distributed, the problems of illegal copy and
unauthorized use of the digital contents emerge from
behind the clouds. To cope with such problems, a concept
of Digital Rights Management (DRM) was introduced.
Digital rights management is a technology or service for
protecting copyrights of digital contents. At the
beginning, the technology or service was used for
preventing pay contents such as digital music, moving
picture and electric book from being illegally copied.
Recently, it 1is used to protect diverse kinds of digital

contents, such as mobile contents, corporate confidential
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documents, and digital broadcasting. At present, digital
rights management technology has expanded its area into
collectively providing such diverse services as
production, management and distribution of contents,
charging fee, and settling payment. As societies rapidly
advance 1into information age and digital industry
develops, the product values of digital contents increase
and more significance 1s put on the management and
administration of digital contents. Also, as digital
convergence 1is applied to all industrial fields, the
digital rights management is also combined with diverse
communication networks such as the Internet, wireless
network, and satellite network, or home appliances and
communication devices and develops in complex forms.

Domain technology may take significant part of the
digital rights management technology. Domain technology
may help efficiently administrate licensing of digital
contents, which makes the management easy and flexible,
and 1t may provide effective digital content distribution
methods.

A conventional technology reveals a method of
generating a domain between a domain management device
and a user terminal and managing the domain to manage
users and user terminals. However, the conventional
technology has a shortcoming that it cannot effectively
discover a domain and effectively manage a plurality of

domains.

DISCLOSURE
TECHNICAL PROBLEM
An embodiment of the present invention is directed
to providing a method and apparatus for effectively
discovering a domain and effectively managing a plurality
of domains. To be specific, it provides an effective

method for merging and splitting domains between domain
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management devices and user terminals.

Other objects and advantages of the present
invention can be understood by the following description,
and become apparent with reference to the embodiments of
the present invention. Also, it 1is obvious to those
skilled in the art of the present invention that the
objects and advantages of the present invention can be

realized by the means as claimed and combinations thereof.

TECHNICAL SOLUTION

In accordance with an aspect of the present
invention, there 1s provided a method for discovering a
domain management device, which includes: transmitting a
discovery request message to a domain management device
through a network; receiving a discovery response message
to the discovery request message from the domain
management device; and deciding a domain management
device to be communicated with based on the discovery
response message.

In accordance with another aspect of the present
invention, there is provided an apparatus for discovering
a domain management device, which includes: a
communication unit for transmitting a discovery request
message to a domaln management device through a network
and receiving a discovery response message to the
discovery request message from the domain management
device; and a domain management device deciding unit for

deciding a domain management device to be communicated
with based on the discovery response message.

In accordance with another aspect of the present
invention, there 1is provided a method for managing
domains, which includes: receiving a domain mergence

request message for requesting to merge a plurality of
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domains from a domain administrator device; merging the
domains based on the domain mergence request message; and
transmitting a domain update message to related domain
management devices in charge of managing domains
involving in the domain mergence upon the domain mergence.

In accordance with another aspect of the present
invention, there is provided a domain management device,
which includes: a reception unit for receiving a domain
mergence request message for requesting to merge a
plurality of domains from a domain administrator device;
a management unit for merging the domains based on the
domain mergence request message; and a transmission unit
for, wupon the domain mergence, transmitting a domain
update message to related domain management devices in
charge of managing domains involving in the domain
mergence.

In accordance with another aspect of the present
invention, there is provided a domain administration
method of a domain administrator device, which includes:
transmitting a domain mergence request message for
requesting to merge a plurality of domains to a domain
management device; and merging the domains based on the
domain mergence request message, and receiving a result
of transmitting a domain update message to related domain
management devices in charge of managing domains
involving in the domain mergence upon the domain mergence
from the domain management device.

In accordance with another aspect of the present
invention, there 1is provided a domain administrator
device, which includes: a transmission unit for
transmitting a domain mergence request message for
requesting to merge a plurality of domains to a domain
management device; and a reception unit for merging the
domains based on the domain mergence request message, and

receiving a result of transmitting a domain update

4
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message to related domain management devices in charge of
managing domains involving in the domain mergence upon
the domain mergence from the domain management device.

In accordance with another aspect of the present
invention, there 1s provided a method for managing
domains, which includes: receiving a domain split request
message for requesting to split a domain from a domain
administrator device; and splitting the domain based on
the domain split request message; and transmitting a
domain update message to a related domain management
device in charge of managing a domain obtained from the
domain split upon the domain split.

In accordance with another aspect of the present
invention, there 1is provided a domain management device,
which includes: a reception unit for receiving a domain
split request message for requesting to split a domain
from a domain administrator device; and a management unit
for splitting the domain based on the domain split
request message; and a transmission unit for transmitting
a domain update message to a related domain management
device 1in charge of managing a domain obtained from the
domain split upon the domain split.

In accordance with another aspect of the present
invention, there is provided a method for administrating
domains, which includes: transmitting a domain split
request message for requesting to split a domain to a
domain management device; and splitting the domain based
on the domain split request message; and receiving a
result of transmitting a domain update message to a
related domain management device in charge of managing a
domain involving in the domain split from the domain
management device upon the domain split.

In accordance with another aspect of the present
invention, there 1s provided a domain administrator

device, which includes: a transmission unit for
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transmitting a domain split request message for
requesting to split a domain to a domain management
device; and a reception unit for splitting the domain
based on the domain split request message and receiving a
result of transmitting a domain update message to a
related domain management device in charge of managing a
domain involving in the domain split from the domain
management device upon the domain split.

The advantages, features and aspects of the
invention will ©become apparent from the following
description of the embodiments with reference to the
accompanying drawings, which 1s set forth hereinafter.
Also, when it is considered that detailed description on
a related art may obscure a point of the present
invention, the description will not be provided herein.
Hereinafter, specific embodiments of the present
invention will be described in detail with reference to

the accompanying drawings.

ADVANTAGEOUS EFFECTS

The present invention can effectively discover a
domain and effectively manage a plurality of domains. To
be specific, it can effectively merge or split domains

between domain management devices and user terminals.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 1is a flowchart showing a process of
discovering a domain management device in accordance with
an embodiment of the present invention.

Fig. 2 illustrates how messages are exchanged
between a domain management device and a user terminal
for discovering a domain management device in accordance
with an embodiment of the present invention.

Fig. 3 1is a flowchart describing domain mergence

in accordance with an embodiment of the present invention.

6
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Fig. 4 1s a flowchart describing domain split in

accordance with an embodiment of the present invention.

BEST MODE FOR THE INVENTION

Following description exemplifies only the
principles of the present invention. Even if they are
not described or illustrated clearly in the present
specification, one of ordinary skill 4in the art can
embody the principles of the present invention and invent
various apparatuses within the concept and scope of the
present invention. The use of the conditional terms and
embodiments presented in the present specification are
intended only to make the concept of the present
invention understood, and they are not limited to the
embodiments and conditions mentioned in the specification.

Also, all the detailed description on the principles,
viewpoints and embodiments and particular embodiments of
the present invention should be understood to include
structural and functional equivalents to them. The
equivalents include not only currently known equivalents
but also those to be developed in future, that is, all
devices invented to perform the same function, regardless
of their structures.

For example, block diagrams of the present invention
should be understood to show a conceptual viewpoint of an
exemplary cilrcuit that embodies the principles of the
present invention. Similarly, all the flowcharts, state
conversion diagrams, pseudo codes and the like can be
expressed substantially in a computer-readable media, and
whether or not a computer or a processor is described
distinctively, they should be understood to express
various processes operated by a computer or a processor.

Functions of various devices i1llustrated in the
drawings including a functional block expressed as a

processor or a similar concept can be provided not only

7
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by using hardware dedicated to the functions, but also by
using hardware capable of running proper software for the
functions. When a function is provided by a processor,
the function may be provided by a single dedicated
processor, single shared processor, or a plurality of
individual processors, part of which can be shared.

The apparent use of a term, ‘processor’, ‘control’
or similar concept, should not be understood to
exclusively refer to a piece of hardware capable of
running software, but should be understood to include a
digital signal processor (DSP), hardware, and ROM, RAM
and non-volatile memory for storing software,
implicatively. Other known and commonly used hardware
may be included therein, too.

In the claims of the present specification, an
element expressed as a means for performing a function
described 1in the detailed description is intended to
include all methods for performing the function including
all formats of software, such as combinations of circuits
for performing the intended function, firmware/microcode
and the like.

To perform the intended function, the element is
cooperated with a proper circuit for performing the
software. The present invention defined by claims
includes diverse means for performing particular
functions, and the means are connected with each other in
a method requested in the claims. Therefore, any means
that can provide the function should be understood to be
an equivalent to what is figured out from the present
specification.

The advantages, features and aspects of the
invention will Dbecome apparent from the following
description of the embodiments with reference to the
accompanying drawings, which 1is set forth hereinafter.

Also, when it is considered that detailed description on

8
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a related art may obscure a point of the present
invention, the description will not be provided herein.
Hereinafter, specific embodiments of the present
invention will be described in detail with reference to
the accompanying drawings.

The present invention provides messages and
protocol in support of a domain management device
discovery function and domain mergence and split
functions of a domain management device. Particularly,
the present invention provides an effective domain
management technology used between a domain management
device and a wuser terminal and it also provides a
flexible domain management technology of a hierarchical
structure based on domain mergence and split technologies.

Hereinafter, domain management device discovery
and domain mergence and split of the domain management

device will be described in detail.

<METHOD FOR DISCOVERING DOMAIN MANAGEMENT DEVICE>

Fig. 1 1s a flowchart showing a process of
discovering a domain management device in accordance with
an embodiment of the present invention. The domain
management device discovering process will be described
with reference to Fig. 1.

In step S101, when a domain management device
discovery process is 1initiated, a terminal transmits a
discovery request message in step S102. Herein,
“transmit” includes broadcasting, and the transmission of
the discovery request message makes it possible to
discover all available domain management devices or a
domain management device in charge of managing a specific
domain. In step S103, the terminal waits for a discovery
response for the discovery request message for a
predetermined time. In step S104, discovery responses to

the discovery request message are received for a
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predetermined time. The received discovery responses are
analyzed and used to decide a domain management device
suitable  for communication. When the predetermined time
passes in step 8105, the domain management device
terminates the discovery process in step S106.
Hereinafter, a method and apparatus for discovering a

domain management device will be described.

1. METHOD FOR DISCOVERYING DOMAIN MANAGEMENT
DEVICE

Fig. 2 illustrates how messages are exchanged
between a domaln management device and a terminal to
discover a domain management device in accordance with an
embodiment of the present invention. The messages are
exchanged between a terminal 201 and a domain management
device 202.

The terminal 201 includes a user terminal and it
signifies all types of devices that can make an access to
a domain in connection with the domain management device
202 through a network. Examples of the terminal 201 are
a personal computer, a portable multimedia player (PMP),
a mobile phone, an MP3 player and the like.

The domain management device 202 includes devices
capable to manage domains. Examples of the domain
management device 202 are a server of a broadcasting or
contents service provider, a home server of a home
network, a gateway, a set-top box and the 1like. The
domain management device 202 may be implemented as any
types of devices connected to a network if they can
manage domains. Also, it includes devices connected to a
network can merge and split domains. The domain
management device 202 can manage domains with a hierarchy.
Herein, the word “hierarchy” signifies that a plurality
of domains are in an inclusive relationship.

A discovering method for domain management device

10
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of the ©present invention includes transmitting a
discovery request message to the domain management device
through a network, receiving discovery response messages
to the discovery request message from the domain
management device, and deciding a domain management
device to be communicated with based on the discovery
response message.

In step 203, the terminal 201 transmits a
discovery request message to the domain management device
202 through a network. The discovery request message may
include domain identifier (ID) information, a device
identifier information, or a user identifier information.
The word “transmitted” includes the meaning of
broadcasting, which is a transmission scheme sending out
signals to many and unspecified persons.

In step 204, the terminal 201 receives a discovery
response message from the domain management device 202.
The discovery response message 1is a response to the
discovery request message and it may include identifier
information, location information and status information
of a responding domain management device 202 or domain
identifier list information managed by a domain
management device 202. The terminal 201 may receive a
plurality of discovery response messages from a plurality
of domain management devices 202. It may also receive
the discovery response messages for a predetermined time.
Then, the terminal 201 analyzes information included in
the received discovery response messages and decides a
domain management device 202 which 1is appropriate for
communication. The domain management device 202 to be
communicated with i1s decided based on whether there are
discovery request message and/or whether the responding
domain management device 202 can smoothly carry out
communication currently.

When the domain management device 202 to be

11
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communicated with is decided, the terminal 201 and the
domain management device 202 authenticate each other in
step 205. Herein, the terminal 201 and the domain
management device 202 may exchange messages for
generation of a domain.

Discovery request messages may be used in
different cases: when all available domain management
devices 202 are to Dbe discovered, when a domain
management device 202 in charge of managing a specific
domain 1is to be discovered, or when a specific domain
management device 202 is to be discovered.

First, a case where all available domain
management devices 202 are to be discovered will be
described. The terminal 201 does not specify a domain
identifier and transmits a discovery request message
through a network. The domain management device 202
recelves the discovery request message and makes a
response including domain management device location
information and information on a domain on operation.
The terminal 201 receives discovery response messages
from domain management devices 202 for a predetermined
time. After the predetermined time passes, the terminal
201 analyzes the discovery response messages and
communicates with an appropriate domain management device.

Next, a case where a domain management device 202
in charge of administrating a specific domain is to be
discovered will be described. The terminal 201 transmits
a discovery request message while specifying a domain
identifier. The domain management device 202 receives
the discovery request message and when it can manage one
or more domains specified by domain identifiers in the
discovery request message, 1t can make a response
including domain management device location information
and domain information. The terminal 201 receives

discovery response messages from the domain management
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devices 202 for a predetermined time. After the
predetermined time passes, the terminal 201 analyzes the
received discovery response messages and communicates
with an appropriate domain management device.

Lastly, a case where a specific domain management
device 202 is to be discovered will be described. This
case may be applied to checking the status of the
specific domain management device 202. The terminal 201
transmits a discovery request message to the specific
domain management device 202. The domain management
device 202 receives the discovery request message and
when the domain of the specific domain management device
202 is available, it can make a response including domain
management device location information and domain
information. The terminal 201 receives discovery
response messages from the domain management devices 202,
which the terminal 201 has requested for discovery, for a
predetermined time. After the predetermined time passes,
the terminal 201 analyzes the received discovery response
messages and communicates with an appropriate domain
management device 202.

Hereinafter, a discovery request message and a
discovery response message will be described. The
discovery request (DiscoveryRequest) message includes
domain identifier (DomainID), a domain management device
identifier (DevicelID), a user identifier (UserID). When
the field of the domain identifier is not null, the
domain management device 202 which has received the
discovery request message makes a response only when it
manages one or more domains identified by domain
identifiers in the discovery request message. When the
field of the device identifier is not null, the domain
management device which has received the discovery
request message makes a response when the device

specified in device identifier 1is managed as a domain
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member. When the field of the user identifier is not null,
the domain management device which has received the
discovery request message makes a response when the user
is managed as a domain member.

An example of a discovery request message

structure is shown as follows.

<element name="DiscoveryRequest" type="dmp-
msdpx :DiscoveryRequestType" />

<complexType name="DiscoveryRequestType">
<complexContent>

<extension base="msdp:DomainProtocolType">
<sequence minOccurs="0" maxOccurs="unbounded">
<element name="Condition'">

<complexType>

<choice minOccurs="0" maxOccurs="unbounded">
<element ref="msd:DomainID"/>

<element ref="msd:DevicelD"/>

<element ref="msd:UserID"/>

</choice>

</complexType>

</element>

</sequence>

</extension>

</complexContent>

</complexType>

The discovery response message may include domain
management device identifier (DomainManagerID)
information, location of the domain management device
(Location) information, domain identifier list (DomainID)
information managed by the domain management device, and
status information of the domain management device.

An example of a discovery —response message

structure is shown as follows.
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<element name="DiscoveryResponse"

type="dmp-msdpx:DiscoveryResponseType" />

<complexType name="DiscoveryResponseType">

<complexContent>

<extension base="msdp:DomainProtocolType">

<sequence>

<element name="DomainManagerID" type="msd:DeviceID"/>

<element name="Location" type="anyURI" minOccurs="0"/>

<element ref="msd:DomainID" maxOccurs="unbounded"/>

<attribute ref="msd:DomainID" maxOccurs="unbounded"/>

</sequence>

<attribute name="status" type='"string" use="optional"/>

</extension>

</complexContent>

</complexType>

2.
DEVICE

APPARATUS FOR DISCOVERING DOMAIN MANAGEMENT

A domain management device discovering apparatus

of the present invention includes a communication unit

and a decision unit. The communication unit transmits a

discovery request message to the domain management device

through a

network and receives a discovery response

message to the discovery request message from the domain

management
management
discovery

management

device. The decision unit decides a domain
device to be communicated with based on the
response message. Herein, the domain

device discovering apparatus may be the
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terminal 201 mentioned in the description of domain

discovering method of the above domain management device.

The
identifier

identifier

discovery request message may include domain
information, domain management device

information or user identifier information.

The discovery response message may include domain

management

management

device identifier information, domain

device location information, domain management

device status information, or domain identifier 1list

information managed by a domain management device. The

communication unit exchanges mutual authentication

message with a decided domain management device, and the

domain management device may be a device for managing

domains hierarchically.

discovery reguest messages may be used in

different

cases: when all available domain management

devices are to be discovered, when a domain management

device in charge of managing a specific domain is to be

discovered,

or when a specific domain management device

are to be discovered. Since these are already described

in the above, further description on them will not be

provided herein. Also, since the discovery of a domain

management

device, discovery request message, and a

discovery response message were described in detail in

the “1.

METHOD FOR DISCOVERYING DOMAIN MANAGEMENT

DEVICE,” they will not be described herein.

<MERGENCE OF DOMAINS>

More

than two existing domains can be merged into

one new domain through a domain mergence process. Herein,

the domain newly created through the domain mergence

process includes more than two existing domains having a

hierarchical relationship with each other.

Fig.

3 is a flowchart describing domain mergence

16
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in accordance with an embodiment of the present invention.

Domains are merged through message exchange

between a domain administrator device 301 and a_domain

management device.

The domain administrator device 301 has a

credential for administrating domains. It includes all

other devices that are connected to the domain management

device through a network

and capable of accessing to a

domain through the network. The domain administrator

device 301 may include user terminals, personal computers,

portable multimedia players (PMP), mobile phones, MP3

players and the 1like. Also, the domain administrator

device 301 may administrate a plurality of user terminals.

In this <case, the domain administrator device 301

represents the user terminals and takes a credential for

administrating domains.

The domain management device includes devices that

can perform a function of managing domains. Examples of

the domain management device include a server of a

broadcasting or contents service provider, a home server

of a home network, a gateway, and a set-top box. The

domain management device
that can manage domains
includes devices that can
a network. The domain

domains with a hierarchy.

includes all types of devices
through a network. It also
merge or split domains through
management device can manage

Herein, the word “hierarchy”

signifies that a plurality of domain are in an inclusive

relationship.

The domain management device may be provided more

than two 302 and 303. As shown in Fig. 3, when there are

more than two domain management devices, one is a child

domain management device

302 and the other is a parent

domain management device 303. When there are two domains

to be merged and the two domains are managed by one

domain management device,

the domain administrator device

17
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301 exchanges messages with the domain management device.
When the two domains are managed by different domain
management devices 302 and 303, a step of exchanging
messages between the child domain management device 302
and the parent domain management device 303 is further
included.

Hereinafter, a domain management method and
apparatus for merging domains and a domain administration
method and apparatus will be described in accordance with

embodiments of the present invention.

1. DOMAIN MANAGEMENT METHOD WHEN DOMAINS ARE
MERGED

A domain management method of the present
invention includes receiving a domain mergence request
message for requesting to merge a plurality of domains
from a domain administrator device 301, merging the
domains based on the domain mergence request message, and
transmitting a domain update message upon the domain
mergence to related domain management devices in charge
of managing the domains involving in the domain mergence.

The domain management method may further include a
step of performing mutual authentication with the domain
administrator device 301. Herein, the domain mergence
includes a case where merging a plurality of domains are
merged with a hierarchy. The domains include a child
domain and a parent domain.

When a plurality of domains are managed by
different domain management devices 301 and 302, the
domain mergence step includes: checking whether the
domain administrator device 301 has a credential over a
child domain based on the domain mergence request
message; deciding whether a parent domain and a child
domain are merged based on domain management information

of the child domain; transmitting an authentication
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message and a child domain connection message to the
parent domain management device 303 in charge of managing
the parent domain; receiving the a parent domain
connection message from the parent domain management
device 303; and adding the parent domain to a list of
parent domains. The domain mergence request message may
include ID information and credential information of the
parent and child domains. The domain management
information includes connected domain information, which
may include hierarchical domain information.

When a plurality of domains are managed by one
domain management device, the domain mergence step
includes: checking whether the domain administrator
device 301 has a credential over the child domain based
on a domain mergence request message; deciding whether
the parent domain and the child domain are merged based
on domain management information of the parent and child
domains; and adding the parent domain to a list of parent
domains. The domain mergence request message includes ID
information and credential information of the parent and
child domains. The domain management information
includes connected domain information, which may include
hierarchical domain information. Hereinafter, detailed

description will be provided.

First, a case where two domains to be merged with
each other are managed by different domain management
devices will be described. The two domains include one
which is a child domain and the other which is a parent
domain. In this case, the child domain management device
302 manages the child domain, and the parent domain
management device 303 manages the parent domain.

In step 304, the domain administrator device 301
executes mutual authentication with +the c¢child domain

management device 302.
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When the mutual authentication 1s completed, the
domain administrator device 301 transmits a domain
mergence request (AddDomainRequest) message to the child
domain management device 302 in step 305. The child
domain management device 302 receives the domain mergence
request message and checks whether the credential over a
child domain specified wupon request of the domain
administrator device 301 1is wvalid. When the credential
is not valid, it transmits a “PERMISSION DENIED” message,
which does not allow mergence between the domains, to the
domain administrator device 301. The child domain
management device 302 checks whether the two domains to
be merged can be merged. Whether the domains can be
merged or not can be decided based on whether a domain
cycle 1is formed or not. It is decided that a domain
cycle can be formed when a domain to be a parent domain
is already designated as one among descendant domains of
a domain to be a child domain or when a domain to be a
child domain is already designated as one among ancestor
domains of a domain to be a parent domain. Herein,
checking a hierarchical structure of domains is included.
When a domain cycle is formed, domain mergence cannot be
executed. Thus, when a domain cycle is formed, the child
domain management device 302 transmits a “UNABLE TO
PROCESS” message, which signifies that a corresponding
process cannot proceed, to the domain administrator
device 301.

In step 306, the child domain management device
302 requests the parent domain management device 303 for
authentication and executes mutual authentication. The
parent domain management device 303 checks domain
credential and when the authentication is successful, it
transmits a “OK” message, which signifies authentication
success, to the child domain management device 302. If

the parent domain management device 303 fails 1in the
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authentication, it  transmits a “PERMISSION DENIED”
message, which signifies authentication failure, to the
child domain management device 302.

In step 307, the child domain management device
302 transmits a child domain connection
(ConnectChildDomain) message to the parent domain
management device 303.

The parent domain management device 303 decides
whether the child domain can be merged with the parent
domain based on domain management information
(DomainManageInfo) of the parent domain. When the domain
mergence 1s available, the parent domain managément
device 303 adds the child domain to a child domain list
of the parent domain. When the domain mergence is not
available, the parent domain management device 303
transmits a "“PERMISSION DENIED” message, which signifies
that mergence 1is not allowed, to the child domain
management device 302.

When the parent domain has more than one grand
parent domain, the parent domain management device 303
transmits a parent domain wupdate (UpdateParentDomain)
message to a domain management device in charge of
managing a grand parent domain, which is a parent domain
of the parent domain.

In step 308, the parent domain management device
303 transmits a parent domain connection
(ConnectParentDomain) message to the child domain
management device 302.

The child domain management device 302 receives
the parent domain connection (ConnectParentDomain)
message, and adds a parent domain to the parent domain
list of the child domain.

when the child domain has more than one grand
child domain, the <child domain management device 302

transmits a child domain update (UpdateChildDomain)
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message to a domain management device in charge of
managing a grand child domain, which is a child domain of
the child domain.

In step 309, the child domain management device
302 transmits a domain mergence result to the domain
administrator device 301. When the domain mergence 1is
successful, it transmits an “OK” message, which signifies
that the domain mergence is successful, to the domain
administrator device 301. Otherwise, when the domain
mergence fails, 1t transmits a “PERMISSION DENIED”
message, which signifies domain mergence failure.

Subsequently, a case where two domains to be
merged are managed by one domain management device will
be described. The two domains may have a hierarchical
structure of a child domain and a parent domain. In this
case, the child domain management device 302 and the
parent domain management device 303 of Fig. 3 are one
domain management device. Therefore, only the process of
exchanging messages between the child domain management
device 302 and the parent domain management device 303 is
omitted.

In the step 304, the domain administrator device
301 performs mutual authentication with the domain
management device.

When the mutual authentication 1is completed, the
domain administrator device 301 transmits a domain
mergence request (AddDomainRequest) message to the domain
management device in the step 305. The domain management
device receives the domain mergence request message and
checks whether the «credential over a child domain
specified upon a request of the domain administrator
device 301 is valid. When the credential is invalid, it
transmits a “PERMISSION DENIED” message, which signifies
mergence between domains is not allowed, to the domain

administrator device 301. The domain management device
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checks the statuses of the two domains to see if the two
domains can be merged. Whether the domains can be merged
or not can be decided based on whether a domain cycle is
formed or not. It is decided that a domain cycle can be
formed when a domain to be a parent domain 1is already
designated as one among descendant domains of a domain to
be a child domain or when a domain to be a child domain
is already designated as one among ancestor domains of a
domain to be a parent domain. Herein, checking a
hierarchical structure of domains 1s included. When a
domain cycle is formed, domain mergence cannot be
executed. Thus, when a domain cycle is formed, the
domain management device transmits an “UNABLE TO PROCESS”
message, which signifies that a corresponding process
cannot proceed, to the domain administrator device 301.

The domain management device decides whether the
child domain can be merged with the parent domain based
on domain management information (DomainManageInfo) .
When the domain mergence 1s available, the domain
management device adds the child domain to a child domain
list of the parent domain and adds the parent domain to a
parent domain list of the child domain.

When the parent domain has more than one grand
parent domain, the domain management device transmits a
child domain update (UpdateChildDomain) message to a
domain management device in charge of managing a grand
parent domain, which is a parent domain of the parent
domain. Also, when the c¢hild domain has more than one
grand c¢hild domain, the domain management device
transmits a parent domain update (UpdateParentDomain)
message to a domain management device 1n charge of
managing a grand child domain, which is a child domain of
the child domain.

In step 309, the domain management device

transmits a domain mergence result to the domain
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administrator device 301. When the domain mergence is
successful, it transmits an “OK” message, which signifies
that the domain mergence 1is successful, to the domain
administrator device 301. Otherwise, when the domain
mergence fails, 1t transmits a “PERMISSION DENIED”

message, which signifies domain mergence failure.

Hereinafter, messages exchanged with domain

management information will be described in detail.

The domain management information
(DomainManageInfo) is information representing a
hierarchical relationship among domains. The domain

management information may include a related domain
information (RelatedDomainInfo) field to structurally
represent parent domains and child domains. The related
domain information (RelatedDomainInfo) is information on
domains connected to a corresponding domain, and it may
include a parent domain information list
(ParentDomainInfolList), which is a list of parent domains,
and a child domain information list (ChildDomainInfolList).
The parent domain information 1list includes information
on parent domains and it may include one or more parent

domain information (ParentDomainInfo). The child domain
information list includes information on child domains,

and it may include one or more child domain information

(ChildDomainInfo) . An example of domain management

information structure is shown below.

<element name="DomainManageInfo"
type="dmp-msdx:DomainManageInfoType" />
<complexType name="DomainManageInfoType">
<complexContent>

<extension base="msd:DomainManageInfoType">
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<sequence>

<element ref="dmp-msdx:RelatedDomainInfo” minOccurs="0"/>
</sequence>

</extension>

</complexContent>

</complexType>

<complexType name="DomainManageInfoType">
<complexContent>

<extension base="msd:DomainBaseType">

<sequence>

<element ref="msd:DomainID"/>

<element ref="msd:DACredentials" minOccurs="0"/>

<element ref="msd:DomainMembershipCredentials"

minOccurs="0"/>

<choice minOccurs="0" maxOccurs="2">

<element ref="msd:User"/>

<element ref="msd:Device"/>

</choice>

<element ref="msd:DomainKey"/>

<element name="Registration" type="dateTime"/>

<element name="Expiration"

type="sx:ValidityTimeMetered" />
</sequence>

</extension>
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</complexContent>

</complexType>

<element name="RelatedDomainInfo" type="dmp-msdx:

RelatedDomainInfoType" />
<complexType name="RelatedDomainInfoType">
<seqguence>

<element ref="dmp-msdx:ParentDomainInfolist"

minOccurs="0" />

<element ref="dmp-msdx:ChildDomainInfoList"” minOccurs="0"

/>
</sequence>

</complexType>

Meanwhile, the following shows an example of

related domain information.

<element name="ParentDomainInfolList"
type="dmp-msdx:ParentDomainInfolListType" />
<complexType name="ParentDomainInfolListType">
<sequence maxOccurs="unbounded">

<element ref="dmp-msdx:ParentDomainInfo" />
</sequence>

</complexType>

<element name="ChildDomainInfolList"

type="dmp-msdx:ChildDomainInfolListType" />

26



WO 2008/140266 PCT/KR2008/002703

10

15

20

25

<complexType name="ChildDomainInfolListType">
<sequence maxOccurs="unbounded">

<element ref="dmp-msdx:ChildDomainInfo" />
</seqguence>

</complexType>

<element name="ParentDomainInfo" type="dmp-msdx:
ParentDomainInfoType" />

<complexType name="ParentDomainInfoType">
<complexContent>

<extension base="msd:DomainBaseType">
<sequence>

<element ref="msd:DomainID" />

<element ref="msd:DomainKey" />

<element ref="msd:DomainMembershipCredentials"

minOccurs="0"/>

<element ref="msd:Expiration"/>

<element ref="msd:MaximumFrequencyOfUpdateDevice"
minOccurs="0"/>

<element ref="msd:MaximumFrequencyOfUpdateUser"
minOccurs="0"/>

<element ref="dmp-msdx:ParentDomainInfolList"

minOccurs="0" />
</sequence>

</extension>
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</complexContent>
</complexType>
<element name="ChildDomainInfo" type="dmp-

msdx:ChildDomainInfoType" />

<complexType name="ChildDomainInfoType">
<complexContent>

<extension base="msd:DomainBaseType">
<sequence>

<element ref="msd:DomainID" />

<seqguence>

<element ref="msd:DeviceIDList" minOccurs="0" />
<element ref="msd:UserIDList" minOccurs="0" />
</segquence>

<element ref="msd:Expiration"/>

<element ref="dmp-msdx:ChildDomainInfolist" minOccurs="0"

/>

</sequence>
</extension>
</complexContent>

</complexType>

Hereinafter, a domain mergence request
(AddDomainRequest) message will be described. The domain
mergence request (AddDomainRequest) message 1s a message
for merging two or more domains. Upon the domain

mergence request (AddDomainRequest) message, existing
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domains may be merged into a new domain or merged into a
child domain of an existing domain. The domain mergence
request (AddDomainRequest) message may include a child
domain ID information (ChildDomainID) field, a child
domain credential information (ChildDomainCredentials)
field, a parent domain ID information (ParentDomainID)
field, and a parent domain <credential information
(ParentDomainCredentials) field. The <c¢child domain 1ID
information (ChildDomainID) is ID information of a child
domain to be merged with a parent domain, and the child
domain credential information (ChildDomainCredentials) is
credential information of a child domain to be merged
with a parent domain. The parent domain ID information
(ParentDomainID) is ID information of a parent domain to
be merged with a child domain, and the parent domain
credential information (ParentDomainCredentials) is
credential information of a parent domain to be merged
with a child domain. The following shows an example of a

domalin mergence reguest message structure.

<element name="AddDomainRequest" type="dmp-
msdpx:DomainRelationType" />

<complexType name="DomainRelationType">
<complexContent>

<extension base="msdp:DomainProtocolType">
<sequence>

<element name="ChildDomainID"
type="msd:DomainIDType" />

<element name="ChildDomainCredentials™"
type="msd:DomainCredentialType" />

<element name="ParentDomainID"
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type="msd:DomainIDType"/>

<element name="ParentDomainCredentials"
type="msd:DomainCredentialType"/>
</sequence>

</extension>

</complexContent>

</complexType>

The following shows an example of a domain
connection message. The domain connection message is
used when the domain management devices for two domains
to be merged are different. The domain connection
message may include a child domain connection
(ConnectChildDomain) message and a parent domain
connection (ConnectParentDomain) message. The child
domain connection (ConnectChildDomain) message is
transmitted from the child domain management device 302
to the parent domain management device 303. The parent
domain connection (ConnectParentDomain) message is
transmitted from the parent domain management device 303
to the child domain management device 302.

The child domain connection (ConnectChildDomain)
message may include a child domain information
(ChildDomainInfo) field. The c¢hild domain information
(ChildDomainInfo) includes information on a child domain
to be merged, and it may include a domain identifier, a
list of devices or users included in a domain, a domain
validity period, domain information included in the child
domain and so forth. The following shows an example of a

child domain connection message structure.
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<element name="ConnectChildDomain"
type="dmp-msdpx:ConnectChildDomainType" />
<complexType name="ConnectChildDomainType">
<complexContent>

<extension base="msdp:DomainProtocolType">
<sequence>

<element ref="dmp-msdx:ChildDomainInfo"/>
</sequence>

</extension>

</complexContent>

</complexType>

The parent domain connection (ConnectParentDomain)
message may include a parent domain information
(ParentDomainInfo) field. The parent domain information
(ParentDomainInfo) includes information on a parent
domain to be merged, and it may include a domain
identifier, a domain kevy, domain authentication
information, a domain validity period, maximally allowed
domain update frequency information, and grand parent
domain information to which the parent domain belongs.
The following shows an example of a parent domain

connection message structure.

<element name="ConnectParentDomain"
type="dmp-msdpx:ConnectParentDomainType" />
<complexType name="ConnectParentDomainType">
<complexContent>

<extension base="msdp:DomainProtocolType">
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<seqguence>

<element name="ChildDomainID" type="msd:DomainIDType" />
<element ref="dmp-msdx:ParentDomainInfo"/>

</sequence>

</extension>

</complexContent>

</complexType>

Lastly, a domain update message will be described.
The domain update message 1is transmitted to a device
administrating a parent domain and a child domain of a
corresponding domain to update the parent domain and the
child domain, when information of the domain is changed
through domain mergence, domain split, device addition,
device deletion, user addition or user deletion. The
domain update message may include a child domain update
(UpdateChildDomain) message and a parent domain update
(UpdateParentDomain) message. The child domain update
(UpdateChildDomain) message 1is transmitted to a child
domain administration device of the domain whose
information 1s changed. The parent domain update
(UpdateParentDomain) message 1s transmitted to a parent
domain administration device of the domain whose
information is changed.

The child domain update (UpdateChildDomain)
message may include a field for child domain credential
information (ChildDomainCredentials) and a field for
parent domain information (ParentDomainInfo). The child
domain credential information (ChildDomainCredentials)
includes child domain administrator credential
information, and the parent domain information

(ParentDomainInfo) may include informations such as a
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domain identifier, a domain key, domain authentication
information, a domain validity period, maximally allowed
domain update frequency information, and grand parent
domain information to which the parent domain belongs.
The following shows an example of the child domain update

(UpdateChildDomain) message structure.

<element name="UpdateChildDomain"
type="dmp-msdpx:UpdateChildDomainType" />
<complexType name="UpdateChildDomainType">
<complexContent>

<extension base="msdp:DomainProtocolType">
<sequence>

<element name="ChildDomainCredentials"
type="msd:DomainCredentialType" />

<element ref="dmp-msdx:ParentDomainInfo"/>
</sequence>

</extension>

</complexContent>

</complexType>

The parent domain update (UpdateParentDomain)
message may include a field for parent domain credential
information (ParentDomainCredentials) and a field for
child domain information (ChildDomainInfo). The parent
domain credential information (ParentDomainCredentials)
includes parent domain administrator credential
information, and the child domain information

(ChildDomainInfo) may i1nclude informations such as a
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domain identifier, a list of devices and users included
in a domain, a domain validity period, and information on
domains that belong to the child domain. The following
shows an example of the parent domain update

(UpdateParentDomain) message structure.

<element name="UpdateParentDomain"
type="dmp-msdpx:UpdateParentDomainType" />
<complexType name="UpdateParentDomainType">
<complexContent>

<extension base="msdp:DomainProtocolType">
<sequence>

<element name="ParentDomainCredentials"
type="msd:DomainCredentialType" />

<element ref="dmp-msdx:ChildDomainInfo"/>
</sequence>

</extension>

</complexContent>

</complexType>

2. DOMAIN MANAGEMENT DEVICE WHEN DOMAINS ARE
MERGED

The domain management device of the present
invention includes a reception unit, a management unit,
and a transmission unit. The reception unit receives a
domain mergence request message requesting to merge a
plurality of domains from a domain administrator device
301. The management unit merges the domains based on the

domain mergence reguest message. Upon the domain
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mergence, the transmission unit transmits a domain update
message to related domain management devices in charge of
managing domains involving in the domain mergence. The
management unit can perform mutual authentication with
the domain administrator device 301. Herein, the domain
mergence includes merging a plurality of domains with a
hierarchy.

When a plurality of domains are managed by
different domain management devices 302 and 303, the
domains include a child domain and a parent domain. The
management unit checks whether the domain administrator
device 301 has a credential over the child domain based
on the domain mergence request message, analyzes domain
management information of the child domain to thereby
decide whether the child domain is merged with the parent
domain, and adds the parent domain to the parent domain
list. The transmission unit transmits an authentication
message and a child domain connection message to the
parent domain management device 303 in charge of managing
the parent domain. The reception unit receives the
parent domain connection message from the parent domain
management device 303. Herein, the domain mergence
request message includes ID information and credential
information of the child domain and the parent domain.
The domain management information includes connected
domain information, which may include hierarchical domain
information.

When a plurality of domains are managed by one
domain management device, the domains include a child
domain and a parent domain. The management unit checks
whether the domain administrator device 301 has a
credential over the child domain based on the domain
mergence request message, analyzes domain management
informations of the child domain and the parent domain to

thereby decide whether the child domain is merged with
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the parent domain, and adds the parent domain to the
parent domain list. Herein, the domain mergence request
message includes ID information and credential
information of the parent and child domains. The domain
management information includes connected domain
information, which may include Thierarchical domain
information.

Since the domain management device of the present
invention was described in the above description on the
domain management method, detailed description on it will

not be provided herein.

3. DOMAIN MANAGEMENT METHOD WHEN DOMAINS ARE
MERGED

The domain management method of the present
invention includes transmitting a domain mergence request
message for requesting to merge a plurality of domains to
a domain management device; merging the domains based on
the domain mergence request message; and receiving a
result of transmitting a domain update message to related
domain management devices in charge of managing domains
involving in the domain mergence upon the domain mergence
from the domain management device. The domain
administration method of the domain administrator device
301 may further include performing mutual authentication
with the domain management device. Herein, the domain
mergence may include hierarchically merging a plurality
of domains.

When a plurality of domains are managed by
different domain management devices 302 and 303, the
domains include a child domain and a parent domain. The
domain mergence 1is performed by checking whether the
domain administrator device 301 has a credential over the
child domain based on the domain mergence request

message; deciding whether the parent domain and the child
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domain are merged based on domain management information
of the child domain; adding the parent domain to a parent
domain list; transmitting an authentication message and a
child domain connection message from the domain
management device 302 to the parent domain management
device 303 in charge of managing the parent domain; and
receiving a parent domain connection message in the
domain management device 302 from the parent domain
management device 303. The domain mergence request
message may 1include ID information and credential
information of the parent and child domains. The domain
management information includes connected domain
information, which may include Thierarchical domain
information.

When a plurality of domains are managed by one
domain management device, the domains include a child
domain and a parent domain. The domain mergence 1is
performed by checking whether the domain administrator
device 301 has a credential over the child domain based
on a domain mergence request message; deciding whether
the parent domain and the child domain are merged based
on domain management information of the parent and child
domains; and adding the parent domain to a list of parent
domains. Herein, the domain mergence request message
includes ID information and credential information of the
parent and child domains. The domain management
information includes connected domain information, which
may include hierarchical domain information.

Since the domain administration method of the
present invention is described in the description on a
relationship between the domain administrator device 301
and the domain management devices 302 and 303 with

reference to Fig. 3, it will not be described herein.

4. DOMAIN ADMINISTRATOR DEVICE WHEN DOMAINS ARE
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COMBINED

The domain administrator device 301 of the present
invention includes a transmission unit and a reception
unit. The transmission unit transmits a domain mergence
request message for requesting to merge a plurality of
domains to a domain management device. The reception
unit merges a plurality of domains based on the domain
mergence request message, and receives a result of
transmitting a domain update message to related domain
management devices in charge of managing domains
involving in the domain mergence upon the domain mergence
from the domain management device. The domain
administrator device 301 can perform mutual
authentication with the domain management device. Herein
the domain mergence includes merging a plurality of
domains with a hierarchy.

When a plurality of domains are managed by
different domain management devices 302 and 303, the
domains include a child domain and a parent domain. The
domain mergence 1is performed by checking whether the
domain administrator device 301 has a credential over the
child domain based on the domain mergence request
message; deciding whether the parent domain and the child
domain are merged based on domain management information
of the child domain; adding the parent domain to a parent
domain list; transmitting an authentication message and a
child domain connection message from the domain
management device 302 to the parent domain management
device 303 in charge of managing the parent domain; and
receiving the parent domain connection message in the

domain management device 302 from the parent domain

management device 303. The domain mergence request
message includes ID information and credential
information of the parent and child domains. The domain
management information includes connected domain
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information, which may include  hierarchical domain
information.

When a plurality of domains are managed by one
domain management device, the domains include a child
domain and a parent domain. The domain mergence is
performed by checking whether the domain administrator
device 301 has a credential over the child domain based
on a domain mergence request message; deciding whether
the parent domain and the child domain are merged based
on domain management information of the parent and child
domains; and adding the parent domain to a list of parent
domains. Herein, the domain mergence request message
includes ID information and credential information of the
parent and child domains. The domain management
information includes connected domain information, which
may include hierarchical domain information.

Since the domain administrator device of the
present invention is described in the description on a
relationship between the domain administrator device 301
and the domain management devices 302 and 303 with

reference to Fig. 3, it will not be described herein.

<SPLIT OF DOMAINS>

Domain split divides one existing domain into two
or more domains.

Fig. 4 is a flowchart describing domain split in
accordance with an embodiment of the present invention.

Domain split 1s carried out through message
exchange between a domain administrator device 401 and a
domain management device.

The domain administrator device 401 has a
credential for administrating domains and it includes all
devices connected to the domain management device through
a network and capable of accessing to a domain.

The domain administrator device 401 may include
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user terminals, personal computers,

players (PMP), mobile phones,

Also, the domain

administrator

PCT/KR2008/002703

portable multimedia

MP3 players and the 1like.

device 401

administrate a plurality of user terminals. In this

may

case,

the domain administrator device 401 represents the user

terminals and takes

domains.

a credential for

administr

ating

The domain management device includes devices that

can perform a function of managing domains.

the domain management

device

include a

broadcasting or contents service provider,

of a home network,

a

gateway,

server

a home s

and a set-top box.

Examples of

of a
erver
The

domain management device includes all types of devices

that can manage domains

through a network. It

also

includes devices that can merge or split domains through

a network. The

domains with a hierarchy.

domain management device can m

Herein, the wo

rd “hiera

anage

rchy”

signifies that a plurality of domain are in an inclusive

relationship.

The domain management device may be provided more

than two 402 and 403.

more than two domain management devices,
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apparatus for splitting domains and a domain
administration method and apparatus will be described in

accordance with embodiments of the present invention.

1. DOMAIN MANAGEMENT METHOD WHEN DOMAIN IS
SPLITTED

A domain management method of the present
invention includes receiving a domain split request
message for requesting to split a plurality of domains
from a domain administrator device 401, splitting the
domains based on the domain split request message, and
transmitting a domain update message upon the domain
split to related domain management devices in charge of
managing the domains involving in the domain split. The
domain management method may further include a step of
performing mutual authentication with the domain
administrator device 401. Herein, the domains are
connected with each other hierarchically, and the domain
administrator device 401 can administrate a plurality of
domains.

When a plurality of domains are managed by
different domain management devices 402 and 403, the
domain split step includes: checking whether the domain
administrator device 401 has a credential over a child
domain based on the domain mergence request message;
transmitting an authentication message and a domain split
message to the parent domain management device 403 in
charge of managing the parent domain; and deleting the
parent domain from a list of parent domains. The domain
split request message may include ID information and
credential information of the parent and child domains.

When a plurality of domains are managed by one
domain management device, the domains include a child
domain and a parent domain. The domain split step

includes: checking whether the domain administrator
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device 401 has a credential over the child domain based
on a domain mergence request message; and deleting the
parent domain from a list of parent domains. The domain
split request message 1includes ID information and

credential information of the parent and child domains.

First, a case where a plurality of domains are
managed by different domain management devices will be
described. Two domains to be splitted include one which
is a child domain and the other which is a parent domain
of the child domain. In this case, the child domain
management device 402 manages the child domain, and the
parent domain management device 403 manages the parent
domain. The child domain and the parent domain are
administrated by the domain administrator device 401.

In step 404, the domain administrator device 401
executes mutual authentication with the <child domain
management device 402.

When the mutual authentication is completed, the
domain administrator device 401 transmits a domain split
request (LeaveDomainRequest) message to the child domain
management device 402 1in step 405. The child domain
management device 402 receives the domain split request
message and checks whether the credential over a child
domain 1is valid. When the credential is not wvalid, it
transmits a “PERMISSION DENIED” message, which does not
allow domain mergence, to the domain administrator device
401.

The child domain management device 402 requests
the parent domain management device 403 for
authentication and performs mutual authentication in step
406. The parent domain management device 403 checks the
credential over the domain. When the authentication is
successful, the parent domain management device 403

transmits an “OK” message, which signifies successful
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authentication, to the child domain management device 402.
When the parent domain management device 403 fails in the
authentication, it transmits a “PERMISSION DENIED”
message, which signifies authentication failure, to the
child domain management device 402.

The child domain management device 402 transmits a
domain split (DisconnectDomain) message to the parent
domain management device 403 in step 307!

The parent domain management device 403 deletes
the child domain from a child domain list of the parent
domain. When the parent domain includes more than on
parent domain, the parent domain management device 403
transmits a parent domain update (UpdateParentDomain)
message to a related domain management device in charge
of managing a parent domain of the parent domain. When
the parent domain management device 403 completes the
domain split, it transmits an “OK” message, which
signifies confirmation of domain split, to the <child
domain management device 402.

The child domain management device 402 deletes the
parent domain from a parent domain list of the child
domain. When the child domain has more than one grand
child domain, the c¢hild domain management device 402
transmits a child domain update (UpdateChildDomain)
message to a related domain management device in charge
of managing a grand child domain, which is a child domain
of the child domain.

In step 409, the child domain management device
402 transmits a domain split result to the domain
administrator device 401. When the domain split is
successful, it transmits an “OK” message, which signifies
successful domain split, to the domain administrator
device 401. When the domain split fails, it transmits a
“PERMISSION DENIED” message, which signifies domain split

failure.
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Subsequently, a case where two domains to be
splitted are managed by one domain management device will
be described. In this case, the child domain management
device 402 and the parent domain management device 403 of
Fig. 4 are one domain management device. Therefore, only
the process of exchanging messages between the child
domain management device 402 and the parent domain
management device 403 is omitted. The child domain and
the parent domain are administrated by the domain
administrator device 401.

In the step 404, the domain administrator device
401 performs mutual authentication with the domain
management device.

When the mutual authentication is completed, the
domain administrator device 401 transmits a domain split
request message to the domain management device in the
step 405. The domain management device receives the
domain split request message and checks whether the
credential over a child domain specified upon a request
of the domain administrator device 401 is wvalid. When
the credential is invalid, it transmits a “PERMISSION
DENIED” message, which signifies split between domains is
not allowed, to the domain administrator device 401.

When the domain mergence is available, the domain
management device deletes the child domain from a child
domain list of the parent domain and deletes the parent
domain from a parent domain list of the child domain.

When the parent domain has more than one grand
parent domain, the domain management device transmits a
parent domain update (UpdateParentDomain) message to a
related domain management device in charge of managing a
grand parent domain, which 1s a parent domain of the
parent domain. Also, when the child domain has more than
one grand child domain, the domain management device

transmits a child domain wupdate (UpdateChildDomain)
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message to a related domain management device in charge
of managing a grand child domain, which is a child domain
of the child domain.

In step 409, the domain management device
transmits a domain split result to the domain
administrator device 401. When the domain split 1is
successful, it transmits an “OK” message, which signifies
that the domain split 1s successful, to the domain
administrator device 401. Otherwise, when the domain
split fails, it transmits a “PERMISSION DENIED” message,

which signifies domain split failure.

Hereinafter, the domain split request message and
a domain split message will be described.

The domain split request (LeaveDomainRequest)
message includes information on a child domain to be
splitted from the parent domain. The domain split
message may include a field for child domain identifier
(ChildDomainID), a field for child domain credential
information (ChildDomainCredentials), a field for parent
domain identifier (ParentDomainID), or a field for parent
domain credential information (ParentDomainCredentials).
The child domain identifier is ID information of the
child domain to be splitted from the parent domain, and
the child domain credential information 1is credential
information of the child domain to be splitted from the
parent domain. The parent domain identifier 1is 1ID
information of the parent domain, which is a split target,
and the parent domain credential information is
credential information of the parent domain, which is the
split target. The following shows an example of the

domain split request message structure.

<element name="LeaveDomainRequest"

45



WO 2008/140266 PCT/KR2008/002703

10

15

20

25

30

type="dmp-msdpx:DomainRelationType"/>

Subsequently, when the two domains to be splitted
are managed by different domain management devices, the
child domain management device 402 transmits a domain
split (DisconnectDomain) message to the parent domain
management device 403. The following shows an example of

the domain split message structure.

<element name="DisconnectDomain"

type="dmp-msdpx: DomainRelationType "/>

Since domain  management information, related
domain information and domain split message were
described in the above description on the domain mergence,

they will not be described herein.

2. DOMAIN MANAGEMENT DEVICE WHEN DOMAIN IS
SPLITTED

The domain management device of the present
invention includes a reception unit, a management unit,
and a transmission unit. The reception unit receives a
domain split request message requesting to split a domain
from a domain administrator device 401. The management
unit splits the domains based on the domain split request
message. Upon the domain split, the transmission unit
transmits a domain update message to related domain
management devices in charge of managing domains obtained
from the domain split. The management unit can perform
mutual authentication with the domain administrator
device 401. Herein, the domains obtained from the domain
split are connected to each other with a hierarchy, and
the domain administrator device 401 may administrate a

plurality of domains.
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When a plurality of domains are managed by
different domain management devices 402 and 403, the
domains include a child domain and a parent domain. The
management unit checks whether the domain administrator
device 401 has a credential over the child domain based
on the domain mergence request message, and deletes the
parent domain from a parent domain list. The
transmission unit transmits an authentication message and
a domain split message to the parent domain management
device 403 in charge of managing the parent domain. The
reception unit receives the parent domain connection
message from the parent domain management device 303.
Herein, the domain split request message may include ID
information and credential information of the child
domain and the parent domain.

When a plurality of domains are managed by one
domain management device, the domains include a child
domain and a parent domain. The management unit checks
whether the domain administrator device 401 has a
credential over the child domain based on the domain
mergence request message, and deletes the parent domain
from the parent domain list. Herein, the domain split
request message includes ID information and credential
information of the parent and child domains.

Since the domain management device of the present
invention was described in the above description on the
domain management method, detailed description on it will

not be provided herein.

3. DOMAIN MANAGEMENT METHOD WHEN DOMAIN IS
SPLITTED

The domain management method of the present
invention includes transmitting a domain split request
message for requesting to split a domain to a domain

management device; splitting the domain based on the
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domain split request message; and receiving from the
domain management device a result of transmitting a
domain update message to related domain management
devices in charge of managing domains related to the
splitted domains wupon the domain split. The domain
administration method may further include performing
mutual authentication with the domain management device.
Herein, the domains are connected to each other with a
hierarchy and the domain administrator device 401 may
administrate a plurality of domains.

When a plurality of domains are managed by
different domain management devices 402 and 403, the
domains include a child domain and a parent domain. The
domain split is performed by checking whether the domain
administrator device 401 has a credential over the child
domain based on the domain split regquest message;
transmitting an authentication message and a domain split
message from the domain management device 402 to the
parent domain management device 403 in charge of managing
the parent domain; and deleting the parent domain from a
parent domain list. Herein, the domain split request
message may include ID information and credential

information of the parent and child domains.

When a plurality of domains are managed by one
domain management device, the domains include a child
domain and a parent domain. The domain split 1is
performed by checking whether the domain administrator
device 401 has a credential over the child domain based
on a domain split request message; and deleting the
parent domain from a list of parent domains. Herein, the
domain split request message includes ID information and
credential information of the parent and child domains.

Since the domain administration method of the

present invention is described in the description on a
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relationship between the domain administrator device 401

and the domain management devices 402 and 403 with

reference to

Fig. 4 1in accordance with the previous

embodiment of the present invention, it will not be

described herein.

4. DOMAIN ADMINISTRATOR DEVICE WHEN DOMAIN IS

SPLITTED

The domain administrator device 401 of the present

invention includes a transmission unit and a reception

unit. The transmission unit transmits a domain split

request message for requesting to split a domain to a

domain management device. The reception unit splits the

domain based on the domain split request message, and

receives a result of transmitting a domain update message

to a related domain management device in charge of

managing a domain involving in the domain split upon the

domain split from the domain management device. The

domain administrator device 401 can perform mutual

authentication with the domain management device. Herein,

the domains obtained from the domain split are connected

to each other with a hierarchy, and the domain

administrator device 401 can administrate a plurality of

domains.

When a

plurality of domains are managed by

different domain management devices 402 and 403, the

domains include a child domain and a parent domain. The

domain split 1is performed by checking whether the domain

administrator device 401 has a credential over the child

domain based

on the domain split reguest message;

transmitting an authentication message and a domain split

message from the domain management device 402 to the

parent domain management device 403 in charge of managing

the parent domain; and deleting the parent domain from a

parent list.

The domain split request message includes
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ID information and credential information of the parent
and child domains.

Since the domain administrator device of the
present invention is described in the description on a
relationship between the domain administrator device 401
and the domain management devices 402 and 403 with
reference to Fig. 4 according to the previously described
embodiment of the present invention, it will not be
described herein.

The methods of the present invention described
above can be realized as a program and stored 1in a
computer-readable recording medium, such as CD-ROM, RAM,
ROM, floppy disks, hard disks, magneto-optical disks and
the like.

While the present invention has been described
with respect to the specific embodiments, it will be
apparent to those skilled in the art that various changes
and modifications may be made without departing from the
spirit and scope of the invention as defined in the

following claims.

INDUSTRIAL APPLICABILITY

The technology of the present invention <can
efficiently discover, administrate, and manage domains,
and it can be applied to a digital contents providing

service.
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WHAT IS CLAIMED IS

1. A method for discovering a domain management
device, comprising:

transmitting a discovery request message to a
domain management device through a network;

receiving a discovery response message to the
discovery request message from the domain management
device; and

deciding a domain management device to be

communicated with based on the discovery response message.

2. The method of claim 1, wherein the discovery

request message includes domain identifier information.

3. The method of claim 1, wherein the discovery
request message further includes device identifier

information or user identifier information.

4. The method of claim 1, wherein the discovery
response message includes identifier information,
location information and status information of the domain
management device, or domain identifier list information

managed by the domain management device.

5. The method of claim 1, further comprising:

performing mutual authentication with the decided
domain management device,

wherein the domain management device manages

domains with a hierarchy.

6. An apparatus for discovering a domain
management device, comprising:
a communication unit for transmitting a discovery

request message to a domain management device through a
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network and receiving a discovery response message to the
discovery request message from the domain management
device; and

a decision unit for deciding a domain management
device to be communicated with based on the discovery

response message.

7. The apparatus of «claim 6, wherein the
discovery request message includes domain identifier

information.

8. The apparatus of claim 7, wherein the
discovery request message further includes device

identifier information or user identifier information.

9. The apparatus of claim 6, wherein the
discovery response message includes identifier
information, location information and status information
of the domain management device, or domain identifier

list information managed by the domain management device.

10. The apparatus of claim 6, wherein the
communication unit and the selected domain management
device exchanges an authentication message with each
other,

wherein the domain management device is able to

manage domains with a hierarchy.

11. A method for managing domains, comprising:

receiving a domain mergence request message for
requesting to merge a plurality of domains from a domain
administrator device;

merging the domains based on the domain mergence

request message; and
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transmitting a domain update message to related
domain management devices 1in charge of managing domains

involving in the domain mergence

12. The method of claim 1, further comprising:
performing mutual authentication with the domain

administrator device.

13. The method of c¢laim 12, wherein the domain
mergence 1s performed to merge the domains with a

hierarchy.

14. The method of c¢laim 13, wherein the domains
include a child domain and a parent domain, and the
domain mergence includes:

checking whether the domain administrator device
has the authority over the child domain based on the
domain mergence request message;

deciding whether the child domain and the parent
domain are merged with each other based on domain
information of the child domain;

transmitting an authentication information and a
child domain connection message to a parent domain
management device in charge of managing the parent
domain;

receiving a parent domain connection message from
the parent domain management device; and

adding the parent domain to a parent domain list.

15. The method of claim 14, wherein the domain
mergence request message includes ddentification (ID)
information and credential information of the child and
parent domains, and the domain management information
includes connected domain information, which includes

hierarchical domain information.
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1l6. The method of claim 13, wherein the domains
include a child domain and a parent domain, and the
domain mergence includes:

checking whether the domain administrator device
has the authority over the child domain based on the
domain mergence request message;

deciding whether the child domain is merged with
the parent domain based on domain management information
of the child and parent domains; and

adding the parent domain to a parent domain list.

17. The method of claim 16, wherein the domain
mergence request message 1includes ID information and
credential information of the child and parent domains,
and the domain management information includes connected
domain information, which includes hierarchical domain

information.

18. A domain management device, comprising:

a reception unit for receiving a domain mergence
request message for requesting to merge a plurality of
domains from a domain administrator device;

a management unit for merge the domains based on
the domain mergence request message; and

a transmission unit for, upon the domain mergence,
transmitting a domain update message to related domain
management devices in charge of managing domains

involving in the domain mergence.
19. The domain management device of c¢laim 18,

wherein the management unit performs mutual

authentication with the domain administrator device.
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20. The domain management device of c¢laim 19,
wherein the domain mergence is performed to merge the

domains with a hierarchy.

21. The domain management device of c¢laim 20,
wherein the domains include a child domain and a parent
domain, and

the management unit checks whether the domain
administrator device has an authority over the child
domain based on the domain mergence request message,
decides whether the child domain and the parent domain
are merged with each other based on domain management
information of the child domain, and adds the parent
domain to a parent domain list;

the transmission unit transmits an authentication
message and a child domain connection message to a parent
domain management device in charge of managing the parent
domain; and

the reception unit receives a parent domain
connection message from the parent domain management

device.

22. The domain management device of claim 21,
wherein the domain mergence request message includes ID
information and credential information of the child and
parent domains, and the domain management information
includes connected domain information, which includes

hierarchical domain information.

23. The domain management device of claim 20,
wherein the domains include a child domain and a parent
domain, and

the management wunit checks whether the domain
administrator device has the authority over the child

domain based on the domain mergence request message,
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decides whether the child domain is merged with the
parent domain based on domain management information of
the child and parent domains, and adds the parent domain

to a parent domain list.

24. The domain management device of c¢claim 23,
wherein the domain mergence request message includes ID
information and credential information of the child and
parent domains, and the domain management information
includes connected domain information, which includes

hierarchical domain information.

25. A domain management method of a domain
administrator device, comprising:

transmitting a domain mergence request message for
requesting to merge a plurality of domains to a domain
management device; and

merging the domains based on the domain mergence
request message, and receiving a result of transmitting a
domain update message to related domain management
devices 1in charge of managing domains involving in the

domain mergence from the domain management device.

26. The domain management method of c¢laim 25,
further comprising:
performing mutual authentication with the domain

management device.

27. The domain management method of c¢laim 26,
wherein the domain mergence is performed to merge the

domains with a hierarchy.

28. The domain management method of c¢laim 27,
wherein the domains include a child domain and a parent

domain, and the domain mergence includes:
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checking whether the domain administrator device
has the authority over the child domain based on the
domain mergence request message;

deciding whether the child domain and the parent
domain are merged with each other based on domain
management information of the child domain;

adding the parent domain to a parent domain list;

transmitting an authentication information and a
child domain connection message to a parent domain
management device 1in charge of managing the parent
domain; and

receliving a parent domain connection message from

the parent domain management device.

29. The domain management method of claim 28,
wherein the domain mergence request message includes ID
information and credential information of the child and
parent domains, and the domain management information
includes connected domain information, which includes

hierarchical domain information.

30. The domain management method of claim 27,
wherein the domains include a child domain and a parent
domain, and the domain mergence includes:

checking whether the domain administrator device
has authority over the child domain based on the domain
mergence reguest message;

deciding whether the c¢child domain is merged with
the parent domain based on domain management information
of the child and parent domains; and

adding the parent domain to a parent domain list.

31. The domain management method of claim 30,
wherein the domain mergence request message includes ID

information and credential information of the child and
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parent domains, and the domain management information
includes connected domain information, which includes

hierarchical domain information.

32. A domain administrator device, comprising:

a transmission wunit for transmitting a domain
mergence request message for requesting to merge a
plurality of domains to a domain management device; and

a reception unit for merging the domains based on
the domain mergence request message, and receiving a
result of transmitting a domain update message to related
domain management devices 1in charge of managing domains
involving in the domain mergence upon the domain mergence

from the domain management device.

33. The domain administrator device of claim 32,
wherein mutual authentication with the domain management

device is performed.

34, The domain administrator device of claim 33,
wherein the domain mergence is performed to merge the

domains with a hierarchy.

35. The domain administrator device of claim 34,
wherein the domains include a child domain and a parent
domain, and the domain mergence includes:

checking whether the domain administrator device
has the authority over the child domain based on the
domain mergence request message;

deciding whether the child domain and the parent
domain are merged with each other based on domain
management information of the child domain;

adding the parent domain to a parent domain list;

transmitting an authentication information and a

child domain connection message from the domain
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management device to a parent domain management device in
charge of managing the parent domain; and
receiving a parent domain connection message from

the parent domain management device.

36. The domain administrator device of claim 35,
wherein the domain mergence request message includes 1ID
information and credential information of the child and
parent domains, and the domain management information
includes connected domain information, which includes

hierarchical domain information.

37. The domain administrator device of claim 34,
wherein the domains include a child domain and a parent
domain, and the domain mergence includes:

checking whether the domain administrator device
has the authority over the child domain based on the
domain mergence request message;

deciding whether the child domain is merged with
the parent domain based on domain management information
of the child and parent domains; and

adding the parent domain to a parent domain list.

38. The domain administrator device of claim 37,
wherein the domain mergence request message includes ID
information and credential information of the child and
parent domains, and the domain management information
includes connected domain information, which includes

hierarchical domain information.

39. A method for managing domains, comprising:
receiving a domain split request message for
requesting to split a domain from a domain administrator

device; and
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splitting the domain based on the domain split
request message; and

transmitting a domain update message to a related
domain management device in charge of managing a domain

obtained from the domain split.

40. The method of claim 39, further comprising:
performing mutual authentication with the domain

administrator device.

41. The method of claim 40, wherein the domains
are connected to each other with a hierarchy, and the
domain administrator device administrates a  -plurality of

domains.

42. The method of claim 41, wherein the domains
include a child domain and a parent domain, and the
domain split includes:

checking whether the domain administrator device
has the authority over the child domain based on the
domain mergence request message;

transmitting an authentication information and a
domain split message to a parent domain management device
in charge of managing the parent domain; and

deleting the parent domain from a parent domain
list.

43, The method of claim 42, wherein the domain
split request message includes ID information and

credential information of the child and parent domains.
44, The method of c¢laim 41, wherein the domains

include a child domain and a parent domain, and the

domain split includes:
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checking whether the domain administrator device
has the authority over the child domain based on the
domain mergence request message; and

deleting the parent domain from a parent domain

list.

45, The method of claim 44, wherein the domain
split request message includes ID information and

credential information of the child and parent domains.

46. A domain management device, comprising:

a reception unit for receiving a domain split
request message for requesting to split a domain from a
domain administrator device; and

a management unit for splitting the domain based on
the domain split request message; and

a transmission unit for transmitting a domain
update message to a related domain management device in
charge of managing a domain obtained from the domain

split

47 . The domain management device of c¢laim 46,
wherein the management unit performs mutual

authentication with the domain administrator device.

48. The domain management device of claim 47,
wherein the domains are connected to each other with a
hierarchy, and the domain administrator device

administrates a plurality of domains.

49. The domain management device of claim 48,
wherein the domains include a child domain and a parent
domain, and

the management unit checks whether the domain

administrator device has the authority over the child
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domain based on the domain mergence request message, and

deletes the parent domain from a parent domain list, and
the transmission unit transmits an authentication

information and a domain split message to a parent domain

management device in charge of managing the parent domain.

50. The domain management device of c¢laim 49,
wherein the domain split request message includes ID
information and credential information of the child and

parent domains.

51. The domain management device of claim 48,
wherein the domains include a child domain and a parent
domain, and

the management unit checks whether the domain
administrator device has the authority over the child
domain based on the domain mergence request message and

deletes the parent domain from a parent domain list.

52. The domain management device of claim 51,
wherein the domain split request message includes 1ID
information and credential information of the child and

parent domains.

53. A method for administrating domains,
comprising:

transmitting a domain split request message for
requesting to split a domain to a domain management
device; and

splitting the domain based on the domain split
request message; and

receiving a result of transmitting a domain update
message to a related domain management device in charge
of managing a domain involving in the domain split from

the domain management device.
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54, The method of claim 53, further comprising:
performing mutual authentication with the domain

management device.

55. The method of claim 54, wherein the domains
are connected to each other with a hierarchy, and the
domain administrator device administrates a plurality of

domains.

56. The method of claim 55, wherein the domains
include a child domain and a parent domain, and the
domain split includes:

checking whether the domain administrator device
has the authority over the child domain based on the
domain split request message;

transmitting an authentication information and a
domain split message to a parent domain management device
in charge of managing the parent domain; and

deleting the parent domain from a parent domain

list.

57. The method of claim 56, wherein the domain
split request message 1includes ID information and

credential information of the child and parent domains.

58. The method of claim 55, wherein the domains
include a child domain and a parent domain, and the
domain split includes:

checking whether the domain administrator device
has the authority over the child domain based on the
domain split request message; and

deleting the parent domain from a parent domain

list.
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59. The method of claim 58, wherein the domain
split request message includes ID information and

credential information of the child and parent domains.

60. A domain administrator device, comprising:

a transmission unit for transmitting a domain split
request message for requesting to split a domain to a
domain management device; and

a reception unit for splitting the domain based on
the domain split request message and receiving a result
of transmitting a domain update message to a related
domain management device in charge of managing a domain
involving in the domain split from the domain management

device.

ol. The domain administrator device of claim 60,
further performing mutual authentication with the domain

management device.

62. The domain administrator device of claim 61,
wherein the domains are connected to each other with a
hierarchy, and the domain administrator device

administrates a plurality of domains.

63. The domain administrator device of claim 62,
wherein the domains include a child domain and a parent
domain, and the domain split includes:

checking whether the domain administrator device
has the authority over the child domain based on the
domain split request message;

transmitting an authentication information and a
domain split message to a parent domain management device
in charge of managing the parent domain; and

deleting the parent domain from a parent domain

list.
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od. The domain administrator device of claim 63,
wherein the domain split request message includes 1ID
information and credential information of the child and

parent domains.

65. The domain administrator device of claim 62,
wherein the domains include a child domain and a parent
domain, and the domain split includes:

checking whether the domain administrator device
has the authority over the child domain based on the
domain split request message; and

deleting the parent domain from a parent domain

list.

66. The domain administrator device of c¢laim 65,
wherein the domain split request message includes 1ID
information and credential information of the child and

parent domains.
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