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(57) Abstract: Disclosed are a hardware-based kernel
code insertion attack detecting device and a method there-
for. The device detects an insertion attack, using: a trace
managing unit for recognizing an indirect branch destina-
tion address by parsing a packet received from a program
trace interface (PTI) of a host system; a report managing
unit for receiving a report associated with an event, such
as a mode change, through a trampoline; and a traftic man-
aging unit for detecting an attempt to write on a physical
code area of a memory by snooping the tratfic of a bus.
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(2) cpsid i ;» OIE{H E | &M 3}
(3) 1dr 13, key_reg_addr 5 IR AE L
(4)  wait_for_key:
(5) 1dr 16, [r3] o 7Y BRIAH 2 2E
(6) cmp 6, #0
(7) beg wait_for_key
(8)  /+report and emulatex/ o r3+#4 => B3 8 X|AH
9) str 16, [r3, #4] o/l
(10) str 15, [r3, #4] S MER G4 ED
(11) mcr pl15,0,r5,¢12,¢c0,0 ;; VBAR Z4Al
(12) isb sy
(13) wait_for_ack:
(14) 1dr 16, [r3, #8] . Ack Bl X|AE 4 2E
(15) cmp 16, #0XF
(16) bne wait_for_ack
(17) 1dr  r3, return_val ; HEIAE =7 5 2|H
(18) cpsie | 5 QIE|HE &M 35
(19) bx 3
(20) exit
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