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(57) Abstract: Methods and devices that imple-
ment asymmetric cryptographic system based dig-
ital signatures to the management of message tam-
pering and assurance of message integrity in an ac-
cess control system of digital broadcast services. In
one embodiment, the receiver terminal authoriza-
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1! ! — —— minals of the broadcast network receive these au-
i /-\i - vt thorization data messages. The digital signature of
L; R e eam .I}ﬂ each authorization data message is tested for au-

thenticity with the public key of the broadcast sub-
scriber control system. In a second embodiment,
the receiver terminal authorization data messages
from the broadcast subscriber control system are
digitally signed by a digital signature scheme uti-
lizing a plurality of private-public key pairs, with

unique digital signature private-public key pairs, one for each receiver terminal. The receiver terminals of the broadcast network
receive these authorization data messages. The digital signature of each authorization data message is tested for authenticity with
the specific public key of the private-public key pair associated with the specific receiver terminal. Authorization data messages are
only determined to be valid and subsequently utilized in the receiver terminal to modify the authorizations or deliver necessary data
of the receiver terminal if the digital signature is valid. In both embodiments, the broadcast service content access data messages
from the broadcast subscriber control system are digitally signed by a digital signature scheme utilizing a private key unique to the
broadcast access control system. The receiver terminals of the broadcast network receive these broadcast service content access data
& messages. The digital signature of each message is tested for authenticity with the public key of the broadcast subscriber control sys-
& tem. Broadcast service content access data messages are utilized to control access to the broadcast services by the receiver terminal

if the digital signature is authentic.
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TITLE OF THE INVENTION

APPLICATION OF ASYMMETRIC DIGITAL SIGNATURE
SCHEME TO BROADCAST SYSTEM
Priority is claimed based on provisional application number 60/620,495.

BACKGROUND OF THE INVENTION

Field of the Invention
The invention relates to the use of asymmetric digital cryptographic signature

schemes for secure communications in a broadcast network.

Discussien of the Background

Broadcast subscriber control systems used for controlling access in the
broadcasting of information to users which are known to the broadcgster, where the
broadcaster wishes to make unauthorized, unknown access to the broadcast difficult,
have been deployed for many decades. ‘In the “70’s and ‘80’s these systems began to use
cryptographic methods to help to coﬁtrol access with limited success. Piracy has plagued
all of the systems that have been used until today including systems deployed for
satellite, cable and terrestrial (UHF, VHF) broadcasts. Here we describe a system
utilizing additional, as yet not used in these systems, cryptographic (Asymmetric Digital
Signature Scheme) methods that have the purpose of ensuring the security robustness of
these systems.

Broadcast subscriber control systems utilize two types of data messages that are
broadcast throughout the network that are received by receiver terminals for the purpose
of access control:

e Receiver terminal authorization data message,

¢ Broadcast service content access data message.
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Both of these critical messages for the control of access to the broadcast services have
been the points of attack for unauthorized access.

Receiver terminal authorization data messages have been counterfeited and
authorizations not originating from the broadcast subscriber control system have been
an attack on the control of access. A common problem with existing systems has been
the use of symmetric cryptography based MAC (Message Authentication Code) of the
receiver terminal authorization data message, that is generated in the broadcast
subscriber control system utilizing a sy.'mmetric cipher scheme: Problem, once an
authotized and authentic receiver terminal is reverse engineered then all keys and
necessary methods used to create the MAC of the receiver terminal authorization data
message can be accessed then counterfeit messages can be created. Thus, counterfeit
authorizations can be sent to any receiver terminal.

In current systems a broadcast service content access data message can suffer a
direct attack on access control to broadca;st content because often this attack results in
access to the information necessary to successfully receive the content. Attack directly
on the broadcast service content access data message robustness occurs when the
symmetric cryptographic MAC used to sign the broadcast service content access data
message, utilized in order to maintain a test of its integrity uses either a symmetric key
or a one-way hash, keyed or fixed key. This has very often led to pirate attack by
modification of the contents of the broadcast service content access data message and
generation of a counterfeit broadcast service content access data message with
modified contents, the keys and necessary methods are known to the counterfeiter from
a source of valid keys and methods, such as from the reverse engineering of any
authentic receiver terminal.

The use of asymmetric cryptographic system based digital signature scheme to
the management of message tampering and assurance of message integrity in an access

control system of digital broadcast services:
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Asymmetric digital signature of broadcast service content access data messages:
All broadcast service content access data messages are digitally signed with a private
key utilizing an access digital signature scheme of the broadcast subscriber control
system, This signature is tested for authenticity in the receiver terminal utilizing a

corresponding access public key of the broadcast subscriber control system.

Asymmetric digital signature of receiver terminal authorization data messages:
All receiver terminal authorization data messages are digitally signed with a private
key utilizing an authorization digital signature scheme of the broadcast subscriber
contro! system. This signature is tested for authenticity in the receiver terminal with a
corresponding authorization public key of the broadcast subscriber control system.
Alternately, all receiver terminal authorization data messages are digitally signed with
a private key unique to each receiver terminal utilizing an authorization digital
signature scheme of the broadcast subscriber control system. This signature is tested
for authenticity in the receiver terminal with a corresponding authorization public key

unique to each receiver terminal of the digital broadcast communication system.

SUMMARY OF THE INVENTION

The present invention provides methods and apparatus for the implementation
of asymmetric cryptographic system based digital signatures to the management of
message tampering and assurance of message integrity in an access control system of
digital broadcast services. In one embodiment, the receiver terminal authorization data
messages from the broadcast subscriber control system are digitally signed by a digital
signature scheme utilizing a broadcast subscriber control system private-public digital
signature scheme key pair. The receiver terminals of the broadcast network receive

these authorization data messages. The digital signature of each authorization data
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message is tested for authenticity with the public key of the broadcast subscriber
control system. In a second embodiment, the receiver terminal authorization data
messages from the broadcast subscriber control system are digitally signed by a digital
signature scheme utilizing a plurality of private-public key pairs, with unique digital
signature private-public key pairs, one for each receiver terminal. The receiver
terminals of the broadcast network receive these authorization data messages. The
digital signature of each authorization data message is tested for authenticity with the
specific public key of the private-public key bair associated with the specific receiver
terminal. Authorization data messages are only determined to be valid and
subsequently utilized in the receiver terminal to modify the authorizations or deliver
necessary data of the receiver terminal if the digital signature is valid. In both
embodiments, the broadcast service content access data messages from the broadcast
subscriber control system are digitally signed by a digital signature scheme utilizing a
private key unique to the broadcast subscriber control system. The receiver terminals‘
of the broadcast network receive these broadcast service content access data ﬁessages,
The digital signature of each message is tested for authenticity with the public key of
the broadcast subscriber control system. Broadcast seﬁice content access data
messages are utilized to control access to the broadcast services by the receiver

terminal only if the digital signature is authentic.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete appreciation of the invention and many of the attendant

features and advantages thereof will be readily obtained as the same become better
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understood by reference to the following detailed description when considered in
connection with the accompanying drawings, wherein:

Figure 1 is a logical block diagram of a digital broadcast communication
system
4 Figure 2 is a logical block diagram of the authorization asymmetric digital
signature scheme of the first preferred embodiment

Figure 3 is a logical block diagram of the authorization asymmetric digital
‘signature scheme of the second preferred embodiment

Figure 4 is a logical block diagram of the access asymmetric digital signature

scheme

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

The present invention will be discussed with reference to preferred embodiments-
of digital broadcast communication systems. Specific details, such as number of keys
and types of messages, and references to standards, set forth in order to provide a
thorough understanding of the present invention. The preferred embodiments discussed
herein should not be understood to limit the invention. Furthermore, for ease of
understanding, certain method steps are delineated as separate steps; however, these
steps should not be construed as nece;sarily‘ distinct nor order dependent in their
pe?formance.

The present invention is believed to be particularly applicable to the field of pay
television and hence will be discussed primarily in that context. Those of skill in the art
will recognize that the invention may be applied in many other settings and is not

limited to pay television.

_ Referring now to the drawings, wherein like reference numerals designate

PCT/US2005/037732
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identical or corresponding parts throughout the several views, Figure lisa
logical block diagram of a digital broadcast communication system 100. The
system 100 comprises a broadcast subscriber control system 110. The
broadcast subscriber control system of Figure 1 is comprised of two parts:
subscriber authorization system 111 and service access system 112.

The subscriber authorization system 111 of Figure 1 is comprised of
two parts: subsc;riber database 113 and authorization signature scheme 114.
The subscriber authorization system 111 stores the subscriber database 113
of éuthorizations for each receiver terminal 115 that are the authorizations of
each corresponding subscriber to the broadcast service content 116.
Broadcast service content 116 can be television, radio, movie, as only
examples of any possible broadcast service content 116. The subscriber

authorization system 111 creates receiver terminal authorization data

" message 117 that is transmitted to the broadcast network controller and

interface 118 order for it to be broadcast into the broadcast network 119.

The invention first embodiment the authorization signature scheme
114 of Figure 1 generates an asymmetric digital signature of the receiver
terminal authorization data message 117 that is appended by the
authorization signature scheme 114 to said same réceiver terminal
authorization data message 117. In this first embodiment the private key 126
of the authbrization signature scheme in Figure 2 is unique to the subscriber
authorization system 111, but it is the same private key 126 used for all
receiver terminal autﬁorization data message 117 that are digitally signed by
the authorization signature scheme 114.

The invention first embodiment in Figure 2 the authorization
asymmetric digital signature scheme (ASI) 127 comprises the method of

generation of the authorization asymmetric digital signature (S1) 128 using

PCT/US2005/037732
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the private key 126 of the authorization signature scheme 114, appending of
the authorization asymmetric digital signature (S1) 128 to the recejver
terminal authorization data message 117, broadcast 129 of the receiver
terminal authorizatioﬁ data message 117, reception of the receiver términal
authorization data message 117 by the receiver terminal 115, test of the
authenticity of the authorization asymmetric digital signature (AST1) 130
utilizing the unique public key 131 of the subscriber authorization system
111 where such test is performed inside a secure device; system on chip
secure device 120, embedded secure device 121, removable secure device
122, of the receiver terminal 115, utilization i32 of the receiver authorization
data message 117 within said secure device; system on chip secure device
120, embedded secure device 121, removable secure device 122, of the
receiver terminal 115 only if the authorization asymmetric digital signature
128 is tested as valid. In this first embodiment the receiver terminal
authorization data message 117 is received by the receiver terminal that has
the corresponding address in the address data field of the receiver terminal
authorization data message 117 where said address can be of three or more
types: a unique receiver terminal address, a unique receiver terminal group
address, which is comprised of a group number and a group mask bit value,
or a global receiver terminal address. In this first embodiment the
authorization asymmetric digital signature scheme 127 can be the same
scheme for all receiver address types, or can be a unique authorization
asymmetric digital signature scheme 127 unique for each type of address of
the receiver terminals.

The invention first embodiment in Figure 2 the receiver terminal authorization

data message 117 contains several data fields but not fimited to: the address field
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(unique, group, global); access authorization rights; authorization time code;
authorization asymmetric digital signature 128.

The invention second embodiment the authorization signature
scheme 114 of Figure 1 generates an asymmetric digital signature of the
receiver terminal authorization data message 117 that is appended by the
authorization signature scheme 114 to said same receiver terminal
authorization data message 117. In this second embodiment the private key
133 of the authorization signature scheme 114 is unique to corresponding
receiver terminal 115.

The invention second embodiment in Figure 3 the authorization asymmetric

digital signature scheme 134 comprises the method of generation of the authorization

asymmetric digital signature 135, appending of the authorization asymmetric digital
signature to the receiver terminal authorization data message 117, broadcast 136 of the
receiver terminal authorization data message 117, reception of the receiver terminal
authorization data message 117 by the receiver terminal 115, test of the authenticity of
the authorization asymmetric digital signature (AST2) 137 utilizing the unique public
key 138 of the unique private-public key pair of the authorization asymmetric digital
signature scheme 134 for the unique receiver terminal 115 where such test is performed
inside a secure device; system on chip secure device 120, embedded secure device 121,
removable secure device 122, of the receiver terminal 115, utilizatiog 139 of the
receiver terminal authorization data message 117 within said secure device; system on
chip secure device 120, embedded secure device 121, removable secure device 122, of
the receiver terminal 115 only if the authorization asymmetric digital signature is tested
as valid. In this second embodiment the receiver terminal authorization data message
117 is received by the receiver terminal that has the corresponding address in the address
data field of the receiver terminal authorization data message 117 where said address

can be of three or more types: a unique receiver terminal address, a unique receiver
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terminal group address, which is comprised of a group number and a group mask bit
value, or a global receiver terminal address. In this second embodiment the authorization
asymmetric digital signature scheme 134 can be the same scheme for all receiver address
types, or can be a unique authorization asymmetric digital signature scheme 134 unique
for each type of address of the receiver terminal.

The invention second embodiment in Figure 3 the receiver terminal
authorization data message 117 contains several data fields but not limited to: the
address field (unique, group, global); access authorization rights; authorization time
code; authorization asymmetric digital signature 135.

The invention first and second embodiment the access signature
scheme 123 of Figure 1 generates an asymmetric digital signature of the
broadcast service content access data message 124 that is appended by the
access signature scheme 123 to said same broadcast service content access
data message 124. In the first and second embodiment of Figure 4 the private
key 140 of the access signature scheme 123 is unique to the service access
system 112, it is the same private key used for all broadcast service content
access data message 124 that are digitally signed by access signature scheme
123.

The invention first and second embodiment in Figure 4 the access
asymmetric digital signature scheme (ADS) 141 comprises the method of generation of
access asymmetric digital signature 142, appending of the access asymmetric digital
signature 142 to the broadcast service content access data message 124, broadcast 143 of
the broadcast service content access data message 124, reception of the broadcast
service content access data message 124 by the receiver terminal 115, test of the
authenticity ADST 144 of the access asymmetric digital signature 142 utilizing the
unique public key 145 of the service access system 112 where such test is performed

inside a secure device; system on chip secure device 120, embedded secure device 121,
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removable secure device 122, of the receiver terminal 115, utilization 146 of the
broadcast service content access data message within said secure device; system on chip
secure device 120, embedded secure devic\:e 121, removable secure device 122, of the
receiver terminal 115 only if the access asyﬁetric digital signature 142 is tested as
valid.

The invention first and second embodiment in Figure 4 the broadcast service
content access data message 124 contains several data fields and not limited to: the
transport service content encryption control word (CW) 125, access criteria, time code,
access asymmetric digital signature 142,

Obviously, numerous other modifications and variations of the present invention
are possible in light of the above teachings. It is therefore to be understood that within
the scope of the appended claims, the invention may be practiced otherwise than as

specifically described herein.

PCT/US2005/037732
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WHAT IS CLAIMED IS:

1. A method for the delivery and control of access to broadcast signals, the
method comprising the steps of:
generating a plurality of receiver terminal authorization data messages;

5 ¢ generating an asymmetric digital signature according to an authorization
signature scheme of each receiver terminal authorization data message and appending
said signature to each receiver terminal authorization data message before they ate
broadcast to the plurality of receiver terminals; |

broadcasting to a plurality of receiver terminals a plurality of receiver terminal
10 authorization data messages with authorization asymmetric digital signature appended to
each receiver terminal authorization data message;
generating a plurality of broadcast service content access data messages;
generating an asymmetric digital signature of each broadcast service content
access-data message according to an access signature scheme and appending said

15 signature to each broadcast service content acceés data messagé before they are

broadcast to the plurality of receiver terminals;
broadcasting to a plurality of receiver terminals a plurality of broadcast service
content access data messages with access asymmetric digital signature appended to each
broadcast service content access data message;

20 receiving said receiver terminal authorization data message in a specific receiver
terminal of corresponding address to the receiver terminal authorization data message;

testing the appended authorization asymmetric digital signature of said receiver
terminal authoﬁzaﬁon data message in a secure device of the receiver terminal of the
digital broadcast network according to the authorization asymmetric digital signéture

25 scheme and utilize the contents of said receiver terminal authorization data message
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in said receiver terminal of the digital broadcast network only if the authorization
asymmetric digital signature is valid ;

receiving said broadcast service content access data message necessary for
access to broadcast service content;

testing the appended access asymmetric digital signature of said broadcast
service content access data message in a secure device of the réccivcr terminal of the
digital broadcast network according to the access asymmetric digital signature scheme
and utilize the contents of said broadcast service content access data message in said
receiver terminal of the digital broadcast network only if said asymmetric digital
signature is valid.

2. The method of Claim 1, wherein the authorization asymmetric digital
signature scheme is an asymmetric digital signature scheme comprising elliptic curve on
finite field.

3. The method of Claim 1, wherein the access asymmetric digital signature
scheme is an asymmetric digital signature scheme comprising elliptic curve on finite
field.

4. The method of Claim 1, wherein the test of the authorization asymmetric
digital signature and the utilize of the receiver terminal authorization data message is
implemented in a SOC secure device.

5. The method of Claim 1, wherein the test of the authorization asymmetric
digital signature and the utilize of the receiver terminal authorization data message is
implemented in an embedded secure device.

6. The method of Claim 1, wherein the test of the authorization asymmetric
digital signature and the utilize of the receiver terminal authorization data message is

implemented in a removable secure device.

PCT/US2005/037732
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7. A method for the delivery and control of access to broadcast signals, the
miethod comprising the steps of:
generating a plurality of receiver terminal authorization data messages;
generating an asymmetric digital signature according to an authorization
5 signature scheme of each receiver terminal authorization data message and appending
said signature to each receiver terminal authorization data message before they are
broadcast to the plurality of receiver terminals;
broadcasting to a plurality of receiver terminals a plurality of receiver terminal
authorization data messages with authorization asymmetric digital signature appended to
10 each receiver terminal authorization data message;
receiving said receiver terminal authorization data message in a specific receiver
terminal of corresponding address to the receiver terminal authorization data message;
testing the appended authorization asymmetric digital signature of said receiver
terminal authorization data message in a secure device of the receiver terminal of the
15 digital broadcast network according to the authorization asymmetric digital signature
scheme and utilize the contents of said receiver terminal authorization data message in
said receiver terminal of the digital broadcast network only if the authorization
asymmetric digital signature is valid ;
8. The method of Claim 7, wherein the authorization asymmetric digital
20 signature scheme is an asymmetric digital signature scheme comprising elliptic curve on
finite field.
9. The method of Claim 7, wherein the test of the authorization asymmetric
digital signature and the utilize of the receiver terminal authorization data message is
‘implemented in an embedded secure device.
25 . 10. The method of Claim 7, wherein the test of the authorization asymmetric
digital sigm;:tture and the utilize of the receiver terminal authorization data message is

implemented in a removable secure device.
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11.The method of Claim 7, further comprising the step:

generating a plurality of broadcast service content access data messages;

generating an asymmetric digital signature of each broadcast service content
access data message according to an access signature scheme and appending said

5 signature to each broadcast service content access data message before they are
broadcast to the plurality of receiver terminals;

broadcasting to a plurality of receiver terminals a plurality of broadcast service
content access data messages with access asymmetric digital signature appended to each
broadcast service content access data message;

10 receiving said broadcast service content access data message necessary for
access to broadcast service content;

testing the appended access asymmetric digital signature of said broadcast
service content access data message in a secure device of the receiver terminal of the
digital broadcast network according to the access asymmetric digital signature scheme

15 and utilize the contents of said broadcast service content access data message in said
receiver terminal of the digital broadcast network only if said asymmetric digital
signature is valid.

12. The method of Claim 11, wherein the access asymmetric digital signature
scheme is an asymmetric digital signature scheme comprising elliptic curve on finite

20 field.

13. The method of Claim 11, wherein the test of the access asymmetric digital
signature and the utilize of the broadcast service content access data message is
implemented in an embedded secure device.

14. The method of Claim 11, wherein the test of the access asymmetric digital

25 signature and the utilize of the broadcast service content access data message is

implemented in a removable secure device.
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15. A method for the delivery and control of access to broadcast signals, the
method comprising the steps of:
generating a plurality of broadcast service content access data messages;
generating an asymmetric digital signature of each broadcast service content
5 access data message according to an access signature scheme and appending said
signature to each broadcast service content access data message before they are
broadcast to the plurality of receiver terminals;
broadcasting to a plurality of receiver terminals a plurality of broadcast service
content access data messages with access asymmetric digital signature appended to each
10 broadcast service content access data message;
receiving said broadcast service content access data message necessary for
access to broadcast service content;
testing the appended access asymmetric digital signature of said broadcast
service content access data message in a secure device of the receiver terminal of the
15 digital broadcast network according to the access asymmetric digital signature scheme
and utilize the contents of said broadcast service content access data message in said
receiver terminal of the digital broadcast network only if said asymmetric digital
signature is valid.
16. The method of Claim 15, wherein the access asymmetric digital signature
20 scheme is an asymmetric digital signature scheme comprising elliptic curve on finite
field.
17. The method of Claim 15, further comprising the step:
generating a plurality of receiver terminal authorization data messages;
generating an asymmetric digital signature according to an authorization

25 signature scheme of each receiver terminal authorization data message and appending
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said signature to each receiver terminal authorization data message before they are
broadcast to the plurality of receiver terminals;

broadcasting to a plurality of receiver terminals a plurality of receiver terminal
authorization data messages with authorization asymmetric digital signature appended
to each receiver terminal authorization data message;

receiving said receiver terminal authorization data message in a specific recéiver
terminal of corresponding address to the receiver terminal authorization data message;

testing the appended authorization asymmetric digital signature of said receiver
terminal authorization data message in a secure device of the receiver terminal of the
digital broadcast network according to. the authorization asymmetric digital signature

scheme and utilize the contents of said receiver terminal authorization data message in

said receiver terminal of the digital broadcast network only if the authorization

asymmetric digital signature is valid ;
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