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SUBSCRIBER RECORD REFERENCING CLASS OF SERVICE RECORDS
BACKGROUND

(0001} The use of CAMEL {customized applications for mobile network
enhanced logic) enables communication network operators, such as GSM or 3G
network operators, o provide a wide range of enhanced services that are not
provided for by the core communication network. CAMEL services are provided
by appropriate service platforms, and enables network operalors o provide
subscribers with specific services both within, and when roaming outside, the
home communication network.

[6002] if a functional entity of a mobile network, such as a visited MSC
(VMSC), a gateway mobile swilching center (GMSC) or a serving GPRS support
node {SGSN), supports CAMEL funclionality, the home location register (HLR)
in the mobile network is configured with appropriate CAMEL subscriber
information (CS1).

[6003] When a CAMEL subscriber attempts 1o register in an appropriate
functional entity of a mobile network, such as in a VMSC or SGSEN, the
functional entity sends a registration request to the HLR. The registration
request includes an identifier of the subscriber.

[0004] The HLR then retrieves a set of CAMEL subscriber information
(CSH for the particular set of CAMEL services o which the registering

subscriber has access.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Cerfain examples are described in the f{ollowing delailed
description and in reference {o the drawings, in which:

[0006] Figure 1 Hlustrates an example system having a subscriber record
with a plurality of references o specific class of service records relating to
different types of customized applications service subscriber information;

[0007] Figure 2 illustrates an example system with HLR funchionality
having a subscriber record with a plurality of references to type-specific CAMEL

CSi class of service records;
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[6008] Figure 3 Hlustrates an example method of provisioning subscriber
records having references {o a plurality of class of service records;

[6009] Figure 4 illustrales an example system including a non-transilory
computer readable medium  sloring instruclions to  retrieve  subscriber
information from a subscriber record comprising references to a plurality of

class of service records.

DETAILED DESCRIPTION OF SPECIFIC EXAMPLES

(0010} There are many different types of customized applications
services. For example, the 3GPP TS 28,002, TS 22078, and TS 23.078
specifications describe various types CAMEL subscriplion information (CS1),
such as Dialed Services CS1 (D-CS81), General Packet Radio Service (GPRS)
o {GPRS-CSH), Mobility Management event OS5 (M-C&H), Originating CS1 (O-
Cal), Supplementary  Service CSE (8&-CS8H, Terminating CSE (T-CS1,
Translation information Flag CSI (TIF-CS1), and Short Message Service (SMS)
CSH{EMS-CSH). Each CSI may have mulliple possible settings.

[0011] In some HLR systems, the set of customized applications services
for a subscriber are stored as a class of service (COS) record. For example,
each COS record may comprise a set of C51 setllings and registration aclions
forming a unified package. This approach supports situations where the group
of C8l are interrelated and all setlings work together o provide one service
package o the subscriber. This group approach may assume that the total
number of such service packages is not extremely high. For example, this
approach may be suitable when there are less than a few hundred different
service packages.

[0012] Some service providers may desire to provide higher numbers of
service packages than what is available through a single COS approach. For
example, an operator may desire the ability {0 cusiomize the CSls for each
subscriber.  As another example, an operator may want to provide different
versions of multiple types of CSL For example, if an operator offered 10 of each
of T-C&i, D-CSI, O-C31, and SMS-CSI classes of service, then 10,000 separate

COS records would need (o be provisioned under the single COS approach.
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[6013] in some implementations of the described technology, different
types of customized applications services are associated with separate COS
records. For example, in a system ulilizing CAMEL settings, each CSI may be
associated with individual COS records. A subscriber record containing the
customized application service information for a subscriber may include
references fo a plurality of different specific COS records relating to different
types of customized application service subscriber information. For example, a
subscriber record for CAMEL subscriber information may contain references to
a plurality of different types of CAMEL CSI COS files. This reduces the number
of separale COS records needed {0 customize applications on a subscriber
tevel.

[0014] Figure 1 illustraies an example system 101 having a subscriber
record 104 with a plurality of references 109-111 to specific COS records
relating to different types of customized applications service subscriber
information.  For example, system 101 may be an HLR or a Home Subscriber
System (HSS) with integrated HLR capabilities.

[0015] The subscriber record 104 may be stored as in a subscriber
database 103 on a persistent siorage system. The subscriber record 104 may
comprise a sel of fields 105, 106, 108-111. In some implementations, the
subscriber record 104 stores a CAMEL subscriber profile for a subscriber
associated with the subscriber record 104, For example, the subscriber record
104 may be associated with an International mobile Subscriber ldentity (IMSH
number. The subscriber record 104 may be one of many stored in the database
103. For example, the database 103 may store thousands or millions of files
records 104 associated with a mobile operator's subscribers.

(0016} The record 104 may include a reference 106 to a general COS
record 108 conlaining general customized application service setlings.  For
example, the general COS record 108 may include general customized
applications service seilings, such as registration actions. For example, if the
customized application services are CAMEL services, the general COS record
108 may be a general CAMEL COS record containing general CAMEL sstlings,

such as Registration Actions indicating allernate freatment if a serving visilor
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location register (VLR) or serving GPRS support node (SGSN) does not support
the appropriate CAMEL phase. Additionally, the general COS record 108 may
contain customized applications services seltings thal are not included in the
specific COS records 112, 113, 114,

(00177 In some implementations, the general COS record 108 is stored in
a general customized application service setlings file 107, in some
implementations, the general setlings file 107 is slored as a database on
persistent storage. The general setlings file 107 may be stored in the same
physical or logical volume as the subscriber database 103 or a different physical
or logical volume than the subscriber database 103.

[6018] The fields may also include a plurality of references 109, 110, 111
to comresponding COS records 112, 113, 114, The references 108, 110, 111
may include COS names or identification numbers (1Ds) for each COS record
112, 113, 114, For exampie, the references 108, 110, 111 may be stored as
COS names in the subscriber record 104, The system 101 may map the COS
name o an D number when accessing the record 104 and retrieving the
records 112, 113, 114, In some cases, gach COS record 112, 113, 114 may
relate to a different type of customized applications service subscriber
information. For example, each COS record 112, 113, 114 may correspond o a
different type of CSL

(0019 in some implementations, the COS records 112, 113, 114 are
stored in corresponding customized applications service files 115, 118, 117, In
some cases, the files 115, 116, 117 are stored as separale databases on
persistent storage. In other cases, the files 115, 116, 117 are logical files stored
as sets of records in a single database. For example, each COS record 112,
113, 114 may have a record type indicator identifving the type of subscriber
information it contains. In further cases, the files 107, 115, 116, 117 are all
logical files stored as seifs of records in a single database. For example, each
general record 108 may also have a record type indicaior identifying it as a
general COS record.

[6020] The record 104 may also include a subscriber identification (1D}

105 that is unique {o all the subscriber records 104 siored on the system 101 or
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associated with a mobile operator. The unique subscriber identification (10} 105
may be generated from the references 108, 110, 111. For example, the
subscriber 1D 105 may be generated by concatenating the record iDs
associated with the references 109, 110, 111 and hashing the resull. In some
cases, multiple subscriber profile files 104 may include references to the same
COS records 112, 113, 114, In some cases, additional subscriber information
may be used {o generate the unigue subscriber 1D 105, For example, the
subscriber's IMSI may be used in addition to the references 108, 110, 111 to
generate the unique subscriber 1D, In other cases, other data, such as a
random seed may be used with the references 109, 110, 111 {o generate the
unique subscriber 10,

[0021] Figure 2 illustrates an example system 200 with HLR functionality.
The example system 200 may be an implementation of the example system 101
of Figure 1. For example, system 200 may be a standaione HLR or an HSS
with integrated HLR capabiliies. In this example, the system 200 may provision
and serve CAMEL data in a mobile network.

[06022] The example sysiem 200 includes a subscriber record 201. The
subscriber record 201 may be siored in a subscriber database 205 on persistent
storage. For example, the subscriber record 201 may be siored along with
thousands or millions of other subscriber records 201 the database 205, In the
iustrated implementation, the subscriber record 201 stores CAMEL information
for the subscriber using references o CAMEL records in a sef of CAMEL files.
[6023] The subscriber record 201 may siore a reference 206 to a general
CAMEL COS record 216. For example, the reference 206 may be set as a
CAMEL COS name value when the record 201 is provisioned. The CAMEL
COS name may be translated by the system 200 into a COS 1D when the file
204 is stored in the database. The CAMEL COS record 216 may store general
CAMEL setlings that apply to all active CSls, including registration actions,
which indicated alternative treaiment if the serving VLR/SGSEN doss not support
the appropriate CAMEL Phase. The CAMEL COS record 216 may also store
any specific C5I that are nol stored in CSl-type specific records 221, 216, 220,
218, 229, 227, 228, 238,
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[6024] The general CAMEL COS record 216 may be siored in a CAMEL
COS file 217, The CAMEL COGS file 217 may store a plurality of records 216.
Each record 218 may be referenced by any number of subscriber records 204,
The CAMEL COS file 217 may be stored in a CAMEL COS database. For
example, the CAMEL COS file 217 may be siored in a dalabase in persistent
storage.

[0025] The subscriber record 201 may further slore a plurality 208 of
references 1o specific C81 COS records 221, 216, 220, 218, 228, 227, 228, 238.
In this example, the subscriber record stores references 208 o a D-C31 COS
record 221, a GPRS-CSE COS record 219, an M-CS1 COS record 220, an O-
CS1 COS record 218, an 88-C8I COS record 228, a T-CSE COS record 227, a
TIF-CSI COS record 228, and an SMS-CSI CO& record 238, Like the general
CAMEL COS record reference 206, the references 208 may be stored as CSh-
specific COS name values when the record 201 is provisioned., The CSh
specific COS name values may be translated into CSl-specific COS 1Ds when
ithe file 204 is stored in the database.

[6026] in some implementations, the system 200 may store different CSi-
specific COS records. For example, the system 200 may include separate T-
CSlrecords 227, 231, O-CSl records 218, 223; and SMS-C&I records 238, 238.
The remaining CSl-specific information may be contained in the general CAMEL
COS racords 216, 245, For example, GPRS-CSI, M-CSi, O-CS8l, §8-C&l, and
TIF-CSI settings may be contained in the general CAMEL COS records 216,
245,

10027] The CSi-specific COS records 221, 216, 220, 218, 228, 227, 228,
238 may be stored in respective CSl-specific COS files 234, 235, 238, 237, 241,
242, 243, 244, In some cases, the CSl-specific COS files 234, 235, 236, 237,
241, 242, 243, 244 may be logical files slored on a single database in a
persistent siorage system. For example, the logical files may be delimilated by
COS-type indicators stored in the records 221, 216, 220, 218, 229, 227, 228,
238. In some cases, the CSl-specific records 221, 216, 220, 218, 229, 227,
228, 238 and the general COS records 216 are slored together in a single
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database. Additionally, the files 234, 235, 238, 237, 241, 242, 243, 244 may be
stored in the same database as CAMEL COGS file 217,

[06028] The subscriber record 201 may further include various information,
such as fields 202 storing 2 separate service control funclion address (8CF
address) for each COS record 216, 221, 218, 220, 218, 228, 227, 228, 238.
The fields may also include fields 203 storing a separale service key for each
COS record 216, 221, 219, 220, 218, 229, 227, 228, 238. These SCFs and
service kKeys may override any SCFs and service keys contained in the records
216, 221, 218, 220, 218, 228, 227, 228, 238 themselves. Additionally, for CSis
supporting more than one lrigger detection points (TDPs), the records 202 may
include separate service key and SCFs for each trigger detection point.

[0029] The subscriber record 201 may further include a unigue subscriber
10 204, The unique subscriber 1D 204 may be generated from the references
2086, 208 as described with respect to 1D 105 of Figure 1. For example, the 1D
204 may be generated by hashing the CSl-specific and general CAMEL COS
record 1Ds.

[0030] The subscriber record 201 may further include a reference 207 (o
a roaming restrictions COS record 211, The roaming restrictions COS record
211 may contain settings for special handling depending on the serving VLR or
SGSN of the subscriber. The roaming restrictions COS record 211 may be
stored in a roaming restrictions COS file 209, Each record 211 in the roaming
restrictions COGS file 208 may apply t0 a range of £.164 addresses or to a single
£.164 address and may be referenced by any number of subscriber records
201, In some cases, the roaming restriciions COS file 209 does not contain
CAMEL data. However, the record 211 may include a reference 241 to a
subscriber deauthorization configuration (SDC) COS record 212,

(0031} The SDC COS record 212 may include references 214, 226 to
CAMEL COS records 242, 222, 224, 225, 223, 233, 231, 232, 239, These
references 214, 226 may point to different COS records than referenced by the
subscriber record references 206, 208. The reference 214 may point fo a
general CAMEL COS record 245 and CSl-specific records 222, 224, 225, 223,
233, 231, 232, 239 that override the general CAMEL COS record 216 and CSi-
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specific records 221, 218, 220, 218, 220, 227, 228, 238 when the roaming
restrictions record 211 is aclive.

[0032] Figure 3 Hlustrates an example method of provisioning subscriber
records having references {o a plurality of COS records.  For example, the
Hiustrated method may be performed by a server having HLR functionality, such
as the sysiem 101 of Figure 1 or the system 200 of Figure 2.

[0033] The exampie method includes block 301, Block 301 may include
receiving a provisioning command {o provision customized applications services
for a subscriber. In some cases, the provisioning command may be a command
io add new information to update a record for a new subscriber. In other cases,
the provisioning command may be a command to update information in an
existing record for an existing subscriber.  For example, the provisioning
command may be received as inputs in an interface or online form provided by
the HLR to a mobile operator. As another example, the provisioning command
may be received as a data file sent to the HLR by a provisioning system. The
provisioning command may include a variety of subscriber information. For
example, the provisioning command may include settings indicaling to which
customized service application COSs the subscriber has access. For example,
the provisioning command may include a name for a general CS1 COS and a
set of names for different types of CS1 COSs.  Additionally, the provisioning
command may include overriding service confrol function addresses and
overriding service keys for the different COSs.

[6034] in some implementations, the provisioning command may include
information identifying a COS of roaming resiriction information.  The roaming
restriction information may also include customized service application COSs
that apply when the roaming restrictions are in effect.

[0035] The example method also includes block 302, Block 302 may
include generating a subscriber record comprising references o a plurality of
COS records.  For example, generaling the subscriber record may include
adding a new subscriber record to a subscriber database. As ancther example,
generating the subscriber record may include updaling existing subscriber

information in an existing subscriber record of the subscriber database. The
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generated subscriber record may correspond o the information contained in the
provisioning command recsived in block 301, Each COS5 record may relate (o a
different type of customized applications service subscriber information. In
some implementations, block 302 may include generating the subscriber record
to comprise a reference {¢ a general COS record containing general customized
application service setlings. Additionally, block 302 may include generating the
subscriber record o comprise an overriding service control funclion address
and overriding service kKey for each COS record.  For example, the subscriber
record may be generated to have the structure described with the respect to
subscriber record 104 of Figure 1 or subscriber record 201 of Figure 2.

[0036] in some implementations, the customized applications services
are Customized Applications for Mobile networks Enhanced Logic (CAMEL)
services. In these implementations, the COS records may comprise a plurality
of: a b-C8I COS record, a GPRS-CS1 COS record, an M-CS1 COS record, an
O-CS8E COS record, an 55-C51 COS record, a T-C31 COS record, a TH-CSI
COS record, and an SMS-CSI COS record. i the COS records comprise less
than the entire pluralily of different CSk-specific records, the remaining CSh
specific information may be siored in the general COS record.  For example, in
one implementation, the COS records comprise a T-CSi record, an O-CS
record, and an SMS-CS8l record. In this implementation, GPRS-CSI, M-CS1, O-
CSE, 88-C81, TIF-CSI, and any other specific fype of CSI setlings may be
contained in the general CAMEL COS record.

[6037] in some implementations, block 302 may include generating the
subscriber record o comprise a unigue 1D for the subscriber using the
references {o the plurality of COS records. For example, the unique 1D may be
generated as described with respect to the unique 1D 105 of Figure 1 or 1D 204
of Figure 2.

16038] in some implementations, block 302 may include generating the
subscriber record {o comprise a reference o a roaming restrictions COS record.
The roaming restrictions COS record may comprise a reference {0 a subscriber
deauthorization configuration COS record.  The subscriber deauthorization

configuration COS record may comprise a sel of references relating 1o specific
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CAMEL C&1 COS records. For example, the rcaming restrictions COS record
and subscriber deauthorization configuration COS record may be as described
with respect {o Figure 2.

[6039] The example method may further include block 303, Block 303
may include storing the subscriber record in a non-iransitory computer readable
medium. For example, block 303 may include sioring the subscriber record in a
subscriber database on a persistent storage sysiem as described with respect
fo Figures 1 and 2.

160407 Figure 4 illustrales an example system 401 including a non-
iransitory computer readable medium 404 storing instructions 408 to retrieve
subscriber information from a subscriber record 409 comprising references 408
to a plurality of COS records 410. For example, the example system 401 may
be a server having HLR functionality, such as a standalone HLR or an HSS
having HLR capabilities.

(60417 The example systemn 401 includes an interface 402. The interface
402 aliows the system 401 to receive subscriber information requests and serve
customized applications services information, such as CAMEL information, o
various network components. For example, the interface 402 may allow the
system to serve such information to requesting VLRs or SGSNs.

[0042] The example system further includes instructions 405-406 slored
on a non-tfransitory computer readable medium 405, For example, the medium
405 may be random-access memory, flash memory, storage, or a combination
thereof. Thess instructions 405-406 may be executed by a processor 403 {o
cause the system 401 io serve customized services information o requesting
network devices.

(0043} The medium 405 may store instructions 405,  Instructions 405
may be execulable to oblain a reguest for subscriber information.  The
instructions 405 may be executable by the processor 403 {o obtain a request for
subscriber information via the interface 402. For example, the regquest for
subscriber information may be an Update GPRS Location reguest received from
an SGSN.
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[6044] The medium 405 may aiso store instructions 406. Instructions 406
may be executable by the processor 403 to recsive the subscriber information
from a subscriber record 408. The subscriber information may include
information related o customized applications services., For example, the
subscriber record 408 may be stored in a subscriber database 413 on the
system 401 and loaded into memory when refrieved.

[0045] in some implementations, the subscriber record 408 may have the
structure described with respect to the subscriber record 104 of Figure 1 or the
subscriber record 201 of Figure 2. The subscriber record 408 may include
references 408 to a pluraiity of type-specific COS records 410. In some cases,
gach COS record may relale {o a different type of cusiomized applications
service subscriber information.  The references 408 may alse include a
reference to a general COS record 412 included in the records 410. The
general COS record may include general customized application service
seftings and any iype-specific information not contained in a separate type-
specific record.

[00486] in some implemeniations, the COS records 410 comprise a
plurality of B-CSI COS record, a GPRS-CS} COS record, an M-CS1 COS record,
an 0-CS81 COS record, an S5-C51HCOS record, a T-CSI COS record, a THF-CS!
COS record, and an SMS-CSI COS record. For example, the COS records 410
may include a T-CSl record, an O-CS record, and an SMS-CS1 record. In this
example, GPRS-C3E M-C8l, O-CSl, 55-C3l, TIF-C81, and any other specific
type of OS5I settings may be contfained in the general CAMEL COS record 412.
10047} in the illustraled example, the COS records 410, 412 are stored in
a single customized application services dalabase 411, In this example, each
record 410, 412 may include a record type identifier identifving what type of
application service information is siored in the record.

§0048] in some implementations, the subscriber record 408 may further
include an overriding service control function address and service key for each
COS record. In these implementations, the instructions 406 may be executable
by the processor 403 (o retrieve the overriding service conirol function address

and the overniding service key for each class of service record.
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[6049] in some implementations, the subscriber record 409 may further
include a unigue subscriber 1D, This ID may be generated by the sysiem 401
as described with respect to 1D 105 of Figure 1 or 1D 204 of Figure 2. In these
impiementations, the instructions 406 may be executable by the processor 403
to retrieve a unigue subscriber identification (ID) generated using the references
408.

[00507 in the foregoing description, numerous details are set forth to
provide an understanding of the subject disclosed herein. However,
implementations may be practiced without some or all of these details. Other
implementations may include modifications and varigtions from the details
discussed above. It is intended that the appended claims cover such

maodifications and variations.
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CLAIMS

1. A system, comprising:
a first database sloring a subscriber record comprising:

a reference 10 a general class of service record containing general
customized application service settings;

a plurality of references (o a plurality of specific class of service
records, each class of service record relaling to a different type of
customized applications service subscriber information; and

a unique subscriber identification (ID); and
a second dalabase storing a plurality of specific class of service files
relating o the different types of customized application service subscriber
information, each of the plurality of specific class of service files

comprising one of the plurality of specific class of service records.

2. The system of claim 1, wherein the specific class of service records
comprise a plurality of: a Dialed Services CAMEL subscription information (CS1)
(B-CSI) class of service (COS8) record, a General Packet Radio Service (GPRS)
CSHGPRS-CSH COS record, a Mobility Management event CSEHM-C&H COS
record, an Qriginating CSH{O-CSH COS record, a Supplementary Service CSI
(SS-C8I) COS record, a Terminating CSH(T-CSH) COS record, a Translation
Information Flag C3I1 (TIF-C31) COS record, and a Short Message Service
(SMS) CSI {(SMS-CSI1) COS record.

3. The system of claim 1, wherein the subscriber record comprises:
an overriding service control function address for each class of service
record; and

an overriding service key for each class of service record.

4. A method, comprising:
receiving a provisioning command o provision customized applications

services for a subscriber;
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generating a subscriber record comprising references {o a plurality of
class of service records, each class of service record relating to a different type
of customized applications service subscriber information; and

storing the subscriber record in a non-transitory computer readable

madium.

5. The method of claim 1, further comprising:
generating the subscriber record to comprise a reference to a general
class of service record containing general customized application service

settings.

8. The method of claim 1, further comprising:
generating the subscriber record o comprise an overriding service

control function address for each class of service record.

7. The method of claim 1, further comprising:
generating the subscriber record o comprise an overriding service key

for each class of service record.

8. The method of claim 1, wherein:

the customized applications services are Cusiomized Applications for
Mobile networks Enhanced Logic (CAMEL) services; and

the class of service records comprise a plurality of. a Dialed Services
CAMEL subscription information (C81) (D-CSI) class of service (COS) record, a
General Packet Radio Service (GPRS) CSHGPRS-CSI) COS record, a Mobility
Management event CSl (M-CSH COS record, an Criginating C&1 {O-CS8I) COS
record, a Supplementary Service CSI {(5&5-C81) COS record, a Terminating CS
(T-CSH COS record, a Translation information Flag CSH{TIF-CS1) COS record,
and a Short Message Service (SMS) CSE (SMS-CSH COS record.

9. The method of claim 1, further comprising:
generating the subscriber record {0 comprise a unique identification (1D)
for the subscriber using the references o the pluralily of class of service

records.
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10, The method of claim 1, further comprising:

generating the subscriber record {0 comprise a first reference to a
roaming restrictions COS record,

the roaming restrictions COS record comprising a second reference (o a
subscriber deauthorization configuration CQOS record,

the subscriber deauthorization configuration COS record comprising a
third reference to a relating to a specific CAMEL CS81 COS record.

11. A non-transifory computer readable medium storing instructions
exscutable fo:

obtain a request for subscriber information;

retrieve the subscriber information including information related to
customized applications services from a subscriber record,

the subscriber record comprising references to a plurality of class of
service records, each class of service record relaling lo a different type of
customized applications service subscriber information; and

fransmit the subscriber information.

12.  The non-transitory computer readable medium of claim 11, wherein the
instructions to retrieve the subscriber information are executable to use a
reference to a general class of service record {0 relrieve general customized

application service setlings for the subscriber.

13, The non-transitory computer readable medium of claim 11, whersin the
class of service records comprise a plurality of. a Dialed Services CAMEL
subscription information (CS1) (D-CS1) class of service (COS) record, a General
Facket Radio Service (GPRS) CSIH{GPRS-CSEH COS record, a Mobility
Management event C5 (M-CSH COS record, an Originating CS1{G-C31) COS
record, a Supplementary Service CS1H{SS-CS1) COS record, a Terminating CSI
(T-CSH COS record, a Translation Information Flag CSH(TIF-CSI COS record,
and a Short Message Service (SMS) CSEH{EMS-CSH COS record.

14, The non-transitory computer readable medium of claim 11, wherein the

instructions to retrieve the subscriber information are executable {o retrieve an
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overriding service control function address and an overriding service key for

each class of service record.

15, The non-fransitory computer readable medium of claim 11, wherein the
instructions to relrieve the subscriber information are exscutable {o retrisve 3

unigque subscriber identification (13} generated using the references.
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