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MONITORING HIGH SPEED NETWORK TRAFFIC VIA SEQUENTIALLY
MULTIPLEXED DATA STREAMS

TRADEMARKS

IBM® and BladeCenter® are registered trademarks of International Business Machines
Corporation, Armonk, New York, U.S.A. Other names used herein may be registered
trademarks, trademarks or product names of International Business Machines Corporation or

other companies.

FIELD OF THE INVENTION

This invention relates to storage network systems, and particularly to systems and methods

for monitoring high-speed network traffic via sequentially multiplexed data streams.

BACKGROUND OF THE INVENTION

In storage network systems such as illustrated in FIG. 1, which have internalized high-speed
fabrics, a high-speed switch is used to provide connectivity amongst individual servers and
associated storage. In addition, such network storage systems can include multiple high-
speed fabrics (1X and 4X). High-speed differential signaling is used to provide high
bandwidth connections between a central serial attached SCSI (SAS) switch and other
endpoints such as other switches or downstream or upstream storage components. SAS can
implement several configurations, such as fiber channel, Ethernet, SCSI, etc., and several
topologies, such as 16 external SAS ports, which can be “wide” or “narrow”. A wide port

can include single 1X links (e.g., PHYs) or multiple links for a 4X, 8X, 12X, etc., wide port.

In such systems, much of the storage area network (SAN) is internalized, wherein the server
blades and the switch modules are coupled to one another via internal fabric. Such
internalization can create problems that require access to pertinent data for problem
detection, analysis and fault isolation. In some SAN systems, test equipment (e.g., a logic

analyzer) can be inserted or onto a suspected high-speed interface such as the external fiber
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channel and capture pertinent data for problem resolution. However, when high-speed
fabrics are internalized, it becomes difficult to access the fabric for troubleshooting
problems. Although solutions, such as creating software trace events in microcode and
directing error messages to a debug port, have been implemented, such solutions have
shortcomings, including inaccurate detail of the failure, non real-time reporting of the
failure, and resultant numerous iterations of adding a debug patch to isolate the problem.
Other more invasive methods can include adding wires to a card to allow internal probing.
This hardware-type approach is invasive to the system, limiting in analysis capability, and
can cause potential corruption of the monitored data. In other instances, permanent electrical
damage to the probed fabric circuitry can result. Although many of these approaches can be
implemented in a controlled laboratory setting, these approaches are unsuitable for a
customer environment. Therefore, there exists a need for systems and methods to

troubleshoot internalized high-speed fabric networks in a customer environment.

BRIEF SUMMARY
Exemplary embodiments include a switch module system, as claimed in claim 1.

Further embodiments include a computer-readable medium having computer-executable
instructions for performing a method, including configuring a multi-chassis system
configured to support a server and a switch module to run data streams for the server and
over the switch module, detecting a data failure on at least one data link coupled to the
switch module, configuring a second and third data link coupled to the switch module, to
receive monitored data streams and configuring at least one of the first data link and a fourth

data link data link to support unaffected data streams.

Additional embodiments include a switch module data monitoring method, including
configuring a multi-chassis system to run data streams over a switch module interconnecting
the multi-chassis system, detecting a data failure on at least one data link coupled to the
switch module, configuring a second and third data link coupled to the switch module, to
receive monitored data streams, configuring at least one of the first data link and a fourth
data link data link to support unaffected data streams and routing the monitored data streams

to a logic analyzer.
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Other systems, methods, and/or computer program products according to embodiments will
be or become apparent to one with skill in the art upon review of the following drawings and
detailed description. It is intended that all such additional systems, methods, and/or
computer program products be included within this description, be within the scope of the

present invention, and be protected by the accompanying claims.

TECHNICAL EFFECTS

As a result of the summarized invention, real-time tracing and troubleshooting of internal
high speed fabric problems in a system configuration where all external SAS links are

consumed running normal SAS 1/O is achieved.

BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter which is regarded as the invention is particularly pointed out and
distinctly claimed in the claims at the conclusion of the specification. The foregoing and
other objects, features, and advantages of the invention are apparent from the following

detailed description taken in conjunction with the accompanying drawings in which:

FIG. 1 illustrates an example of a prior art SAS storage network having two multi-chassis

networks, each having fourteen blade servers;

FIG. 2 illustrates one example of a SAS storage network system configured in accordance

with exemplary embodiments;

FIG. 3 illustrates the example of the SAS storage network system of FIG. 2 configured in

accordance with exemplary embodiments;

FIG. 4 illustrates the example of the SAS storage network system of FIGS. 2 and 3

configured in accordance with exemplary embodiments;
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FIG. 5 illustrates the example of the SAS storage network system of FIGS. 2 and 3
configured in accordance with exemplary embodiments;
FIG. 6 illustrates the example of the SAS storage network system of FIGS. 2 and 3

configured in accordance with alternate exemplary embodiments;

FIG. 7 illustrates the example of the SAS storage network system of FIGS. 2 and 3

configured in accordance with alternate exemplary embodiments; and

FIG. 8 illustrates a flow chart of an exemplary method for monitoring high-speed network

traffic via simultancously multiplexed data streams.

The detailed description explains the preferred embodiments of the invention, together with

advantages and features, by way of example with reference to the drawings.

DETAILED DESCRIPTION

Exemplary embodiments include systems and methods for monitoring high-speed network
traffic via sequentially multiplexed data streams wherein SAS switches provide wide ports to
aggregate bandwidth consisting of multiple links (e.g., PHYS) within a single cable. As
such, according to exemplary embodiments, a snooping method can be implemented on a
high-speed SAS wide port such that when a traffic failure is detected, all I/O streams are
directed to a common data link (PHY), whereby the switch multiplexes the different traffic
streams. In exemplary implementations, multiple initiators access a common storage domain
(enclosure) via a single wide port. As such, multiple 1/O traffic streams are multiplexed
across the wide port. When a traffic failure is detected, all I/O streams are directed to a
common link whereby the switch multiplexes the different traffic streams. This
configuration leaves the other links in the wide port available for providing snoop data
connections to an external logic analyzer for problem determination. The available links are
configured as snoop ports whereby selective 1/O traffic can be routed via specific snoop

ports to a logic analyzer.
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According to exemplary embodiments, adaptive snooping, given a wide port, can transfer a
block of data amongst all the data links associated with the port. Since trying to capture a
failure on any given port may be difficult if a data link exceeds an error threshold limit, its
traffic is rerouted to another data link associated with that wide port. If a logic analyzer is
set up to trace one data link, it is unlikely to capture the data of interest. Within the expander
an algorithm is implemented that monitors for increasingly high hardware failures on the
data links. If a wide port is experiencing problems, then the systems and methods can
adaptively redirect all data link traffic to a single data link that is least faulty, i.e. the highest
priority (stable) data link, as discussed further in the description below.

FIG. 2 illustrates one example of a SAS storage network system 200 configured in
accordance with exemplary embodiments. The system 200 can include a first chassis
network 205 having a first chassis 210 with multiple independent servers 215 (i.e., server
blades), each independent server 215 having, among other things, a blade controller and an
I/O controller. The first chassis 210 is coupled to and in communication with a first switch
module 220. The first chassis 210 is coupled to the first switch module 220 through internal
fabric 225, which can be single links A, B, C, D (e.g., 1X) between each independent server
215 and an input of the first switch module 220. The first switch module 220, which can be
a SAS switch module, can, among other things, route and switch network data traffic to
external fabric 240 via various wide ports 230a, 230b, 230c, 230d and/or individual data
links, such as links E, F, G, H. In the example shown in FIG. 2, a single wide port 230a is
illustrated having four individual links E, F, G, H, thereby forming a 4X wide port, that is,
wide port 230a. It is understood and appreciated that in other embodiments, the external
fabric 240 can support any combination of data links and wide ports, such as but not limited
to multiple single 1X links or other wide port configurations, including but not limited to 8X,
12X, 16X, etc. It is further appreciated that first switch module 220 is routing data streams
275a, 275b, 275¢, 275d from independent servers 215 to external fabric 240.

The system 200 further includes a second chassis network 250, having a second switch
module 255, having wide ports 260a, 260b, 260c, 260d and the data links E, F, G, H, and
coupled to the first switch module 220 via the external fabric 240. It is appreciated that the
external fabric 240, which can be a fiber cable, Ethernet Cable, SCSI cable, etc., is the
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medium that couples the wide ports 230, 260, via individual links E, F, G, H, to one another.
The second switch module 255 can be coupled to and in communication with other internal
or external storage such as, but not limited to, a second network chassis, a switch bunch of
disks (SBOD), etc. It is further appreciated that any number of additional chassis networks,
or other storage network media can be coupled to and in communication with the first and

second chassis networks 205, 250, either upstream or downstream.

In general, high-speed switch technology provides the ability to selectively and redundantly
mirror high-speed traffic to ports (e.g., wide ports, individual data links, etc.) on the same
switch. For example, one or more of the wide ports 230a, 230b, 230c¢, 230d (or individual
data links E, F, G, H) on first switch module 220 can be configured to monitor the other
wide ports 230a, 230b, 230c, 230d (or individual data links E, F, G, H) on the first switch
module 220. Such use of the wide ports 230a, 230b, 230c¢, 230d and/or data links E, F, G, H
is now described in accordance with exemplary embodiments. This monitoring feature is
also known as “snooping”, that is, high-speed traffic in progress through, for example, the
first switch module 220 can be “snooped” or monitored and then directed to yet another port
on the first switch module 220, that is, the port being dedicated for snooping. It is
appreciated that, in order to have a snooping port or link, the first switch module 220 has
available ports or links for snooping. In the system 200 illustrated in FIG. 2, all external
switch ports can be used for SAS 1/0 traffic. In an exemplary embodiment, the wide port
230a can include several data links such and can support data streams. FIG. 2, as an
example, illustrates that each of the four server blades 215 is accessing the external storage,
in this case via second switch module 255, and through respective links E, F, G, H within the
wide port 230a. Further, it is appreciated that the first switch module 220 may dynamically
route (distribute) the server traffic (data streams 275a-275d) across all links, such as links E,
F, G, H, within a wide port, such as wide port 230a, in various ways. As such, it is non-
deterministic as to which 1/O stream is routed through which link. Therefore, FIG. 2
illustrates a pre-cursor configuration to exemplary systems and methods for monitoring high-

speed network traffic via sequentially multiplexed data streams.

FIG. 3 illustrates the example of the SAS storage network system 200 of FIG. 2 configured

in accordance with exemplary embodiments. When troubleshooting system /O problems it
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1S necessary to capture a trace of the 1/O activity in real time. As such a logic analyzer 270
can be coupled to the system 200 for monitoring the I/O. In an exemplary embodiment, all
1/0 traffic, that is, all data streams 275a-275d is routed to a single link E within the wide port
230a. It is appreciated that in other exemplary embodiments and implementations, the I/O
traffic can be routed to other links and wide ports. By routing all 1/O traffic to a single link,
the remaining links F, G, H in the wide 230a are free of data traffic. Furthermore, by re-
routing the data streams 275a-275d onto the single link E, it is ensured that the I/O that is
failing is routed on a single link E that is capable of being monitored. It is appreciated that
several data rates such as 3Gb/s and 6Gb/s are contemplated as being supported on data links
E, F, G, H in exemplary embodiments. As such, if for example, all data streams 275a-275b
flow at a rate of 3Gb/s, then the link E can be configured at 3Gb/s, thereby allowing traffic
to flow on the link sequentially. For example, data stream 275a is transferred on data link E,
then data stream 275b is transferred on data link E, then data stream 275¢ is transferred on
data link E, and then data stream 275d is transferred on data link E. All configurations as
just discussed can be made via external computing device 290 coupled to debugging port

291.

FIG. 4 illustrates the example of the SAS storage network system 200 of FIGS. 2 and 3
configured in accordance with exemplary embodiments. Two links F, G of three unused
links F, G, H can be further configured as snoop links. In this example, the failing I/O has
been determined to be from the independent server 215 with data stream 275a. In an
exemplary implementation, to debug the problem, the data stream 275a going into the first
switch module 220 via port A, and the data stream 275a leaving the first switch module 220
via data link E is monitored. As shown in FIG. 4, these two paths are routed to links F, G, as
snooped data streams 280, 281, respectively. As such, in the configuration shown in FIG. 4,
the data stream 281 represents the data stream prior to entering the first switch module 220,
and the data stream 280 represents the data stream after it has flowed from the first switch
module 220. In such a configuration, the external fabric used is a breakout cable that allows
link E to flow between wide port 230a and wide port 260a. The remaining links F, G, H,

however, are routed to the logic analyzer 270 for analysis.



WO 2008/132027 PCT/EP2008/054220

Therefore, at some point link A traffic is transferring incorrect data causing an 1/O failure.
The problem could be incoming data from an independent server 215 in chassis 210 or data
that is exiting the first switch module 220 on link E. Therefore, in order to isolate the fault,
the stream 275a prior to entering first switch module 220 and after entering first switch
module 220 are of interest to be captured by the logic analyzer 270, and routed as discussed.
It is further appreciated that all data traffic from links A, B, C, D is routed to link E.
However, in configurations in which the failed data has been identified as being, for
example, on link A, all remaining traffic 275b, 275¢, 275d, can be routed for normal

operation, as now discussed.

FIG. 5 illustrates the example of the SAS storage network system 200 of FIGS. 2 and 3
configured in accordance with exemplary embodiments. As discussed, external computing
device 290 can be used to configure the system 200 to dynamically route the data streams
275b, 275¢, 275d from the independent servers 215 in the first switch module 220. In the
general case, each independent server 215 is routed to a specific link, but if a link fails, its
data can be re-routed to one of the remaining operational links. Thus, at any time it may not
be known which data is going out on which link. Therefore, as discussed with respect to
FIG. 4, all traffic should be funneled to a single link E and that link is required to be an
operational link. In the current example, the data stream 275a on link A, flows through the
first switch module 220 and out on link E has an error as detected by the first switch module
220 or on the second switch module 255. However, the link E is still operational and can
reliably transfer data out link E. Thus, the other data streams 275b, 275¢, 275d that are all
redirected thru link E are still operational and unaffected by the corrupted data stream 275a
on the link path A -> E. In an exemplary embodiment, once a failing path is determined, that
18, link a data stream 275a, the first switch module 220 may be specifically configured via
external computing device 290, to statically route the data traffic through a specific link to
the second switch module 255. By rerouting the unaffected data traffic, the failed operation
is constrained to a fixed path for troubleshooting. The other known good data transfers
275b, 275¢, 275d from the other independent servers 215 can all be funneled to a known
good link, e.g. Link H. For this example then, the corrupted data stream 275a on link A is
routed through link E to the second switch module 255. The two snooped data streams 280,
281 are routed to links F, G, as discussed. The remaining data traffic 275b, 275¢c, 275d is all
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routed to link H. As discussed above, it is appreciated that the data streams 275b, 275¢,
275d are transferred sequentially on data link H.

It is appreciated that the configurations discussed with respect to FIGS. 4 and 5 include an
intervention to the system 200 by replacing an external breakout cable for the external fabric
240. As discussed, configurations can be done in real time to route data traffic as needed. In
still another exemplary embodiment, a configuration can be done in real time during normal

operation of the system 200 without any disruptions, as now discussed.

FIG. 6 illustrates the example of the SAS storage network system 200 of FIGS. 2 and 3
configured in accordance with alternate exemplary embodiments. In the system 200
configured as shown, the external fabric 240 is not disrupted. Instead, the snoop data
streams 280, 281 are routed onto links E, F as discussed previously but are further routed
into the second switch module 255. All other data streams 275a, 275b, 275¢, 275d are
routed on link E as discussed previously. External computing device 290 coupled to debug
port 292 configures links F, G to be re-routed to wide port 260b from wide port 260a to the
logic analyzer 270, which is now connected to wide port 260b. This configuration can be

done in real time during normal operation of the system 200 without any disruptions.

FIG. 7 illustrates the example of the SAS storage network system 200 of FIGS. 2 and 3
configured in accordance with alternate exemplary embodiments. As discussed above, if
data stream 275a, for example, has already been identified as the data stream with a data
failure, then all the other data streams 275b, 275¢, 275d can be rerouted to link H. Similarly,
this configuration can be done in real time during normal operation of the system 200

without any disruptions.

FIG. 8 illustrates a flow chart of an exemplary method 800 for monitoring high-speed
network traffic via simultaneously multiplexed data streams. In accordance with exemplary
embodiments, the system 200 is configured for operation and the independent server 215 /O
is configured at step 805. At step 810, it is determined whether or not a failure has occurred,
which is generally a data fault failure as discussed above. If a failure is not detected at step

810, then operation continues at step 805. If a failure has occurred at step 810, then the
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failure path is determined at step 815. It is appreciated that a failure is detected and the
failure path is determined by the presence of faulty data along a particular path. As
discussed above, the failure path can be a data link. At step 820, a logic analyzer 270 is
coupled to the system 200. As discussed above, a snoop cable, or breakout cable can be
installed in licu of the external fabric 240 in accordance with FIGS. 4 and 5. Alternatively,
the logic analyzer 270 can be coupled to a free wide port, such as wide port 260b, in
accordance with FIGS. 6 and 7. At step 825, the data traffic 275a, 275b, 275¢, 275d is
rerouted to an operational link. As discussed above, all traffic 275a, 275b, 275¢, 275d can
be rerouted to a single link such as link E as discussed with respect to FIGS. 4 and 6.
Alternatively, if the failed data path is successfully identified, such as data stream 275a, the
remaining unaffected data streams traffic 275b, 275¢, 275d can be rerouted to an operational
link, such as link H, as discussed with respect to FIGS. 5 and 7. At step 830, the unused
ports are configured for snooping. As discussed with respect to FIGS. 4-7, data links F, G
are configured for snooping. Additionally, in accordance with FIGS. 6 and 7, wide port
260D is configured as a dedicated snooping port. At step 835, the snoop data streams 280,
281 are ignored by the subsequent switch module, which can be second switch module 255.

It is appreciated that the method 800 continues as data faults and failures occur.

The capabilities of the present invention can be implemented in software, firmware,

hardware or some combination thereof.

As one example, one or more aspects of the present invention can be included in an article of
manufacture (e.g., one or more computer program products) having, for instance, computer
usable media. The media has embodied therein, for instance, computer readable program
code means for providing and facilitating the capabilities of the present invention. The

article of manufacture can be included as a part of a computer system or sold separately.

Additionally, at least one program storage device readable by a machine, tangibly
embodying at least one program of instructions executable by the machine to perform the

capabilities of the present invention can be provided.
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The flow diagrams depicted herein are just examples. There may be many variations to
these diagrams or the steps (or operations) described therein without departing from the
spirit of the invention. For instance, the steps may be performed in a differing order, or steps
may be added, deleted or modified. All of these variations are considered a part of the

claimed invention.

As described above, embodiments can be embodied in the form of computer-implemented
processes and apparatuses for practicing those processes. In exemplary embodiments, the
invention is embodied in computer program code executed by one or more network
elements. Embodiments include computer program code containing instructions embodied
in tangible media, such as floppy diskettes, CD-ROMs, hard drives, or any other computer-
readable storage medium, wherein, when the computer program code is loaded into and
executed by a computer, the computer becomes an apparatus for practicing the invention.
Embodiments include computer program code, for example, whether stored in a storage
medium, loaded into and/or executed by a computer, or transmitted over some transmission
medium, such as over electrical wiring or cabling, through fiber optics, or via
clectromagnetic radiation, wherein, when the computer program code is loaded into and
executed by a computer, the computer becomes an apparatus for practicing the invention.
When implemented on a general-purpose microprocessor, the computer program code

segments configure the microprocessor to create specific logic circuits.

While the invention has been described with reference to exemplary embodiments, it will be
understood by those skilled in the art that various changes may be made and equivalents may
be substituted for elements thereof without departing from the scope of the invention. In
addition, many modifications may be made to adapt a particular situation or material to the
teachings of the invention without departing from the essential scope thereof. Therefore, it
is intended that the invention not be limited to the particular embodiment disclosed as the
best mode contemplated for carrying out this invention, but that the invention will include all
embodiments falling within the scope of the appended claims. Moreover, the use of the
terms first, second, etc. do not denote any order or importance, but rather the terms first,

second, etc. are used to distinguish one element from another. Furthermore, the use of the
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terms a, an, etc. do not denote a limitation of quantity, but rather denote the presence of at

least one of the referenced item.
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CLAIMS

1. A switch module system, comprising:

a first switch module (220) configured to be coupled to a first server chassis (210);

a first data port (230a) disposed on the first switch module;

a set of port data links (E, F, G, H) configured to be coupled to additional sets of port
data links, each data link configurable to channel at least one of a normal data stream and a
monitored data stream;

independent server modules (215) disposed in the first server chassis;

a second switch module (255),wherein the first data port configured to be coupled to
a second data port disposed on the second switch module;

wherein the set of data links is disposed between and coupled to the first switch
module and the second switch module, and wherein a subset (F, G) of the set of data links is
configured to receive monitored data streams and a second subset (E, H) of data links is
configured to receive unaffected data streams; and

a logic analyzer (270) disposed between the first (220) and second (255) switch

modules and being configured to receive the monitored data streams (F, G).

2. The system as claimed in Claim 1 wherein a first data link (E) is configured to

receive channeled normal data streams routed from the first server chassis.

3. The system as claimed in Claim 2 wherein a second (G) and third (F) data link are

configured to channel monitored data streams.

4. The system as claimed in Claim 3 wherein the second (G) data link channels a

monitored data stream prior to input into the first switch module.

5. The system as claimed in Claim 4 wherein the third (F) data link channels a

monitored data stream output from the first switch module.
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6. The system as claimed in Claim 1 wherein a first data link (E) is configured to
receive a channeled failed data stream routed from a server disposed in the first server

chassis.

7. The system as claimed in Claim 2 wherein a second and third data link are

configured to channel monitored data streams.

8. The system as claimed in Claim 3 wherein the second data link channels a monitored

data stream prior to input into the first switch module.

9. The system as claimed in Claim 4 wherein the third data link channels a monitored

data stream output from the first switch module.

10.  The system as claimed in Claim 6 wherein a fourth data link channels remaining
normal data streams to a second switch module, wherein the first data port is configured to

be coupled to a second data port disposed on the second switch module.

11. A computer-readable medium having computer-executable instructions for
performing a method, comprising:

configuring a multi-chassis system configured to support a server and a switch
module to run data streams for the server and over the switch module;

detecting a data failure on at least one data link coupled to the switch module;

configuring a second and third data link coupled to the switch module, to receive
monitored data streams; and

configuring at least one of the first data link and a fourth data link data link to

support unaffected data streams.

12. The computer-readable medium as claimed in Claim 11 wherein the method further

comprises capturing the data failure on a logic analyzer.
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13. The computer-readable medium as claimed in Claim 12 wherein the method further
comprises discarding the monitored data stream in a second switch module in response to an

analysis of the monitored data stream by the logic analyzer.

14.  The computer-readable medium as claimed in Claim 12 wherein the logic analyzer is
coupled to the switch module via a breakout cable, thereby receiving monitored data from

the second and third data links.

15. The computer-readable medium as claimed in Claim 12 wherein the method further
comprises configuring a wide port on a second switch module to receive the monitored data

streams from the second and third data links.

16.  The computer-readable medium as claimed in Claim 15 wherein the logic analyzer is
coupled to a wide port on a second switch module, and is configured to receive the

monitored data streams.

17. A switch module data monitoring method, comprising:

configuring a multi-chassis system to run data streams over a switch module
interconnecting the multi-chassis system;

detecting a data failure on at least one data link coupled to the switch module;

configuring a second and third data link coupled to the switch module, to receive
monitored data streams;

configuring at least one of the first data link and a fourth data link data link to
support unaffected data streams; and

routing the monitored data streams to a logic analyzer.
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