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Determine Whether the Specific Software Application is Instalied on
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SYSTEMS AND METHODS FOR TRACING
SOFTWARE APPLICATION ACTIVITY

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority to and the benefit of U.S.
Provisional Patent Application No. 62/372.317, filed on
Aug. 9, 2016, which is incorporated herein by reference.

TECHNICAL FIELD

Embodiments described herein relate to software appli-
cations and, more particularly, to systems, methods, devices,
and instructions for launching software applications with
predetermined data, such as relevant data regarding a user’s
activity before installation of the software application.

BACKGROUND

Today, a user browsing the Internet through a web client
(e.g., web browser) may be requested to install a software
application (e.g., one external to the web browser) on the
user’s client device to enable their access of certain features
or certain content. Such a request may be facilitated by the
user being directed in the web client to a web page for
installing the software application. The web page may, for
example, provide a hyperlink for downloading a software
installation application for installing the software applica-
tion, may cause an automatic download of the software
installation application to the user’s client device, or may
cause the user to transition from the web client to a third-
party software application store or marketplace (e.g., Google
Play®, Apple® App Store®, Microsoft® Windows Store,
etc.) from which the software application can be down-
loaded and installed on to the user’s client device. Addi-
tionally, the web page may include an embedded software
installation application that operates within the web client to
install the software application on to the user’s client device.

Unfortunately, once the user installs and launches the
software application on the user’s client device, the installed
software application traditionally has no way of knowing
what user activity on the client device, prior to the software
application’s installation, caused a request for installation of
the software application on the user’s client device. The user
activity could include the user’s attempt to activate, access,
or execute a specific operation while browsing the Internet
through a web client.

BRIEF DESCRIPTION OF THE DRAWINGS

Various ones of the appended drawings merely illustrate
some embodiments of the present disclosure and should not
be considered as limiting its scope. The drawings are not
necessarily drawn to scale. To easily identify the discussion
of any particular element or act, the most significant digit or
digits in a reference number refer to the figure number in
which that element is first introduced, and like numerals may
describe similar components in different views.

FIG. 1 is a block diagram illustrating an example high-
level client-server-based network architecture that includes
a software application activity tracing system, according to
some embodiments.

FIG. 2 is a flowchart illustrating an example method for
tracing software application activity, according to various
embodiments.
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FIGS. 3A-3E are block diagrams illustrating example data
flow of a system for tracing software application activity,
according to some embodiments.

FIG. 4-7 are flowcharts illustrating example methods for
tracing software application activity, according to various
embodiments.

FIG. 8 is a block diagram illustrating a representative
software architecture, which may be used in conjunction
with various hardware architectures herein described to
implement an embodiment.

FIG. 9 is a block diagram illustrating components of a
machine, according to some example embodiments, able to
read instructions from a machine-readable medium (e.g., a
machine-readable storage medium) and perform any one or
more of the methodologies discussed herein.

DETAILED DESCRIPTION

Embodiments described herein relate to software appli-
cations and, more particularly, to systems, methods, devices,
and instructions for launching software applications with
predetermined data, such as relevant data regarding a user’s
activity before installation of the software application. Once
a user installs and launches a software application on a
user’s client device, the installed software application tra-
ditionally has no way of knowing what user activity on the
client device, prior to the software application’s installation,
caused a request for installation of the software application
on the user’s client device. Some embodiments described
herein enable an installed software application to be
launched and loaded with relevant data regarding a user’s
activity on the client device before installation of the soft-
ware application. Before various embodiments described
herein can capture recall relevant data regarding a user’s
activity, which would otherwise be lost if the software
application was not already installed and available on the
client device to perform an operation at the time of a user
selection of the operation.

Various embodiments provide a tracing system or a trac-
ing method that enables an installed software application to
be launched with relevant data regarding a user’s activity on
the client device before installation of the software applica-
tion. The tracing system comprising one or more of a server
including a database, a web page module configured to be
integrated in a website (e.g., included by a web page of a
website), and an application module configured to be inte-
grated in a software application.

According to some embodiments, the web page module
connects with the database and is capable of adding, to the
database, a record including an identifier associated with a
client device and at least one parameter regarding an opera-
tion (e.g., user-selected operation) to be performed on the
client device by the software application. Such a record may
be added by the web page module in response to the web
page module detecting that the software application intended
to perform the operation is not installed on the client device,
or that the software application intended to perform the
operation is installed but unable to perform the operation on
the client device (e.g., the wrong version of the software
application is installed on the client device). The operation
to be performed may include, without limitation: accessing
media content (e.g., image, video, audio, three-dimensional
model, etc.), which may relate to a retail item or product;
accessing a social network system or accessing social net-
working content; or accessing an electronic messaging sys-
tem or accessing electronic message content, which may
relate to ephemeral messages (e.g., messages having content
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that is viewable for a predetermined time period or messages
that are deleted a predetermined time period after viewing).
The at least one parameter regarding the operation may
describe or specify, without limitation, the operation to be
performed by the software application (e.g., receive, open,
or send electronic message content or view media content),
minimum version level of the software application to per-
form the operation, data associated with performance of the
operation (e.g., file path or a universal resource locator
(URL) to a file or other resource that the operation will load),
options or settings for the operation (e.g., terminate the
software application after performance of the operation), or
information regarding a user selection of the operation (e.g.,
URL to website that included the web page module 130, or
time-stamp of the user selection of the operation).

According to some embodiments, the web page module
detects an installation status of the software application
(which is intended to perform the operation) in response to
a user on the client device requesting the operation be
performed (e.g., through a web client viewing a web page
including web page module). As a result, the web page
module may add the record to the database when the user
requests the operation to be performed. For some embodi-
ments, when the web page module detects that the software
application is not installed on the client device, or is installed
but unable to perform the operation on the client device, the
web page module directs the client device (e.g., a web client
thereon) to a resource that facilitates installation of the
software application on the client device. Such a resource
can include, without limitation, a software application store
(e.g., Google Play®, Apple® App Store®, Microsoft® Win-
dows Store, etc.) or web page including a link for down-
loading an installer for the software application.

Examples software applications (also referred to herein as
“apps”) that may be detected, installed, and launched by
various embodiments include, without limitation, web
browsers, book reader apps (e.g., operable to read e-books),
media apps (e.g., operable to present various media forms
including audio and video), social media network apps,
messaging apps (e.g., ephemeral messaging apps), and elec-
tronic mail (e-mail) apps. For instance, the software appli-
cation may comprise an ephemeral messaging software
application, and an embodiment may be used to install the
ephemeral messaging software application on a client device
when a user, on the client device, attempts to open an
ephemeral message the user received, but a software appli-
cation capable of opening the received ephemeral device
(e.g., the ephemeral messaging software application) is not
installed on the client device. The user may be attempting to
open the ephemeral message through a web page including
a web page module described herein. Such a web page may
be part of a website or may be included as e-mail content
(e.g., Hypertext-Markup Language [HTML ] content).

The identifier associated with the client device may
comprise at least one network address associated with or
assigned to the client device, such as a media access
controller (MAC) network address, public Internet Protocol
(IP) network address, a private IP network address (e.g., a
local 1P network address assigned to a client device behind
a network router or a network gateway), or some combina-
tion thereof. For instance, the identifier associated with the
client: may comprise a MAC network address (e.g., associ-
ated with a network interface of a client device); may
comprise a public IP network address (e.g., the public IP
network address associated with a single client device); and
may comprise a public IP network address and a private IP
network address (e.g., the public IP network address of a
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network router and a local IP network address assigned to a
client device behind the network router). For some embodi-
ments, the at least one parameter may be integrated with the
identifier. For instance, the identifier may comprise at least
one network address associated with or assigned to the client
device and the at least one parameter.

For some embodiments, the application module is con-
figured to be integrated into a version of the software
application that can be installed and launched on the client
device. In this way, the application module can enable the
launched software application to obtain a parameter stored
on the database. In particular, the application module can
connect to the database, determine the identifier (e.g., public
IP network address and private IP network address) of the
client device on which the application module is operating,
and search for the identifier in the database. Upon locating
the identifier in the database, the application module can
obtain, from the database, at least one parameter stored in
association with the identifier. The at least one parameter
may be the same one stored by the web page module (e.g.,
upon the web page module detecting that the software
application was not installed on the client device, or that the
software application was unable to perform the operation on
the client device).

Once obtained, the application module can cause the
software application, installed on the client device, to load
the at least one parameter obtained from the database. In this
way, the at least one parameter can cause the software
application to perform an operation. The operation to be
performed may be the same operation that was originally
intended to be performed on the client device before the web
page module detected that the software application was not
installed, or unable to perform the operation, on the client
device.

According to some embodiments, operation of the tracing
system may comprise: providing a web page (e.g., of a
website) comprising a web page module to a client device;
receiving, by the web page module on the client device, a
user’s intent to perform the operation on the client device;
adding, by the web page module on the client device, a
record to a database (e.g., of a server) connected with the
web page module, where the record includes an identifier
(e.g., comprising at least one IP network address associated
with the client device) and at least one parameter regarding
the user-selected operation to be performed on the client
device. As noted herein, the web page module may add the
record in response to the web page module detecting that the
software application to perform the user-selected operation
on the client device is not installed, or is installed but
otherwise unable to perform the user-selected operation.

Once the software application is installed on the client
device (e.g., by a resource to which the client device is
directed by the web page module), the installed software
application may be launched. According to some embodi-
ments, the installed software application includes an appli-
cation module that, once the installed software application is
launched on the client device: determines the identifier for
the client device; connects to the database to which the web
page module added the record; searches for the identifier on
the database; once a record including the identifier is iden-
tified, obtains the at least one parameter stored in the record;
and causes the installed software application to load the at
least one parameter obtained from the record, which in turn,
can cause the installed software application to perform the
operation (e.g., the user-selected operation) associated with
the at least one parameter.
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The description that follows includes systems, methods,
techniques, instruction sequences, and computing machine
program products that embody illustrative embodiments of
the disclosure. In the following description, for the purposes
of explanation, numerous specific details are set forth in
order to provide an understanding of various embodiments
of the inventive subject matter. It will be evident, however,
to those skilled in the art, that embodiments of the inventive
subject matter may be practiced without these specific
details. In general, well-known instruction instances, proto-
cols, structures, and techniques are not necessarily shown in
detail.

Reference will now be made in detail to embodiments of
the present disclosure, examples of which are illustrated in
the appended drawings. The present disclosure may, how-
ever, be embodied in many different forms and should not be
construed as being limited to the embodiments set forth
herein.

FIG. 1 is a block diagram illustrating an example high-
level client-server-based network architecture 100 that
includes a software application activity tracing system 108,
according to some embodiments. As shown, the network
architecture 100 also includes a client device 102A and
102B (hereafter, collectively referred to as client devices
102), one or more third party servers 106, and a communi-
cations network 104 (e.g., the Internet or wide area network
(WAN)) that facilitates data communication between the
client devices 102, the third-party servers 106 and the
software application activity tracing system 108. In the
network architecture 100, the software application activity
tracing system 108 can provide server-side functionality via
the communications network 104 to the client devices 102.
In some embodiments, a user (now shown) interacts with
one of the client devices 102 and interacts with the third-
party servers 106 or the software application activity tracing
system 108 using one of the client devices 102.

A user of one of the client devices 102 may comprise a
person, a machine, or other means of interacting with one of
the client devices 102. In some embodiments, the user is not
part of the network architecture 100, but interacts with the
network architecture 100 via one of the client devices 102 or
another means. For instance, the user provides input (e.g.,
touch screen input or alphanumeric input) to one of the client
devices 102 and the input is communicated to the third-party
servers 106 or the software application activity tracing
system 108 via the communications network 104. In such an
instance, the third-party servers 106 or the software appli-
cation activity tracing system 108, in response to receiving
the input from the user, communicates information to the
particular client device via the communications network 104
to be presented to the user. In this way, the user can interact
with the third-party servers 106 or the software application
activity tracing system 108 using one of the client devices
102.

The client devices 102 may comprise a computing device
that includes at least a display and communication capabili-
ties that provide communications with the third-party server
106 and the software application activity tracing system 108
via the communications network 104. Each of the client
devices 102 may comprise, without limitation, a remote
device, work station, computer, general purpose computer,
Internet appliance, hand-held device, wireless device, por-
table device, wearable computer, cellular or mobile phone,
personal digital assistant (PDA), smart phone, tablet, ultra-
book, netbook, laptop, desktop, multi-processor system,
microprocessor-based or programmable consumer elec-
tronic, game console, set-top box, network personal com-
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puter (PC), mini-computer, and so forth. Depending on the
embodiment, at least one of the client devices 102 may
comprise one or more of a touch screen, accelerometer,
gyroscope, biometric sensor, camera, microphone, Global
Positioning System (GPS) device, and the like.

The client devices 102, the third-party servers 106, and
the software application activity tracing system 108 may
communicate with the communications network 104 via a
wired or wireless network connection. One or more portions
of'the communications network 104 may comprise an ad hoc
network, an intranet, an extranet, a virtual private network
(VPN), a local area network (LAN), a wireless LAN
(WLAN), a wide area network (WAN), a wireless WAN
(WWAN), a metropolitan area network (MAN), a portion of
the Internet, a portion of the Public Switched Telephone
Network (PSTN), a cellular telephone network, a wireless
network, a Wireless Fidelity (WI-FI®) network, a World-
wide Interoperability for Microwave Access (WiMax) net-
work, another type of network, or any suitable combination
thereof.

In some embodiments, each of the client devices 102
includes one or more of software applications, which can
include, without limitation, web browsers, book reader apps
(e.g., operable to read e-books), media apps (e.g., operable
to present various media forms including audio and video),
social media network apps, messaging apps (e.g., ephemeral
messaging apps), and electronic mail (email) apps. For
instance, a specific software application 112 on the client
device 102B may comprise a messaging client software
application, which can be communicatively coupled to other
instances of the messaging client application on other client
devices or to a messaging server system (e.g., included by
the application server 118) via the communications network
104 (e.g., the Internet). For some embodiments, the specific
software application 112 represents a software application
that, once installed on a client device (e.g., on the client
device 102B), can be used by the client device to perform,
or the performance of, an operation selected by a user at the
client device.

FIG. 1 illustrates the client device 102A as including a
web client software application 110a (e.g., a web browser),
and the client device 102B as including a web client soft-
ware application 1105 and the specific software application
112. For purposes of this description, the specific software
application 112 can be considered to be installed and oper-
able on the client device 102B to perform an operation (e.g.,
selected by a user at the client device 102B), while the client
device 102A does not have a copy of the specific software
application 112 installed and, as such, is unable to perform
the same operation (e.g., when selected to do so by a user at
the client device 102A). During operation, the web clients
110, and the specific software application 112 on the client
device 102B, may interface with the third-party server 106
or the software application activity tracing system 108.
Although FIG. 1 illustrates two client devices 102, in other
embodiments, the network architecture 100 can comprise
more or less than two client devices 102.

In FIG. 1, the third-party servers 106 comprise a software
application store 132. The software application store 132, or
some other resource included by the third-party servers 106
but not shown, may interact with one or more of the client
devices 102 to facilitate installation of one or more software
applications on the client devices 102. For instance, the
software application store 132 may facilitate installation of
a copy of the specific software application 112 on the client
device 102A. A user (not shown) on one of the client devices
102 may access the software application store 132 via a web
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client or some other software application installed on the
client device, such as a software application dedicated to
accessing the software application store 132. The software
application store 132 can include, without limitation, Google
Play®, Apple® App Store®, and Microsofi® Windows
Store. Access to a particular software application store by a
client device may be dependent on, for example, an oper-
ating system of the client device or a software ecosystem
supported by a client device. Another or alternative resource
for facilitating installation of one or more software applica-
tions on the client devices 102 can include, without limita-
tion, a web page that includes a link for downloading an
installer for the software application or that automatically
initiates download of the installer to a client device.

As shown, the software application activity tracing sys-
tem 108 includes a web server 114 and an Application
Program Interface (API) server 116, an application server
118, one or more database servers 120, and one or more
databases 122. Each of the web server 114 and the API
server 116 are coupled to, and can provide web and pro-
grammatic interfaces respectively to, the application server
118. Additionally, the web server 114 includes (e.g., hosts)
a web page 126, which may be associated with a website and
which can be provided to one of the client devices 102 upon
request, such as when the web page 126 is visited by one of
the client devices 102 via its web client software application.
The application server 118 is communicatively coupled to
the database servers 120, which facilitates access to one or
more information storage repositories, such as the databases
122. According to various embodiments, the databases 122
store data associated with software application activity trac-
ing system 108, such as records comprising client device
identifiers and parameters for operations selected by users
on client devices.

In FIG. 1, the specific software application 112 installed
on the client device 102B comprises an application module
124, the web page 126 included by the web server 114
comprises a web page module 130, and the application
server 118 includes a user device data system 128. In
addition to the user device data system 128, the application
server 118 can additionally host a number of subsystems or
applications, which can comprise one or more modules or
applications and each of which can be embodied as hard-
ware, software, firmware, or any combination thereof. In
some embodiments, the databases 122 are accessed by the
web page module 130 and the application module 124 via
the user device data system 128.

For some embodiments, the web page module 130 is
configured to be integrated into a website, such as by being
included by the web page 126 that can be received and
viewed by a web client software application (e.g., 110A) on
one of the client devices 102 (e.g., 102A). The website (e.g.,
the web page 126) may define at least one operation con-
figured to be performed using a specific software applica-
tion. The web page module 130 may be activated when a
user selects to perform the at least one operation (e.g., view
or access media content or electronic message content).
Upon activation, the web page module 130 may perform one
or more of the following operations. If the web page module
130 detects that the specific software application enabling
(e.g., supporting) performance of an operation (e.g., user-
selected operation) is already installed on the client device
(e.g., 102B), the web page module 130 may activate the
specific software application (e.g., 112) and cause it to
perform the operation.

If the web page module 130 detects the specific software
application is not installed on the client device (e.g., 102A),
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the web page module 130 may send the client device (e.g.,
the web client on the client device) to a resource, such as
another web page or a software application store, for install-
ing the specific software application on the client device.
Alternatively, a user at the client device may manually
search for an installer for the specific software application,
obtain the installer, and use the installer to install the specific
software application on the client device.

Additionally, if the web page module 130 detects the
specific software application is not installed on the client
device (e.g., 102A), the web page module 130 may deter-
mine an identifier associated with (e.g., IP network address
assigned to) the client device for the client device, connect
to the databases 122 (by way of the user device data system
128 and the database servers 120), and add a record com-
prising the identifier and at least one parameter regarding an
operation (e.g., user-selected operation) to be performed on
the client device. The at least one parameter regarding the
operation may be captured by the web page module 130
when a user selects to perform the operation. As noted
herein, the identifier can comprise at least one network
address associated with (e.g., IP network address assigned
to) the client device. Alternatively, the identifier associated
with the client device and the at least one parameter may be
combined together (e.g., concatenated together, into a user
identifier), such as a single character string, that is added to
the databases 122 as a record. In such an instance, the single
character string may be searchable on the databases 122 by
the identifier portion of the single character string. The
record may be added by the web page module 130 when a
user requests the operation, associated with the at least one
parameter, be performed on the client device. The request to
perform the operation may be received by the web page
module 130 or may be otherwise detected by the web page
module 130.

For various embodiments, the application module 124 is
configured to be integrated into a specific software applica-
tion (e.g., 112) that can be installed and launched on a client
device (e.g., 102B) to perform an operation (e.g., user-
selected operation) on the client device. Accordingly, the
application module 124 may perform one or more of its
operations when a specific software application (e.g., 112)
including the application module 124 is installed and
launched on the client device.

In particular, once the installed specific software applica-
tion is launched, the application module 124 may detect
whether any parameters were provided to the specific soft-
ware application during its launch. If the application module
124 does not detect any parameters provided, the application
module 124 may perform one or more of the following
operations. Alternatively, the specific software application
may detect whether any parameters were provided at the
specific software application’s launch and, in detecting the
absence of parameters, may activate the application module
124 to perform one or more of the following operations.

The application module 124 can determine an identifier
associated with (e.g., IP network address assigned to) the
client device (e.g., 102B), the application module 124 can
connect to the databases 122 (by way of the user device data
system 128 and the database servers 120), and search for a
record on the databases 122 based on an identifier associated
with (e.g., IP network address assigned to) the client device
(e.g., 102B). If the record is located on the databases 122, the
application module 124 can obtain from the record at least
one parameter regarding an operation (e.g., user-selected
operation) to be performed on the client device. Once
obtained from the record, the at least one parameter may be
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provided to (e.g., loaded by) the specific software applica-
tion that includes the application module 124. This in turn
may cause the specific software application to perform the
operation associated with the at least one parameter and,
additionally, to perform the operation in accordance with the
at least one parameter (e.g., specific information provided by
the at least one parameter). In this way, the at least one
parameter, obtained by the application module 124, can
cause the specific software application on the client device
to perform an operation based on a user selection of that
operation, where the user selection was received by the
client device before the installation of the specific software
application on the client device. Before various embodi-
ments described herein, information provided by the at least
one parameter would have been lost if the specific software
application was installed and available on the client device
to perform the operation prior to the user selection.

In an embodiment where the identifier associated with the
client device and the at least one parameter are combined
together (e.g., into a single user identifier) and stored on the
databases 122 as a single character string, the application
module 124 can determine an identifier associated with (e.g.,
IP network address assigned to) the client device (e.g.,
102B), connect to the databases 122 (by way of the user
device data system 128 and the database servers 120), and
search for a user ID on the databases 122 based on the
determined identifier associated with the client device. If the
user ID is located on the databases 122, the application
module 124 can extract from the user ID at least one
parameter regarding an operation (e.g., user-selected opera-
tion) to be performed on the client device. Once extracted
from the user 1D, the at least one parameter may be provided
to (e.g., loaded by) the specific software application that
includes the application module 124.

Some embodiments may be implemented differently from
what is illustrated in FIG. 1 (e.g., with more or less com-
ponents or have a different arrangement). For instance, in an
alternative embodiment, the user device data system 128, the
databases 122, the webpage module 130, and the application
module 124 constitute a software application activity tracing
system. Additionally, while the network architecture 100
shown in FIG. 1 employs a client-server architecture, some
embodiments are not limited to such an architecture, and can
be implemented using a distributed, or peer-to-peer, archi-
tecture system, for example.

FIG. 2 and FIG. 4-7 are flowcharts illustrating example
methods for tracing software application activity, according
to various embodiments. It will be understood that example
methods described herein may be performed by a device,
such as a computing device, in accordance with some
embodiments. Additionally, example methods described
herein may be implemented in the form of executable
instructions stored on a computer-readable medium or in the
form of electronic circuitry. For instance, one or more
operations of a method 200 of FIG. 2 may be represented by
executable instructions that, when executed by a processor
of a computing device, cause the computing device to
perform the method 200. Depending on the embodiment, an
operation of an example method described herein may be
repeated in different ways or involve intervening operations
not shown. Though the operations of example methods may
be depicted and described in a certain order, the order in
which the operations are performed may vary among
embodiments, including performing certain operations in
parallel.

FIG. 2 is a flowchart illustrating an example method 200
for tracing software application activity, according to some
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embodiments. As shown, the method 200 begins at operation
202, with a web page (e.g., 126) that includes a web page
module (e.g., 130) being provided to a client device (e.g.,
102A). This may occur when a user at the client device visits
the web page. From operation 202, the method 200 contin-
ues to operation 204, where a user selects an element,
associated with the web page module, to perform an opera-
tion enabled by a specific software application (e.g., 112).
From operation 204, the method 200 continues to operation
206, where the web page module determines whether the
specific software application is installed on the client device
(e.g., 102A). The method 200 continues to operation 208,
where if the specific software application is determined to be
installed on the client device, the method 200 continues to
operation 210, and if the specific software application is
determined to not be installed on the client device, the
method 200 continues to operation 212. At operation 210,
the specific software application installed on the client
device is loaded with at least one parameter associated with
the user selection of the element associated with the web
page module.

Alternatively, at operation 212, the web page module
(e.g., 130) stores, to a server (e.g., the database server 120)
an identifier (ID) associated with the client device and at
least one parameter associated with the user selection of the
element. From operation 212, the method 200 continues to
operation 214, where the web page module directs the client
device to a resource for installing the specific software
application on the client device. Subsequent to operation
214, the specific software application may be installed on the
client device by the resource (e.g., website or software
application store) or, alternatively, by the user manually
searching for an installer for the specific software applica-
tion and using the installer to install the specific software
application on the client device.

After installation of the specific software application on
the client device, the method 200 continues with operation
216, where the installed specific software application is
launched on the client device. The specific software appli-
cation installed on the client device may be launched by the
user or, alternatively, by the web page module (e.g., 130) in
response to the web page module detecting installation of
the specific software application. From operation 216, the
method 200 continues to operation 218, where an applica-
tion module (e.g., 124), included by the installed specific
software application, is launched on the client device. The
application module can determine (e.g., detects) an identifier
of the client device and search a server (e.g., the database
server 120) based on the determined identifier. The method
200 continues to operation 220 where, if the ID is found on
the server, the method 200 continues to operation 224, and
if the ID is not found on the server, the method 200 continues
to operation 222. At operation 222, the specific software
application installed on the client device loads without any
parameters.

Alternatively, at operation 224, the application module
(e.g., 124) included by the installed specific software appli-
cation obtains at least one parameter from the server (e.g.,
the database server 120) based on the found ID, and provides
the at least one parameter to the specific software applica-
tion. According to some embodiments, the specific software
application loads the at least one parameter, which causes
the specific software application to perform the operation
based on the element selected by the user at operation 204.

FIGS. 3A-3E are block diagrams illustrating example data
flows for a system 300 for tracing software application
activity, according to some embodiments. As shown, the
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system 300 includes a client device 302, one or more
third-party servers 306, a web server 314, an application
server 318, one or more database servers 320, and one or
more databases 322. As also shown, the client device 302
includes a web client software application 310, the third-
party servers 306 include a software application store 332,
the web server 314 includes a web page 326 having a web
page module 330, and the application server 318 includes a
user device data system 328. According to some embodi-
ments, the client device 302, the third-party servers 306, the
web server 314, the application server 318, the database
servers 320, and the databases 322 are respectively similar
to the client device 102, the third-party servers 106, the web
server 114, the application server 118, the database server
120, and the databases 122 described above with respect to
FIG. 1. Additionally, the web client software application
310, the software application store 332, the web page 326,
the web page module 330, and the user device data system
328 may be respectively similar to the web client software
application 110a/1105, the software application store 132,
the web page 126, the web page module 130, and the user
device data system 128 described above with respect to FIG.
1.

Referring now to FIG. 3A, during operation of the system
300, the web server 314 provides the web page 326 to the
web client software application 310. As noted herein, this
may occur when a user at the client device 302 visits a
website that includes the web page 326. Referring now to
FIG. 3B, the user may view the web page 326 through the
web client software application 310 and, through the web
page module 330 of the web page 326, the user may select
to perform an operation that is to be performed by a specific
software application on the client device 302. Upon user
selection to perform the operation, the web page module 330
may detect that the specific software application is not
installed on the client device 302. In response to detecting
that the specific software application is not installed on the
client device 302, the web page module 330 may store a set
of parameters associated with the user selection of the
operation to the user device data system 328. This may cause
the user device data system 328 to store the set of parameters
on the databases 322, which the user device data system 328
accesses through the database servers 320. According to
some embodiments, the set of parameters may be stored in
association with an identifier determined by the web page
module 330 for the client device 302.

Referring now to FIG. 3C, in response to detecting that
the specific software application is not installed on the client
device 302, the web page module 330 also causes the web
client software application 310 to be directed to the software
application store 332 hosted on the third-party servers 306,
or some other resource not shown, which can facilitate
installation of the specific software application on the client
device 302. Accordingly, referring now to FIG. 3D, the
software application store 332 facilitates installation of the
specific software application on the client device 302 to
perform the operation previously selected by the user
through the web page module 330. As shown, the specific
software application 312 installed on the client device 302
includes an application module 324. According to some
embodiments, the specific software application 312 and the
application module 324 are respectively similar to the spe-
cific software application 112 and the application module
124 described above with respect to FIG. 1.

Referring now to FIG. 3E, once the specific software
application 312 is installed on the client device 302 is
launched, the application module 324 obtains a set of
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parameters, stored by the user device data system 328, for
the operation previously selected by the user through the
web page module 324. Subsequently, the specific software
application 312 can receive (e.g., load) the obtained set of
parameters and perform the operation in accordance with the
set of parameters.

FIG. 4 is a flowchart illustrating an example method 400
for tracing software application activity, according to some
embodiments. Depending on the embodiment, the method
400 may be performed by a client device (e.g., 102A). As
shown, the method 400 begins with operation 402 with a
web client software application, on a client device, receiving
a user selection of an operation to be performed on the client
device by a specific software application. As noted herein,
the user selection may be received or detected by a web page
module included by a web page of a website. The web page
may be received by the web client software application over
a network connection established between the client device
and a web server, which may be part of the software
application activity tracing system (e.g., 108).

The method 400 continues with operation 404 determin-
ing whether the specific software application, to perform the
operation on the client device, is installed on the client
device. Operation 404 may be performed by the web page
module. The method 400 continues with operation 406,
where if the specific software application is installed on the
client device, the method 400 continues to operation 412 and
where if the specific software application is not installed on
the client device, the method continues to operation 408. At
operation 412, the specific software application on the client
device launches on the client device such that the specific
software application performs the operation based on a set of
parameters determined based on the user selection.

At operation 408, user device data, including an identifier
associated with the client device and a set of parameters
associated with the operation, are stored on a server. In this
way, operation 408 permits future retrieval of the set of
parameters from the server after the specific software appli-
cation is installed on the client device. The user device data
may be stored on the server over a network connection
established between the client device and a user device data
system (e.g., 128) operating on the server. The identifier may
be one determined by operation 408, which may such
determined based on hardware or software attributes, char-
acteristics, or settings of the client device. The identifier may
be one uniquely associated with the client device, such as a
MAC network address, or one uniquely associated with the
client address for at least a certain time period, such a public
IP network address assigned to the client device. The set of
parameters may be determined based on the user selection of
the operation received at operation 402. For instance, the
received user selection may comprise selection of viewing
media content (e.g., augmented reality content), located at a
URL, that is viewable by the specific software application.
In this instance, the set of parameters may specify one or
more of the viewing operation, the type of media content
being viewed, the URL to the media content, and the version
of the specific software application to perform the viewing
operation. As noted herein, the identifier and the set of
parameters may be combined together into a single character
string (e.g., user ID) within the user device data, and is
stored on the server as such.

From operation 408, the method 400 continues with
operation 410 directing (or redirecting) the web client soft-
ware application on the client device to a resource for
installing the specific software application on the client
device. As noted herein, the resource may comprise a
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software application store or a website that facilitate down-
load of an installer for the specific software application.

FIG. 5 is a flowchart illustrating an example method 500
for tracing software application activity, according to some
embodiments. Depending on the embodiment, the method
500 may be performed by a client device (e.g., 102A). As
shown, the method 500 begins with operation 502 and
continues with operations 504, 506, 508, and 510. According
to some embodiments, operations 502-510 are respectively
similar to operations 402-410 described above with respect
to the method 400 of FIG. 4.

From operation 510, the method 500 continues with
operation 514 sending a search request, by the specific
software application installed on the client device, to the
server, where the search request includes a particular iden-
tifier determined for the client device by the specific soft-
ware application. The method 500 continues with operation
514 once the specific software application is installed on the
client device and is launched. Additionally, operation 514
may send a search request after detecting that any param-
eters being provided to the specific software application
when the specific software application is launched.

From operation 514, the method 500 continues with
operation 516 receiving, by the specific software application
installed on the client device, a copy of the set of parameters
from the server in response to the search request being
successful. The copy of the set of parameters is received in
a record result associated with the particular identifier, or
received in a single character string combining the particular
identifier and the set of parameters.

From operation 516, the method 500 continues with
operation 518 loading the copy of the set of parameters by
the specific software application. As noted herein, by the
loading the copy of the set of parameters, the specific
software application may perform the operation, selected at
operation 502, in accordance with the copy of the set of
parameters.

FIG. 6 is a flowchart illustrating an example method 600
for tracing software application activity, according to some
embodiments. Depending on the embodiment, the method
600 may be performed by software application activity
tracing system (e.g., 108). As shown, the method 600 begins
with operation 602 provide a web page, including a web
page module, to a web client software application on a client
device. The web page may be provided over a network
connection established between the device operating the
method 600 and the client device.

The method 600 continues with operation 604 receiving,
over a network connection, user device data from the web
page module on the client device. The user device data can
include an identifier associated with the client device and a
set of parameters associated with an operation selected on
the client device by the user. As noted herein, the identifier
may be one uniquely associated with the client device, such
as a MAC network address, or one uniquely associated with
the client address for at least a certain time period, such a
public IP network address assigned to the client device. The
method 600 continues with operation 606 storing, to a
database, the set of parameters in association with the
identifier. As noted herein, the identifier and the set of
parameters may be combined together into a single character
string (e.g., user ID) within the user device data, and may be
stored (in a database) as such by operation 606.

FIG. 7 is a flowchart illustrating an example method 700
for tracing software application activity, according to some
embodiments. Depending on the embodiment, the method
700 may be performed by software application activity
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tracing system (e.g., 108). As shown, the method 700 begins
with operation 702 and continues with operations 704 and
706. According to some embodiments, operations 702-706
are respectively similar to operations 602-606 described
above with respect to the method 600 of FIG. 6.

From operation 706, the method 700 continues with
operation 708 receiving a request, from a specific software
application (e.g., application module included by the spe-
cific software application) installed on the client device, the
stored set of parameters associated with the operation to be
performed on the client device. From operation 708, the
method 700 continues with operation 710 providing the
specific software application with the stored set of param-
eters from the database. As noted, the stored set of param-
eters is identified based on a particular identifier included in
the request received by operation 708. Operation 710 may
provide the client device with the stored set of parameters
from the database by retrieving, from the database, the
stored set of parameters based on the particular identifier
included by the request. Subsequently, operation 710 can
send the retrieved set of parameters to the specific software
application installed on the client device. Operation 710 may
send the retrieved set of parameters by itself, within a record
result (which may include the particular identifier), or as a
single character string the combines the particular identifier
with the stored set of parameters.

Software Architecture

FIG. 8 is a block diagram illustrating an example software
architecture 806, which may be used in conjunction with
various hardware architectures herein described to imple-
ment an embodiment. FIG. 8 is a non-limiting example of a
software architecture and it will be appreciated that many
other architectures may be implemented to facilitate the
functionality described herein. The software architecture
806 may execute on hardware such as machine 900 of FIG.
9 that includes, among other things, processors 904, memory
914, and /O components 918. A representative hardware
layer 852 is illustrated and can represent, for example, the
machine 900 of FIG. 9. The representative hardware layer
852 includes a processing unit 854 having associated execut-
able instructions 804. Executable instructions 804 represent
the executable instructions of the software architecture 806,
including implementation of the methods, components and
so forth described herein. The hardware layer 852 also
includes memory and/or storage modules memory/storage
856, which also have executable instructions 804. The
hardware layer 852 may also comprise other hardware 858.

In the example architecture of FIG. 8, the software
architecture 806 may be conceptualized as a stack of layers
where each layer provides particular functionality. For
example, the software architecture 806 may include layers
such as an operating system 802, libraries 820, middleware
818, applications 816 and a presentation layer 814. Opera-
tionally, the applications 816 and/or other components
within the layers may invoke application programming
interface (API) calls 808 through the software stack and
receive a response as messages 812. The layers illustrated
are representative in nature and not all software architectures
have all layers. For example, some mobile or special pur-
pose operating systems may not provide a frameworks/
middleware 818, while others may provide such a layer.
Other software architectures may include additional or dif-
ferent layers.

The operating system 802 may manage hardware
resources and provide common services. The operating
system 802 may include, for example, a kernel 822, services
824 and drivers 826. The kernel 822 may act as an abstrac-
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tion layer between the hardware and the other software
layers. For example, the kernel 822 may be responsible for
memory management, processor management (e.g., sched-
uling), component management, networking, security set-
tings, and so on. The services 824 may provide other
common services for the other software layers. The drivers
826 are responsible for controlling or interfacing with the
underlying hardware. For instance, the drivers 826 include
display drivers, camera drivers, Bluetooth® drivers, flash
memory drivers, serial communication drivers (e.g., Uni-
versal Serial Bus (USB) drivers), Wi-Fi® drivers, audio
drivers, power management drivers, and so forth depending
on the hardware configuration.

The libraries 820 provide a common infrastructure that is
used by the applications 816 and/or other components and/or
layers. The libraries 820 provide functionality that allows
other software components to perform tasks in an easier
fashion than to interface directly with the underlying oper-
ating system 802 functionality (e.g., kernel 822, services 824
and/or drivers 826). The libraries 820 may include system
libraries 844 (e.g., C standard library) that may provide
functions such as memory allocation functions, string
manipulation functions, mathematical functions, and the
like. In addition, the libraries 820 may include API libraries
846 such as media libraries (e.g., libraries to support pre-
sentation and manipulation of various media format such as
MPEG4, H.264, MP3, AAC, AMR, JPG, PNG), graphics
libraries (e.g., an OpenGL framework that may be used to
render 2D and 3D in a graphic content on a display),
database libraries (e.g., SQLite that may provide various
relational database functions), web libraries (e.g., WebKit
that may provide web browsing functionality), and the like.
The libraries 820 may also include a wide variety of other
libraries 848 to provide many other APIs to the applications
816 and other software components/modules.

The frameworks/middleware 818 (also sometimes
referred to as middleware) provide a higher-level common
infrastructure that may be used by the applications 816
and/or other software components/modules. For example,
the frameworks/middleware 818 may provide various
graphic user interface (GUI) functions, high-level resource
management, high-level location services, and so forth. The
frameworks/middleware 818 may provide a broad spectrum
of other APIs that may be utilized by the applications 816
and/or other software components/modules, some of which
may be specific to a particular operating system 802 or
platform.

The applications 816 include built-in applications 838
and/or third-party applications 840. Examples of represen-
tative built-in applications 838 may include, but are not
limited to, a contacts application, a browser application, a
book reader application, a location application, a media
application, a messaging application, and/or a game appli-
cation. Third-party applications 840 may include an appli-
cation developed using the ANDROID™ or IOS™ software
development kit (SDK) by an entity other than the vendor of
the particular platform, and may be mobile software running
on a mobile operating system such as [OS™, ANDROID™,
WINDOWS® Phone, or other mobile operating systems.
The third-party applications 840 may invoke the API calls
808 provided by the mobile operating system (such as
operating system 802) to facilitate functionality described
herein.

The applications 816 may use built in operating system
functions (e.g., kernel 822, services 824 and/or drivers 826),
libraries 820, and frameworks/middleware 818 to create user
interfaces to interact with users of the system. Alternatively,
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or additionally, in some systems, interactions with a user
may occur through a presentation layer, such as presentation
layer 814. In these systems, the application/component
“logic” can be separated from the aspects of the application/
component that interact with a user.

FIG. 9 is a block diagram illustrating components of a
machine 900, according to some example embodiments,
able to read instructions 804 from a machine-readable
medium (e.g., a machine-readable storage medium) and
perform any one or more of the methodologies discussed
herein. Specifically, FIG. 9 shows a diagrammatic represen-
tation of the machine 900 in the example form of a computer
system, within which instructions 910 (e.g., software, a
program, an application, an applet, an app, or other execut-
able code) for causing the machine 900 to perform any one
or more of the methodologies discussed herein may be
executed. As such, the instructions 910 may be used to
implement modules or components described herein. The
instructions 910 transform the general, non-programmed
machine 900 into a particular machine 900 programmed to
carry out the described and illustrated functions in the
manner described. In alternative embodiments, the machine
900 operates as a standalone device or may be coupled (e.g.,
networked) to other machines. In a networked deployment,
the machine 900 may operate in the capacity of a server
machine or a client machine in a server-client network
environment, or as a peer machine in a peer-to-peer (or
distributed) network environment. The machine 900 may
comprise, but not be limited to, a server computer, a client
computer, a personal computer (PC), a tablet computer, a
laptop computer, a netbook, a set-top box (STB), a personal
digital assistant (PDA), an entertainment media system, a
cellular telephone, a smart phone, a mobile device, a wear-
able device (e.g., a smart watch), a smart home device (e.g.,
a smart appliance), other smart devices, a web appliance, a
network router, a network switch, a network bridge, or any
machine capable of executing the instructions 910, sequen-
tially or otherwise, that specify actions to be taken by
machine 900. Further, while only a single machine 900 is
illustrated, the term “machine” shall also be taken to include
a collection of machines that individually or jointly execute
the instructions 910 to perform any one or more of the
methodologies discussed herein.

The machine 900 may include processors 904, memory
memory/storage 906, and /O components 918, which may
be configured to communicate with each other such as via a
bus 902. The memory/storage 906 may include a memory
914, such as a main memory, or other memory storage, and
a storage unit 916, both accessible to the processors 904
such as via the bus 902. The storage unit 916 and memory
914 store the instructions 910 embodying any one or more
of the methodologies or functions described herein. The
instructions 910 may also reside, completely or partially,
within the memory 914, within the storage unit 916, within
at least one of the processors 904 (e.g., within the proces-
sor’s cache memory), or any suitable combination thereof,
during execution thereof by the machine 900. Accordingly,
the memory 914, the storage unit 916, and the memory of
processors 904 are examples of machine-readable media.

The I/O components 918 may include a wide variety of
components to receive input, provide output, produce out-
put, transmit information, exchange information, capture
measurements, and so on. The specific /O components 918
that are included in a particular machine 900 will depend on
the type of machine. For example, portable machines such as
mobile phones will likely include a touch input device or
other such input mechanisms, while a headless server
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machine will likely not include such a touch input device. It
will be appreciated that the I/O components 918 may include
many other components that are not shown in FIG. 9. The
1/0 components 918 are grouped according to functionality
merely for simplifying the following discussion and the
grouping is in no way limiting. In various example embodi-
ments, the I/O components 918 may include output compo-
nents 926 and input components 928. The output compo-
nents 926 may include visual components (e.g., a display
such as a plasma display panel (PDP), a light emitting diode
(LED) display, a liquid crystal display (LCD), a projector, or
a cathode ray tube (CRT)), acoustic components (e.g.,
speakers), haptic components (e.g., a vibratory motor, resis-
tance mechanisms), other signal generators, and so forth.
The input components 928 may include alphanumeric input
components (e.g., a keyboard, a touch screen configured to
receive alphanumeric input, a photo-optical keyboard, or
other alphanumeric input components), point based input
components (e.g., a mouse, a touchpad, a trackball, a joy-
stick, a motion sensor, or other pointing instrument), tactile
input components (e.g., a physical button, a touch screen
that provides location and/or force of touches or touch
gestures, or other tactile input components), audio input
components (e.g., a microphone), and the like.

In further example embodiments, the I/O components 918
may include biometric components 930, motion components
934, environmental environment components 936, or posi-
tion components 938 among a wide array of other compo-
nents. For example, the biometric components 930 may
include components to detect expressions (e.g., hand expres-
sions, facial expressions, vocal expressions, body gestures,
or eye tracking), measure biosignals (e.g., blood pressure,
heart rate, body temperature, perspiration, or brain waves),
identify a person (e.g., voice identification, retinal identifi-
cation, facial identification, fingerprint identification, or
electroencephalogram based identification), and the like.
The motion components 934 may include acceleration sen-
sor components (e.g., accelerometer), gravitation sensor
components, rotation sensor components (e.g., gyroscope),
and so forth. The environment components 936 may include,
for example, illumination sensor components (e.g., photom-
eter), temperature sensor components (e.g., one or more
thermometer that detect ambient temperature), humidity
sensor components, pressure sensor components (e.g.,
barometer), acoustic sensor components (e.g., one or more
microphones that detect background noise), proximity sen-
sor components (e.g., infrared sensors that detect nearby
objects), gas sensors (e.g., gas detection sensors to detection
concentrations of hazardous gases for safety or to measure
pollutants in the atmosphere), or other components that may
provide indications, measurements, or signals corresponding
to a surrounding physical environment. The position com-
ponents 938 may include location sensor components (e.g.,
a Global Position system (GPS) receiver component), alti-
tude sensor components (e.g., altimeters or barometers that
detect air pressure from which altitude may be derived),
orientation sensor components (e.g., magnetometers), and
the like.

Communication may be implemented using a wide vari-
ety of technologies. The /O components 918 may include
communication components 940 operable to couple the
machine 900 to a network 932 or devices 920 via coupling
922 and coupling 924 respectively. For example, the com-
munication components 940 may include a network inter-
face component or other suitable device to interface with the
network 932. In further examples, communication compo-
nents 940 may include wired communication components,
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wireless communication components, cellular communica-
tion components, Near Field Communication (NFC) com-
ponents, Bluetooth® components (e.g., Bluetooth® Low
Energy), Wi-Fi® components, and other communication
components to provide communication via other modalities.
The devices 920 may be another machine or any of a wide
variety of peripheral devices (e.g., a peripheral device
coupled via a Universal Serial Bus (USB)).

Moreover, the communication components 940 may
detect identifiers or include components operable to detect
identifiers. For example, the communication components
940 may include Radio Frequency Identification (RFID) tag
reader components, NFC smart tag detection components,
optical reader components (e.g., an optical sensor to detect
one-dimensional bar codes such as Universal Product Code
(UPC) bar code, multi-dimensional bar codes such as Quick
Response (QR) code, Aztec code, Data Matrix, Dataglyph,
MaxiCode, PDF417, Ultra Code, UCC RSS-2D bar code,
and other optical codes), or acoustic detection components
(e.g., microphones to identify tagged audio signals). In
addition, a variety of information may be derived via the
communication components 940, such as, location via Inter-
net Protocol (IP) geo-location, location via Wi-Fi® signal
triangulation, location via detecting a NFC beacon signal
that may indicate a particular location, and so forth.

As used herein, ephemeral message can refer to a message
that is accessible for a time-limited duration (e.g., maximum
of 10 seconds). An ephemeral message may comprise a text
content, image content, audio content, video content and the
like. The access time for the ephemeral message may be set
by the message sender or, alternatively, the access time may
be a default setting or a setting specified by the recipient.
Regardless of the setting technique, an ephemeral message
is transitory. A message duration parameter associated with
an ephemeral message may provide a value that determines
the amount of time that the ephemeral message can be
displayed or accessed by a receiving user of the ephemeral
message. An ephemeral message may be accessed or dis-
played using a messaging client software application
capable of receiving and displaying content of the ephemeral
message, such as an ephemeral messaging app provided by
SNAPCHAT.

As also used herein, an ephemeral message story can refer
to a collection of ephemeral message content that is acces-
sible for a time-limited duration, similar to an ephemeral
message. An ephemeral message story may be sent from one
user to another, and may be accessed or displayed using a
messaging client software application capable of receiving
and displaying the collection of ephemeral content, such as
an ephemeral messaging app provided by SNAPCHAT.

Throughout this specification, plural instances may imple-
ment components, operations, or structures described as a
single instance. Although individual operations of one or
more methods are illustrated and described as separate
operations, one or more of the individual operations may be
performed concurrently, and nothing requires that the opera-
tions be performed in the order illustrated. Structures and
functionality presented as separate components in example
configurations may be implemented as a combined structure
or component. Similarly, structures and functionality pre-
sented as a single component may be implemented as
separate components. These and other variations, modifica-
tions, additions, and improvements fall within the scope of
the subject matter herein.

Although an overview of the inventive subject matter has
been described with reference to specific example embodi-
ments, various modifications and changes may be made to
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these embodiments without departing from the broader
scope of embodiments of the present disclosure.

The embodiments illustrated herein are described in suf-
ficient detail to enable those skilled in the art to practice the
teachings disclosed. Other embodiments may be used and
derived therefrom, such that structural and logical substitu-
tions and changes may be made without departing from the
scope of this disclosure. The detailed description, therefore,
is not to be taken in a limiting sense, and the scope of various
embodiments is defined only by the appended claims, along
with the full range of equivalents to which such claims are
entitled.

As used herein, the term “or” may be construed in either
an inclusive or exclusive sense. The terms “a” or “an” should
be read as meaning “at least one,” “one or more,” or the like.
The use of words and phrases such as “one or more,” “at
least,” “but not limited to,” or other like phrases shall not be
read to mean that the narrower case is intended or required
in instances where such broadening phrases may be absent.

Boundaries between various resources, operations, mod-
ules, engines, and data stores are somewhat arbitrary, and
particular operations are illustrated in a context of specific
illustrative configurations. Other allocations of functionality
are envisioned and may fall within a scope of various
embodiments of the present disclosure. In general, structures
and functionality presented as separate resources in the
example configurations may be implemented as a combined
structure or resource. Similarly, structures and functionality
presented as a single resource may be implemented as
separate resources. These and other variations, modifica-
tions, additions, and improvements fall within a scope of
embodiments of the present disclosure as represented by the
appended claims. The specification and drawings are,
accordingly, to be regarded in an illustrative rather than a
restrictive sense.

The description above includes systems, methods,
devices, instructions, and computer media (e.g., computing
machine program products) that embody illustrative
embodiments of the disclosure. In the description, for the
purposes of explanation, numerous specific details are set
forth in order to provide an understanding of various
embodiments of the inventive subject matter. It will be
evident, however, to those skilled in the art, that embodi-
ments of the inventive subject matter may be practiced
without these specific details. In general, well-known
instruction instances, protocols, structures, and techniques
are not necessarily shown in detail.

A portion of the disclosure of this patent document
contains material that is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as it appears in the Patent and Trademark Office patent
files or records, but otherwise reserves all copyright rights
whatsoever. The following notice applies to the software and
data as described below and in the drawings that form a part
of this document: Copyright 2016, SNAPCHAT, INC., All
Rights Reserved.

What is claimed is:

1. A method comprising:

providing, by one or more hardware processors, a web

page to a web client software application on a client
device, the web page including a web page module, the
web page module being configured to detect an instal-
lation status of a specific software application in
response to a request through the web page, from a user
on the client device, to perform a user-selected opera-
tion on the client device using the specific software
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application, the user-selected operation being selected
on the client device by a user selection through the web
page module;

receiving from the web page module, by the one or more

hardware processors, user device data over a network
connection, the user device data including a set of
parameters, the set of parameters comprising a first
subset of parameters that specifies the user-selected
operation to be performed on the client device by the
specific software application, the set of parameters
comprising a second subset of parameters that includes
a single character string, the set of parameters com-
prising a third subset of parameters that specifies an
option for the user-selected operation, the option com-
prising the specific software application will terminate
after performance of the user-selected operation, the set
of parameters comprising a fourth subset of parameters
that specifies information regarding the user selection
of the user-selected operation, the fourth subset of
parameters comprising a universal resource locator
(URL) to the web page that includes the web page
module, the fourth subset of parameters comprising a
time-stamp of the user selection of the user-selected
operation, the time-stamp being separate from the
URL, the single character string combining an identi-
fier associated with the client device and at least one
parameter of the set of parameters, the at least one
parameter to be loaded on the client device and used by
the specific software application; and

storing, by the one or more hardware processors, the set

of parameters associated with the user-selected opera-
tion to a database in association with the identifier.

2. The method of claim 1, comprising:

receiving, by the one or more hardware processors, a

request from the specific software application installed
on the client device over the network connection; and
in response to the request received, providing, by the one
or more hardware processors, the specific software
application with the stored set of parameters from the
database, the stored set of parameters being identified
based on a particular identifier included in the request.

3. The method of claim 2, wherein the providing the client
device with the stored set of parameters from the database
comprises:

retrieving, from the database, the stored set of parameters

based on the particular identifier included by the
request; and

sending the retrieved set of parameters to the specific

software application.

4. The method of claim 1, wherein the identifier comprises
at least one network address associated with the client
device, the at least one network address comprises at least
one of a media access controller (MAC) network address
associated with the client device, a public Internet Protocol
(IP) network address assigned to the client device, or a
private IP network address assigned to the client device.

5. The method of claim 1, wherein storing the set of
parameters to the database in association with the identifier
comprises storing the single character string in a record in
the database.

6. A method comprising:

accessing, by a web client software application on a client

device, over a network connection, a web page that
includes a web page module, the web page module
being configured to detect an installation status of a
specific software application in response to a request
through the web page, from a user on the client device,
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to perform a user-selected operation on the client
device using the specific software application, the
user-selected operation being selected on the client
device by a user selection through the web page mod-
ule;
receiving, by user interaction with the web client software
application, the request through the web page;

determining, by the web page module, that the specific
software application is installed on the client device;
and

in response to determining that the specific software

application is not installed on the client device:

storing, by the web page module, user device data on a
server, the user device data including a set of param-
eters, the set of parameters comprising a first subset
of parameters that specifies the user-selected opera-
tion to be performed on the client device by the
specific software application, the set of parameters
comprising a second subset of parameters that
includes a single character string, the set of param-
eters comprising a third subset of parameters that
specifies an option for the user-selected operation,
the option comprising the specific software applica-
tion will terminate after performance of the user-
selected operation, the set of parameters comprising
a fourth subset of parameters that specifies informa-
tion regarding the user selection of the user-selected
operation, the fourth subset of parameters compris-
ing a universal resource locator (URL) to the web
page that includes the web page module, the fourth
subset of parameters comprising a time-stamp of the
user selection of the user-selected operation, the
time-stamp being separate from the URL, the single
character string combining an identifier associated
with the client device and at least one parameter of
the set of parameters, the at least one parameter to be
loaded on the client device and used by the specific
software application; and

directing, by the web page module, the web client
software application to a resource for installing the
specific software application on the client device.

7. The method of claim 6, comprising:

in response to determining that the specific software

application is installed on the client device, launching,
by the web page module, the specific software appli-
cation on the client device such that the specific soft-
ware application loads at least one parameter of the
second subset of parameters based on the user-selected
operation, the at least one parameter in the loaded
parameter causing the specific software application to
perform the user-selected operation on the client
device.

8. The method of claim 6, the storing the user device data
on the server comprises:

determining, by the web page module, the identifier

associated with the client device.

9. The method of claim 6, wherein the identifier comprises
at least one network address associated with the client
device.

10. The method of claim 9, wherein the at least one
network address comprises at least one of a Media Access
Controller (MAC) network address associated with the
client device, a public Internet Protocol (IP) network address
assigned to the client device, or a private IP network address
assigned to the client device.

11. The method of claim 6, the storing the user device data
on the server comprises:

10

15

20

25

30

35

40

45

50

55

60

65

22

determining, by the web page module, the set of param-
eters associated with the user-selected operation based
on a user selection through the web page module.

12. The method of claim 6, wherein the resource com-
prises an application store software application installed on
the client device, the application store software application
facilitating installation of the specific software application
on the client device.

13. The method of claim 6, wherein the resource com-
prises another web page that facilitates installation of the
specific software application on the client device.

14. The method of claim 6, comprising, in response to
determining that the specific software application is not
installed on the client device, and subsequent to the specific
software application being installed and launched on the
client device as an installed software application, the
installed software application:

sending a search request to the server for at least one

parameter associated with the user-selected operation,
the search request including a particular identifier
determined for the client device by the installed soft-
ware application;

in response to the search request, receiving a copy of the

set of parameters from the server, the copy of the set of
parameters being associated with the user-selected
operation; and

causing the installed software application to load the copy

of the set of parameters, at least one parameter in the
copy of the set of parameters causing the installed
software application to perform the user-selected
operation.

15. The method of claim 14, wherein the receiving the
copy of the set of parameters from the server comprises
receiving a single character string that combines the par-
ticular identifier of the search request with the copy of the set
of parameters.

16. The method of claim 6, wherein storing the user
device data on the server comprises storing the single
character string in a database record.

17. A server device comprising:

a memory storing instructions; and

a hardware processor communicatively coupled to the

memory and configured by the instructions to perform

operations comprising:

providing a client device with a web page including a
web page module, the web page module being con-
figured to detect an installation status of a specific
software application in response to a request through
the web page, from a user on the client device, to
perform a user-selected operation on the client
device using the specific software application, the
user-selected operation being selected on the client
device by a user selection through the web page
module;

receiving user device data from the web page module,
the user device data including a set of parameters
comprising a first subset of parameters that specifies
the user-selected operation to be performed on the
client device by the specific software application, the
set of parameters comprising a second subset of
parameters that includes a single character string, the
set of parameters comprising a third subset of param-
eters that specifies an option for the user-selected
operation, the option comprising the specific soft-
ware application will terminate after performance of
the user-selected operation, the set of parameters
comprising a fourth subset of parameters that speci-
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fies information regarding the user selection of the
user-selected operation, the fourth subset of param-
eters comprising a universal resource locator (URL)
to the web page that includes the web page module,
the fourth subset of parameters comprising a time-
stamp of the user selection of the user-selected
operation, the time-stamp being separate from the
URL, the single character string combining an iden-
tifier associated with the client device and at least
one parameter of the set of parameters, the at least
one parameter to be loaded on the client device and
used by the specific software application; and
storing the set of parameters associated with the user-
selected operation to a database in association with
the identifier.
18. A device comprising:
a memory storing instructions; and
a hardware processor communicatively coupled to the
memory and configured by the instructions to perform
operations comprising:
accessing, by a web client software application, over a
network connection, a web page that includes a web
page module, the web page module being configured
to detect whether a specific software application
installed on the device is unable to perform a user-
selected operation, the web page module being con-
figured to perform the detecting in response to a
request through the web page, from a user on the
device, to perform the user-selected operation on the
device using the specific software application, the
user-selected operation being selected on the device
by a user selection through the web page module;
receiving, by user interaction with the web client soft-
ware application, the request through the web page;
determining, by the web page module, whether the
specific software application installed on the device
is unable to perform the user-selected operation; and
in response to determining that the specific software
application installed on the device is unable to per-
form the user-selected operation:
storing, by the web page module, user device data on

a server, the user device data including a set of

parameters comprising a first subset of parameters
that specifies a user-selected operation to be per-
formed on a client device by the specific software
application, the set of parameters comprising a
second subset of parameters that includes a single

24

character string, the set of parameters comprising
a third subset of parameters that specifies an
option for the user-selected operation, the option
comprising the specific software application will
5 terminate after performance of the user-selected
operation, the set of parameters comprising a
fourth subset of parameters that specifies informa-
tion regarding the user selection of the user-
selected operation, the fourth subset of parameters
comprising a universal resource locator (URL) to
the web page that includes the web page module,
the fourth subset of parameters comprising a time-
stamp of the user selection of the user-selected
operation, the time-stamp being separate from the
URL, the single character string combining an
identifier associated with the client device and at
least one parameter of the set of parameters, the at
least one parameter to be loaded on the client
device and used by the specific software applica-
tion; and
directing, by the web page module, device to a
resource that facilitate installation of the specific
software application.
19. The device of claim 18, wherein the operations
comprise:
in response to determining that the specific software
application installed on the device is unable to perform
the user-selected operation and subsequent to the spe-
cific software application being launched on the client
device as an installed software application after the
device has been directed to the resource by the web
page module, causing the installed software application
to:
determine, by the web page module, a particular identifier
for the device;
search, by the web page module, the server for at least one
parameter based on the particular identifier; and
in response to finding the at least one parameter on the
server, obtain the set of parameters and load the
obtained set of parameters by the installed software
application, the at least one parameter being associated
with the user-selected operation selected to be per-
formed on the client device, causing the installed
software application to perform the user-selected
operation on the client device.
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