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METHOD FOR GENERATING STANDARD FILE BASED ON
STEGANOGRAPHY TECHNOLOGY, AND APPARATUS AND METHOD FOR
VALIDATING INTEGRITY OF METADATA IN THE STANDARD FILE

Description

Technical Field

The present invention relates to a method for
generating a standard file based on a steganography
technology, an apparatus and method for validating
integrity of metadata in the standard file, and a
computer-readable recording medium storing a program for
realizing the methods. More specifically, integrity
evidence value of metadata 1s inserted into a file
according to various standard file formats, and integrity,
authentication, and non-repudiation for the inserted

metadata are provided.

Background Art

International/domestic standard groups select parts
considered as being necessary for industry activation in
the respective fields, and a standard committee
consisting of expert groups progresses the
standardization. The standardized contents are made in a
standard document and are officially published.
Therefore, anyone who understands the standard can obtain
the file information based on the standard document.

The standardization can attribute to the industry
activation by supporting the interface between systems,
but it is vulnerable to security attacks. As information
technology (IT) industries are advanced, data are
increasing and more complicated. For this reason,
convenient search and storage are increasingly demanded.

Thus, standardization and database of metadata draw
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attraction. A system requiring a security manages the
metadata using a separate security management system.

The metadata is a descriptor for describing data, or
information for managing data. The metadata includes
various types of data according to usage of data. The
metadata may be systemically managed using database or
may be inserted into a file header. Consequently, a
service 1s made by combining metadata of the file and
metadata of the database. The metadata stored in the
database can be protected by a service provider, while
the metadata contained in the file can be easily forged
or falsified by anyone who understands its file structure.
Therefore, the permanent relationship between file data
and 1its metadata cannot be ensured, and thus it is
necessary to protect important metadata inserted into the
file. To solve these ©problems, a steganography
technology has been developed which hides metadata inside
the file data. According to the steganography technology,
however, an amount of data that can be hidden is limited
and 1t takes much time to extract it. Therefore, the
steganography technology has difficulty in practical
applications.

To overcome the difficulty, there is a demand for a
method for ensuring integrity of metadata inserted into
an opened standard file format using a steganography

scheme and an encryption scheme.

Disclosure

Technical Problem

It is, therefore, an object of the present invention
to provide an apparatus and method for validating
integrity of metadata in a standard file wusing a
steganography technology, and a computer-readable

recording medium storing a program for realizing the
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methods. Specifically, the integrity of the metadata
inserted into a protected file, the authentication and
non-repudiation of a protection subject, and the access
control are provided. Thus, the permanent relationship of
the metadata inside/outside the file and the service
coherence can be obtained and wvarious terminal-based
business models can be implemented.

It is another object of the present invention to
provide a method for generating a standard file and a
computer-readable recording medium storing a program for
realizing the method. Secret information i1s inserted
into an original file or calculated from file data or
contents according to a predetermined formula, and the
integrity evidence value of the metadata is generated to

thereby create the protected file.

Technical Solution

In accordance with one aspect of the present
invention, there is provided an apparatus for validating
integrity of metadata in a standard file, including: a
metadata acquiring unit for acquiring metadata from a
protected file; an integrity evidence value acquiring
unit for acquiring an integrity evidence value from a
file or a database; a secret information extracting unit
for extracting secret information of a file data; and a
metadata integrity validating unit for checking if the
metadata 1is correct by using the acquired metadata, the
acquired integrity evidence wvalue, and the extracted
secret information.

In accordance with another aspect of the present
invention, there is provided a method for wvalidating
integrity of metadata in a standard file, including the
steps of: a) acquiring metadata from a protected file

when generation and consumption of the protected file are
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requested, acquiring an integrity evidence value from a
file or a database, and extracting secret information of
a file data; and b) checking if the metadata is correct
by using the acquired metadata, the acquired integrity
evidence value, and the extracted secret information.

The method may further include the step of inserting
secret information into an original file or calculating
secret information from the file data or contents
according to a predetermined formula, and generating the
integrity evidence value of the metadata, thereby
generating the protected file.

In accordance with a further aspect of the present
invention, there 1is provided a method for generating a
standard file, including the steps of: a) inserting a
previously assigned inherent secret information into file
data or contents, or calculating secret information from
the file data or contents according to a predetermined
formula; and b) inserting the metadata into a file header
or optional field; and c¢) calculating the integrity
evidence value of the metadata based on the metadata and
the inherent code wvalue or secret information, and
inserting the calculated integrity evidence value into
the file or separately managing the calculated integrity
evidence value in a database of a server.

In accordance with a further aspect of the present
invention, there is provided a computer-readable
recording medium storing a program for realizing a method
for validating integrity of metadata in a standard file,
the method including the steps of: a) acquiring metadata
from a protected file when generation and consumption of
the protected file are reqguested, acquiring an integrity
evidence value from a file or a database, and extracting
secret information of a file data; and b) checking i1f the
metadata is correct by using the acquired metadata, the

acquired integrity evidence vwvalue, and the extracted
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secret information.

The computer-readable recording medium may further
include the step of inserting secret information into an
original file or calculating secret information from the
file data or contents according to a predetermined
formula, and generating the integrity evidence value of
the metadata, thereby generating the protected file.

In accordance with a further aspect of the present
invention, there is provided a computer-readable
recording medium storing a program for realizing a method
for generating a standard file, the method including the
steps of: a) inserting a previously assigned inherent
secret 1nformation into a file data or contents, or
calculating secret information from the file data or
contents according to a predetermined formula; and b)
inserting the metadata into a file header or optional
field; and c¢) calculating the integrity evidence wvalue of
the metadata based on the metadata and the inherent code
value or secret information, and inserting the calculated
integrity evidence value into the file or separately
managing the calculated integrity evidence wvalue 1in a

database of a server.

Advantageous Effects

In accordance with the ©present invention, the
integrity of metadata inserted into an opened file format,
authentication and non-repudiation of a subject, and
access control can be provided, thereby obtaining the
reliability of the metadata inserted into a file. The
permanent relationship of the metadata existing
inside/outside the file can be obtained and the service
coherence can be maintained, thereby obtaining high
service security.

Because the reliability of the metadata in the
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opened file format can be obtained, the vulnerability in
the standard such as DRM file format having the important
service metadata can be overcome.

Moreover, because the metadata is reliable, a server
initiative service wusing the metadata stored 1in a
database of a server and a terminal initiative service
model using metadata of a file <can be provided.
Therefore, various transaction models between terminals

can be surely supported.

Description of Drawings

The above and other objects and features of the
present invention will become apparent from the following
description of the preferred embodiments given 1in
conjunction with the accompanying drawings, in which:

Fig. 1 1illustrates a process of generating a
standard file (a protected file) Dby inserting secret
information into an original file or calculating secret
information from file data (contents) according to a
predetermined formula;

Fig. 2 illustrates a standard file (a protected
file) having an integrity evidence value inserted into an
original file in accordance with an embodiment of the
present invention; and

Fig. 3 illustrates an apparatus for validating
integrity of metadata in a standard file in accordance

with an embodiment of the present invention.

Best Mode for the Invention

Other objects and aspects of the invention will
become apparent from the following description of the
embodiments with reference to the accompanying drawings,

which 1s set forth hereinafter.
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Fig. 1 illustrates a process of generating a
standard file (a protected file) by inserting secret
information into an original file or calculating secret
information from file data (contents) according to a
predetermined formula, and Fig. 2 illustrates a standard
file (a protected file) having an integrity evidence
value inserted into an original file in accordance with
an embodiment of the present invention.

A file generated based on a standard file format can
be arbitrarily analyzed by anyone understanding its
standard. Thus, data can be read and a desired data can
be inserted. This means not only the enhanced
compatibility but also the security vulnerability.

To solve the security wvulnerability, a steganography
technology such as watermarking or fingerprinting 1is
developed. According to this technology, secret codes
are inserted into file contents SO that their
relationship can be kept on. In recent years,
technologies robust to various attacks have Dbeen
developed.

The steganography technology uses the feature of
contents. For example, frequency components of image or
audio are analyzed and secret information is inserted.
Therefore, if encrypted contents lose features, secret
information cannot be inserted into the encrypted
contents by using the steganography technology. In this
case, another steganography technology is applied which
calculates secret information from encrypted file data or
contents according to a predetermined formula.

If the secret information of the file data 1is
exposed to malicious users, the present invention becomes
useless. Thus, the secret information to be hidden or the
secret information calculated from the file data must be
well managed so that they cannot be exposed to malicious

persons. Algorithm and mechanism for generating a
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protected file or extracting secret information from the
protected file and their related source codes must be
well managed so that they cannot be exposed to general
persons.

The predetermined formula may be the selection of a
specific area of a file data defined by the program or
the combination of several areas and may be the result
value obtained by performing a cryptographic hash or
polynomial operation on the selected area.

In the case of the encrypted file, audio or video
features of the original contents are all lost by the
encryption. Therefore, the watermarking or
fingerprinting cannot be applied to the encrypted
contents. In order to generate an integrity evidence
value for the encrypted contents, the formula defined in
the encrypted file data is applied. The formula includes
the calculation of secret information using file data
transform, e.g., hash, polynomial operation, substitution,
and permutation.

The ©present invention 1s directed to ensure
integrity, access control, authentication and non-
repudiation with respect to metadata inserted into a file
header or an optional field by wusing steganography
technology, digital signature, or keyed hash message
authentication code (HMAC) value.

A security system inserts inherent code or secret
information using the steganography technology, or
calculates secret information from file data or contents
according to the predetermined formula. Desired metadata
is inserted into the file header or optional field. The
digital signature value or HMAC value is calculated using
the metadata or inherent code value and is inserted into
the optional field of the file or managed as separate
information.

The code or secret information is extracted using
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the steganography technology, and the digital signature
is verified or HMAC value is calculated using the code
and the inserted metadata. In this way, the metadata
inserted into the file can be easily verified.

The present invention provides a technology for
integrity, access control, authentication and non-
repudiation with respect to the file contents and their
metadata and can be used when high security of the file
contents is required.

One example of a DRM system for digital image 1is
forgery/falsification prevention and authentication of
passport photography.

When a digital passport issue system is implemented
using the method of the present invention, an applicant
inputs his/her identity information in an application and
attaches a passport photograph. At this point, integrity
evidence value such as digital signature is included in
the passport issue application in order to guarantee the
identification of the identity information filled in the
issue application and the attached passport photograph.
If the secret information is not included in the passport
photograph, malicious persons may use the passport
photograph by stealth and make an improper use of the
passport. However, when the secret information is
inserted into the passport photograph or the calculated
value 1is wused as an 1input value for calculating the
integrity evidence value by wusing the steganography
technology of the present invention, the correct
integrity evidence wvalue cannot be generated because the
malicious persons do not know the secret information.
That is, the passport issue application and the passport
photograph file, which are physically divided, can obtain
a permanent relationship by the medium of integrity
evidence value, just like one file that cannot be divided.

The generated integrity evidence wvalue is HMAC code value



10

15

20

25

30

35

WO 2007/035062 PCT/KR2006/003781

or digital signature value having the secret information
of the passport issue application and the passport
photograph.

In this manner, the permanent relationship can be
assigned to two physically divided files. Alternatively,
the two files can be combined in one file or can be
divided into more than three files. It should be noted
that the number of the physical files is not significant
in the present invention.

That 1s, the file and the file data or contents
containing metadata may include two or more files. For
example, several photographs may be attached to the
application, or the photograph and moving pictures may be
attached.

The case where the present invention is applied to
the unencrypted contents, e.g., passport photograph, has
been described. The case where the present invention is
applied to encrypted contents will be described below.

When the passport photograph 1s encrypted, key
management information such as content ID and access
information (URL, port number, etc.) of a key management
server, as well as the above-described passport issue
application information, 1is also stored in order to
decode the encrypted passport photograph. When the
encrypted photograph is read, a user terminal program
extracts the key management information from the file,
transfers the extracted value to the server, and obtains
a correct decryption key. If a malicious person alters a
part of the key management information and requests a
content decryption key to the server, system failure may
occur due to a deny of service (DOS). In order to cope
with the malicious attacks, the present invention assigns
a permanent relationship to the encrypted passport file
and the key management information and ensures the

integrity. Therefore, when the information is

10
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maliciously altered, a c¢lient program verifies it and
disables the trial of the request to the server. Based
on this principle, a redistribution business model can be
provided more stably. In the retribution business model,
the encrypted contents are distributed among users in a
P2P form, and a content decryption key and license are
received from a lawful user. Like the encrypted passport
photograph, because the key management information for
obtaining the decryption key of the contents is contained
in the content file downloaded 1in a P2P form, the
malicious wusers may alter the information. If the
information is altered, the above-described problems are
caused and the service reliability is badly affected.

In addition, the present invention can obtain the
same effect with respect to audio/video/text contents and
various file format contents, as well as the DRM system
for the digital image. Consequently, the drawbacks of
the standard DRM can be solved.

The present invention includes the process of
generating the protected file as shown in Fig. 1 and the
process of validating the integrity of metadata as shown
in Fig. 3. In the process of Fig. 1, the secret
information is inserted into the original file, or the
secret information 1is calculated from the file data or
contents, based on the predetermined formula. Then, the
integrity wvalue 33 of metadata 1s generated. In the
process of Fig. 3, when the real terminal system uses the
protected file, the integrity of metadata is validated.

In the process of generating the protected file or
standard file, previously assigned inherent secret
information 1s inserted into the file data or contents,
or the secret information is calculated from the file
data or contents, based on the predetermined formula.
Then, the metadata 1s inserted into the file header or

optional field, and the integrity evidence value of the

11
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metadata, e.g., HMAC or digital signature value, 1is
calculated based on the metadata and inherent code value
or secret information. The calculated integrity evidence
value 1s inserted into the optional field, or it 1is
separately managed in the database of the server.

Through the above-described process, the protected
file or standard file is generated and will be used in an
apparatus for validating the integrity, which is shown in
Fig. 3.

The standard file protected by inserting the code
into the original file has a format of Fig. 2. The
original file may be compressed using various kinds of
multimedia compression technologies. The metadata or
file header 21 of the protected file is identical to the
original metadata. When the digital signature technology
is used, the integrity evidence value 33 must contain the
information related to the digital signature, distinguish
name (DN). The integrity evidence value may be inserted
into the file, as indicated by a reference numeral 23, or
may be separately managed, as indicated by a reference
numeral 24.

The steganography technology may be a complicated
technology such as a watermarking scheme or
fingerprinting scheme, or may be a simple technology such
as the selection of a specific area of the file data
defined by a program or a combination of several areas,
or may be the result value obtained by performing a
cryptographic hash or ©polynomial operation on the
selected area.

Fig. 3 illustrates an apparatus for wvalidating
integrity of metadata in a standard file in accordance
with an embodiment of the present invention.
Specifically, Fig. 3 illustrates the process of playing
the protected file in which the integrity evidence value

33 of the metadata is inserted in a terminal system.

12
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Referring to Fig. 3, the apparatus or terminal
system in accordance with the present invention includes
a metadata acquiring unit 34, an integrity evidence value
acquiring unit 35, a secret information extracting unit
36, and a metadata integrity validating unit 37. The
metadata acquiring unit 34 acquires metadata 31 from the
protected file in order to validate the integrity of
metadata before the playing of the file or the operation
of a content play system 38. The integrity evidence
value acquiring value 35 acquires the integrity evidence
value 33 from the file or the database 39 in order to
validate the integrity of the metadata before the playing
of the file. The secret information extracting unit 36
extracts the secret information of the file data in order
to validate the integrity of the metadata before the
playing of the file. The metadata integrity validating
unit 37 checks if the metadata 1is correct by using the
acquired metadata 31, the integrity evidence value 33,
and the extracted secret information.

The file header 31 includes a variety of service
information for services using the file, and management
information such as service access URL, content ID, key
management information, and content metadata. When the
digital signature technology 1is wused, the integrity
evidence value 33 must include the information related to
the digital signature, distinguish name (DN).

The file data 32 1is the contents of the file
containing the secret information that is inserted into
audio/video/text information according to a predetermined
algorithm.

The integrity evidence value 33 is HMAC or digital
signature value obtained using the metadata and the
secret information.

The database 39 represents a database server for

separately managing the metadata integrity evidence value

13
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33" . The database 39 must be always in the on-line state
so that the terminal system can validate the integrity.

An operation of the apparatus for validating the
integrity of the metadata in the standard file will be
described below in detail.

In order for the terminal system to ensure the
integrity of the metadata, the metadata 31 is inserted
into the original file in a standard form. The secret
information 1is inserted into the file data 32 or 1is
calculated. The HMAC 1is generated using the inserted
metadata and secret information. The HMAC is used as the
evidence value. The evidence value may be inserted into
the file and used in the verify operation, or may be
stored in the database 39 and separately managed (337).
The evidence values 33 and 33’ can also be obtained using
the digital signature value. In this case, the signature
message includes the metadata and the secret information.
At this point, the distinguish name must be inserted into
the metadata.

It is preferable to use a public key in order for
higher security, depending on technical characteristics.
The use of the HMAC can secure the integrity. However,
if a malicious user extracts the secret information of
other user and inserts the extracted secret information,
the authentication and non-repudiation will be lost. On
the contrary, the use of the digital signature can obtain
the permanent relationship through the hidden code and
can obtain the integrity, authentication, and non-
repudiation through the digital signature. Thus, the
above-described problem does not occur. Consequently, the
digital signature scheme is more robust than the HMAC
scheme. However, compared with the HMAC scheme, the
digital signature scheme is difficult to implement and
there are the items to be managed. Therefore, the HMAC

scheme and the digital signature scheme must be
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appropriately selected and applied, depending on the

required security degree. The generated
may be inserted into the file or may be

the server and stored in the database 39.

evidence wvalue

transferred to

In order to validate the integrity of the metadata

31, the terminal system acquires the evidence values 33

and 33’, such as HMAC or digital signature value, from

the file or the database 39. Then, the terminal system

extracts the secret information acco

predetermined algorithm and checks if the

rding to the

evidence values

are correct by comparing the HMAC value or verifying the

digital signature value.
Using these characteristics, the t

performs the access control so that only

erminal system

the person who

provides the correct evidence value, i.e., the packaging

subject of the original file can modify the metadata of

the completely packaged file. In some cases, the

terminal system validates the integrity of the metadata

in order to consume the protected file, reads other

information from the server Dby using
metadata information, and performs other o
much time is taken in the terminal system.
order to appropriately adjust the tradeo
necessary time and the security degree,

steganography  technology 1is selected

the verified
peration. Thus,
Therefore, in
ff between the
an appropriate

and designed

depending on file formats, e.g., image, audio/video, text,

etc.
The methods in accordance with the

the present invention can be realized a

embodiments of

s programs and

stored in a computer-readable recording medium that can

execute the programs. Examples of the computer-readable

recording medium include CD-ROM, RAM, ROM, floppy disks,

hard disks, magneto-optical disks and the like.

The present application contains

related to Korean patent application No.

15

subject matter
2005-0088361,
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and No. 2006-0091932 filed in the Korean Intellectual
Property Office on September 22, 2005, and on September
21, 2006, the entire contents of which is incorporated
herein by reference.

While the present invention has been described with
respect to certain preferred embodiments, it will be
apparent to those skilled in the art that various changes
and modifications may be made without departing from the

scope of the invention as defined in the following claims.
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What is claimed is:

1. An apparatus for validating integrity of
metadata in a standard file, comprising:

a metadata acquiring unit for acquiring metadata
from a protected file;

an integrity evidence value acquiring wunit for
acquiring an integrity evidence value from a file or a
database;

a secret information extracting unit for extracting
secret information of a file data; and

a metadata integrity validating unit for checking if
the metadata is correct by using the acquired metadata,
the acquired integrity evidence value, and the extracted

secret information.

2. The apparatus as recited in claim 1, wherein the
protected file 1s generated by inserting a previously
assigned secret information into an original file or
calculating secret information from a file data or
contents according to a predetermined formula, and

generating the integrity evidence value of the metadata.

3. The apparatus as recited in claim 2, wherein the
predetermined formula is a selection of a specific area
of a file data defined by a program or a combination of a
plurality of areas, or a result value obtained by
performing a secret information calculation through a
transform of a file data using a cryptographic hash,
polynomial operation, substitution, or permutation on the

selected area.

4. The apparatus as recited in claim 3, wherein the
integrity evidence value is calculated using a

cryptographic scheme including a keyed hash message

17
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authentication code (HMAC) and a digital signature
obtained from metadata of a file header and secret
information of the file data or contents, the integrity
evidence value being added to an optional field of the

file or managed as separate information in a database.

5. The apparatus as recited in claim 4, wherein
HMAC 1is used to insert the previously assigned secret
information into the original file or calculate secret
information from the file data according to a
predetermined formula and uses the secret information to
generate the evidence value for the integrity of the

metadata.

6. The apparatus as recited in claim 4, wherein the
digital signature value is used to insert the previously
assigned secret information into the original file or to
calculate secret information from the file data or
contents and uses the secret information to generate the
evidence value for the integrity of the metadata,
authentication of a subject generating the evidence value,

non-repudiation, and data access control.

7. The apparatus as recited in claim 1, wherein the
database is a database server for separately managing the
metadata integrity evidence value, and maintains an on-
line state in order for a terminal system to validate the

integrity.

8. A method for validating integrity of metadata in
a standard file, comprising the steps of:

a) acquiring metadata from a protected file when
generation and consumption of the protected file are
requested, acquiring an integrity evidence value from a

file or a database, and extracting secret information of
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a file data; and
b) checking if the metadata is correct by using the
acquired metadata, the acquired integrity evidence value,

and the extracted secret information.

9. The method as recited in c¢laim 8, further
comprising the step of inserting secret information into
an original file or calculating secret information from
the file data or contents according to a predetermined
formula, and generating the integrity evidence value of

the metadata, thereby generating the protected file.

10. The method as recited in claim 9, wherein the
integrity evidence value is calculated using a
cryptographic scheme including a keyed hash message
authentication <code (HMAC) and a digital signature
obtained from metadata of a file header and secret
information, the integrity evidence value being added to
an optional field of the file or managed as separate

information in a database.

11. The method as recited in claim 10, wherein the
HMAC  uses the secret information inserted by a
steganography technology or calculated from the file data
according to a predetermined formula to generate the

integrity evidence value of the metadata.

12. The method as recited in claim 10, wherein the
digital signature value enables the integrity of the
metadata, authentication of a subject generating the

evidence value, non-repudiation, and data access control.

13. A method for generating a standard file,
comprising the steps of:

a) 1lnserting a previously assigned inherent secret
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information into file data or contents, or calculating
secret information from the file data or contents
according to a predetermined formula; and

b) inserting the metadata into a file header or
optional field; and

c¢) calculating the integrity evidence value of the
metadata based on the metadata and the inherent code
value or secret information, and inserting the calculated
integrity evidence value into the file or separately
managing the calculated integrity evidence value 1in a

database of a server.

14. The method as recited in claim 13, wherein the
integrity evidence value 1s a keyed hash message
authentication code (HMAC) obtained using the metadata of

the file header and the secret information.

15. The method as recited in claim 13, wherein the

integrity evidenced value is a digital signature value.

16. The method as recited in claim 15, wherein when
a digital signature is used, a signature message includes
the metadata and the secret information, a distinguish
name being inserted in the metadata together with

metadata of an original file.

17. A computer-readable recording medium storing a
program for realizing a method for validating integrity
of metadata in a standard file, the method comprising the
steps of:

a) acquiring metadata from a protected file when
generation and consumption of the protected file are
requested, acquiring an integrity evidence value from a
file or a database, and extracting secret information of

a file data; and
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b) checking if the metadata is correct by using the
acquired metadata, the acquired integrity evidence value,

and the extracted secret information.

18. The computer-readable recording medium as
recited in claim 17, wherein the method further comprises
the step of inserting secret information into an original
file or calculating secret information from the file data
or contents according to a predetermined formula, and
generating the integrity evidence value of the metadata,

thereby generating the protected file.

19. A computer-readable recording medium storing a
program for realizing a method for generating a standard
file, the method comprising the steps of:

a) inserting a previously assigned inherent secret
information into a file data or contents, or calculating
secret information from the file data or contents
according to a predetermined formula; and

b) inserting the metadata into a file header or
optional field; and

c) calculating the integrity evidence value of the
metadata based on the metadata and the inherent code
value or secret information, and inserting the calculated
integrity evidence value into the file or separately
managing the calculated integrity evidence value in a

database of a server.
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