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ARCHIVALIDATA IDENTIFICATION 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. patent 
application Ser. No. 13/569,994, filed Aug. 8, 2012, which 
incorporates by reference for all purposes the full disclosure 
of co-pending U.S. patent application Ser. No. 13/569,984, 
filed Aug. 8, 2012, entitled “LOG-BASEDDATA STORAGE 
ON SEQUENTIALLY WRITTEN MEDIA co-pending 
U.S. patent application Ser. No. 13/570,057, filed Aug. 8, 
2012, entitled “DATA STORAGE MANAGEMENT FOR 
SEQUENTIALLY WRITTEN MEDIA co-pending U.S. 
patent application Ser. No. 13/570,005, filed Aug. 8, 2012, 
entitled “DATA WRITE CACHING FOR SEQUENTIALLY 
WRITTENMEDIA co-pending U.S. patent application Ser. 
No. 13/570,030, filed Aug. 8, 2012, entitled “PROGRAM 
MABLE CHECKSUM CALCULATIONS ON DATA 
STORAGE DEVICES.” co-pending U.S. patent application 
Ser. No. 13/569,665, filed Aug. 8, 2012, entitled “DATA 
STORAGE INVENTORY INDEXING, co-pending U.S. 
patent application Ser. No. 13/570,029, filed Aug. 8, 2012, 
entitled “ARCHIVAL DATA ORGANIZATIONAND MAN 
AGEMENT' co-pending U.S. patent application Ser. No. 
13/570,092, filed Aug. 8, 2012, entitled “ARCHIVAL DATA 
FLOW MANAGEMENT' co-pending U.S. patent applica 
tion Ser. No. 13/570,088, filed Aug. 8, 2012, entitled 
“ARCHIVAL DATA STORAGE SYSTEM co-pending 
U.S. patent application Ser. No. 13/569,591, filed Aug. 8, 
2012, entitled “DATA STORAGE POWER MANAGE 
MENT' co-pending U.S. patent application Ser. No. 13/569, 
714, filed Aug. 8, 2012, entitled “DATA STORAGE SPACE 
MANAGEMENT' co-pending U.S. patent application Ser. 
No. 13/570,074, filed Aug. 8, 2012, entitled “DATA STOR 
AGE APPLICATION PROGRAMMING INTERFACE. 
and co-pending U.S. patent application Ser. No. 13/570,151, 
filed Aug. 8, 2012, entitled “DATA STORAGE INTEGRITY 
VALIDATION. 

BACKGROUND 

0002 With increasing digitalization of information, the 
demand for durable and reliable archival data storage services 
is also increasing. Archival data may include archive records, 
backup files, media files and the like maintained by govern 
ments, businesses, libraries and the like. The archival storage 
of data has presented some challenges. For example, the 
potentially massive amount of data to be stored can cause 
costs to be prohibitive using many conventional technologies. 
Also, it is often desired that the durability and reliability of 
storage for archival data be relatively high, which further 
increases the amount of resources needed to store data, 
thereby increasing the expense. Accordingly, there is a need 
for identifying archival data in a cost-effective and reliable 
a. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0003 Various embodiments in accordance with the 
present disclosure will be described with reference to the 
drawings, in which: 
0004 FIG. 1 illustrates an example environment 100 for 
archival data identification, in accordance with at least one 
embodiment. 
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0005 FIG. 2 illustrates an example environment in which 
archival data storage services may be implemented, in accor 
dance with at least one embodiment. 
0006 FIG. 3 illustrates an interconnection network in 
which components of an archival data storage system may be 
connected, in accordance with at least one embodiment. 
0007 FIG. 4 illustrates an interconnection network in 
which components of an archival data storage system may be 
connected, in accordance with at least one embodiment. 
0008 FIG. 5 illustrates an example process for storing 
data, in accordance with at least one embodiment. 
0009 FIG. 6 illustrates an example process for retrieving 
data, in accordance with at least one embodiment. 
0010 FIG. 7 illustrates an example process for deleting 
data, in accordance with at least one embodiment. 
0011 FIG. 8 illustrates an example representation of a 
data object identifier 800, in accordance with at least one 
embodiment. 
0012 FIG. 9 illustrates a process for storing and retrieving 
data, in accordance with at least one embodiment. 
(0013 FIG. 10 illustrates a process 1000 for deleting data, 
in accordance with at least one embodiment. 
0014 FIG. 11 illustrates an environment in which various 
embodiments can be implemented. 

DETAILED DESCRIPTION 

0015. In the following description, various embodiments 
will be described. For purposes of explanation, specific con 
figurations and details are set forth in order to provide a 
thorough understanding of the embodiments. However, it will 
also be apparent to one skilled in the art that the embodiments 
may be practiced without the specific details. Furthermore, 
well-known features may be omitted or simplified in order not 
to obscure the embodiment being described. 
0016 Techniques described and suggested herein 
includes methods and systems for identifying archival data 
stored in an archival data storage system in a cost-effective 
and reliable manner. In an embodiment, when a customer 
requests storage of an archival data object in an archival data 
storage system, the customer is provided with a data object 
identifier that may be used by Subsequent communications 
with the archival data storage system to retrieve, delete or 
otherwise identify the archival data object. The data object 
identifier may be provided to the customer before the archival 
data object is persistently stored by the storage system, 
thereby providing a synchronous experience to the customer 
while processing the data storage request in an asynchronous 
a. 

0017. In some embodiments, a data object identifier may 
encode storage location information that may be used to 
locate a data object stored in an archival data storage system. 
For example, the storage location information may encode a 
reference to a hierarchical data structure in which the data 
object is stored. Such an embodiment may reduce or elimi 
nate the cost to store a namespace map or similar data struc 
ture to map data object identifiers to storage locations of the 
corresponding data objects. 
0018. In an embodiment, a data object identifier also 
encodes policy information that may be used to enforce one or 
more policies associated with data stored in an archival data 
storage system. In various embodiments, such policies may 
include policies that address security, privacy, access, regu 
latory, cost and other concerns. For example, policy informa 
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tion may encode access control information that may be used 
to validate a requested access to data associated with the data 
object identifier. 
0019. In an embodiment, a data object identifier also 
encodes payload validation information to ensure the integ 
rity of data stored in the archival data storage system. In 
various embodiments, payload validation information may 
include a data size, a timestamp (e.g., data creation times 
tamp), one or more digests of the payload and the like. A data 
object identifier may also encode metadata validation infor 
mation to ensure the integrity of information associated with 
a data object identifier. In various embodiments, metadata 
validation information may include error-detection checks 
Such as a parity check, cyclic redundancy check (CRC), error 
correction checks and the like of some or all information 
encoded in the data object identifier. Data object identifiers 
may be encoded (e.g., encrypted) in entirety or partially to 
encapsulate information described above. Such encoding 
may provide data security and transparency to implementa 
tion details. In some embodiments, data object identifiers 
may include information described above without encryption 
or otherwise obscuring the information. 
0020 For retrieval or deletion of data object stored in an 
archival data storage system, the data object identifier asso 
ciated the data object may be validated using at least the 
metadata validation information. Subsequently, the requested 
access (retrieval/deletion) may be validated based at least in 
part on the policy information encoded in the data object 
identifier. The storage location information encoded in the 
data object identifier may be used to locate the stored data 
object. Finally, payload integrity validation information may 
be used to validate the integrity of the retrieved or to-be 
deleted data object. 
0021 FIG. 1 illustrates an example environment 100 for 
archival data identification, in accordance with at least one 
embodiment. As illustrated, in an embodiment, a customer 
102 requests that an archival data object 104 bestored in an 
archival data storage system 106. In some embodiments, cus 
tomer 102 and archival data storage system 106 may be simi 
lar to customer 202 and archival data storage system 206, 
respectively, as described below in connection with FIG. 2. 
0022. In an embodiment, in response to the request, archi 
Val data storage system 106 accepts the archival data 104 for 
storage and provides a data object identifier 108 associated 
with the archival data 104. Such a data object identifier 108 
may be used by Subsequent communications with the archival 
data storage system 106 to retrieve, delete or otherwise iden 
tify the archival data 104. In some embodiments, each data 
object identifier uniquely identifies an archival data object 
stored in archival data storage system 106. In other embodi 
ments, a data object identifier may be unique under certain 
circumstances, for example, among data belonging to a par 
ticular customer. 

0023. In an embodiment, data object identifier 108 
encodes 118 various information to provide improved reli 
ability, scalability and other characteristics associated with 
the archival data storage system 106. For example, as illus 
trated and will be discussed in detail in FIG. 8, a data object 
identifier may encode storage location information 110 that 
may be used to locate stored data, various validation infor 
mation and the like. In various embodiments, validation infor 
mation may include policy information 112 that may be used 
to validate the requested access, payload validation informa 
tion 114 that may be used to validate the integrity of payload 
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data associated with archival data 104, metadata validation 
information 116 that may be used to validate the integrity of 
metadata and the like. In an embodiment, data object identi 
fier 108 may be encoded 118 (such as encrypted) to prevent 
unauthorized disclosure or alteration of information included 
in the data object identifier. 
0024 FIG. 2 illustrates an example environment 200 in 
which an archival data storage system may be implemented, 
in accordance with at least one embodiment. One or more 
customers 202 connect, via a network 204, to anarchival data 
storage system 206. As implied above, unless otherwise clear 
from context, the term “customer refers to the system(s) of a 
customer entity (Such as an individual, company, or other 
organization) that utilizes data storage services described 
herein. Such systems may include datacenters, mainframes, 
individual computing devices, distributed computing envi 
ronments and customer-accessible instances thereof or any 
other system capable of communicating with the archival data 
storage system. In some embodiments, a customer may refer 
to a machine instance (e.g., with direct hardware access) or 
virtual instance of a distributed computing system provided 
by a computing resource provider that also provides the archi 
Val data storage system. In some embodiments, the archival 
data storage system is integral to the distributed computing 
system and may include or be implemented by an instance, 
virtual or machine, of the distributed computing system. In 
various embodiments, network 204 may include the Internet, 
a local area network (“LAN”), a wide area network (“WAN). 
a cellular data network and/or other data network. 

0025. In an embodiment, archival data storage system 206 
provides a multi-tenant or multi-customer environment 
where each tenant or customer may store, retrieve, delete or 
otherwise manage data in a data storage space allocated to the 
customer. In some embodiments, an archival data storage 
system 206 comprises multiple subsystems or “planes' that 
each provides a particular set of services or functionalities. 
For example, as illustrated in FIG. 2, archival data storage 
system 206 includes front end 208, control plane for direct 
I/O 210, common control plane 212, data plane 214 and 
metadata plane 216. Each Subsystem or plane may comprise 
one or more components that collectively provide the particu 
lar set of functionalities. Each component may be imple 
mented by one or more physical and/or logical computing 
devices. Such as computers, data storage devices and the like. 
Components within each Subsystem may communicate with 
components within the same Subsystem, components in other 
Subsystems or external entities such as customers. At least 
some of such interactions are indicated by arrows in FIG.2. In 
particular, the main bulk data transfer paths in and out of 
archival data storage system 206 are denoted by bold arrows. 
It will be appreciated by those of ordinary skill in the art that 
various embodiments may have fewer or a greater number of 
systems, Subsystems and/or Subcomponents than are illus 
trated in FIG. 2. Thus, the depiction of environment 200 in 
FIG. 2 should be taken as being illustrative in nature and not 
limiting to the scope of the disclosure. 
0026. In the illustrative embodiment, front end 208 imple 
ments a group of services that provides an interface between 
the archival data storage system 206 and external entities, 
such as one or more customers 202 described herein. In 
various embodiments, front end 208 provides an application 
programming interface (API) to enable a user to program 
matically interface with the various features, components and 
capabilities of the archival data storage system. Such APIs 
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may be part of a user interface that may include graphical user 
interfaces (GUIs), Web-based interfaces, programmatic inter 
faces Such as application programming interfaces (APIs) and/ 
or sets of remote procedure calls (RPCs) corresponding to 
interface elements, messaging interfaces in which the inter 
face elements correspond to messages of a communication 
protocol, and/or suitable combinations thereof. 
0027 Capabilities provided by archival data storage sys 
tem 206 may include data storage, data retrieval, data dele 
tion, metadata operations, configuration of various opera 
tional parameters and the like. Metadata operations may 
include requests to retrieve catalogs of data stored for a par 
ticular customer, data recovery requests, job inquires, and the 
like. Configuration APIs may allow customers to configure 
account information, audit logs, policies, notifications set 
tings and the like. A customer may request the performance of 
any of the above operations by sending API requests to the 
archival data storage system. Similarly, the archival data Stor 
age system may provide responses to customer requests. Such 
requests and responses may be submitted over any Suitable 
communications protocol. Such as Hypertext Transfer Proto 
col (“HTTP), File Transfer Protocol (“FTP) and the like, in 
any suitable format, such as REpresentational State Transfer 
(“REST), Simple Object Access Protocol (“SOAP), and the 
like. The requests and responses may be encoded, for 
example, using Base64 encoding, encrypted with a crypto 
graphic key or the like. 
0028. In some embodiments, archival data storage system 
206 allows customers to create one or more logical structures 
Such as a logical data containers in which to store one or more 
archival data objects. As used herein, data object is used 
broadly and does not necessarily imply any particular struc 
ture or relationship to other data. A data object may be, for 
instance, simply a sequence of bits. Typically, Such logical 
data structures may be created to meeting certain business 
requirements of the customers and are independently of the 
physical organization of data stored in the archival data Stor 
age system. As used herein, the term “logical data container 
refers to a grouping of data objects. For example, data objects 
created for a specific purpose or during a specific period of 
time may be stored in the same logical data container. Each 
logical data container may include nested data containers or 
data objects and may be associated with a set of policies Such 
as size limit of the container, maximum number of data 
objects that may be stored in the container, expiration date, 
access control list and the like. In various embodiments, logi 
cal data containers may be created, deleted or otherwise 
modified by customers via API requests, by a system admin 
istrator or by the data storage system, for example, based on 
configurable information. For example, the following HTTP 
PUT request may be used, in an embodiment, to create a 
logical data container with name "logical-container-name 
associated with a customer identified by an account identifier 
“accountd.” 

0029 PUT /accountId}/logical-container-name 
HTTP/1.1 

0030. In an embodiment, archival data storage system 206 
provides the APIs for customers to store data objects into 
logical data containers. For example, the following HTTP 
POST request may be used, in an illustrative embodiment, to 
store a data object into a given logical container. In an 
embodiment, the request may specify the logical path of the 
storage location, data length, reference to the data payload, a 
digital digest of the data payload, and other information. In 
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one embodiment, the APIs may allow a customer to upload 
multiple data objects to one or more logical data containers in 
one request. In another embodiment where the data object is 
large, the APIs may allow a customerto upload the data object 
in multiple parts, each with a portion of the data object. 

0031. POST /accountId}/logical-container-name/data 
HTTP/1.1 

0032 Content-Length: 1128.192 
0033 x-ABC-data-description: “annual-result-2012. 
Xls’ 

0034 x-ABC-md5-tree-hash: 634d9a0688aff)5c 
0035. In response to a data storage request, in an embodi 
ment, archival data storage system 206 provides a data object 
identifier if the data object is stored successfully. Such data 
object identifier may be used to retrieve, delete or otherwise 
refer to the stored data object in Subsequent requests. In some 
embodiments, such as data object identifier may be “self 
describing in that it includes (for example, with or without 
encryption) storage location information that may be used by 
the archival data storage system to locate the data object 
without the need for an additional data structures Such as a 
global namespace key map. In addition, in Some embodi 
ments, data object identifiers may also encode other informa 
tion Such as payload digest, error-detection code, access con 
trol data and the other information that may be used to 
validate Subsequent requests and data integrity. In some 
embodiments, the archival data storage system stores incom 
ing data in a transient durable data store before moving it 
archival data storage. Thus, although customers may perceive 
that data is persisted durably at the moment when an upload 
request is completed, actual storage to a long-term persisted 
data store may not commence until sometime later (e.g., 12 
hours later). In some embodiments, the timing of the actual 
storage may depend on the size of the data object, the system 
load during a diurnal cycle, configurable information Such as 
a service-level agreement between a customer and a storage 
service provider and other factors. 
0036. In some embodiments, archival data storage system 
206 provides the APIs for customers to retrieve data stored in 
the archival data storage system. In Such embodiments, a 
customer may initiate a job to perform the data retrieval and 
may learn the completion of the job by a notification or by 
polling the system for the status of the job. As used herein, a 
job’ refers to a data-related activity corresponding to a cus 

tomer request that may be performed temporally indepen 
dently from the time the request is received. For example, a 
job may include retrieving, storing and deleting data, retriev 
ing metadata and the like. A job may be identified by a job 
identifier that may be unique, for example, among all the jobs 
for a particular customer. For example, the following HTTP 
POST request may be used, in an illustrative embodiment, to 
initiate a job to retrieve a data object identified by a data object 
identifier “dataObjectId.” In other embodiments, a data 
retrieval request may request the retrieval of multiple data 
objects, data objects associated with a logical data container 
and the like. 

0037 POST /accountId}/logical-data-container 
name/data/{dataObjectId} HTTP/1.1 

0038. In response to the request, in an embodiment, archi 
Val data storage system 206 provides a job identifier job-id.” 
that is assigned to the job in the following response. The 
response provides, in this example, a path to the storage 
location where the retrieved data will be stored. 

0.039 HTTP/1.1 202 ACCEPTED 
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0040 Location: /accountId}/logical-data-container 
name/jobs/job-id} 

0041 At any given point in time, the archival data storage 
system may have many jobs pending for various data opera 
tions. In some embodiments, the archival data storage system 
may employ job planning and optimization techniques such 
as batch processing, load balancing, job coalescence and the 
like, to optimize system metrics such as cost, performance, 
Scalability and the like. In some embodiments, the timing of 
the actual data retrieval depends on factors such as the size of 
the retrieved data, the system load and capacity, active status 
of storage devices and the like. For example, in some embodi 
ments, at least Some data storage devices in an archival data 
storage system may be activated or inactivated according to a 
power management schedule, for example, to reduce opera 
tional costs. Thus, retrieval of data stored in a currently active 
storage device (such as a rotating hard drive) may be faster 
than retrieval of data stored in a currently inactive storage 
device (such as a spinned-down hard drive). 
0042. In an embodiment, when a data retrieval job is com 
pleted, the retrieved data is stored in a staging data store and 
made available for customer download. In some embodi 
ments, a customer is notified of the change in status of a job by 
a configurable notification service. In other embodiments, a 
customer may learn of the status of a job by polling the system 
using a job identifier. The following HTTP GET request may 
be used, in an embodiment, to download data that is retrieved 
by a job identified by job-id,” using a download path that has 
been previously provided. 

0043 GET /accountId}/logical-data-container-name/ 
jobs/{job-id}/output HTTP/1.1 

0044. In response to the GET request, in an illustrative 
embodiment, archival data storage system 206 may provide 
the retrieved data in the following HTTP response, with a 
tree-hash of the data for verification purposes. 

0045 HTTP/1.1 200 OK 
0046 Content-Length: 1128.192 
0047 x-ABC-archive-description: “retrieved stuff 
0048 x-ABC-md5-tree-hash: 693d 9a7838aff05c 
0049) 1112.192 bytes of user data follows 

0050. In an embodiment, a customer may request the dele 
tion of a data object stored in an archival data storage system 
by specifying a data object identifier associated with the data 
object. For example, in an illustrative embodiment, a data 
object with data object identifier “dataObjectId’ may be 
deleted using the following HTTP request. In another 
embodiment, a customer may request the deletion of multiple 
data objects such as those associated with a particular logical 
data container. 

0051 DELETE /accountId}/logical-data-container 
name/data/{dataObjectId} HTTP/1.1 

0052. In various embodiments, data objects may be 
deleted in response to a customer request or may be deleted 
automatically according to a user-specified or default expira 
tion date. In some embodiments, data objects may be ren 
dered inaccessible to customers upon an expiration time but 
remain recoverable during a grace period beyond the expira 
tion time. In various embodiments, the grace period may be 
based on configurable information Such as customer configu 
ration, service-level agreement terms and the like. In some 
embodiments, a customer may be provided the abilities to 
query or receive notifications for pending data deletions and/ 
or cancel one or more of the pending data deletions. For 
example, in one embodiment, a customer may set up notifi 
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cation configurations associated with a logical data container 
such that the customer will receive notifications of certain 
events pertinent to the logical data container. Such events may 
include the completion of a data retrieval job request, the 
completion of metadata request, deletion of data objects or 
logical data containers and the like. 
0053. In an embodiment, archival data storage system 206 
also provides metadata APIs for retrieving and managing 
metadata Such as metadata associated with logical data con 
tainers. In various embodiments, such requests may be 
handled asynchronously (where results are returned later) or 
synchronously (where results are returned immediately). 
0054 Still referring to FIG. 2, in an embodiment, at least 
some of the API requests discussed above are handled by API 
request handler 218 as part of frontend 208. For example, API 
request handler 218 may decode and/or parse an incoming 
API request to extract information, such as uniform resource 
identifier (“URI), requested action and associated param 
eters, identity information, data object identifiers and the like. 
In addition, API request handler 218 invoke other services 
(described below), where necessary, to further process the 
API request. 
0055. In an embodiment, front end 208 includes an 
authentication service 220 that may be invoked, for example, 
by the API request handler 218, to authenticate an API 
request. For example, in some embodiments, authentication 
service 220 may verify identity information submitted with 
the API request Such as username and password Internet 
Protocol (IP) address, cookies, digital certificate, digital sig 
nature and the like. In other embodiments, authentication 
service 220 may require the customer to provide additional 
information or perform additional steps to authenticate the 
request, such as required in a multifactor authentication 
scheme, under a challenge-response authentication protocol 
and the like. 
0056. In an embodiment, front end 208 includes an autho 
rization service 222 that may be invoked, for example, by the 
API request handler 218, to determine whether a requested 
access is permitted according to one or more policies deter 
mined to be relevant to the request. For example, in one 
embodiment, authorization service 222 verifies that a 
requested access is directed to data objects contained in the 
requestor's own logical data containers or which the requester 
is otherwise authorized to access. In some embodiments, 
authorization service 222 or other services of front end 208 
may check the validity and integrity of a data request based at 
least in part on information encoded in the request, such as 
validation information encoded by a data object identifier. 
0057. In an embodiment, front end 208 includes a meter 
ing service 224 that monitors service usage information for 
each customer Such as data storage space used, number of 
data objects stored, data requests processed and the like. In an 
embodiment, front end 208 also includes accounting service 
226 that performs accounting and billing-related functional 
ities based, for example, on the metering information col 
lected by the metering service 224, customer account infor 
mation and the like. For example, a customer may be charged 
a fee based on the storage space used by the customer, size and 
number of the data objects, types and number of requests 
Submitted, customer account type, service level agreement 
the like. 
0058. In an embodiment, front end 208 batch processes 
Some or all incoming requests. For example, front end 208 
may wait until a certain number of requests has been received 
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before processing (e.g., authentication, authorization, 
accounting, and the like) the requests. Such a batch process 
ing of incoming requests may be used to gain efficiency. 
0059. In some embodiments, front end 208 may invoke 
services provided by other subsystems of the archival data 
storage system to further process an API request. For 
example, front end 208 may invoke services in metadata 
plane 216 to fulfill metadata requests. For another example, 
front end 208 may stream data in and out of control plane for 
direct I/O 210 for data storage and retrieval requests, respec 
tively. 

0060 Referring now to control plane for direct I/O 210 
illustrated in FIG. 2, in various embodiments, control plane 
for direct I/O 210 provides services that create, track and 
manage jobs created as a result of customer requests. As 
discussed above, a job refers to a customer-initiated activity 
that may be performed asynchronously to the initiating 
request, such as data retrieval, storage, metadata queries or 
the like. In an embodiment, control plane for direct I/O 210 
includes a job tracker 230 that is configured to create job 
records or entries corresponding to customer requests, such as 
those received from API request handler 218, and monitor the 
execution of the jobs. In various embodiments, a job record 
may include information related to the execution of a job Such 
as a customer account identifier, job identifier, data object 
identifier, reference to payload data cache 228 (described 
below), job status, data validation information, and the like. 
In some embodiments, job tracker 230 may collect informa 
tion necessary to construct a job record from multiple 
requests. For example, when a large amount of data is 
requested to be stored, data upload may be broken into mul 
tiple requests, each uploading a portion of the data. In Such a 
case, job tracker 230 may maintain information to keep track 
of the upload status to ensure that all data parts have been 
received before a job record is created. In some embodiments, 
job tracker 230 also obtains a data object identifier associated 
with the data to be stored and provides the data object iden 
tifier, for example, to a front end service to be returned to a 
customer. In an embodiment, such data object identifier may 
be obtained from data plane 214 services Such as storage node 
manager 244, storage node registrar 248, and the like, 
described below. 

0061. In some embodiments, control plane for direct I/O 
210 includes a job tracker store 232 for storing job entries or 
records. In various embodiments, job tracker store 232 may 
be implemented by a NoSQL data management system, Such 
as a key-value data store, a relational database management 
system (“RDBMS) or any other data storage system. In 
Some embodiments, data stored in job tracker store 232 may 
be partitioned to enable fast enumeration of jobs that belong 
to a specific customer, facilitate efficient bulk record deletion, 
parallel processing by separate instances of a service and the 
like. For example, job tracker store 232 may implement tables 
that are partitioned according to customer account identifiers 
and that use job identifiers as range keys. In an embodiment, 
job tracker store 232 is further sub-partitioned based on time 
(such as job expiration time) to facilitate job expiration and 
cleanup operations. In an embodiment, transactions against 
job tracker store 232 may be aggregated to reduce the total 
number of transactions. For example, in Some embodiments, 
a job tracker 230 may perform aggregate multiple jobs cor 
responding to multiple requests into one single aggregated 
job before inserting it into job tracker store 232. 
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0062. In an embodiment, job tracker 230 is configured to 
Submit the job for further job Scheduling and planning, for 
example, by services in common control plane 212. Addition 
ally, job tracker 230 may be configured to monitor the execu 
tion of jobs and update corresponding job records in job 
tracker store 232 as jobs are completed. In some embodi 
ments, job tracker 230 may be further configured to handle 
customer queries such as job status queries. In some embodi 
ments, job tracker 230 also provides notifications of job status 
changes to customers or other services of the archival data 
storage system. For example, when a data retrieval job is 
completed, job tracker 230 may cause a customer to be noti 
fied (for example, using a notification service) that data is 
available for download. As another example, when a data 
storage job is completed, job tracker 230 may notify a cleanup 
agent 234 to remove payload data associated with the data 
storage job from a transient payload data cache 228. 
described below. 

0063. In an embodiment, control plane for direct I/O 210 
includes a payload data cache 228 for providing transient data 
storage services for payload data transiting between data 
plane 214 and front end 208. Such data includes incoming 
data pending storage and outgoing data pending customer 
download. As used herein, transient data store is used inter 
changeably with temporary or staging data store to refer to a 
data store that is used to store data objects before they are 
stored in an archival data storage described herein or to store 
data objects that are retrieved from the archival data storage. 
A transient data store may provide volatile or non-volatile 
(durable) storage. In most embodiments, while potentially 
usable for persistently storing data, a transient data store is 
intended to store data for a shorter period of time than an 
archival data storage system and may be less cost-effective 
than the data archival storage system described herein. In one 
embodiment, transient data storage services provided for 
incoming and outgoing data may be differentiated. For 
example, data storage for the incoming data, which is not yet 
persisted in archival data storage, may provide higher reli 
ability and durability than data storage for outgoing (re 
trieved) data, which is already persisted in archival data stor 
age. In another embodiment, transient storage may be 
optional for incoming data, that is, incoming data may be 
stored directly in archival data storage without being stored in 
transient data storage Such as payload data cache 228, for 
example, when there is the system has sufficient bandwidth 
and/or capacity to do so. 
0064. In an embodiment, control plane for direct I/O 210 
also includes a cleanup agent 234 that monitors the job tracker 
store 232 and/or payload data cache 228 and removes data 
that is no longer needed. For example, payload data associ 
ated with a data storage request may be safely removed from 
payload data cache 228 after the data is persisted in perma 
nent storage (e.g., data plane 214). On the reverse path, data 
staged for customer download may be removed from payload 
data cache 228 after a configurable period of time (e.g., 30 
days since the data is staged) or after a customer indicates that 
the staged data is no longer needed. 
0065. In some embodiments, cleanup agent 234 removes a 
job record from job tracker store 232 when the job status 
indicates that the job is complete or aborted. As discussed 
above, in some embodiments, job tracker store 232 may be 
partitioned to enable to enable faster cleanup. In one embodi 
ment where data is partitioned by customer account identifi 
ers, cleanup agent 234 may remove an entire table that stores 
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jobs for a particular customer account when the jobs are 
completed instead of deleting individual jobs one at a time. In 
another embodiment where data is further sub-partitioned 
based on job expiration time cleanup agent 234 may bulk 
delete a whole partition or table of jobs after all the jobs in the 
partition expire. In other embodiments, cleanup agent 234 
may receive instructions or control messages (such as indi 
cation that jobs are completed) from other services such as job 
tracker 230 that cause the cleanup agent 234 to remove job 
records from job tracker store 232 and/or payload data cache 
228. 

0066 Referring now to common control plane 212 illus 
trated in FIG. 2. In various embodiments, common control 
plane 212 provides a queue-based load leveling service to 
dampen peak to average load levels (jobs) coming from con 
trol plane for I/O 210 and to deliver manageable workload to 
data plane 214. In an embodiment, common control plane 212 
includes a job request queue 236 for receiving jobs created by 
job tracker 230 in control plane for direct I/O 210, described 
above, a storage node manager job Store 240 from which 
services from data plane 214 (e.g., Storage node managers 
244) pick up work to execute and a request balancer 238 for 
transferring job items from job request queue 236 to storage 
node manager job Store 240 in an intelligent manner. 
0067. In an embodiment, job request queue 236 provides a 
service for inserting items into and removing items from a 
queue (e.g., first-in-first-out (FIFO) or first-in-last-out 
(FILO)), a set or any other suitable data structure. Job entries 
in the job request queue 236 may be similar to or different 
from job records stored in job tracker store 232, described 
above. 

0068. In an embodiment, common control plane 212 also 
provides a durable high efficiency job store, storage node 
manager job Store 240, that allows services from data plane 
214 (e.g., storage node manager 244, anti-entropy watcher 
252) to perform job planning optimization, check pointing 
and recovery. For example, in an embodiment, storage node 
manager job Store 240 allows the job optimization Such as 
batch processing, operation coalescing and the like by Sup 
porting scanning, querying, sorting or otherwise manipulat 
ing and managing job items stored in Storage node manager 
job Store 240. In an embodiment, a storage node manager 244 
scans incoming jobs and sort the jobs by the type of data 
operation (e.g., read, write or delete), storage locations (e.g., 
volume, disk), customer account identifier and the like. The 
storage node manager 244 may then reorder, coalesce, group 
in batches or otherwise manipulate and schedule the jobs for 
processing. For example, in one embodiment, the storage 
node manager 244 may batch process all the write operations 
before all the read and delete operations. In another embodi 
ment, the storage node manager 244 may perform operation 
coalescing. For another example, the storage node manager 
244 may coalesce multiple retrieval jobs for the same object 
into one job or cancel a storage job and a deletion job for the 
same data object where the deletion job comes after the stor 
age job. 
0069. In an embodiment, storage node manager job store 
240 is partitioned, for example, based on job identifiers, so as 
to allow independent processing of multiple storage node 
managers 244 and to provide even distribution of the incom 
ing workload to all participating storage node managers 244. 
In various embodiments, storage node manager job Store 240 
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may be implemented by a NoSQL data management system, 
such as a key-value data store, a RDBMS, or any other data 
Storage System. 
0070. In an embodiment, request balancer 238 provides a 
service for transferring job items from job request queue 236 
to storage node manager job Store 240 So as to Smooth out 
variation in workload and to increase system availability. For 
example, request balancer 238 may transfer job items from 
job request queue 236 at a lower rate or at a smaller granu 
larity when there is a Surge in job requests coming into the job 
request queue 236 and vice versa when there is a lull in 
incoming job requests so as to maintain a relatively Sustain 
able level of workload in the storage node manager job Store 
240. In some embodiments, such sustainable level of work 
load is around the same or below the average workload of the 
system. 
0071. In an embodiment, job items that are completed are 
removed from storage node manager job store 240 and added 
to the job result queue 242. In an embodiment, data plane 214 
services (e.g., storage node manager 244) are responsible for 
removing the job items from the storage node manager job 
store 240 and adding them to job result queue 242. In some 
embodiments, job result queue 242 is implemented in a simi 
lar manner as job request queue 235, discussed above. 
0072 Referring now to data plane 214 illustrated in FIG. 
2. In various embodiments, data plane 214 provides services 
related to long-term archival data storage, retrieval and dele 
tion, data management and placement, anti-entropy opera 
tions and the like. In various embodiments, data plane 214 
may include any number and type of storage entities such as 
data storage devices (such as tape drives, hard disk drives, 
Solid state devices, and the like), storage nodes or servers, 
datacenters and the like. Such storage entities may be physi 
cal, virtual or any abstraction thereof (e.g., instances of dis 
tributed storage and/or computing systems) and may be orga 
nized into any topology, including hierarchical or tiered 
topologies. Similarly, the components of the data plane may 
be dispersed, local or any combination thereof. For example, 
various computing or storage components may be local or 
remote to any number of datacenters, servers or data storage 
devices, which in turn may be local or remote relative to one 
another. In various embodiments, physical storage entities 
may be designed for minimizing power and cooling costs by 
controlling the portions of physical hardware that are active 
(e.g., the number of hard drives that are actively rotating). In 
an embodiment, physical storage entities implement tech 
niques, such as Shingled Magnetic Recording (SMR), to 
increase storage capacity. 
0073. In an environment illustrated by FIG. 2, one or more 
storage node managers 244 each controls one or more storage 
nodes 246 by sending and receiving data and control mes 
sages. Each storage node 246 in turn controls a (potentially 
large) collection of data storage devices such as hard disk 
drives. In various embodiments, a storage node manager 244 
may communicate with one or more storage nodes 246 and a 
storage node 246 may communicate with one or more storage 
node managers 244. In an embodiment, storage node manag 
ers 244 are implemented by one or more computing devices 
that are capable of performing relatively complex computa 
tions such as digest computation, data encoding and decod 
ing, job planning and optimization and the like. In some 
embodiments, storage nodes 246 are implemented by one or 
more computing devices with less powerful computation 
capabilities than storage node managers 244. Further, in some 
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embodiments the storage node manager 244 may not be 
included in the data path. For example, data may be transmit 
ted from the payload data cache 228 directly to the storage 
nodes 246 or from one or more storage nodes 246 to the 
payload data cache 228. In this way, the storage node manager 
244 may transmit instructions to the payload data cache 228 
and/or the storage nodes 246 without receiving the payloads 
directly from the payload data cache 228 and/or storage nodes 
246. In various embodiments, a storage node manager 244 
may send instructions or control messages to any other com 
ponents of the archival data storage system 206 described 
herein to direct the flow of data. 
0074. In an embodiment, a storage node manager 244 
serves as an entry point for jobs coming into and out of data 
plane 214 by picking job items from common control plane 
212 (e.g., storage node manager job Store 240), retrieving 
staged data from payload data cache 228 and performing 
necessary data encoding for data storage jobs and requesting 
appropriate storage nodes 246 to store, retrieve or delete data. 
Once the storage nodes 246 finish performing the requested 
data operations, the storage node manager 244 may perform 
additional processing. Such as data decoding and storing 
retrieved data in payload data cache 228 for data retrieval 
jobs, and update job records in common control plane 212 
(e.g., removing finished jobs from storage node manager job 
store 240 and adding them to job result queue 242). 
0075. In an embodiment, storage node manager 244 per 
forms data encoding according to one or more data encoding 
schemes before data storage to provide data redundancy, 
security and the like. Such data encoding schemes may 
include encryption schemes, redundancy encoding schemes 
Such as erasure encoding, redundant array of independent 
disks (RAID) encoding schemes, replication and the like. 
Likewise, in an embodiment, storage node managers 244 
performs corresponding data decoding schemes, such as 
decryption, erasure-decoding, and the like, after data retrieval 
to restore the original data. 
0076. As discussed above in connection with storage node 
manager job Store 240, Storage node managers 244 may 
implement job planning and optimizations such as batch pro 
cessing, operation coalescing and the like to increase effi 
ciency. In some embodiments, jobs are partitioned among 
storage node managers so that there is little or no overlap 
between the partitions. Such embodiments facilitate parallel 
processing by multiple storage node managers, for example, 
by reducing the probability of racing or locking. 
0077. In various embodiments, data plane 214 is imple 
mented to facilitate data integrity. For example, storage enti 
ties handling bulk data flows such as storage nodes managers 
244 and/or storage nodes 246 may validate the digest of data 
stored or retrieved, check the error-detection code to ensure 
integrity of metadata and the like. 
0078. In various embodiments, data plane 214 is imple 
mented to facilitate scalability and reliability of the archival 
data storage system. For example, in one embodiment, Stor 
age node managers 244 maintain no or little internal state so 
that they can be added, removed or replaced with little 
adverse impact. In one embodiment, each storage device is a 
self-contained and self-describing storage unit capable of 
providing information about data stored thereon. Such infor 
mation may be used to facilitate data recovery in case of data 
loss. Furthermore, in one embodiment, each storage node 246 
is capable of collecting and reporting information about the 
storage node including the network location of the storage 
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node and storage information of connected storage devices to 
one or more storage node registrars 248 and/or storage node 
registrar stores 250. In some embodiments, storage nodes 246 
perform Such self-reporting at System start up time and peri 
odically provide updated information. In various embodi 
ments, such a self-reporting approach provides dynamic and 
up-to-date directory information without the need to maintain 
a global namespace key map or index which can grow Sub 
stantially as large amounts of data objects are stored in the 
archival data system. 
0079. In an embodiment, data plane 214 may also include 
one or more storage node registrars 248 that provide directory 
information for storage entities and data stored thereon, data 
placement services and the like. Storage node registrars 248 
may communicate with and act as a frontend service to one or 
more storage node registrar stores 250, which provide storage 
for the storage node registrars 248. In various embodiments, 
storage node registrar store 250 may be implemented by a 
NoSQL data management system, such as a key-value data 
store, a RDBMS or any other data storage system. In some 
embodiments, storage node registrar stores 250 may be par 
titioned to enable parallel processing by multiple instances of 
services. As discussed above, in an embodiment, information 
stored at storage node registrar store 250 is based at least 
partially on information reported by storage nodes 246 them 
selves. 

0080. In some embodiments, storage node registrars 248 
provide directory service, for example, to storage node man 
agers 244 that want to determine which storage nodes 246 to 
contact for data storage, retrieval and deletion operations. For 
example, given a Volume identifier provided by a storage 
node manager 244, storage node registrars 248 may provide, 
based on a mapping maintained in a storage node registrar 
store 250, a list of storage nodes that host volume components 
corresponding to the Volume identifier. Specifically, in one 
embodiment, storage node registrar store 250 stores a map 
ping between a list of identifiers of volumes or volume com 
ponents and endpoints, such as Domain Name System (DNS) 
names, of storage nodes that host the Volumes or Volume 
components. 

I0081. As used herein, a “volume” refers to a logical stor 
age space within a data storage system in which data objects 
may be stored. A volume may be identified by a volume 
identifier. A volume may reside in one physical storage device 
(e.g., a hard disk) or span across multiple storage devices. In 
the latter case, a Volume comprises a plurality of Volume 
components each residing on a different storage device. As 
used herein, a “volume component” refers a portion of a 
Volume that is physically stored in a storage entity Such as a 
storage device. Volume components for the same Volume may 
be stored on different storage entities. In one embodiment, 
when data is encoded by a redundancy encoding scheme (e.g., 
erasure coding scheme, RAID, replication), each encoded 
data component or “shard” may be stored in a different vol 
ume component to provide fault tolerance and isolation. In 
Some embodiments, a Volume component is identified by a 
volume component identifier that includes a volume identifier 
and a shard slot identifier. As used herein, a shard slot iden 
tifies a particular shard, row or stripe of data in a redundancy 
encoding scheme. For example, in one embodiment, a shard 
slot corresponds to an erasure coding matrix row. In some 
embodiments, storage node registrar store 250 also stores 
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information about Volumes or Volume components such as 
total, used and free space, number of data objects stored and 
the like. 
0082 In some embodiments, data plane 214 also includes 
a storage allocator 256 for allocating storage space (e.g., 
Volumes) on storage nodes to store new data objects, based at 
least in part on information maintained by storage node reg 
istrar store 250, to satisfy data isolation and fault tolerance 
constraints. In some embodiments, storage allocator 256 
requires manual intervention. 
0083. In some embodiments, data plane 214 also includes 
an anti-entropy watcher 252 for detecting entropic effects and 
initiating anti-entropy correction routines. For example, anti 
entropy watcher 252 may be responsible for monitoring 
activities and status of all storage entities such as storage 
nodes, reconciling live or actual data with maintained data 
and the like. In various embodiments, entropic effects 
include, but are not limited to, performance degradation due 
to data fragmentation resulting from repeated write and 
rewrite cycles, hardware wear (e.g., of magnetic media), data 
unavailability and/or data loss due to hardware/software mal 
function, environmental factors, physical destruction of hard 
ware, random chance or other causes. Anti-entropy watcher 
252 may detect such effects and in some embodiments may 
preemptively and/or reactively institute anti-entropy correc 
tion routines and/or policies. 
0084. In an embodiment, anti-entropy watcher 252 causes 
storage nodes 246 to perform periodic anti-entropy scans on 
Storage devices connected to the storage nodes. Anti-entropy 
watcher 252 may also inject requests in job request queue 236 
(and Subsequently job result queue 242) to collect informa 
tion, recover data and the like. In some embodiments, anti 
entropy watcher 252 may perform scans, for example, on cold 
index store 262, described below, and storage nodes 246, to 
ensure referential integrity. 
0085. In an embodiment, information stored at storage 
node registrar store 250 is used by a variety of services such 
as storage node registrar 248, storage allocator 256, anti 
entropy watcher 252 and the like. For example, storage node 
registrar 248 may provide data location and placement Ser 
vices (e.g., to storage node managers 244) during data Stor 
age, retrieval and deletion. For example, given the size of a 
data object to be stored and information maintained by Stor 
age node registrar store 250, a storage node registrar 248 may 
determine where (e.g., Volume) to store the data object and 
provides an indication of the storage location of the data 
object which may be used to generate a data object identifier 
associated with the data object. As another example, in an 
embodiment, storage allocator 256 uses information stored in 
storage node registrar store 250 to create and place Volume 
components for new Volumes in specific storage nodes to 
satisfy isolation and fault tolerance constraints. As yet 
another example, in an embodiment, anti-entropy watcher 
252 uses information stored in storage node registrar store 
250 to detect entropic effects such as data loss, hardware 
failure and the like. 

I0086. In some embodiments, data plane 214 also includes 
an orphan cleanup data store 254, which is used to track 
orphans in the storage system. As used herein, an orphan is a 
stored data object that is not referenced by any external entity. 
In various embodiments, orphan cleanup data store 254 may 
be implemented by a NoSQL data management system, Such 
as a key-value data store, an RDBMS or any other data storage 
system. In some embodiments, storage node registrars 248 
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stores object placement information in orphan cleanup data 
store 254. Subsequently, information stored in orphan 
cleanup data store 254 may be compared, for example, by an 
anti-entropy watcher 252, with information maintained in 
metadata plane 216. Ifan orphan is detected, in some embodi 
ments, a request is inserted in the common control plane 212 
to delete the orphan. 
I0087. Referring now to metadata plane 216 illustrated in 
FIG. 2. In various embodiments, metadata plane 216 provides 
information about data objects stored in the system for inven 
tory and accounting purposes, to satisfy customer metadata 
inquiries and the like. In the illustrated embodiment, meta 
data plane 216 includes a metadata manager job store 258 
which stores information about executed transactions based 
on entries from job result queue 242 in common control plane 
212. In various embodiments, metadata manager job Store 
258 may be implemented by a NoSQL data management 
system, such as a key-value data store, a RDBMS or any other 
data storage system. In some embodiments, metadata man 
ager job store 258 is partitioned and sub-partitioned, for 
example, based on logical data containers, to facilitate paral 
lel processing by multiple instances of services such as meta 
data manager 260. 
I0088. In the illustrative embodiment, metadata plane 216 
also includes one or more metadata managers 260 for gener 
ating a cold index of data objects (e.g., stored in cold index 
store 262) based on records in metadata manager job Store 
258. As used herein, a “cold' index refers to an index that is 
updated infrequently. In various embodiments, a cold index is 
maintained to reduce cost overhead. In some embodiments, 
multiple metadata managers 260 may periodically read and 
process records from different partitions in metadata manager 
job store 258 in parallel and store the result in a cold index 
store 262. 

I0089. In some embodiments the cold index store 262 may 
be implemented by a reliable and durable data storage ser 
vice. In some embodiments, cold index store 262 is config 
ured to handle metadata requests initiated by customers. For 
example, a customer may issue a request to list all data objects 
contained in a given logical data container. In response to 
Such a request, cold index store 262 may provide a list of 
identifiers of all data objects contained in the logical data 
container based on information maintained by cold index 
store 262. In some embodiments, an operation may take a 
relative long period of time and the customer may be provided 
a job identifier to retrieve the result when the job is done. In 
other embodiments, cold index store 262 is configured to 
handle inquiries from other services, for example, from front 
end 208 for inventory, accounting and billing purposes. 
0090. In some embodiments, metadata plane 216 may also 
include a container metadata store 264 that stores information 
about logical data containers such as container ownership, 
policies, usage and the like. Such information may be used, 
for example, by front end 208 services, to perform authori 
Zation, metering, accounting and the like. In various embodi 
ments, container metadata store 264 may be implemented by 
a NoSQL data management system, Such as a key-value data 
store, a RDBMS, or any other data storage system. 
0091. As described herein, in various embodiments, the 
archival data storage system 206 described herein is imple 
mented to be efficient and scalable. For example, in an 
embodiment, batch processing and request coalescing is used 
at various stages (e.g., front end request handling, control 
plane job request handling, data plane data request handling) 
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to improve efficiency. For another example, in an embodi 
ment, processing of metadata Such as jobs, requests and the 
like are partitioned so as to facilitate parallel processing of the 
partitions by multiple instances of Services. 
0092. In an embodiment, data elements stored in the archi 
Val data storage system (Such as data components and Vol 
umes described below) are self-describing so as to avoid the 
need for a global index data structure. For example, in an 
embodiment, data objects stored in the system may be addres 
sable by data object identifiers that encode storage location 
information. For another example, in an embodiment, Vol 
umes may store information about which data objects are 
stored in the Volume and storage nodes and devices storing 
such volumes may collectively report their inventory and 
hardware information to provide a global view of the data 
stored in the system (such as evidenced by information stored 
in storage node registrar store 250). In Such an embodiment, 
the global view is provided for efficiency only and not 
required to locate data stored in the system. 
0093. In various embodiments, the archival data storage 
system described herein is implemented to improve data reli 
ability and durability. For example, in an embodiment, a data 
object is redundantly encoded into a plurality of data compo 
nents and stored across different data storage entities to pro 
vide fault tolerance. For another example, in an embodiment, 
data elements have multiple levels of integrity checks. In an 
embodiment, parent/child relations always have additional 
information to ensure full referential integrity. For example, 
in an embodiment, bulk data transmission and storage paths 
are protected by having the initiator pre-calculate the digest 
on the data before transmission and Subsequently Supply the 
digest with the data to a receiver. The receiver of the data 
transmission is responsible for recalculation, comparing and 
then acknowledging to the sender that includes the recalcu 
lated the digest. Such data integrity checks may be imple 
mented, for example, by front end services, transient data 
storage services, data plane Storage entities and the like 
described above. 

0094 FIG.3 illustrates an interconnection network 300 in 
which components of an archival data storage system may be 
connected, in accordance with at least one embodiment. In 
particular, the illustrated example shows how data plane com 
ponents are connected to the interconnection network 300. In 
some embodiments, the interconnection network 300 may 
include a fat tree interconnection network where the link 
bandwidth grows higher or “fatter towards the root of the 
tree. In the illustrated example, data plane includes one or 
more datacenters 301. Each datacenter 301 may include one 
or more storage node manager server racks 302 where each 
server rack hosts one or more servers that collectively provide 
the functionality of a storage node manager Such as described 
in connection with FIG. 2. In other embodiments, each stor 
age node manager serverrack may host more than one storage 
node manager. Configuration parameters such as number of 
storage node managers per rack, number of storage node 
manager racks and the like may be determined based on 
factors such as cost, Scalability, redundancy and performance 
requirements, hardware and Software resources and the like. 
0095. Each storage node manager server rack 302 may 
have a storage node manager rack connection 314 to an inter 
connect 308 used to connect to the interconnection network 
300. In some embodiments, the connection 314 is imple 
mented using a network switch 303 that may include a top 
of-rack Ethernet switch or any other type of network switch. 
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In various embodiments, interconnect 308 is used to enable 
high-bandwidth and low-latency bulk data transfers. For 
example, interconnect may include a Clos network, a fat tree 
interconnect, an Asynchronous Transfer Mode (ATM) net 
work, a Fast or Gigabit Ethernet, and the like. 
0096. In various embodiments, the bandwidth of storage 
node manager rack connection 314 may be configured to 
enable high-bandwidth and low-latency communications 
between storage node managers and storage nodes located 
within the same or different data centers. For example, in an 
embodiment, the storage node manager rack connection 314 
has a bandwidth of 10 Gigabit per second (Gbps). 
0097. In some embodiments, each datacenter 301 may 
also include one or more storage node server racks 304 where 
each server rack hosts one or more servers that collectively 
provide the functionalities of a number of storage nodes Such 
as described in connection with FIG. 2. Configuration param 
eters such as number of storage nodes per rack, number of 
storage node racks, ration between storage node managers 
and storage nodes and the like may be determined based on 
factors such as cost, Scalability, redundancy and performance 
requirements, hardware and Software resources and the like. 
For example, in one embodiment, there are 3 storage nodes 
per storage node server rack, 30-80 racks per data center and 
a storage nodes/storage node manager ratio of 10 to 1. 
0098. Each storage node server rack 304 may have a stor 
age node rack connection 316 to an interconnection network 
switch 308 used to connect to the interconnection network 
300. In some embodiments, the connection 316 is imple 
mented using a network switch 305 that may include a top 
of-rack Ethernet switch or any other type of network switch. 
In various embodiments, the bandwidth of storage node rack 
connection 316 may be configured to enable high-bandwidth 
and low-latency communications between storage node man 
agers and storage nodes located within the same or different 
data centers. In some embodiments, a storage node rack con 
nection 316 has a higher bandwidth than a storage node 
manager rack connection 314. For example, in an embodi 
ment, the storage node rack connection 316 has a bandwidth 
of 20Gbps while a storage node managerrack connection314 
has a bandwidth of 10 Gbps. 
0099. In some embodiments, datacenters 301 (including 
storage node managers and storage nodes) communicate, via 
connection 310, with other computing resources services 306 
Such as payload data cache 228, storage node manager job 
store 240, storage node registrar 248, storage node registrar 
store 350, orphan cleanup data store 254, metadata manager 
job store 258 and the like as described in connection with FIG. 
2 

0100. In some embodiments, one or more datacenters 301 
may be connected via inter-datacenter connection 312. In 
some embodiments, connections 310 and 312 may be config 
ured to achieve effective operations and use of hardware 
resources. For example, in an embodiment, connection 310 
has a bandwidth of 30-100 Gbps per datacenter and inter 
datacenterconnection 312 has a bandwidth of 100-250Gbps. 
0101 FIG. 4 illustrates an interconnection network 400 in 
which components of an archival data storage system may be 
connected, in accordance with at least one embodiment. In 
particular, the illustrated example shows how non-data plane 
components are connected to the interconnection network 
300. As illustrated, front end services, such as described in 
connection with FIG. 2, may be hosted by one or more front 
end server racks 402. For example, each front end server rack 
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402 may host one or more web servers. The front end server 
racks 402 may be connected to the interconnection network 
400 via a network switch 408. In one embodiment, configu 
ration parameters such as number of front end services, num 
ber of services per rack, bandwidth for front end server rack 
connection 314 and the like may roughly correspond to those 
for storage node managers as described in connection with 
FIG. 3. 

0102. In some embodiments, control plane services and 
metadata plane services as described in connection with FIG. 
2 may be hosted by one or more server racks 404. Such 
services may include job tracker 230, metadata manager 260, 
cleanup agent 234, the request balancer 238 and other ser 
vices. In some embodiments, such services include services 
that do not handle frequent bulk data transfers. Finally, com 
ponents described herein may communicate via connection 
410, with other computing resources services 406 such as 
payload data cache 228, job tracker store 232, metadata man 
ager job store 258 and the like as described in connection with 
FIG 2. 
0103 FIG.5 illustrates an example process 500 for storing 
data, in accordance with at least one embodiment. Some orall 
of process 500 (or any other processes described herein or 
variations and/or combinations thereof) may be performed 
under the control of one or more computer systems config 
ured with executable instructions and may be implemented as 
code (e.g., executable instructions, one or more computer 
programs or one or more applications) executing collectively 
on one or more processors, by hardware or combinations 
thereof. The code may be stored on a computer-readable 
storage medium, for example, in the form of a computer 
program comprising a plurality of instructions executable by 
one or more processors. The computer-readable storage 
medium may be non-transitory. In an embodiment, one or 
more components of archival data storage system 206 as 
described in connection with FIG. 2 may perform process 
SOO. 
0104. In an embodiment, process 500 includes receiving 
502 a data storage request to store archival data such as a 
document, a video or audio file or the like. Such a data storage 
request may include payload data and metadata Such as size 
and digest of the payload data, user identification information 
(e.g., user name, account identifier and the like), a logical data 
container identifier and the like. In some embodiments, pro 
cess 500 may include receiving 502 multiple storage requests 
each including a portion of larger payload data. In other 
embodiments, a storage request may include multiple data 
objects to be uploaded. In an embodiment, step 502 of process 
500 is implemented by a service such as API request handler 
218 of front end 208 as described in connection with FIG. 2. 

0105. In an embodiment, process 500 includes processing 
504 the storage request upon receiving 502 the request. Such 
processing may include, for example, Verifying the integrity 
of data received, authenticating the customer, authorizing 
requested access against access control policies, performing 
meter- and accounting-related activities and the like. In an 
embodiment, such processing may be performed by services 
offront end 208 such as described in connection with FIG. 2. 
In an embodiment, such a request may be processed in con 
nection with other requests, for example, in batch mode. 
0106. In an embodiment, process 500 includes storing 506 
the data associated with the storage request in a staging data 
store. Such staging data store may include a transient data 
store such as provided by payload data cache 228 as described 
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in connection with FIG. 2. In some embodiments, only pay 
load data is stored in the staging store. In other embodiments, 
metadata related to the payload data may also be stored in the 
staging store. In an embodiment, data integrity is validated 
(e.g., based on a digest) before being stored at a staging data 
StOre. 

0107. In an embodiment, process 500 includes providing 
508 a data object identifier associated with the data to be 
stored, for example, in a response to the storage request. As 
described above, a data object identifier may be used by 
subsequent requests to retrieve, delete or otherwise reference 
data stored. In an embodiment, a data object identifier may 
encode storage location information that may be used to 
locate the stored data object, payload validation information 
Such as size, digest, timestamp and the like that may be used 
to validate the integrity of the payload data, metadata valida 
tion information Such as error-detection codes that may be 
used to validate the integrity of metadata Such as the data 
object identifier itself and information encoded in the data 
object identifier and the like. In an embodiment, a data object 
identifier may also encode information used to validate or 
authorize Subsequent customer requests. For example, a data 
object identifier may encode the identifier of the logical data 
container that the data object is stored in. In a Subsequent 
request to retrieve this data object, the logical data container 
identifier may be used to determine whether the requesting 
entity has access to the logical data container and hence the 
data objects contained therein. In some embodiments, the 
data object identifier may encode information based on infor 
mation Supplied by a customer (e.g., a global unique identi 
fier, GUID, for the data object and the like) and/or informa 
tion collected or calculated by the system performing the 
process 500 (e.g., storage location information). In some 
embodiments, generating a data object identifier may include 
encrypting some or all of the information described above 
using a cryptographic private key. In some embodiments, the 
cryptographic private key may be periodically rotated. In 
Some embodiments, a data object identifier may be generated 
and/or provided at a different time than described above. For 
example, a data object identifier may be generated and/or 
provided after a storage job (described below) is created 
and/or completed. 
0108. In an embodiment, providing 508 a data object iden 

tifier may include determining a storage location for the 
before the data is actually stored there. For example, such 
determination may be based at least in part on inventory 
information about existing data storage entities such as opera 
tional status (e.g., active or inactive), available storage space, 
data isolation requirement and the like. In an environment 
such as environment 200 illustrated by FIG. 2, such determi 
nation may be implemented by a service Such as storage node 
registrar 248 as described above in connection with FIG. 2. In 
Some embodiments, such determination may include allocat 
ing new storage space (e.g., Volume) on one or more physical 
storage devices by a service Such as storage allocator 256 as 
described in connection with FIG. 2. 

0109. In an embodiment, a storage location identifier may 
be generated to represent the storage location determined 
above. Such a storage location identifier may include, for 
example, a Volume reference object which comprises a Vol 
ume identifier component and data object identifier compo 
nent. The volume reference component may identify the vol 
ume the data is stored on and the data object identifier 
component may identify where in the Volume the data is 
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stored. In general, the storage location identifier may com 
prise components that identify various levels within a logical 
or physical data storage topology (Such as a hierarchy) in 
which data is organized. In some embodiments, the storage 
location identifier may point to where actual payload data is 
stored or a chain of reference to where the data is stored. 

0110. In an embodiments, a data object identifier encodes 
a digest (e.g., a hash) of at least a portion of the data to be 
stored, such as the payload data. In some embodiments, the 
digest may be based at least in part on a customer-provided 
digest. In other embodiments, the digest may be calculated 
from scratch based on the payload data. 
0111. In an embodiment, process 500 includes creating 
510 a storage job for persisting data to a long-term data store 
and scheduling 512 the storage job for execution. In environ 
ment 200 as described in connection with FIG. 2, steps 508, 
510 and 512 may be implemented at least in part by compo 
nents of control plane for direct I/O 210 and common control 
plane 212 as described above. Specifically, in an embodi 
ment, job tracker 230 creates a job record and stores the job 
record in job tracker store 232. As described above, job 
tracker 230 may perform batch processing to reduce the total 
number of transactions against job tracker store 232. Addi 
tionally, job tracker store 232 may be partitioned or otherwise 
optimized to facilitate parallel processing, cleanup operations 
and the like. A job record, as described above, may include 
job-related information Such as a customer account identifier, 
job identifier, storage location identifier, reference to data 
stored in payload data cache 228, job status, job creation 
and/or expiration time, and the like. In some embodiments, a 
storage job may be created before a data object identifier is 
generated and/or provided. For example, a storage job iden 
tifier, instead of or in addition to a data object identifier, may 
be provided in response to a storage request at step 508 above. 
0112. In an embodiment, scheduling 512 the storage job 
for execution includes performing job planning and optimi 
Zation, Such as queue-based load leveling or balancing, job 
partitioning and the like, as described in connection with 
common control plane 212 of FIG. 2. For example, in an 
embodiment, the request balancer 238 transfers job items 
from job request queue 236 to storage node manager job Store 
240 according to a scheduling algorithm so as to dampen peak 
to average load levels (jobs) coming from control plane for 
I/O 210 and to deliver manageable workload to data plane 
214. As another example, storage node manager job Store 240 
may be partitioned to facilitate parallel processing of the jobs 
by multiple workers such as storage node managers 244. As 
yet another example, storage node manager job Store 240 may 
provide querying, Sorting and other functionalities to facili 
tate batch processing and other job optimizations. 
0113. In an embodiment, process 500 includes selecting 
514 the storage job for execution, for example, by a storage 
node manager 244 from Storage node manager job Stored 240 
as described in connection with FIG. 2. The storage job may 
be selected 514 with other jobs for batch processing or oth 
erwise selected as a result of job planning and optimization 
described above. 

0114. In an embodiment, process 500 includes obtaining 
516 data from a staging store, Such as payload data cache 228 
described above in connection with FIG. 2. In some embodi 
ments, the integrity of the data may be checked, for example, 
by Verifying the size, digest, an error-detection code, and the 
like. 
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0.115. In an embodiment, process 500 includes obtaining 
518 one or more data encoding schemes such as an encryption 
scheme, a redundancy encoding scheme Such as erasure 
encoding, redundant array of independent disks (RAID) 
encoding schemes, replication, and the like. In some embodi 
ments, such encoding schemes evolve to adapt to different 
requirements. For example, encryption keys may be rotated 
periodically and stretch factor of an erasure coding scheme 
may be adjusted over time to different hardware configura 
tions, redundancy requirements, and the like. 
0116. In an embodiment, process 500 includes encoding 
520 with the obtained encoding schemes. For example, in an 
embodiment, data is encrypted and the encrypted data is 
erasure-encoded. In an embodiment, storage node managers 
244 described in connection with FIG.2 may be configured to 
perform the data encoding described herein. In an embodi 
ment, application of such encoding schemes generates a plu 
rality of encoded data components or shards, which may be 
stored across different storage entities such as storage 
devices, storage nodes, datacenters and the like to provide 
fault tolerance. In an embodiment where data may comprise 
multiple parts (such as in the case of a multi-part upload), 
each part may be encoded and stored as described herein. In 
such an embodiment, each part of the data may be identifiable 
and addressable by the same data object identifier as that 
associated with the data. 

0117. In an embodiment, process 500 includes determin 
ing 522 the storage entities for such encoded data compo 
nents. For example, in an environment 200 illustrated by FIG. 
2, a storage node manager 244 may determine the plurality of 
storage nodes 246 to store the encoded data components by 
querying a storage node registrar 248 using a volume identi 
fier. Such a volume identifier may be part of a storage location 
identifier associated with the data to be stored. In response to 
the query with a given Volume identifier, in an embodiment, 
storage node registrar 248 returns a list of network locations 
(including endpoints, DNS names, IP addresses and the like) 
of storage nodes 246 to store the encoded data components. 
As described in connection with FIG.2, storage node registrar 
248 may determine such a list based on self-reported and 
dynamically provided and/or updated inventory information 
from storage nodes 246 themselves. In some embodiments, 
Such determination is based on data isolation, fault tolerance, 
load balancing, power conservation, data locality and other 
considerations. In some embodiments, storage node registrar 
248 may cause new storage space to be allocated, for 
example, by invoking storage allocator 256 as described in 
connection with FIG. 2. 

0118. In an embodiment, process 500 includes causing 
524 storage of the encoded data component(s) at the deter 
mined storage entities. For example, in an environment 200 
illustrated by FIG.2, a storage node manager 244 may request 
each of the storage nodes 246 determined above to store a data 
component at a given storage location. Each of the storage 
nodes 246, upon receiving the storage request from Storage 
node manager 244 to store a data component, may cause the 
data component to be stored in a connected storage device. In 
Some embodiments, at least a portion of the data object iden 
tifier is stored with all or some of the data components in 
either encoded or unencoded form. For example, the data 
object identifier may be stored in the header of each data 
component and/or in a Volume component index stored in a 
Volume component. In some embodiments, a storage node 
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246 may perform batch processing or other optimizations to 
process requests from storage node managers 244. 
0119. In an embodiment, a storage node 246 sends an 
acknowledgement to the requesting storage node manager 
244 indicating whether data is stored successfully. In some 
embodiments, a storage node 246 returns an error message, 
when for some reason, the request cannot be fulfilled. For 
example, ifa storage node receives two requests to store to the 
same storage location, one or both requests may fail. In an 
embodiment, a storage node 246 performs validation checks 
prior to storing the data and returns an error if the validation 
checks fail. For example, data integrity may be verified by 
checking an error-detection code or a digest. As another 
example, storage node 246 may verify, for example, based on 
a volume index, that the volume identified by a storage 
request is stored by the storage node and/or that the Volume 
has sufficient space to store the data component. 
0120 In some embodiments, data storage is considered 
Successful when storage node manager 244 receives positive 
acknowledgement from at least a Subset (a storage quorum) of 
requested storage nodes 246. In some embodiments, a storage 
node manager 244 may wait until the receipt of a quorum of 
acknowledgement before removing the state necessary to 
retry the job. Such state information may include encoded 
data components for which an acknowledgement has not been 
received. In other embodiments, to improve the throughput, a 
storage node manager 244 may remove the state necessary to 
retry the job before receiving a quorum of acknowledgement. 
0121. In an embodiment, process 500 includes updating 
526 metadata information including, for example, metadata 
maintained by data plane 214 (Such as index and storage 
space information for a storage device, mapping information 
stored at storage node registrar store 250 and the like), meta 
data maintained by control planes 210 and 212 (such as job 
related information), metadata maintained by metadata plane 
216 (such as a cold index) and the like. In various embodi 
ments, some of Such metadata information may be updated 
via batch processing and/or on a periodic basis to reduce 
performance and cost impact. For example, in data plane 214. 
information maintained by storage node registrar store 250 
may be updated to provide additional mapping of the Volume 
identifier of the newly stored data and the storage nodes 246 
on which the data components are stored, if such a mapping is 
not already there. For another example, Volume index on 
storage devices may be updated to reflect newly added data 
components. 
0122. In common control plane 212, job entries for com 
pleted jobs may be removed from storage node manager job 
store 240 and added to job result queue 242 as described in 
connection with FIG. 2. In control plane for direct I/O 210, 
statuses of job records in job tracker store 232 may be 
updated, for example, by job tracker 230 which monitors the 
job result queue 242. In various embodiments, a job that fails 
to complete may be retried for a number of times. For 
example, in an embodiment, a new job may be created to store 
the data at a different location. As another example, an exist 
ing job record (e.g., in storage node manager job Store 240, 
job tracker store 232 and the like) may be updated to facilitate 
retry of the same job. 
0123. In metadata plane 216, metadata may be updated to 
reflect the newly stored data. For example, completed jobs 
may be pulled from job result queue 242 into metadata man 
ager job Store 258 and batch-processed by metadata manager 
260 to generate an updated index Such as stored in cold index 
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store 262. For another example, customer information may be 
updated to reflect changes for metering and accounting pur 
poses. 
0.124 Finally, in Some embodiments, once a storage job is 
completed Successfully, job records, payload data and other 
data associated with a storage job may be removed, for 
example, by a cleanup agent 234 as described in connection 
with FIG. 2. In some embodiments, such removal may be 
processed by batch processing, parallel processing or the like. 
(0.125 FIG. 6 illustrates an example process 500 for 
retrieving data, in accordance with at least one embodiment. 
In an embodiment, one or more components of archival data 
storage system 206 as described in connection with FIG. 2 
collectively perform process 600. 
I0126. In an embodiment, process 600 includes receiving 
602 a data retrieval request to retrieve data such as stored by 
process 500, described above. Such a data retrieval request 
may include a data object identifier, such as provided by step 
508 of process 500, described above, or any other information 
that may be used to identify the data to be retrieved. 
I0127. In an embodiment, process 600 includes processing 
604 the data retrieval request upon receiving 602 the request. 
Such processing may include, for example, authenticating the 
customer, authorizing requested access against access control 
policies, performing meter and accounting related activities 
and the like. In an embodiment, such processing may be 
performed by services of front end 208 such as described in 
connection with FIG. 2. In an embodiment, such request may 
be processed in connection with other requests, for example, 
in batch mode. 
I0128. In an embodiment, processing 604 the retrieval 
request may be based at least in part on the data object iden 
tifier that is included in the retrieval request. As described 
above, data object identifier may encode storage location 
information, payload validation information Such as size, cre 
ation timestamp, payload digest and the like, metadata Vali 
dation information, policy information, and the like. In an 
embodiment, processing 604 the retrieval request includes 
decoding the information encoded in the data object identi 
fier, for example, using a private cryptographic key and using 
at least some of the decoded information to validate the 
retrieval request. For example, policy information may 
include access control information that may be used to Vali 
date that the requesting entity of the retrieval request has the 
required permission to perform the requested access. As 
another example, metadata validation information may 
include an error-detection code such as a cyclic redundancy 
check (“CRC) that may be used to verify the integrity of data 
object identifier or a component of it. 
I0129. In an embodiment, process 600 includes creating 
606 a data retrieval job corresponding to the data retrieval 
request and providing 608 a job identifier associated with the 
data retrieval job, for example, in a response to the data 
retrieval request. In some embodiments, creating 606 a data 
retrieval job is similar to creating a data storage job as 
described in connection with step 510 of process 500 illus 
trated in FIG. 5. For example, in an embodiment, a job tracker 
230 may create a job record that includes at least some infor 
mation encoded in the data object identifier and/or additional 
information Such as a job expiration time and the like and 
store the job record in job tracker store 232. As described 
above, job tracker 230 may perform batch processing to 
reduce the total number of transactions against job tracker 
store 232. Additionally, job tracker store 232 may be parti 
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tioned or otherwise optimized to facilitate parallel process 
ing, cleanup operations, and the like. 
0130. In an embodiment, process 600 includes scheduling 
610 the data retrieval job created above. In some embodi 
ments, scheduling 610 the data retrieval job for execution 
includes performing job planning and optimization Such as 
described in connection with step 512 of process 500 of FIG. 
5. For example, the data retrieval job may be submitted into a 
job queue and Scheduled for batch processing with other jobs 
based at least in part on costs, power management schedules 
and the like. For another example, the data retrieval job may 
be coalesced with other retrieval jobs based on data locality 
and the like. 
0131. In an embodiment, process 600 includes selecting 
612 the data retrieval job for execution, for example, by a 
storage node manager 244 from storage node manager job 
stored 240 as described in connection with FIG. 2. The 
retrieval job may be selected 612 with other jobs for batch 
processing or otherwise selected as a result of job planning 
and optimization described above. 
0.132. In an embodiment, process 600 includes determin 
ing 614 the storage entities that store the encoded data com 
ponents that are generated by a storage process Such as pro 
cess 500 described above. In an embodiment, a storage node 
manager 244 may determine a plurality of storage nodes 246 
to retrieve the encoded data components in a manner similar 
to that discussed in connection with step 522 of process 500, 
above. For example, Such determination may be based on 
load balancing, power conservation, efficiency, and other 
considerations. 
0133. In an embodiment, process 600 includes determin 
ing 616 one or more data decoding schemes that may be used 
to decode retrieved data. Typically, Such decoding schemes 
correspond to the encoding schemes applied to the original 
data when the original data is previously stored. For example, 
Such decoding schemes may include decryption with a cryp 
tographic key, erasure-decoding, and the like. 
0134. In an embodiment, process 600 includes causing 
618 retrieval of at least some of the encoded data components 
from the storage entities determined in step 614 of process 
600. For example, in an environment 200 illustrated by FIG. 
2, a storage node manager 244 responsible for the data 
retrieval job may request a Subset of storage nodes 246 deter 
mined above to retrieve their corresponding data components. 
In some embodiments, a minimum number of encoded data 
components is needed to reconstruct the original data where 
the number may be determined based at least in part on the 
data redundancy scheme used to encode the data (e.g., stretch 
factor of an erasure coding). In such embodiments, the Subset 
of storage nodes may be selected Such that no less than the 
minimum number of encoded data components is retrieved. 
0135 Each of the subset of storage nodes 246, upon 
receiving a request from storage node manager 244 to retrieve 
a data component, may validate the request, for example, by 
checking the integrity of a storage location identifier (that is 
part of the data object identifier), verifying that the storage 
node indeed holds the requested data component and the like. 
Upon a successful validation, the storage node may locate the 
data component based at least in part on the storage location 
identifier. For example, as described above, the storage loca 
tion identifier may include a volume reference object which 
comprises a volume identifier component and a data object 
identifier component where the volume reference component 
to identify the volume the data is stored and a data object 
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identifier component may identify where in the volume the 
data is stored. In an embodiment, the storage node reads the 
data component, for example, from a connected data storage 
device and sends the retrieved data component to the storage 
node manager that requested the retrieval. In some embodi 
ments, the data integrity is checked, for example, by Verifying 
the data component identifier or a portion thereof is identical 
to that indicated by the data component identifier associated 
with the retrieval job. In some embodiments, a storage node 
may perform batching or other job optimization in connection 
with retrieval of a data component. 
0.136. In an embodiment, process 600 includes decoding 
620, at least the minimum number of the retrieved encoded 
data components with the one or more data decoding schemes 
determined at step 616 of process 600. For example, in one 
embodiment, the retrieved data components may be erasure 
decoded and then decrypted. In some embodiments, a data 
integrity check is performed on the reconstructed data, for 
example, using payload integrity validation information 
encoded in the data object identifier (e.g., size, timestamp, 
and digest). In some cases, the retrieval job may fail due to a 
less-than-minimum number of retrieved data components, 
failure of data integrity check and the like. In Such cases, the 
retrieval job may be retried in a fashion similar to that 
described in connection with FIG. 5. In some embodiments, 
the original data comprises multiple parts of data and each 
part is encoded and stored. In such embodiments, during 
retrieval, the encoded data components for each part of the 
data may be retrieved and decoded (e.g., erasure-decoded and 
decrypted) to form the original part and the decoded parts 
may be combined to form the original data. 
0.137 In an embodiment, process 600 includes storing 
reconstructed data in a staging store such as payload data 
cache 228 described in connection with FIG. 2. In some 
embodiments, data stored 622 in the staging store may be 
available for download by a customer for a period of time or 
indefinitely. In an embodiment, data integrity may be checked 
(e.g., using a digest) before the data is stored in the staging 
StOre. 

0.138. In an embodiment, process 600 includes providing 
624 a notification of the completion of the retrieval job to the 
requestor of the retrieval request or another entity or entities 
otherwise configured to receive such a notification. Such 
notifications may be provided individually or in batches. In 
other embodiments, the status of the retrieval job may be 
provided upon a polling request, for example, from a cus 
tOmer. 

I0139 FIG. 7 illustrates an example process 700 for delet 
ing data, in accordance with at least one embodiment. In an 
embodiment, one or more components of archival data Stor 
age system 206 as described in connection with FIG. 2 col 
lectively perform process 700. 
0140. In an embodiment, process 700 includes receiving 
702 a data deletion request to delete data such as stored by 
process 500, described above. Such a data retrieval request 
may include a data object identifier, such as provided by step 
508 of process 500, described above, or any other information 
that may be used to identify the data to be deleted. 
0.141. In an embodiment, process 700 includes processing 
704 the data deletion request upon receiving 702 the request. 
In some embodiments, the processing 704 is similar to that for 
step 504 of process 500 and step 604 of process 600, 
described above. For example, in an embodiment, the pro 
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cessing 704 is based at least in part on the data object identi 
fier that is included in the data deletion request. 
0142. In an embodiment, process 700 includes creating 
706 a data retrieval job corresponding to the data deletion 
request. Such a retrieval job may be created similar to the 
creation of storage job described in connection with step 510 
of process 500 and the creation of the retrieval job described 
in connection with step 606 of process 600. 
0143. In an embodiment, process 700 includes providing 
708 an acknowledgement that the data is deleted. In some 
embodiments, such acknowledgement may be provided in 
response to the data deletion request so as to provide a per 
ception that the data deletion request is handled synchro 
nously. In other embodiments, a job identifier associated with 
the data deletion job may be provided similar to the providing 
of job identifiers for data retrieval requests. 
0144. In an embodiment, process 700 includes scheduling 
710 the data deletion job for execution. In some embodi 
ments, scheduling 710 of data deletion jobs may be imple 
mented similar to that described in connection with step 512 
of process 500 and in connection with step 610 of process 
600, described above. For example, data deletion jobs for 
closely-located data may be coalesced and/or batch pro 
cessed. For another example, data deletion jobs may be 
assigned a lower priority than data retrieval jobs. 
0145. In some embodiments, data stored may have an 
associated expiration time that is specified by a customer or 
set by default. In such embodiments, a deletion job may be 
created 706 and schedule 710 automatically on or near the 
expiration time of the data. In some embodiments, the expi 
ration time may be further associated with a grace period 
during which data is still available or recoverable. In some 
embodiments, a notification of the pending deletion may be 
provided before, on or after the expiration time. 
0146 In some embodiments, process 700 includes select 
ing 712 the data deletion job for execution, for example, by a 
storage node manager 244 from storage node manager job 
stored 240 as described in connection with FIG. 2. The dele 
tion job may be selected 712 with other jobs for batch pro 
cessing or otherwise selected as a result of job planning and 
optimization described above. 
0147 In some embodiments, process 700 includes deter 
mining 714 the storage entities for data components that store 
the data components that are generated by a storage process 
such as process 500 described above. In an embodiment, a 
storage node manager 244 may determine a plurality of stor 
age nodes 246 to retrieve the encoded data components in a 
manner similar to that discussed in connection with step 614 
of process 600 described above. 
0148. In some embodiments, process 700 includes caus 
ing 716 the deletion of at least some of the data components. 
For example, in an environment 200 illustrated by FIG. 2, a 
storage node manager 244 responsible for the data deletion 
job may identify a set of storage nodes that store the data 
components for the data to be deleted and requests at least a 
subset of those storage nodes to delete their respective data 
components. Each of the Subset of storage node 246, upon 
receiving a request from Storage node manager 244 to delete 
a data component, may validate the request, for example, by 
checking the integrity of a storage location identifier (that is 
part of the data object identifier), verifying that the storage 
node indeed holds the requested data component and the like. 
Upon a successful validation, the storage node may delete the 
data component from a connected storage device and sends an 
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acknowledgement to storage node manager 244 indicating 
whether the operation was successful. In an embodiment, 
multiple data deletion jobs may be executed in a batch such 
that data objects located close together may be deleted as a 
whole. In some embodiments, data deletion is considered 
Successful when storage node manager 244 receives positive 
acknowledgement from at least a Subset of storage nodes 246. 
The size of the subset may be configured to ensure that data 
cannot be reconstructed later on from undeleted data compo 
nents. Failed or incomplete data deletion jobs may be retried 
in a manner similar to the retrying of data storage jobs and 
data retrieval jobs, described in connection with process 500 
and process 600, respectively. 
0149. In an embodiment, process 700 includes updating 
718 metadata information such as that described in connec 
tion with step 526 of process 500. For example, storage nodes 
executing the deletion operation may update storage informa 
tion including index, free space information and the like. In an 
embodiment, storage nodes may provide updates to storage 
node registrar or storage node registrar store. In various 
embodiments. Some of Such metadata information may be 
updated via batch processing and/or on a periodic basis to 
reduce performance and cost impact. 
0150 FIG. 8 illustrates an example representation of a 
data object identifier 800, in accordance with at least one 
embodiment. In an embodiment, data object identifier 800 is 
similar to data object identifier 108 but with more details. In 
various embodiments, a data object identifier may be a word, 
number, letter, symbol or any combination thereof, that iden 
tifies a data object stored in an archival data storage system 
such as described in connection with FIG. 2. A data object 
identifiers may be generated and used by one or more com 
ponents of an archival data storage system such as described 
in connection with environment 200 of FIG. 2. In an embodi 
ment, data object identifier800 encodes a variety of informa 
tion, described herein, to facilitate effective and trustworthy 
data retrieval, deletion and other operations. In other embodi 
ments, data object identifier 800 may encode other informa 
tion instead of and/or in addition to the information described 
above. 

0151. In an embodiment, data object identifier 800 
encodes storage location information 802 that may be used to 
locate a data object stored in an archival data storage system. 
In embodiments where data object is first stored in a transient 
data store before being moved to non-transient archival data 
storage, the storage location information may encode the 
storage location in the non-transient archival data storage, 
such as described in connection with FIG.2. Such an embodi 
ment may reduce or eliminate the need to store a namespace 
map or similar data structure to map data object identifiers to 
storage locations of the corresponding data objects. 
0152. As illustrated in FIG. 8, storage location informa 
tion 802 encodes a reference to a hierarchical data structure in 
which the data object is stored. Such a hierarchical data 
structure may include Volumes, Volume components and 
pages as described in connection with FIG. 2. For example, in 
an embodiment, storage location information 802 encodes a 
volume reference object which comprises a volume identifier 
component and an object identifier component. Referring to 
FIG. 2, in an embodiment, an archival data storage system 
stores data in logical Volumes where each Volume may con 
tain one or more objects. In Such an embodiment, a Volume 
identifier may be used to uniquely identify the volume con 
taining a data object and an object identifier may be used to 
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uniquely identify the data object within that volume. For 
example, a Volume reference object may be implemented 
programmatically as follows, in accordance with at least one 
embodiment. 

VolumeRefobject 

private short volRefrc; 
private VolumeIdComponent volume: 
private ObjectIdComponent id: 

0153. As illustrated above, in an embodiment, volume and 
id represent a Volume identifier component and an object 
identifier component, respectively, described below. In an 
embodiment, Volume reference object may also include an 
error-detection code such as a cyclic redundancy check 
(CRC), a hash and the like, to ensure the integrity of the 
volume reference object. For example, in the example above, 
volRef crc may representa CRC of volume and id that is used 
to verify the integrity of the volume reference object. 
0154) In an embodiment, a volume identifier component 
may comprise a Volume identifier and additional information. 
For example, a Volume identifier component may be imple 
mented programmatically as follows, in accordance with at 
least one embodiment. 

VolumeIdComponent 

private byte world Id; 
private long volumeId: 

O155 As illustrated above, in an embodiment, volumeld is 
a variable that uniquely identifies a volume and world Id is a 
variable that may be used to disambiguate and/or validate 
Volumeld or other identifiers described herein. 
0156. In an embodiment, an object identifier component 
may comprise an object identifier, described above, and addi 
tional information. For example, an object identifier compo 
nent may be implemented programmatically as follows: 

Object IdComponent 

private byte objIdRev; 
private int objIdSeq; 
private int objIdRnd; 

0157. As noted above, an object identifier component may 
comprise variable objIdSeq which is a monotonically 
increasing sequence number issued, for example, by Storage 
node registrar 248 as described in connection with FIG. 2, for 
data placement purposes. The object identifier component 
may also include additional information to resolve data place 
ment issues. For example, variable objIdRev may provide a 
revision number which is updated when the object identifier is 
revised, for example, to avoid collision with that used by 
another data object. Variable objIdRnd may represent a ran 
domly generated number used to breaka tie between two data 
objects with the same objIdSeq. 
0158 Data object identifier 800 may encode policy infor 
mation 804 for use in enforcing one or more policies associ 
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ated with data stored in an archival data storage system. In 
various embodiments, such policies may include policies that 
address security, privacy, access, regulatory, cost, and other 
concerns. Policies may be applied to customers to control 
access to data stored in an archival data storage system. For 
example, a customer may be allowed to read, write, and delete 
a certain set of data (e.g., data stored in the customer's logical 
data containers) while others may be allowed only to read the 
data and while others may have no access to the data at all. 
0159. In an embodiment, policy information 804 encodes 
access control information that may be used to validate a 
requested access to data associated with the data object iden 
tifier. For example, in an embodiment, access control infor 
mation includes a logical data container identifier, Such as 
described in connection with FIG. 2. Such logical data con 
tainer identifier may identify a logical data containerin which 
the data object identified by the data object identifier is con 
tained. In an embodiment, each customer is associated with 
one or more logical data containers for which the customer is 
allowed to perform read, write, and/or delete operations. 
When a request for a data operation arrives with a data object 
identifier, the logical data container identifier encoded in the 
data object identifier may be compared with one or more 
logical data containers associated with the requested data 
operation for the requesting customer. If the logical data 
container identified by the logical data container identifier is 
not found in the list, then the customer may be denied the 
requested data operation. Other examples of policy informa 
tion 804 may include identifiers of entities who should be 
permitted or denied access to the data object, the type of data 
operations allowed for the data, expiration and/or duration of 
Such policies and the like. 
0160. In an embodiment, data object identifier 800 
encodes payload validation information 806 to ensure the 
integrity of data stored in the archival data storage system. In 
various embodiments, payload validation information may 
include a data size, a timestamp (e.g., data creation times 
tamp), a digest, and the like. A digest may be calculated by 
applying a cryptographic hash function such as those associ 
ated with SHA-1, SHA-2, MD5, MD6 and the like, a check 
Sum or error-detection code such as cyclic redundancy check 
and the like to at least a portion of the payload data of a storage 
request or to a digest described herein. For example, in an 
embodiment, a digest includes the top-level tree hash of pay 
load data. In some embodiments, payload validation informa 
tion 806 may be derived based at least in part on data (e.g., 
payload, digest) that is provided by a customer. 
0.161. In an embodiment, data object identifier 800 
encodes metadata validation information 808 to ensure the 
integrity of information associated with a data object identi 
fier. In various embodiments, metadata validation informa 
tion may include error-detection checks such as a parity 
check, CRC, error-correction checks and the like of some or 
all information encoded in the data object identifier such as 
storage location information, policy information, payload 
validation information, described herein, and the like. 
0162 Putting it all together, in an embodiment, a data 
object identifier may be implemented programmatically as 
follows, in accordance with at least one embodiment. 

DataObjectIdentifer 

private short dataObjIdCrc; 
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-continued 

private long creation Date: 
private VolumeRefobject volRefobj; 
private long dataSize: 
private Id logicalContainerId; 
private Digest digest; 

0163 As illustrated above, in an embodiment, a data 
object identifier comprises variable volRefobj for a volume 
reference object as part of storing the storage location infor 
mation 802; variable logical containerId for a logical data 
container identifier as part of policy information 804; vari 
ables dataSize, creationDate and digest as part of payload 
validation information 806 and variable dataObjldCrc, which 
is a CRC of all of the above information, as part of metadata 
validation information 808, described above. In other 
embodiments, the data object identifier may also encode a 
global unique identifier (GUID) for the data object, which 
may be used, for example, by a customer to identify the data 
object identifier on the customer's side. 
0164. In an embodiment, information contained in a data 
object identifier is encrypted 810 before being provided, for 
example, to a customer. For example, Such encryption may be 
necessary to prevent misappropriation of a data object iden 
tifier including malicious alteration of the data object identi 
fier and disclosure of internal data structures and information 
derived from such internal data structures. In addition, 
encrypting or otherwise obfuscating content of a data object 
identifier may serve to prevent third parties from relying on 
implementation details of the archival data storage system 
and to allow for future changes implementation in a transpar 
ent fashion. 

0.165. In some embodiments, the data object identifier or a 
portion of it may be encoded using a cryptographic key where 
the key may be generated using a symmetric-key algorithm 
such as Data Encryption Standard (DES), Advanced Encryp 
tion Standard (AES) or the like or a public-key algorithm such 
as RSA and the like. In an embodiment, the cryptographic 
keys used to encrypt the data object identifier may be rotated 
according to a rotation schedule or algorithm to provide more 
security. In some other embodiments, the data object identi 
fier may not be encrypted or otherwise obscured. 
0166 When the encoded data object identifier is provided 
to a customer, additional information may be included. In an 
embodiment, envelope information is provided together with 
the encrypted data object identifier to facilitate decryption, 
metadata integrity check and the like. For example, the fol 
lowing information may be prepended to an encrypted data 
object identifier before being provided to a customer. 

(0167 private short publicCrc; 
0168 private int cryptoKeyId; 
(0169 private byte version: 

0170 As illustrated above, envelope information may 
include a CRC of at least a part of the encrypted data object 
identifier to enable integrity check, publicCrc. Additionally, 
envelope information may include an identifier of the cryp 
tographic key that is used to encrypt the data object identifier, 
described above. This identifier may be used by the system to 
decrypt the data object identifier. Finally, envelope informa 
tion may include additional information Such as a version 
number version that may be used to handle additional valida 
tion check. In addition, information described herein may be 

16 
Mar. 24, 2016 

further encoded (e.g., using Base64 encoding, Base32 encod 
ing, and the like) to facilitate transmission of data over various 
media. 

(0171 FIG. 9 illustrates a process 900 for storing and 
retrieving data, in accordance with at least one embodiment. 
Some or all of the process 900 may be performed by compo 
nents described above in connection with FIG. 2. Further, 
some or all of the process 900 (or any other processes 
described herein, or variations and/or combinations thereof) 
may be performed under the control of one or more computer 
systems configured with executable instructions and may be 
implemented as code (e.g., executable instructions, one or 
more computer programs, or one or more applications) 
executing collectively on one or more processors, by hard 
ware, or combinations thereof. The code may be stored on a 
computer-readable storage medium, for example, in the form 
of a computer program comprising a plurality of instructions 
executable by one or more processors. The computer-read 
able storage medium may be non-transitory. In an embodi 
ment, process 900 includes receiving 902 a data storage 
request such as described in connection with step 602 of 
process 600. 
0172. In an embodiment, process 900 includes generating 
904 a self-describing data object identifier as described above 
in connection with FIG.8. In an embodiment, generating 904 
the data object identifier includes obtaining storage location 
information for the data which includes performing data allo 
cation operations, based at least in part on the size of the data 
and storage information Such as reported by storage nodes. In 
an environment 200 illustrated by FIG. 2, for example, such 
data allocation operations may be performed by storage node 
registrar 248 and/or storage node registrar store 250. For 
example, a storage node registrar store may store, for each 
Volume component, information that includes usage of space, 
the highest sequence number allocated for object identifier 
purposes, number of data components stored thereon and the 
like. In an embodiment. Such information may be reported by 
the storage nodes that host the Volume components. Based on 
this information, a storage node registrar may provide a Vol 
ume reference object as described above in connection with 
FIG 8. 

0173. In an embodiment, generating 904 the data object 
identifier includes obtaining payload validation information 
such as described above in connection with FIG. 8. For 
example, in an embodiment, a digest calculation, such as 
described above, is performed. In some embodiments, the 
digest calculation is performed based on data or a digest 
provided by the request. In an environment 200 illustrated by 
FIG. 2, for example, Such digest calculations may be per 
formed by storage node manager 244 or other components of 
the archival data storage system 206. In an embodiment, 
payload validation information also includes a data size, a 
creation time that may indicate the time the data is stored 
(e.g., in a staging storage) at the archival data storage system 
and other information that may be used to validate the integ 
rity of the data. 
0.174. In an embodiment, generating 904 the data object 
identifier includes obtaining policy information Such as 
described above in connection with FIG. 8. In an embodi 
ment, Such policy information may be obtained based on the 
request, a configuration file or other sources. For example, a 
customerstorage request may specify a logical data container 
within which the data is to be stored. In such an embodiment, 
the system performing the process 900 may determine the 
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identifier associated with the logical data container and 
include the identifier in the data object container as part of the 
policy information. 
0.175. In an embodiment, generating 904 the data object 
identifier includes obtaining metadata validation information 
such as described in connection with FIG.8. For example, the 
system performing the process 900 may calculate the CRC 
for some or all of the information described above. Generat 
ing 904 the data object identifier may include encoding (e.g., 
encrypting) the above information as described in connection 
with FIG.8. In an environment 200 illustrated by FIG. 2, for 
example, such data encoding may be performed by Storage 
node manager 244 or other components of the archival data 
storage system 206. 
0176). In an embodiment, process 900 includes providing 
906 the data object identifier generated above to the request 
ing entity, for example, in a response to the received request. 
In an embodiment, providing 906 includes further encoding a 
data object identifier Such as applying Base64 encoding as 
described in connection with FIG.8. In such an embodiment, 
a receiver of the data object identifier, Such as a customer, may 
extract the data object identifier by applying a corresponding 
decoding scheme. Such as Base64 decoding. 
(0177. The process 900 may also include storing 908 data 
and the data object identifier generated above. In some 
embodiments, storage of data is similar to that described 
above in connection with FIGS. 2 and 5. Various storage 
entities (e.g., storage node manager, Storage nodes, storage 
devices and the like) may validate the data or metadata asso 
ciated with the data prior to storage of data using at least some 
information included in the data object identifier, described 
above. 

0178. In an embodiment, data object identifiers are stored 
along with associated data objects, in encrypted and/or unen 
crypted form, to provide enhanced data durability. For 
example, in an embodiment, each encoded (e.g., erasure 
encoded) data component associated with a data object is 
stored with the same data object identifier in a volume com 
ponent, as described in connection with FIG. 2. For example, 
a data object identifier for a data object may be stored in the 
header of each encoded data component associate the data 
object. Further, each Volume component stored in a storage 
device may store metadata Such as an index of all data object 
identifiers contained in the Volume component. Thus, Such 
metadata is effectively replicated across all the storage 
devices used to store the data components for the same data 
object. In such an embodiment, as described below, survival 
of any of these storage devices would be sufficient to enable 
recovery of the full list of data object identifiers contained in 
a Volume. 

0179. In an embodiment, a volume is determined to have 
failed when less than the minimum number of volume com 
ponents are available. The minimum number may be deter 
mined based at least in part on the data encoding scheme used 
to encode data before storage. For example, if an erasure 
coding with stretch factor of 6/9 is used, then once 4 volume 
components are lost, the Volume can no longer be recon 
structed with the remaining 5 Volumes. In such an embodi 
ment, data storage node registrar store, which maintains 
information including a mapping between Volume compo 
nents and available storage nodes that host them as described 
above in connection with FIG. 2, may be queried to determine 
which Volume has failed. Subsequently, a request may be sent 
to the available storage nodes that host Volume components of 
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the failed volume to provide the list of data object identifiers 
for data components stored in the Volume components. Such 
a list from any of the storage nodes requested would be 
sufficient to recover the full list of data object identifiers on 
the failed volume. 

0180. In an embodiment, process 900 includes receiving 
910 a request to retrieve data where the request specifies a 
data object identifier such as the one provided above in step 
906. In such an embodiment, process 900 includes decoding 
912 the data object identifier to extract various information 
such as that described above that enables further processing 
of the request. For example, in an embodiment, decoding 912 
the data object identifier includes applying a Base64 decod 
ing scheme to a Base64-encoded data object identifier. In an 
embodiment, decoding 912 further includes obtaining enve 
lope information Such as that described in connection with 
FIG.8. For example, such envelope information may include 
a CRC of at least a part of the encrypted data object identifier, 
an identifier of the cryptographic key that is used to encrypt 
the data object identifier, a version number, and the like. 
Based on the cryptographic key identifier, a decryption key 
may be obtained and used to decrypt the encrypted portion of 
the data object identifier. In an embodiment, information such 
as described in connection with FIG. 8, such as storage loca 
tion information, policy information, metadata validation 
information, payload validation information and the like is 
extracted from the decrypted data object identifier. 
0181. As illustrated in FIG. 9, the process 900 includes 
validating 914 the integrity of metadata using the metadata 
validation information from the decoded data object identifier 
Such as described above. Such metadata validation may 
include error-detection codes such as CRCs of the data object 
identifier itself or various components of it, as described 
above. 

0182. In an embodiment, process 900 includes validating 
916 the requested access using at least the policy information, 
such as described in connection with FIG. 8, that is extracted 
from the data object identifier. For example, validating 916 
the requested access may include Verifying that the request 
ing customer has the right to retrieve data objects associated 
with a logical data container, the identifier of which is 
included as part of the policy information. 
0183. In an embodiment, process 900 includes 918 retriev 
ing data using at least the storage location information that is 
extracted from the data object identifier, such as described in 
connection with FIG.8. For example, such storage location 
information may include a tiered reference to a hierarchical 
data structure such as a Volume identifier used to identify a 
volume that data is stored in and an object identifier used to 
identify the data object inside the volume, as described in 
connection with FIG. 8. In an embodiment, data is stored as 
one or more redundantly encoded data components each of 
which may be retrieved using the storage location informa 
tion. For example, a Volume identifier may be used to locate a 
storage node on which a Volume (or Volume component) is 
located, such as described in connection with FIG. 2. Further, 
an object identifier may be used (for example, by a storage 
node) to locate a data component stored in that Volume (or 
Volume component) based, for example, on a mapping 
between the object identifier and a <page number, page off 
set pair, where page number refers to a page within the 
Volume (or Volume component) that stores the data compo 
nent and page offset indicates the location of the data com 
ponent within the page. 
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0184. In an embodiment, process 900 includes validating 
920 data integrity using at least payload validation informa 
tion that is extracted from the data object identifier, such as 
described in connection with FIG.8. In an embodiment, data 
integrity validation 920 is performed before data is retrieved 
from a storage location. For example, the data object identi 
fier may be compared with the data object identifier stored 
with the data component, where applicable, to verify that they 
are the same. As another example, data size and creation time 
may be used, for example, by a storage node, to validate that 
the data pointed to by the storage location information is as 
intended. In another embodiment, data integrity validation 
920 is performed after data is retrieved. For example, digest 
information included in the data object identifier may be used, 
for example, by a storage node manager, to validate that the 
data decoded from multiple redundantly-encoded data com 
ponents is the same as the original data. In general, data 
integrity may be validated using information encoded in the 
data object identifier by various entities that handle bulk data 
transfers. 
0185. In an embodiment, process 900 includes providing 
922 data retrieved above. As described in connection with 
FIG. 2, in an embodiment, retrieved data is stored in a staging 
store to enable customer download. 
0186 FIG. 10 illustrates a process 1000 for deleting data, 
in accordance with at least one embodiment. Some or all of 
the steps of process 1000 may be performed by components 
described above in connection with FIG. 2. In an embodi 
ment, steps 1002-1012 may be performed in a similar fashion 
as described above in connection with steps 910-920 of pro 
cess 900, except for data deletion, not retrieval. 
0187. In an embodiment, process 1000 includes receiving 
1002 a request to delete data where the request specifies a data 
object identifier such as the one provided in step 906 of 
process 900. In such embodiment, process 1000 includes 
decoding 1004 the data object identifier to extract various 
information and validating 1006 the integrity of metadata 
similar to the decoding 912 and metadata validation 914 
discussed in connection with FIG. 9. As illustrated, the pro 
cess 1000 includes validating 1008 the requested deletion 
using at least policy information from the decoded data object 
identifier. For example, policy information may be used to 
check against an access control list to determine if the 
requesting customer had the right to delete the data object. In 
Some embodiments, access control for deletion may be more 
stringent than for data retrieval. 
0188 In an embodiment, process 1000 includes locating 
1010 data using at least storage location information from the 
decoded data object identifier in a manner similar to that 
described in connection with data retrieval in process 900 of 
FIG. 9. For example, volume components storing the encoded 
data components for the data to be deleted may be located 
based at least in part on a volume identifier encoded in the 
storage location information. 
(0189 After the data to be deleted is located, process 1000, 
as illustrated in FIG. 10, includes validating 1012 the integrity 
of the data to be deleted. For example, in Some cases, data 
object identifier for each encoded data component is stored on 
the Volume component that stores the encoded data compo 
nent (e.g., as part of an index). During deletion, the stored data 
object identifier (encoded or unencoded) may be compared 
with the data object identifier associated with the deletion 
request to ensure that the correct data will be deleted. In some 
embodiments, metadata validation information may be used 
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validate the integrity of the stored data object identifier. In 
Some embodiments, payload validation information from the 
stored data object identifier Such as data size, creation date 
and/or digest may be used to further validate the data located 
is indeed the data to be deleted. In an embodiment, process 
1000 includes deleting 1014 the data located above if the data 
is determined to be the intended target of deletion. Deletion of 
the data may be performed in any suitable manner. Such as by 
marking the data as deleted in an appropriate data storage 
location, reallocating storage space used to store the data, 
writing over the data with information that may be random 
and/or by otherwise making the data inaccessible, possibly 
permanently inaccessible. 
0.190 FIG. 11 illustrates aspects of an example environ 
ment 1100 for implementing aspects in accordance with vari 
ous embodiments. As will be appreciated, although a Web 
based environment is used for purposes of explanation, 
different environments may be used, as appropriate, to imple 
ment various embodiments. The environment includes an 
electronic client device 1102, which can include any appro 
priate device operable to send and receive requests, messages 
or information over an appropriate network 1104 and convey 
information back to a user of the device. Examples of such 
client devices include personal computers, cellphones, hand 
held messaging devices, laptop computers, set-top boxes, 
personal data assistants, electronic book readers and the like. 
The network can include any appropriate network, including 
an intranet, the Internet, a cellular network, a local area net 
work or any other such network or combination thereof. Com 
ponents used for Such a system can depend at least in part 
upon the type of network and/or environment selected. Pro 
tocols and components for communicating via Such a net 
work are well known and will not be discussed herein in 
detail. Communication over the network can be enabled by 
wired or wireless connections and combinations thereof. In 
this example, the network includes the Internet, as the envi 
ronment includes a Web server 1106 for receiving requests 
and serving content in response thereto, although for other 
networks an alternative device serving a similar purpose 
could be used as would be apparent to one of ordinary skill in 
the art. 

(0191 The illustrative environment includes at least one 
application server 1108 and a data store 1110. It should be 
understood that there can be several application servers, lay 
ers, or other elements, processes or components, which may 
be chained or otherwise configured, which can interact to 
perform tasks such as obtaining data from an appropriate data 
store. As used herein the term “data store' refers to any device 
or combination of devices capable of storing, accessing and 
retrieving data, which may include any combination and 
number of data servers, databases, data storage devices and 
data storage media, in any standard, distributed, or clustered 
environment. The application server can include any appro 
priate hardware and Software for integrating with the data 
store as needed to execute aspects of one or more applications 
for the client device, handling a majority of the data access 
and business logic for an application. The application server 
provides access control services in cooperation with the data 
store, and is able to generate content Such as text, graphics, 
audio and/or video to be transferred to the user, which may be 
served to the user by the Web server in the form of HTML, 
XML or another appropriate structured language in this 
example. The handling of all requests and responses, as well 
as the delivery of content between the electronic client device 
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1102 and the application server 1108, can be handled by the 
Web server. It should be understood that the Web and appli 
cation servers are not required and are merely example com 
ponents, as structured code discussed herein can be executed 
on any appropriate device or host machine as discussed else 
where herein. 

0.192 The data store 1110 can include several separate 
data tables, databases or other data storage mechanisms and 
media for storing data relating to a particular aspect. For 
example, the data store illustrated includes mechanisms for 
storing production data 1112 and user information 1116, 
which can be used to serve content for the production side. 
The data store also is shown to include a mechanism for 
storing log data 1114, which can be used for reporting, analy 
sis or other such purposes. It should be understood that there 
can be many other aspects that may need to be stored in the 
data store, such as for page image information and to access 
right information, which can be stored in any of the above 
listed mechanisms as appropriate or in additional mecha 
nisms in the data store 1110. The data store 1110 is operable, 
through logic associated therewith, to receive instructions 
from the application server 1108 and obtain, update or other 
wise process data in response thereto. In one example, a user 
might Submit a search request for a certain type of item. In this 
case, the data store might access the user information to Verify 
the identity of the user, and can access the catalog detail 
information to obtain information about items of that type. 
The information then can be returned to the user, Such as in a 
results listing on a Web page that the user is able to view via 
a browser on the electronic client device 1102. Information 
for a particular item of interest can be viewed in a dedicated 
page or window of the browser. 
0193 Each server typically will include an operating sys 
tem that provides executable program instructions for the 
general administration and operation of that server, and typi 
cally will include a computer-readable storage medium (e.g., 
a hard disk, random access memory, read only memory, etc.) 
storing instructions that, when executed by a processor of the 
server, allow the server to perform its intended functions. 
Suitable implementations for the operating system and gen 
eral functionality of the servers are known or commercially 
available, and are readily implemented by persons having 
ordinary skill in the art, particularly in light of the disclosure 
herein. 

0194 The environment in one embodiment is a distributed 
computing environment utilizing several computer systems 
and components that are interconnected via communication 
links, using one or more computer networks or direct connec 
tions. However, it will be appreciated by those of ordinary 
skill in the art that such a system could operate equally well in 
a system having fewer or a greater number of components 
than are illustrated in FIG. 11. Thus, the depiction of the 
example environment 1100 in FIG. 11 should be taken as 
being illustrative in nature, and not limiting to the scope of the 
disclosure. 

0.195 The various embodiments further can be imple 
mented in a wide variety of operating environments, which in 
Some cases can include one or more user computers, comput 
ing devices or processing devices which can be used to oper 
ate any of a number of applications. User or client devices can 
include any of a number of general purpose personal comput 
ers, such as desktop or laptop computers running a standard 
operating system, as well as cellular, wireless and handheld 
devices running mobile software and capable of Supporting a 
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number of networking and messaging protocols. Such a sys 
tem also can include a number of workstations running any of 
a variety of commercially-available operating systems and 
other known applications for purposes such as development 
and database management. These devices also can include 
other electronic devices, such as dummy terminals, thin-cli 
ents, gaming systems, and other devices capable of commu 
nicating via a network. 
0196. Most embodiments utilize at least one network that 
would be familiar to those skilled in the art for supporting 
communications using any of a variety of commercially 
available protocols, such as TCP/IP. OSI, FTP, UPnP, NFS, 
CIFS, and AppleTalk. The network can be, for example, a 
local area network, a wide-area network, a virtual private 
network, the Internet, an intranet, an extranet, a public 
switched telephone network, an infrared network, a wireless 
network, and any combination thereof. 
(0197). In embodiments utilizing a Web server, the Web 
server can run any of a variety of server or mid-tier applica 
tions, including HTTP servers, FTP servers, CGI servers, data 
servers, Java servers, and business application servers. The 
server(s) also may be capable of executing programs or 
Scripts in response requests from user devices, such as by 
executing one or more Web applications that may be imple 
mented as one or more scripts or programs written in any 
programming language. Such as Java R., C, C#, or C++, or any 
Scripting language, such as Perl, Python or TCL, as well as 
combinations thereof. The server(s) may also include data 
base servers, including without limitation those commer 
cially available from Oracle(R), Microsoft(R), Sybase(R) and 
IBMCR). 

0198 The environment can include a variety of data stores 
and other memory and storage media as discussed above. 
These can reside in a variety of locations, such as on a storage 
medium local to (and/or resident in) one or more of the 
computers or remote from any or all of the computers across 
the network. In a particular set of embodiments, the informa 
tion may reside in a storage-area network ("SAN) familiar to 
those skilled in the art. Similarly, any necessary files for 
performing the functions attributed to the computers, servers 
or other network devices may be stored locally and/or 
remotely, as appropriate. Where a system includes comput 
erized devices, each Such device can include hardware ele 
ments that may be electrically coupled via abus, the elements 
including, for example, at least one central processing unit 
(CPU), at least one input device (e.g., a mouse, keyboard, 
controller, touch screen or keypad), and at least one output 
device (e.g., a display device, printer or speaker). Such a 
system may also include one or more storage devices, such as 
disk drives, optical storage devices, and solid-state storage 
devices such as random access memory (“RAM) or read 
only memory (“ROM), as well as removable media devices, 
memory cards, flash cards, etc. 
0199 Such devices also can include a computer-readable 
storage media reader, a communications device (e.g., a 
modem, a network card (wireless or wired), an infrared com 
munication device, etc.) and working memory as described 
above. The computer-readable storage media reader can be 
connected with, or configured to receive, a computer-read 
able storage medium, representing remote, local, fixed and/or 
removable storage devices as well as storage media for tem 
porarily and/or more permanently containing, storing, trans 
mitting and retrieving computer-readable information. The 
system and various devices also typically will include a num 
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ber of Software applications, modules, services or other ele 
ments located within at least one working memory device, 
including an operating system and application programs, 
such as a client application or Web browser. It should be 
appreciated that alternate embodiments may have numerous 
variations from that described above. For example, custom 
ized hardware might also be used and/or particular elements 
might be implemented in hardware, Software (including por 
table software, such as applets) or both. Further, connection to 
other computing devices Such as network input/output 
devices may be employed. 
0200 Storage media and computer readable media for 
containing code, or portions of code, can include any appro 
priate media known or used in the art, including storage media 
and communication media, Such as but not limited to Volatile 
and non-volatile, removable and non-removable media 
implemented in any method or technology for storage and/or 
transmission of information Such as computer readable 
instructions, data structures, program modules or other data, 
including RAM, ROM, EEPROM, flash memory or other 
memory technology, CD-ROM, digital versatile disk (DVD) 
or other optical storage, magnetic cassettes, magnetic tape, 
magnetic disk storage or other magnetic storage devices or 
any other medium which can be used to store the desired 
information and which can be accessed by the a system 
device. Based on the disclosure and teachings provided 
herein, a person of ordinary skill in the art will appreciate 
other ways and/or methods to implement the various embodi 
mentS. 

0201 The specification and drawings are, accordingly, to 
be regarded in an illustrative rather than a restrictive sense. It 
will, however, be evident that various modifications and 
changes may be made thereunto without departing from the 
broader spirit and scope of the invention as set forth in the 
claims. 

0202 Other variations are within the spirit of the present 
disclosure. Thus, while the disclosed techniques are suscep 
tible to various modifications and alternative constructions, 
certain illustrated embodiments thereof are shown in the 
drawings and have been described above in detail. It should be 
understood, however, that there is no intention to limit the 
invention to the specific form or forms disclosed, but on the 
contrary, the intention is to coverall modifications, alternative 
constructions and equivalents falling within the spirit and 
Scope of the invention, as defined in the appended claims. 
0203 The use of the terms “a” and “an and “the and 
similar referents in the context of describing the disclosed 
embodiments (especially in the context of the following 
claims) are to be construed to cover both the singular and the 
plural, unless otherwise indicated herein or clearly contra 
dicted by context. The terms “comprising,” “having.” 
“including, and “containing are to be construed as open 
ended terms (i.e., meaning “including, but not limited to.) 
unless otherwise noted. The term “connected' is to be con 
Strued as partly or wholly contained within, attached to, or 
joined together, even if there is something intervening. Reci 
tation of ranges of values herein are merely intended to serve 
as a shorthand method of referring individually to each sepa 
rate value falling within the range, unless otherwise indicated 
herein, and each separate value is incorporated into the speci 
fication as if it were individually recited herein. All methods 
described herein can be performed in any suitable order 
unless otherwise indicated herein or otherwise clearly con 
tradicted by context. The use of any and all examples, or 
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exemplary language (e.g., “Such as”) provided herein, is 
intended merely to better illuminate embodiments of the 
invention and does not pose a limitation on the scope of the 
invention unless otherwise claimed. No language in the speci 
fication should be construed as indicating any non-claimed 
element as essential to the practice of the invention. 
0204 Preferred embodiments of this disclosure are 
described herein, including the best mode knownto the inven 
tors for carrying out the invention. Variations of those pre 
ferred embodiments may become apparent to those of ordi 
nary skill in the art upon reading the foregoing description. 
The inventors expect skilled artisans to employ such varia 
tions as appropriate, and the inventors intend for the invention 
to be practiced otherwise than as specifically described 
herein. Accordingly, this invention includes all modifications 
and equivalents of the Subject matter recited in the claims 
appended hereto as permitted by applicable law. Moreover, 
any combination of the above-described elements in all pos 
sible variations thereof is encompassed by the invention 
unless otherwise indicated herein or otherwise clearly con 
tradicted by context. 
0205 All references, including publications, patent appli 
cations and patents, cited herein are hereby incorporated by 
reference to the same extent as if each reference were indi 
vidually and specifically indicated to be incorporated by ref 
erence and were set forth in its entirety herein. 
What is claimed is: 
1. A computer-implemented method, comprising: 
under the control of one or more computer systems that 

execute instructions, 
receiving a request to retrieve a persistently stored data 

object, the request including a data object identifier, 
the data object identifier encoding at least storage 
location information and validation information 
related to the data object; 

retrieving the data object using at least the storage loca 
tion information to form a retrieved data object; and 

performing validation using at least the validation infor 
mation. 

2. The computer-implemented method of claim 1, the stor 
age location information encodes at least a Volume identifier 
and an object identifier, the Volume identifier indicating a 
volume at which the data object is stored and the object 
identifier usable for identifying a location within the volume 
at which the data object is stored. 

3. The computer-implemented method of claim 1, wherein: 
the validation information includes at least policy informa 

tion; and 
performing validation includes determining, based at least 

in part on at least the policy information, whether access 
to the data object is permitted. 

4. The computer-implemented method of claim 1, wherein: 
the validation information includes at least payload vali 

dation information; and 
performing the validation includes validating integrity of 

the retrieved data object using at least the payload vali 
dation information. 

5. The computer-implemented method of claim 4, wherein 
the payload validation information includes at least a crypto 
graphic hash of at least a portion of the data object. 

6. The computer-implemented method of claim 1, wherein: 
the validation information includes at least metadata vali 

dation information; and 
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performing validation includes verifying integrity of the 
data object identifier using at least the metadata valida 
tion information. 

7. The computer-implemented method of claim 6, wherein 
the metadata validation information includes at least an error 
detection code. 

8. The computer-implemented method of claim 1, wherein 
retrieving the data object includes: 

decrypting, using a cryptographic key, at least a portion of 
the data object identifier to form a decoded data object 
identifier; and 

extracting at least the storage location information from the 
decoded data object identifier. 

9. A system, comprising: 
one or more processors; and 
memory including instructions executable by the one or 
more processors to cause a computer system to at least: 
provide one or more application programming inter 

faces for performing a plurality of data operations; 
receive, through the one or more application program 
ming interfaces, a request to retrieve a data object, the 
request including a data object identifier, the data 
object identifier encapsulating at least storage loca 
tion information and validation information related to 
the data object; 

de-encapsulate the data object identifier to obtain the 
storage location information and the validation infor 
mation; 

validate the request based at least in part on the valida 
tion information; 

retrieve the data object based at least in part on the 
storage location information; and 

Verify integrity of the data object using at least the vali 
dation information. 

10. The system of claim 9, wherein the storage location 
information encapsulated in the data object identifier enables 
the system to retrieve the data object without accessing a data 
structure that maps the data object to a storage location. 

11. The system of claim 9, wherein the plurality of data 
operations include data storage, data retrieval, data deletion, 
and metadata query. 

12. The system of claim 9, wherein the instructions that 
cause the computer system to de-encapsulate the data object 
identifier includes instructions that cause the computer sys 
tem to decrypt at least a portion of the data object identifier 
using a cryptographic key. 

13. The system of claim 9, wherein the instructions execut 
able by the one or more processors further cause the computer 
system to: 

receive, through the application programming interface, 
one or more requests to store the data object, each of the 
one or more requests specifying at least a portion of the 
data object; 

store the data object; and 
provide, through the application programming interface, 

the data object identifier. 
14. The system of claim 13, wherein at least some of the 

validation information is based at least in part on the one or 
more requests to store the data objects. 

15. The system of claim 13, wherein the data object iden 
tifier is associated with the portions of the data object collec 
tively specified by the one or more requests. 
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16. A non-transitory computer-readable storage medium 
having stored thereon executable instructions that, as a result 
of being executed by one or more processors of a computer 
system of a computing resource service provider, cause the 
computer system to at least: 

receive a request to retrieve a persistently stored data 
object, the request including a data object identifier, the 
data object identifier encoding at least storage location 
information and validation information related to the 
data object; 

validate the request using at least the validation informa 
tion; 

retrieve a plurality of data components using at least the 
storage location information, the plurality of data com 
ponents being generated by causing application of one 
or more encoding schemes to the data object; 

restore the data object at least by causing application of one 
or more decoding schemes corresponding to the one or 
more encoding schemes to the plurality of data compo 
nents; and 

verify integrity of the data object using at least the valida 
tion information. 

17. The non-transitory computer-readable storage medium 
of claim 16, wherein the data object identifier encodes user 
provided information. 

18. The non-transitory computer-readable storage medium 
of claim 16, wherein the data object identifier is generated in 
response to a request to store the data object. 

19. The non-transitory computer-readable storage medium 
of claim 16, wherein the executable instructions that cause the 
computer system to restore the data object further cause the 
computer system to combine one or more data parts resulting 
from the application of the one or more decoding schemes 
corresponding to the one or more encoding schemes to the 
plurality of data components. 

20. The non-transitory computer-readable storage medium 
of claim 16, wherein the executable instructions that cause the 
computer system to restore the data object further include 
executable instructions that cause the computer system to 
combine one or more data parts that are retrievable based at 
least in part on the data object identifier. 

21. The non-transitory computer-readable storage medium 
of claim 16, wherein the validation information includes pay 
load validation information for verifying integrity of the data 
object, data authorization information for verifying data 
access rights associated with the data object, and metadata 
validation information for Verifying integrity of information 
included in the data object identifier. 

22. The non-transitory computer-readable storage medium 
of claim 16, wherein the executable instructions include 
executable instructions that further cause the computer sys 
ten to: 

receive a request to delete the data object, the request 
specifying the data object identifier; 

validate the request using at least the validation informa 
tion; 

locate the data object using at least the storage location 
information; and 

delete the data object. 
k k k k k 


