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EXPOSING NETWORK PRINTERS TO WI-FI CLIENTS

BACKGROUND

[0001] The proliferation of mobile Wi-Fi devices such as smart phones and

tablet computers is altering the way many people and corporations conduct

business. Because printing remains a fundamental tool that contributes to

increased productivity in various business environments, the proliferation of such

mobile Wi-Fi devices is also influencing the way corporate enterprises provide

network printing solutions to employees.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The present embodiments will now be described, by way of

example, with reference to the accompanying drawings, in which:

[0003] FIG. 1 shows an example environment suitable for exposing

enterprise network printers to Wi-Fi client devices as disclosed herein, according

to an embodiment;

[0004] FIG. 2 shows a more detailed block diagram representation of a Wi-

Fi client device, an agent device, and an enterprise server, according to an

embodiment;

[0005] FIG. 3 shows a functional block diagram of a Wi-Fi client, an agent

device, an enterprise server, and printers, in a printer discovery and printing

transaction, according to an embodiment;



[0006] FIGs. 4 and 5 , show flowcharts of example methods related to

exposing enterprise network printers to Wi-Fi client devices, according to

embodiments.

DETAILED DESCRIPTION

Overview

[0007] As generally noted above, the proliferation of mobile Wi-Fi devices

such as smart phones and tablet computers is influencing the way corporate

enterprises provide network printing solutions to employees. Millions of mobile

Wi-Fi devices have Wi-Fi printing capabilities embedded in their operating

systems. For example, Apple devices such as the iPhone and iPad can print via

Wi-Fi directly to any compatible printer through the AirPrint component of Apple's

iOS mobile operating system. AirPrint is a printing capability embedded in Apple

iOS devices that enables printing from an iOS device to a limited set of AirPrint-

compatible, Wi-Fi printers when those printers are on the same Wi-Fi network as

the iOS device. There are AirPrint-enabled printers available from various printer

manufacturers, such as Hewlett Packard, Canon, Epson, Lexmark, and Brother.

In addition, there are utilities that can be installed on iOS Wi-Fi client devices that

will transform most other printers into AirPrint-enabled printers. The AirPrint

functionality is made available to iOS application developers to enable printing

from within numerous applications. Thus, the AirPrint component of iOS enables

wireless printing from Wi-Fi client devices to Wi-Fi capable printers using various

applications such as email applications, word processing applications, web

browsing applications, photo editing applications, and so on.



[0008] However, while Wi-Fi print-capable client devices such as the

iPhone and iPad provide wireless printing to many appropriately enabled printers,

they are nonetheless limited in their ability to access many other printers. As

noted above, for example, such Wi-Fi printing clients can only print to Wi-Fi

capable printers when the Wi-Fi clients and Wi-Fi printers are on the same Wi-Fi

network. In addition, the Wi-Fi capable printers need to be properly enabled to

interact with the Wi-Fi client. For example, iOS Wi-Fi client devices can only print

to AirPrint-enabled printers. Accordingly, the print capability in such Wi-Fi client

devices cannot be directly leveraged with regard to various other groups of

printers, such as non-Wi-Fi printers and printers not specifically enabled for the

Wi-Fi client.

[0009] Another group of printers that is not readily accessible to Wi-Fi

printing clients is private-cloud based printers, such as printers on private

enterprise networks. Wi-Fi printing clients cannot readily access existing private-

cloud printing solutions that manage and provide access to fleets of printers on

private/corporate enterprise networks (e.g., Hewlett Packard's ePrint Enterprise

solution). This is because most printers in such corporate settings are part of a

managed fleet of networked printers that do not have Wi-Fi capability and that are

not configured to respond to direct print requests from such Wi-Fi clients.

[0010] Thus, while there is a large and expanding base of mobile Wi-Fi

print-capable client devices (e.g., iPhones, iPads), and many corporate

environments that have private enterprise networks with large, managed fleets of

networked printers, the twain have yet to meet. That is, the Wi-Fi print

capabilities of this large installed base of mobile Wi-Fi clients are currently not



leverageable to provide direct access to the many networked printers on

private/corporate enterprise networks that employees want to print to on a daily

basis as they work at corporate sites. Therefore, employees at corporate work

sites wanting to print directly to nearby/local printers from Wi-Fi print-capable

client devices, cannot do so in the same way that they normally would, for

example, when printing to a properly enabled printer on a home Wi-Fi network.

Instead, current enterprise network printing solutions involve the use of other,

indirect means to achieve printing, such as emailing documents to a registered

email address of a corporate printer, uploading documents to a web site,

establishing VPN connections with the enterprise network, enabling printers

through vendor-specific software, and so on.

[001 1] Embodiments of the present disclosure leverage both the managed

print capabilities of private enterprise network print solutions and the Wi-Fi print

capabilities of mobile Wi-Fi clients to achieve a seamless printing experience in a

private/corporate enterprise network environment that is comparable to the

wireless printing experience from a Wi-Fi client on a home Wi-Fi network. An

agent device (e.g., a network appliance, PC, workstation) implements a bridge

between protocols of Wi-Fi client devices and private enterprise networks that

enables the Wi-Fi clients to discover and print to printers on private enterprise

networks as if they were Wi-Fi printers on a common Wi-Fi network. A local

agent (i.e., an agent within wireless range) responds to a Wi-Fi client mDNS

(Multicast Domain Name Service) discovery request (i.e., printer discovery

request) by querying an enterprise network server for network printers that

correspond with an agent ID (identification) of the local agent through which the



discovery request is received. Enterprise network servers have directories or

databases that include all network devices (e.g., printers, agents), along with their

locations, GPS coordinates, IP addresses, and so on. Network administrators

can regulate network servers to segment the network printers geographically

using device GPS coordinates to ensure that the response to the discovery

request includes printers that are within a distance/proximity of the local agent

device. Network administrators can also manually segment the printers. The

agent receives the printer segment, or list of printers, that corresponds with the

agent ID from the network server, and then virtually exposes (i.e., sends

wirelessly) the segment of printers in a list to the Wi-Fi client. The list of

enterprise network printers appears to the Wi-Fi client as if the printers are

physically available as Wi-Fi printers on a common Wi-Fi network. The exposed

printer list includes additional information such as a unique printer ID and the IP

address of the agent. The Wi-Fi printing client uses the IP address of the agent

to send the print job via IPP (Internet Printing Protocol), embedding the unique

printer ID. The agent redirects or forwards the IPP request, the print job, and the

printer ID to the private enterprise network server, which fulfills the print request

on the identified network printer.

[0012] The disclosed print solution makes the existing installed base of

millions of Wi-Fi client devices (e.g., iOS devices) immediately applicable for use

with printers on private enterprise networks, and it is vendor agnostic since it

exploits the standard mDNS and IPP protocols in use by such Wi-Fi client

devices. Existing printer fleets on such networks are immediately leveraged

because the printers require no additional capabilities (e.g., like Wi-Fi or AirPrint



capabilities) to make them accessible to the Wi-Fi clients. IT departments can

also readily manage the printer fleets from a central location to update printer

directories and perform other tasks without the need to physically access the

printers. It is noted that while the disclosed print solution is described in terms of

private enterprise networks (private cloud printing services), the solution is

similarly applicable to other types of network scenarios including public networks,

for example, to enable Wi-Fi clients to print in public locations.

[0013] In an example embodiment, a processor-readable medium stores

code representing instructions that when executed by a processor cause the

processor to receive a printer discovery request from a Wi-Fi client. The

discovery request is received wirelessly by an agent device, and is forwarded on

to an enterprise network server along with an agent identification. The

instructions further cause the processor to receive from the network server, a list

of printers that are associated with the agent identification. The association can

be a manually defined association or a geographically defined association based

on the proximity of the printers to the agent. The list of printers is then exposed

to the Wi-Fi client.

[0014] In another example embodiment, an enterprise network comprises

an enterprise server coupled to a plurality of printers. An agent device is also

coupled to the server. A directory on the server associates the agent device with

a segment of the printers through an agent identification. A discovery module

executable on the agent device is to expose the segment of printers to a Wi-Fi

client in response to a wireless printer discovery request from the Wi-Fi client.



[0015] In another example embodiment, a processor-readable medium

stores code representing instructions that when executed by a processor cause

the processor to receive a print request from a Wi-Fi client, determine a printer on

an enterprise network that is nearby the Wi-Fi client, expose the nearby printer to

the Wi-Fi client, and print a print job from the Wi-Fi client to the printer.

Illustrative Embodiments

[0016] FIG. 1 shows an example environment 100 suitable for exposing

enterprise network printers to Wi-Fi client devices as disclosed herein, according

to an embodiment of the disclosure. The environment 100 includes wireless (Wi-

Fi) client device(s) 102 and Wi-Fi capable agent device(s) 104 coupled through a

wireless connection 106. Agent device 104 is on a network hosted by enterprise

server 108. Agent device 104 and server 108 may, in general, host various

functions and/or services that are made available to Wi-Fi client device 102

through wireless connection 106 when the Wi-Fi client 102 comes within wireless

range of agent device 104. One such service is a printing service that enables

Wi-Fi client device 102 to discover and print to network printers 110 (e.g., printers

1-n) based on an association of such printers 110 to a given agent device 104.

[0017] Wi-Fi client device 102 is intended to represent any of a variety of

typically mobile computing devices capable of wireless communication between

Wi-Fi capable devices. Wi-Fi client devices 102 can include mobile computing

devices such as, for example, cell phones, smart phones, personal digital

assistants (PDAs), tablet PCs, and other handheld PCs or portable computers.

However, Wi-Fi client devices 102 may also include other types of computing



devices that are not generally considered to be mobile devices, such as, for

example, laptops, desktop PCs, and workstations.

[0018] FIG. 2 shows a more detailed block diagram representation of a Wi-

Fi client device 102, an agent device 104, and an enterprise server 108,

according to an embodiment of the disclosure. As shown in FIG. 2 , a Wi-Fi client

102 generally includes a processor (CPU) 200 and a memory 202. Memory 202

typically includes both volatile (i.e., RAM) and nonvolatile (e.g., ROM, hard disk,

floppy disk, CD-ROM, etc.) memory components. The memory components of

memory 202 comprise processor-readable media that provide storage of

computer/processor-readable coded instructions, data structures, program

modules and other data for Wi-Fi client 102. Wi-Fi client 102 also typically

includes various input/output devices 204 such as a keyboard, touch pad, mouse,

speaker, and display device such as a monitor or touch screen, and so on.

[0019] Wi-Fi client 102 may implement various application programs 206,

such as a media player 208, a text editor 210, a web browser 212, other

applications, and/or other instructions stored in memory 202 that are executable

on processor 200 to enable transactions with a Wi-Fi capable agent device 104

over a wireless connection 106. Such transactions generally include the transfer,

manipulation, and/or other preparation of data in electronic form by and between

Wi-Fi client device 102 and a Wi-Fi capable agent 104 for purposes related to

various functions and or services such as discovering and printing to network

printers (e.g., printers 1-n) as discussed below in greater detail with regard to

FIG. 3 .



[0020] Referring now to both FIGs. 1 and 2 , agent device 104 is a Wi-Fi

capable device coupled to an enterprise server 108 as part of an enterprise

network. Agent device 104 may be implemented as a network appliance, a

desktop PC, a work station, or any other suitable computing device capable of

wireless communication with Wi-Fi client 102. Agent device 104 generally

includes a processor (CPU) 214, and a memory 2 16 . Memory 216 typically

includes both volatile (i.e., RAM) and nonvolatile (e.g., ROM, hard disk, floppy

disk, CD-ROM, etc.) memory components. The memory components of memory

216 comprise processor-readable media that provide storage of

computer/processor-readable coded instructions, data structures, program

modules and other data for agent device 104. Agent device 104 also typically

includes various input/output devices 218 such as a keyboard, touch pad, mouse,

speaker, and display device such as a monitor or touch screen, and so on.

[0021] In one implementation, memory 2 16 includes a bridge module 112

that functions as a bridge between Wi-Fi client 102 and enterprise server 108

protocols, and to facilitate printing from Wi-Fi clients 102 to printers 110 via

server 108. In general, bridge module 112 comprises instructions executable on

processor 214 of agent device 104 to receive and respond to a printer discovery

request from Wi-Fi client 102, and to forward print jobs from Wi-Fi client 102 to

server 108 for printing on a network printer 110. More specifically, bridge module

112 comprises a discovery module 220 and a print module 222 that execute on

agent 104 to handle different aspects of the printing transaction between a Wi-Fi

client 102 and enterprise server 108.



[0022] Discovery module 220 executes on agent 104 to receive mDNS

(Multicast Domain Name Server) printer discovery requests broadcast by Wi-Fi

clients 102, and to forward the mDNS discovery requests along with an agent

identification (ID) 224 to enterprise server 108. In general, an mDNS discovery

request is a standard query traditionally used on small networks to locate devices

on the same subnet where there is no managed DNS server. In a typical

scenario, devices on the subnet that satisfy the query will respond to the query by

broadcasting identification and IP address information. In the described

examples, however, discovery module 220 executing on agent 104 receives and

forwards the Wi-Fi client's printer discovery request, along with an agent ID 224,

to server 108. The server 108 determines through a printer directory 114 which

printer 110 (or segment of printers 110) is associated with the agent 104, through

the agent ID 224. The association can be based on a manually defined

association that has been stored on the server 108, or a geographically defined

association stored and/or automatically generated on server 108. A manually

defined association might include, for example, an association that includes a

printer located in a particular corporate office location that an administrator wants

to include in a certain printer segment. A geographically defined association can

include printers in segments based on the proximity of the agent 104 to the

printers according to the GPS coordinates of the agent and the printers.

Typically, printers included in a response to a discovery request will be those

printers that are physically closest to the agent 104 that receives the discovery

request. However, the geographically defined associations can be readily



updated in a server 108, for example, by adjusting the range of proximity desired

between an agent 104 and the printers.

[0023] The server 108 forwards the printer segment, or list of printers 110,

back to the agent 104, along with information such as unique printer IDs, printer

locations, printer capabilities and status, agent IP address, and so on. The

discovery module 220 exposes the printers to the Wi-Fi client 102 over wireless

connection 106. For example, for an agent 104 defined by agent ID #2, as

shown in FIG. 2 , printer segment 2 which includes printers 5 , 6 , and 7 , would be

forwarded to the agent 104 and exposed to Wi-Fi client 102. A user of Wi-Fi

client 102 can then review the exposed printer list and select which printer to use

for printing a job. Wi-Fi client 102 then sends the print job to the agent using the

agent IP address, via a standard IPP (Internet Printing Protocol) request,

embedding the unique printer ID. In general, IPP is a standard protocol for

submitting print jobs to a printer, checking a printer's capabilities and status,

checking the status of a print job, and so on. The print module 222 on agent 104

receives the print job and printer ID address in the IPP request, and forwards

them on to server 108, which implements the print job on the appropriate printer

110.

[0024] Referring again generally to FIGs. 1 and 2 , enterprise server 108 is

intended to represent any of a variety of enterprise network servers capable of

manipulating data and other content and delivering it to, and communicating with,

devices such as printers 110 and agents 104 over a network such as a

private/corporate or public enterprise network. In different examples, server 108

can be implemented as any of a variety of conventional computing devices



configurable to communicate with printers 110 and agents 104, including, for

example, a workstation, a desktop PC, a tablet PC, combinations thereof, and so

on. Server 108 generally includes a processor (CPU) 228, a memory 230 (e.g.,

volatile and non-volatile memory components). Memory 230 comprises

processor/computer-readable media that provide for the storage of

processor/computer-executable instructions in the form of various firmware,

software, applications, modules, and so on. Memory 230 also stores various

types of data and data structures, such as printer directory 114 that includes a

listing of all printers 110 with relevant information such as geographic locations,

IP addresses, capabilities, status, and so on. Printer directory 114 also includes

associations that indicate which printer(s) 110 or segments/groups of printers 110

are associated with which agents 104, through agent IDs 224. As noted above,

such associations can be manually and/or geographically defined associations.

Server 104 may implement various application programs and/or other instructions

stored in memory 230 that are executable on processor 228 to enable

transactions with and between printers 110 and agents 104 to facilitate the

exposure of printers 110 to Wi-Fi clients 102 and the printing of Wi-Fi client 102

print jobs on printers 110 as described herein.

[0025] As noted above, discovery module 220 on an agent 104 forwards a

Wi-Fi client printer discovery request and the agent ID 224 to server 108, which

uses printer directory 114 to determine which printer 110 (or segment of printers

110) is associated with the agent ID 224 (e.g., based on the proximity of the

agent 104 with the printers). As shown in the example printer directory 114,

agent devices 104 are associated through the agent IDs 224 with different



segments of printers 110 on the enterprise network. Different segments of

printers 110 can have any number of printers, typically on the order of between 1

and 5 printers.

[0026] FIG. 3 shows a functional block diagram of a Wi-Fi client 102, an

agent device 104, an enterprise server 108, and printers 110, in a printer

discovery and printing transaction, according to an embodiment of the disclosure.

When a Wi-Fi client 102 is within wireless range of an agent 104, the client 102

broadcasts a printer discovery request 300 (e.g., and mDNS discovery request)

which is received by the agent 104. The agent 104 forwards the printer discovery

request 300 along with an agent ID 224 to the server 108. The server 108

responds to the request 300 by sending the agent 104 a printer list 302

containing one or more printers 110 that are associated with the agent 104

through the agent ID 224. As noted above, such associations can be manually

and/or geographically defined associations (e.g., via GPS proximity). For

example, the agent ID 224 may be associated through the server's printer

directory 114 with printer segment 1, which includes printers 1, 2 , 3 , and 4 , as

shown in FIG. 2 . The printer list 302 includes relevant printer information such as

printer locations, identifications, capabilities, operating status, agent IP address,

and so on. The agent 104 responds to the printer discovery request 300 by

exposing the printer list 302 to the Wi-Fi client 102 through a wireless

transmission to the client 102. A user of the Wi-Fi client 102 can then select an

appropriate printer from the list 302 on which to print a print job. The Wi-Fi client

102 transmits a print request 304 back to the agent 104 (e.g., an IPP print

request). The print request 304 includes the print job and the agent IP address,



and an embedded printer ID identifying the printer on which the print job will be

printed. The agent 104 forwards the print request 304 to server 108, which

causes the appropriate printer 110 to print the print job. In some implementations,

the server 108 communicates a print confirmation 306 (e.g., via IPP) back to the

agent 104, which is forwarded to the Wi-Fi client 102.

[0027] FIGs. 4 and 5 , show flowcharts of example methods 400 and 500,

related to exposing enterprise network printers to Wi-Fi client devices, according

to embodiments of the disclosure. Methods 400 and 500 are associated with the

embodiments discussed above with regard to FIGs. 1-3, and details of the steps

shown in methods 400 and 500, can be found in the related discussion of such

embodiments. The steps of methods 400 and 500, may be embodied as

programming instructions stored on a computer/processor-readable medium,

such as memory 216 of FIG. 2 . In one example, the implementation of the steps

of methods 400 and 500, is achieved by the reading and execution of such

programming instructions by a processor, such as processor 214 of FIG. 2 .

Methods 400 and 500, may include more than one implementation, and different

implementations of methods 400 and 500, may not employ every step presented

in the respective flowcharts. Therefore, while steps of methods 400 and 500, are

presented in a particular order within their respective flowcharts, the order of their

presentation is not intended to be a limitation as to the order in which the steps

may actually be implemented, or as to whether all of the steps may be

implemented. For example, one implementation of method 400 might be

achieved through the performance of a number of initial steps, without performing



one or more subsequent steps, while another implementation of method 400

might be achieved through the performance of all of the steps.

[0028] Method 400 of FIG. 4 , begins at block 402, with receiving a printer

discovery request from a Wi-Fi client. In one example, the printer discovery

request comprises a mDNS (multicast domain name service) printer discovery

request. In another example, the printer discovery request is received wirelessly

from the client. At block 404, the method 400 continues with forwarding the

printer discovery request and an agent identification to an enterprise network

server. In one example, the enterprise network server comprises a private

enterprise network server and in another example the enterprise network server

comprises a public enterprise network server.

[0029] Continuing at block 406 of method 400, a list of printers associated

with the agent identification is received from the enterprise network server. In

one example, the list of printers comprises a list of printers that includes non-Wi-

Fi printers. In another example, the list of printers represents a segment of

printers available on the enterprise network. In another example, the list of

printers is associated with the agent identification based on the physical proximity

of the printers to the agent. At block 408, the method 400 continues with

exposing the list of printers to the Wi-Fi client. In one example, exposing the list

of printers comprises wirelessly transmitting the list of printers to the Wi-Fi client.

[0030] Continuing at block 410 of method 400, a print request that includes

a print job and a printer identification is received from the Wi-Fi client. The printer

identification is associated with a printer on the list of printers. In one example,

receiving a print request comprises receiving an IPP (Internet Printing Protocol)



print request. At block 412, method 400 continues with forwarding the print

request to the private enterprise server. The method 400 continues with

receiving a print confirmation from the enterprise network server confirming the

print job has been printed on the appropriate printer associated with the printer

identification, or that the print job has been stored in a print queue associated

with the printer identification, to be printed at a later time, as shown at block 414.

The method 400 concludes with forwarding the print confirmation to the Wi-Fi

client, as shown at block 4 16 .

[0031] Method 500 of FIG. 5 , begins at block 502, with receiving a print

request from a Wi-Fi client. The print request is received, for example by an

agent device capable of wireless communication with the Wi-Fi client. At block

504 of method 500, a printer on an enterprise network that is nearby the Wi-Fi

client is determined. The nearby printer is determined, in one example, based on

an identification of the agent that received the print request. At block 506 of

method 500, the nearby printer is exposed to the Wi-Fi client, and at block 508, a

print job from the Wi-Fi client is printed on the printer.



CLAIMS

What is claimed is:

1. A processor-readable medium storing code representing

instructions that when executed by a processor cause the processor to:

receive a printer discovery request from a Wi-Fi client;

forward the printer discovery request and an agent identification to an

enterprise network server;

receive from the enterprise network server, a list of printers associated

with the agent identification; and

expose the list of printers to the Wi-Fi client.

2 . The processor-readable medium of claim 1, wherein the instructions

further cause the processor to:

receive from the Wi-Fi client, a print request that includes a print job and a

printer identification, wherein the printer identification is associated with a printer

on the list of printers; and

forward the print request to the private enterprise server.

3 . The processor-readable medium of claim 2 , wherein the instructions

further cause the processor to:

receive a print confirmation from the enterprise network server confirming

the print job has been printed, or has been stored in a print queue for later

printing, on a printer associated with the printer identification; and



forward the print confirmation to the Wi-Fi client.

4 . The processor-readable medium of claim 1, wherein receiving a

printer discovery request from a Wi-Fi client comprises receiving a mDNS

(multicast domain name service) printer discovery request.

5 . The processor-readable medium of claim 1, wherein receiving a list

of printers comprises receiving a list of printers that includes non-Wi-Fi printers.

6 . The processor-readable medium of claim 2 , wherein receiving a

print request comprises receiving an IPP (Internet Printing Protocol) print request.

7 . The processor-readable medium of claim 1, wherein the list of

printers is associated with the agent identification based on an association

selected from the group consisting of a manually defined association and a

geographically defined association.

8 . The processor-readable medium of claim 1, wherein the list of

printers represents a segment of printers available on the enterprise network.

9 . The processor-readable medium of claim 1, wherein:

receiving a printer discovery request comprises receiving the printer

discovery request wirelessly from the Wi-Fi client; and



exposing the list of printers comprises wirelessly transmitting the list of

printers to the Wi-Fi client.

10. The processor-readable medium of claim 1, wherein the enterprise

network server is selected from the group consisting of a private enterprise

network server and a public enterprise network server.

11. An enterprise network comprising:

an enterprise server coupled to a plurality of printers;

an agent device coupled to the server;

a directory on the server to associate the agent device with a segment of

the printers through an agent identification; and

a discovery module executable on the agent device to expose the

segment of printers to a Wi-Fi client in response to a wireless printer discovery

request from the Wi-Fi client.

12. An enterprise network as in claim 11, further comprising:

a print module executable on the agent device to receive a print request

from the Wi-Fi client and forward the print request to the server, the print request

including a print job and a printer identification identifying a printer from the

segment of printers.



13. An enterprise network as in claim 11, wherein the directory

comprises associations between agent identifications and printer segments that

are based on physical proximity of printers to agent devices.

14. An enterprise network as in claim 12, wherein the printer is a non-

Wi-Fi printer.

15. A processor-readable medium storing code representing

instructions that when executed by a processor cause the processor to:

receive a print request from a Wi-Fi client;

determine a printer on an enterprise network that is nearby the Wi-Fi

client;

expose the nearby printer to the Wi-Fi client; and

print a print job from the Wi-Fi client to the printer.
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