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ENCAPSULATED ELECTRONIC WARFARE ARCHITECTURE

g
CLAIM OF PRIORITY

{00011 This application claims the benefit of priority to United States
Application Serial Muomber 14/958,104, filed December 3, 2015, which is
incorporated herein by reference in its entivety.

10

TECHNICAL FIELD

{0062] Embodiments pertain to an electronic warfare (EW) systen.
Some emmbodiments relate to providing a self-contained EW system.

15 BACKGROUND
{0003] Electronic Warfare (EW) systems process massive amounts of
data in short periods of time and play an increasingly important role in modern
warfare. It is not uncommon for an awrborme EW system to process well over a
million pulses in a single second continuously throughout a mission.

20 {0004] Fiven the complex nature of data clustering and aggregation over

a large mumber of vartables within an EW environment, it would be desirable to
alter the memory structures in the EW systems to efficiently organize data,
information, and intelligence regarding the electronic environment. This
orgamization may enable advanced EW capabilities such as autonomous

25  clectronic attack (EA) technique sclection, inference of EA effectiveness,
sharing with neighboring systems for cooperative attack, and storage for post-

mission analysis.

BRIEF DESCRIPTION OF THE DRAWINGS
30 [O005] FIG. 1 is a functional block diagram illustrating a system in
accordance with some embodiments;
{00061 FIG. 2 illustrates a block diagram of a communication device in

accordance with some embodiments;
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{0067] FIG. 3 illustrates an adaptive radar model of an EW system in
accordance with some embodiments; and
{00081 FIG. 4 illustrates a flowchart of using an encapsulated EW

architecture in accordance with some ernbodiments.

DETAILED BESCRIPTION
{0069] The following description and the drawings sufficiently illustrate
specific embodiments to enable those skilled in the art to practice them. Other
embodiments may incorporate structural, logical, clectrical, process, and other
changes. Portions and features of some embodiments may be inchuded in, or
substituted for, those of other embodiments. Embodiments set forth in the
claims encompass all available equivalents of those claims.
{0010] FIG. 1 is a functional block diagram illustrating a system in
accordance with some embodiments. FIG. 1 is a functional block diagram
illustrating one embodiment of a network 100 in which communication devices
110a, 110b, 110c comumunicate with other communication devices and/or one or
more servers 140 wirelessly and/or through a wired connection. The
communication devices 110a, 110b, 110c¢ may communicate with cach other
directly or through one or more networks 130, The cornmunication devices
1104, 110b, 110¢c may commmumnicate locally, for example, via one or more micro,
pico or nano base stations (B3s) or access points (APs) or directly using any of a
number of different techniques, such as WiFi (or using IEEE 802.11 standards),
Bluetooth or Zigbee, among others. Alternatively, the communication devices
1190 may also communicate through the network 130 via Third Generation
Partnership Project Long Term Evolution (3GPP LTE) networks and LTE
advanced (L.TE-A) networks, 4 generation (4G) networks or 3% generation (5G)
networks. Exampies of communication devices 110a, 110b, 110c include, but
are not limited to, mobile devices such as portable handsets, smartphones, tablet
computers, laptop computers, and wearable devices. In some embodiments, one
or more of the communication devices 110a, 110b may be embedded within one
or more vehicles, such as vehicle 120, for example airplanes used in modern
warfare and may be an EW system. As shown in FIG. 2, an EW communication

device may also comprise sensors and user /O components as well as multiple
2
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processors {among others) in the vehicle 120. The server 140 may provide audio
and/or video content or support for applications running on the wireless device
110a, 110b, 110c or may be part of a centralized EW system, containing data
and models for the vehicle 120 to use.

§006111 The network 130 may have all of the features, hardware, and
systems of networks, however, only a few elements in the network 130 are
shown for exemplary purposes. The network may contain a base station (which
may be e.g., an enhanced NodeB or eNB) 132, a gateway 134 (serving and/or
home gateway}, 8 Home Subscriber Server (HSS) 136, and a Mobility
Management Entity (MME) 138, among others. The base station 132 may
provide the initial point of connection to the network 130 by each wireless
device 110a, 110b, 110c. The HSS 136 may be a database of user {subscriber)
information, i.e., customer profiles and provide authentication for use of the
network 130 by a particular wireless device 110a, 110b, 110c. The user
information may include account information, account status, user preferences,
features subscribed to by the user, user's current location, and allowable APNs.
The HS5 136 may provide the user profile to a Mobility Management Entity
{MME} 138, which controls netwaork access of the communication devices 11{a,
110b, 110c through the gateway 134. The network 130 may also contain various
servers that provide content or other information related to user accounts.

§003321 FIG. 2 illustrates a block diagram of a communication device in
accordance with some embodiments. In some embodunents, the communication
device 200 may be the communication device shown in FIG. 1, and may be a
computer configured to perform any one or more of the techniques during
transaction events discussed herein. In alternative embodiments, the
communication device 200 may operate as a standalone device or may be
connected {e.g., networked) to other computers. In a networked deployment, the
communication device 200 may operate in the capacity of a sevver, a client, or
both i server-client network environments. In an example, the communication
device 200 may act as a peer machine in peer-to-peer (P2P) (or other distributed)
network environment. The communication device 200 may be a specialized
computer, a personal computer (PO, a tablet PC, a personal digital assistant

{(PDA), a mobile telephone, a smart phone, a web appliance, a network router,
3
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switch or bridge, or any machine capable of executing instructions {scquential or
otherwise) that specity actions to be taken by that machine.
{00131 Examples, as described herein, may include, or may operate on,
logic or a number of components, modules, or mechanisms. Modules and
5 components are tangible entities {e.g., hardware) capable of performing specified

operations and may be configured or arranged in a certain manner. In an
example, civcuits may be arranged {e.g., internally or with respect to external
entities such as other civcuits) in a specified manner as a module. In an example,
the whole or part of one or more computer systems {e.g., a standalone, client or

10 server computer system) or one or more hardware processors may be configured
by firmware or software {e.g., instructions, an application portion, or an
application) as a module that operates to perform specified operations. In an
example, the software may reside on a machine readable medium. Inan
example, the software, when executed by the underlying hardware of the

15  module, causes the hardware to perform the specified operations.
{00141 Accordingly, the term “module” (and “component”) is understood
to encomnpass a tangible entity, be that an entity that is physically construcied,
specifically configured {e.g., hardwired), or temporarily {e.g., transitorily)
configured (c.g.. programmed) to operate in a specified manner ot to perform

20 part or all of any operation described herein. Considering exaroples in which
modules are temporarily configured, each of the modules need not be
instantiated at any one moment in time. For example, where the modules
comprise a general-purpose hardware processor configured using software, the
general-purpose hardware processor may be configured as respective different

25  modules at different times. Software may accordingly configure a hardware
processor, for example, to constitute a particular module at one instance of time
and to constitute a different modulie at a different instance of tme.
{0015] The communication device 200 may include a hardware
processor 202 (e.g., a central processing unit (CPUY, a GPU, a hardware

30 processor core, or any combination thereof), a main memory 204 and a static
memory 206, some or all of which may communicate with each other via an
interlink (e.g., bus) 208, Although not shown, the main memory 204 may

contain any or all of removable storage and non-removable storage, volatile
4
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memory or non-volatile memory. The communication device 200 may further
include a display unit 210, an alphanumeric input device 212 {(e.g., a keyboard),
and a user interface (UD) navigation device 214 (e.g., a mouse). In an exarple,
the display anit 210, input device 212 and Ul navigation device 214 may be a
5  touch screen display. The communication device 200 may additionally include a

storage device {¢.g., drive unity 216, a signal generation device 218 {e.g., a
speaker), a network interface device 220, and one or more sensors 221, such as a
global positioning system (GPS) sensor, compass, accelerometer, or other
sensor. The communication device 200 may include an output controller 228,

10 such as a serial (e.g., universal serial bus (USB), parallel, or other wired or
wireless (e.g., infrared (IR), near field communication (NF(C), etc.) connection to
commuinicate or control one or more peripheral devices (e.g., a printer, card
reader, ctc.).
{001s] The storage device 216 may include a machine readable medium

15 222 on which is stored one or more sets of data structures or instructions 224
(e.g., software) embodying or utilized by any one or more of the techniques or
functions described herein. The instructions 224 may also reside, completely or
at least partially, within the main memory 204, within static memory 206, or
within the hardware processor 202 during execution thereof by the

20 commumnication device 200. In an example, one or any combination of the
hardware processor 202, the main memory 204, the static memory 206, or the
storage device 216 may constitute machine readahle media.
{03171 While the machine readable medium 222 is illustrated as a single
medium, the term "machine readable mediom” may include a single mediom or

25  multiple media (e.g.. a centralized or distributed database, and/or associated
caches and servers) configured to store the one or more instructions 224.
{0018] The term “machine readable medium” may include any medium
that is capable of storing, encoding, or carrying instroctions for execution by the
communication device 200 and that cause the cornmunication device 200 to

30 perform any one or more of the wchniques of the present disclosure, or that s
capable of storing, encoding or carrying data structures used by or associated
with such instructions. Non-limiting machine readable medium examples may

include solid-state memories, and optical and magnetic media. Specific
3
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examples of machine readable media may include: non-volatile memory, such as
semiconductor memory devices {e.g., Electrically Programmable Read-Only
Memory (HPROM), Electrically Erasable Programimable Read-Only Memory
(EEPROM)) and flash memory devices; magnetic disks, such as internal hard

5 disks and removable disks; magneto-optical disks; Random Access Memory
(RAM); and CD-ROM and DVD-ROM disks. In some examples, machine
readable media may include non-transitory machine readable media. Insome
examples, machine readable media may inchide machine readable media that is
not a transitory propagating signal.

10 [0619] The instructions 224 may further be transmitted or received over
a communications network 226 using a transmission medium via the network
interface device 220 utilizing any one of a mumber of transfer protocols {e.g.,
frame relay, internet protocol (IP), transmission control protocol (TCP), user
datagram protocol (UDP), hypertext transfer protocol (HTTP), etc.). Example

15 commumnication nctworks may include a local area network (LAN), a wide arca
network (WAN), a packet data network (e.g., the Internet), mobile telephone
neeworks {(e.g., cellular networks), Plain Old Telephone (POTS) networks, and
wireless data networks (e.g., Institute of Electrical and Electronics Engineers

(IEEE) 80211 family of standards known as Wi-Fi®, IEEE 802.16 family of

20 standards known as WiMax®), IEEE 802.15 4 family of standards, a Long Term
Evolution (LTE) family of standards, a Unitversal Mobile Telecommunications
System (UMTS) family of standards, peer-to-peer (F2P) networks, among
others. In an example, the network interface device 220 may include one or
more physical jacks {e.g., Ethernet, coaxial, or phone jacks) or one or more

25 antennas to connect to the communications network 226. Note that the above
are merely exermplary types of coromunication standards and connections and
the list provided is intended o be exemplary, using any terrestrial or satellite-
based communication technigues and systems, for example.

{6024 As above, the communication device may be embedded within a

30  wvehicle used in EW, such as military land, sea or aiv vehicles configured to
gather intelligence data and perform other missions. During missions, the
communication device be used offensively or defensively. For example, the data

gathered by the EW systern may be used for instantanecus assessment of target
6



WO 2017/105584 PCT/US2016/055152

systems to determine whether to take offensive or defensive action agamst one
or more of the target systems. Defensive measures taken may include, for
cxaraple, jamming an enemy electronic system to decrease the quality of
measurements performed by the system and decrease the chances of detection or
5 targeting by the systemn. Offensive measures may include more stringent

methods of avoiding (e.g., by route alteration of the vehicle} or eliminating the
offending systems.
[0021] To effect opportunistic use of the EW systern, a vast amount of
data from cnemy systems may be obtained and processed in situ during a

10 smussion. The EW systern may obtain signals that originate from known or
unknown sources, evaloate the signals based on EW information stoved in its
memory and determine a desired course of action o cither take appropriate
measures automatically or indicate to the user one or more actions to take (and
perhaps information about the enemy systems) and wait for the user to respond

15 with the appropriate course of action.
{00221 The EW system may undertake several ditferent categories of
operations in electronic support (ES) and EA techniques. These operations may
include, among others, signal detection, signal identification, and signal tracking
during ES and technique development, technique selection, parameter tracking

20 and effectivencss during EA. Due to the huge amount of data being processed
during a mission, it may be undesirable to offlcad processing and decision-
making processes to achieve the desired real-time operation. This may be, in
particular, an issue in situations in which an unknown emitter {radar or source of
ilhermnination) actively targets or illominates the vehicle containing the EW

25  system. The decision of whether a particular emitter is targeting the vehicle may
thus depend on the vehicle detecting sthumination {e.g., pulses) received from the
enttter at the vehicle. The unknown emitter may be a newly-installed emitter
for which, for example, no additional countermeasures are o be taken, e.g., due
to the lack of information or duplicative information able to be provided about

30 the vehicle in which the EW system is disposed. Alternatively, the unknown
cmitter may be, for example, an advanced radar or {racking system in which

additional electronic counterreasures (ECM) may be incorporated that increase
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the capability of the emitter with respect o the vehicle containing the EW
systeni.
{00231 The information with which the EW systern rmay have to work
may he merely radio frequency signal {e.g., pulse) data and perhaps geographic
5  data. Thas, the RF signals alone may be processed by the EW system to identify

the source and determine the nature of the RF signals, whether threatening or
non-threatening, and determine the appropriate action to take. However, the EW
system may receive a tremendous amount of raw ohservables - mitlions of
pulses/second - and act upon ther in short order. More specifically, the EW

10 system may digitize the pulses, separate and filter the pulses into individual
sources using stored sets of parameters, match the sources o known emitiers,
assess ambiguitics between the known signals and unknown signals, determine
location and probable type and capabilities of each source, and determine and
take appropriate countermeasures for cach sowrce. It may thus be impracticable

15 and potentially catasirophic to offioad any EW functionality offsite (i.c., off the
vehicle) to assess an unknown emitter, manage data from the emitter or
determine a course of action. Typically, offline assessment and updates to
cxisting EW models containing mission data files and indicating active emitter
in a particular geographic region may take weeks or months as human analysis

20 wmay beused. As traditional EW systems use static Mission Data Files (MDF)
that may map the electromaguetic environment to known threats and have
predetermined EA responses, out-of-library threats such as the new cmitter may
render the traditional EW approach unusable as there is no known EA response.
Observable processing, that may track active emitters, may be hinked to the MDF

25  and may employ strategy, EA intent, and over-the-air observables to determine
the effectivencss of EA response against in-library and out-of-library threats.
Although the term determine or determined is used herein, in some
embodiments, quantitative aspects of the system herein such as the effectiveness
or values may be estimated from known or estimated probability finctions.

30 Thas, in such cases, the term known and the term estimated may be used
interchangably.
{0024] Thus, the EW system shown in FIG. 1 may perform assessment

and management of the data and operations on such emitters through the use of
&
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an encapsulated architecture called an Adaptive Radar Model {ARM). The
ARM may leverage the principles of object oriented design o provide a
structured aggregation of data (both obscrvable and file-based) and a series of
methods from which derived information can be calculated, stored, and shaved
5  among the various clements of the EW systemn. The ARM may categorize

known and unknown emitters, manage information of the emitters, estimate the
effectiveness of an EA and determine which EA technique to use. After the
mission, or at a point in time in which the vehicle contaiming the EW system is
able to safely communicate, the derived information may be shared with EW

10 systems in other nearby vehicles or with a central coordinating server, such as
server 140 shown in FIG. 1.
{0025] The ARM may store as Pulse Descriptor Words (PDWs) emitter
parameters that have been observed, as well as the amount of time the emitter
has illuminated the EW system. In addition, the ARM may incorporate

15 information about the performance capabilitics of the emitier {either through pre-
mission planning, infercnce within a mission, or both) to enable calculation of
eritter detection ranges, potential degradadon from janming, etc. As emitters
become observable, each emitter, whether knowsn or unknown, may be
categorized and managed by being assigned a separate ARM 1o maintain the

20 aggregated information about it. By encapsulating all information about each
such emitter, multiple cognitive functions can be brought to the engagement,
including emitter state estimation, robust EA technique choice, EA effectiveness
inference, cwrent threat level, and/or automatic or manual route adjustment for
the present or future missions. The ARM may aggregate data from different

25  sources {¢.g., current mission data as well as tabled data) info separate structures
for each emitter, which may facilitate sharing for on-mission distributed learning
and off-line analysis. Advanced EW functions may be provided as separate
modules that may be added or deleted independent of this data mechanism. This
may result in highly sharable, adaptive mission data files for multiple threat

30 systems.
{0026] FIG. 3 illustrates an adaptive radar model of an EW system in
accordance with some embodiments, The EW systern may confain an ARM 302
for cach emitter seen by the EW systern, with the ARMs running in paratlel.

9
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The adaptive radar model 302 may be a data management architecture that
resides in an electronic component of the vehicle and that aggregates
information. Thus, for cxample, if the vehicle encounters multiple emitters, the
multiple adaptive radar models may operate in parallel. The adaptive radar

5  model 302 may be stored in the memory and processed by the processor shown
in FIG. 2, for example.
{0027] The adaptive radar model 302 may evaluate and respond to the
emitter. In particular, the adaptive radar model 302 may determine and
aggregate information including properties 304 of the emitier, services 306

10 provided by the EW systerns that are related to the emitter, EA techniques 308
for use of different techmques on the emitter and current states 310 of the
cmittear.

[0028] in particular, the properties 304 may include both properties
inferred 304a from the pulises (e.g., frequency, rate used) as well as those

15 instantiated from other intelligence methods (e.g., pre-mission intelligence data)
304b. This latter input into the adaptive radar model 302 may he obtained prior
to commencement of the mission or reception of the pulses from the emitier.
The properties may be stored in a file in a memory of the EW system accessible
using a properties object of the adaptive radar model 302.

20 [0029] The adaptive radar model 302 may also access the various
methods or services 306 provided by the emitter. The adaptive radar model 302
may obtain the expected signal-to-noise ratio (SNR} 306z, jammer-1o-noise ratio
(JINR) 306b or other characteristics 306¢ for the emitter given a particular
countermeasure taken by the EW system.

25 [0636] The adaptive radar model 302 may also access various
bookkeeping or EA techniques 308 information of the EW systern for
countermeasures against the emitter. This may include the effectiveness of
countermeasures the vehicle or others may have employed against the emitter
and the corresponding results. This may permit the EW system to determine that

30 a particular techuique has been effective in the past as a countermeasure. The
bookkeeping 308 information may indicate various metrics of effectiveness of
the different countermeasures against different tvpes of emitters. The

bookkeeping 308 information may also be stored in a file in 2 memory of the
10
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EW system accessible using a bookkeeping obiect of the adaptive radar model
302.

{00311 The adaptive radar model 302 may also determine or estimate the
current states 310 of the emitter as a function of time. The current states 310 of

5  the emitter may include whether the emitter is currently active 310a {e.g., after
jamming), what the observable history of the emitter 310b is, and whether the
states 310c {e.g., search, track, ID) of the emitter have been determined by the
adaptive radar model 302. The current states 310 may also be stored in a file in
a memory of the EW system accessible using a current states object of the

10 adaptive radar model 302. The observable history of the emitter 310b may
include, for example, PDW, EDW, JDW, and received illumination power. The
current states 310 information may provide both the current level of activity and
the historic level of activity of the emitter.

[0032] Various objects of the adaptive radar model 302 may be

15 combined to result in a decision regarding what countermeasure to take currently
about the emitter. This is to say that known and inferred data of the emitter may
be aggregated o better characterize the threat level of the emitter and choose one
or more available EA techniques. For example, the observable history 310b may
be used to estimate the class 326 of the unknown emitter. The classes of the

20 emitter may include, for example, early warning radar, fire control radar, and
missile secker. Part of determining the emitter class includes inferring the
performance attributes of the emiiter.

{6033] Once the emitter class has been estimated, the emutter properties
may be inferred using the inferred emitter properties object 304a. In addition,

25  the estimated emitter class 326 may be combined with the observable history
310b of the emitter to determine the effectiveness 324 of various
countermeasures available to the EW system. The effectiveness 324 may
subsequently be added to the effectiveness metrics 308a.

{00341 The effectiveness metrics 308a of the various countermeasures

30 for the emitter may be combined with the SNR 3{6a and JNR 306b
determinations and any properties of the emitter that may have been
independently instantiated 304b to determine the appropriate technique(s)
{countermeasures) 320 to take for that emitter. This may include adjusting

i1
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navigation of the vehicle 322, e.g., rerouting the flight automatically or
indicating to a user that rerouting is desirable (perhaps with the rcason why),
hased on the determined effectiveness metrics 308a. Note that to reroute the
path of the vehicle, the adaptive radar model 302 may cavse the EW system to
5 interact with the navigation system of the vehicle.

{0035] in some embodiments, adaptive radar model 302 may determine
the most advantageous course of action based on only the emitter. This may
occur when the emitter is the sole emitter - no other sources of illumination are
local to the emitter. In some embodiments, the adaptive radar model 302 of the

10 EW system may not make the determination in isolation. This is to say that,
when multiple sources of illumination are present, the adaptive radar model 302
and EW system may take into account not only what countermeasures may be
most effective for a particular emitter, but also how these measures may affect
other existing sources of illumination. The adaptive radar model 302 of the EW

15 system may accordingly select a less optimal countermeasure {or no
countermeasure) for one or more of the sources of illumination to achieve an
optimal set of countermeasures for all of the sources of illumination. For
cxample, automated rerouting may adjust the vehicle route from an initial route
farther than may be warranted for a particular emitter to increase the

20 effectiveness for other emitters that might not have heen an issue for the initial
route but may have been for a revised route munimally impacting the initial
route. Stmilarly, while rerouting may be the most desirable countermeasure for
ong gmitter, the vehicle may use a less-effective jamming technique to minimize
vistbility to other nearby emutter rather than rerouting and increasing visibility to

25  that emitter.
{003s6] The data of the emitter obtained and analyrzed by the adaptive
radar model 302 and/or the resulting countermeasure determuination may be
shared in real time with other vehicles during a mission using a predeterniined
RF or optical link to enable cooperative countermeasures and joint operations to

30 be undertaken by the vehicles {and possibly other forces). Simularly, the
information of the EW system regarding the cmitter may be offloaded after a

mission through a dedicated communication port and/or link.

12
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{0037] FIG. 4 illustrates a flowchart of using an encapsulated EW
architecture in accordance with some embodiments. The process shown in FIG.
4 may be performed by the EW syster in the vehicle shown in FIG. 1, for
example. The rmethod shown in FIG. 4 may occur when the vehicle isona

5 mission, for example. At operation 402, the EW system may detect the presence
of one or more emitiers or enutiers.
{0038] In response to detecting the presence of an emitter, at operation
404 the EW system may determine whether the emitter is known or unknown.
Known emitters may have an associated MDF stored by the EW systenm.

10 [0639] If the EW system determines that the emitter is known, the EW
system at operation 406 may call an object of the adaptive radar model
corresponding to the emitter. The MDF of the emitter may thus be exiracted and
the appropriate countermeasures determined o take for that emitter.

§00401 i the EW system determines that the emitter is unknown, the EW

15 system at operation 408 may call multiple objects of the adaptive radar model to
determine various aspects of the unknown cmitter. The adaptive radar model
may determine whether the emtter is active as well as calling vp and saving the
observabie history, such as attributes of the cmitter, raw observables {pulses)
from the emitter, information about the interplay between the raw observables

20 and countermeasurcs (Jamming waveforms), that is, the manver in which the raw
observables change in time with countermeasures. The adaptive radar model
may he able to infer properties of the emitier.

[6041] The EW system may then call up MD¥Fs 410 for various emitters
t0 be used to determine further information. The observable history and other

25  emitter characteristics may be compared with the MDF of known emitters at
operation 412. The EW system may, for exarnple, determine the emitter class of
the emitter and determine effectiveness of various countermeasures by
calculating a detection range and potential degradation of the emitier from
different jamming techniques based on the combined information.

30 [0042] The combined information may then be aggregated nto a single
file. The aggregated information may be assigned and stored separately in an
ARM at operation 414. The stored ARM information may be shared among

platforms and eventually offloaded after the mission. The stored ARM
1

(23
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information may thus include the observed emitter parameters and amount of
time that the emitter has tlhuminated the vehicle, as well as performance
capabilitics of the emitier obtained through one or both pre-mission planning and
inference within a mission. The stored ARM information may be disseminated at

5 alater date, either during the mission or after termination of the mission for later
intelligence update. By encapsulating all of the information about an emitter
using a single ARM, multiple cognitive functions may be able to be brought,
including state estimation of the emitter, robust EA technique choice, inferences
about EA effectiveness, and current threat level of the emitter.

10 [0043] Atoperations 416, once the effectiveness of the various
countermeasures are determined uvsing the stored information, the EW system
may engage the vehicle to take the appropriate countermeasures, if available.
The determination may inchude, for example, whether or not jaroming measures
may be underpowered, so that countermeasures may be unproductive.

15 [0044] In some embodiments, the countermeasures may be taken
automatically. In some embodiments, the countermeasures may be initiated
through vser response. In some embodiments, some or all of the
countermeasures may be taken through a combination of automatic initiation by
the EW system and through user response. The EW system may, in some

20  embodiments, not make the determination of countermeasuores in isolation,
instead determining the countermneasures based on a combination of threats in
the vicinity of, or otherwise affecting, the vebicle. In such cases, the EW systemn
may prioritize the various emitters and respond to only certain of the emitters.
§003451] Although an embodiment has been described with reference to

25  specific example embodiments, it will be cvident that various modifications and
changes may be made to these embodiments without departing from the broader
spirit and scope of the present disclosure. Accordingly, the specification and
drawings are to be regarded in an tHhustrative vather than a restrictive sense. The
accompanying drawings that form a part hereof show, by way of illustration, and

30 not of bmitation, specific embodiments in which the subject matter may be
practiced. The embodiments illustrated are described in sufficient detail to
cnable those skilled in the art to practice the teachings disclosed herein. Other

embodiments may be utilized and derived therefrom, such that structural and
14
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logical substitutions and changes may be made without departing from the scope
of this disclosure. This Detailed Description, therefore, is not to be taken in a
limiting sense, and the scope of various embodiments is defined only by the
appended claims, along with the full range of equivalents to which such claims
are entitled.

{0046] Such embodiments of the inventive subject matter may be
referred to herein, individually and/or collectively, by the term “invention”
merely for convenience and without intending to voluntarily limit the scope of
this application to any single invention or inventive concept if more than one is
in fact disclosed. Thus, although specific embodiments have been illustrated and
described hevein, it should be appreciated that any arrangement calculated ©
achieve the same purpose may be substituted for the specific embodiments
shown. This disclosure is intended to cover any and all adaptations or variations
of various embodiments. Combinations of the above embodiments, and other
embodiments not specifically described herein, will be apparent to those of skill
in the art upon reviewing the above description.

{00471 In this document, the terms "a" or "an" are used, as is commeon in
patent documens, to include one or more than one, independent of any other
instances or usages of "at least one” or "one or mwore." In this document, the
term "or" 18 used to refer to a nonexclusive or, such that "A or B" includes "A
but not B." "B but not A" and "A and B,"” unless otherwise indicated. In this

]

document, the terms "inchuding” and "in which” are used as the plain-English

cquivalents of the respective terms "comprising” and "wherein.” Also, in the
following claims, the terms "including” and "comprising” are open-ended, that
is, a system, UE, article, composition, formulation, or process that inciudes
clements in addition to those listed after such a term in a claim are still deemed
to fall within the scope of that claim. Moreover, in the following claims, the
tevms first,” "second,” and "third,” etc. are used merely as labels, and are not
intended to impose numerical requircments on their objects.

[0048] The Abstract of the Disclosure is provided to comply with 37
C.F.R. §1.72(b). requiring an abstract that will allow the reader to quickly
ascertain the nature of the technical disclosure. It is submitted with the

understanding that it will not be used to mnterpret or Hmit the scope or meaning
i5
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of the claims. In addition, in the foregoing Detailed Description, it can be seen
that various features are grouped together in a single embodiment for the
purpose of streamlining the disclosure. This method of disclosure is not to be
interpreted as reflecting an intention that the claimed embodiments require more

5 features than are expressly recited in each claim. Rather, as the following claims
reflect, inventive subject matter lies in less than all features of a single disclosed
embodiment. Thus the following claims are hereby incorporated into the
Dietailed Description, with each claim standing on its own as a separate

embodiment.

16
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CLAIMS

What is claimed is:

1. A method of emplovying clectronic warfare (EW) data in an encapsulated
5 architecture of an EW system in a vehicle, the method comprising:
detecting an active emitier targeting the vehicle by at least in part
detecting illumination received from the emitter at the vehicle;
deciding whether or not the emitter is a known or unknown emitier;
in response to deciding that the active emitter is an unknown emitter,
10 obtaining an obscrvable history of the emitter while the emitter is targeting the
vehicle;
infoerring properties of the emitter from the observable history; and
aggregating information of the emiiter, including the properties and the
observable history of the emitter and response and effectiveness of
15 countermeasures to the emitter, and storing the aggregated information in an
adaptive radar model (ARM), each ARM associated with aggregated information
of a diffcrent cmitter and able to adjust information regarding countermeasures
to an associated emitter based on new information obtained regarding the
associated emitter.
20
2. The method of claim 1, further comprising:
determining one or more countermeasures for the vehicle o take based
on the aggregated information, the aggregated wnformation further including
current state of the emitter and current threat level of the emitter.
25
3. The method of claim 1, wherein:
the observable history of the emitter includes raw observables and the
manner in which the raw observables change with countermeasures as a function
of time.

30

17
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4. The method of claim 1, further comprising:
determining a radar class based on at least some of the aggregated
information, the response and effectiveness of countermeasures dependent on the

radar class.

5
3. The method of claim 1, further comprising:
taking appropriate countermeasures based on at least some of the
aggregated information.
10 6. The method of claim 5, wherein:
taking the appropriate countermeasures comprises automatically
rerouting the vehicke.
7. The method of claim 5, wherein:

15 taking the appropriatc countermeasures comprises taking imto account
other eritters targeting the vehicle, the appropriate countermeasures for the
emitter when the other emitters iltuminate the vebicle are less optimal than the
appropriate countermeasures for the emiticr when the other emitters do not
illaminate the vehicle.

20
a. The method of claim 1, wherein:

the emitter is an unknown emitter, and
the ARM is compiled during a mission such that the ARM for the
unknown emitter is available locally during the mission.

25

9. The method of claim 1, wherein:

the BEW system comprises pre-ission data specific to a plurality of
known emitters,

the ARM, after determining the emitter, includes information from the

30 pre-mission data files info the ARM.
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14, The method of claim 1, wherein:
inferring propertics of the emitter comprises determining performance
capabilities of the emitier through at Ieast one of pre-mission intelligence and
5  inference within a mission, the performance capabilities incliding emitter

detection range and potential degradation from jamming.

11 Ax electronic warfare (EW) device comprising:
a memory arranged o store an adaptive radar model (ARM) for cach of a
10 plurality of emitters, each ARM associated with aggregated information of a
different emitter and able o adjust information regarding countermeasures {0 an
associated emitter based on new information obtained regarding the associated
emiter;
/0 devices arranged to:
15 ietect an emitter targeting a vehicle during a mission,
communicate with a plurality of platforms to download ARM
information of the emitter after termination of a mission, and
a processor arranged to:
obtain an ohservable history of the emitter as a function of time
20 while the emitter is targeting the vehicle,
infer propertics of the emitter based on the observable history,
extract other emitter propertics from pre-mission intelligence
stored n the memory, and
aggregate the inferred and extracted emitter properties and the

25 observable history of the emitter into the ARM for the emitter.

12. The EW device of claim 11, wherein the processor is further arvanged to:
determine response and effectiveness of countermeasures o the emitter
based on the inferred and extracted emitter propertics, the inferred and extracted
30 emitter properties including emitter detection range and potental degradation
from jamming, and
aggregate the determined response and effectivencss of the

countermeasures to the emutter into the ARM.
i9
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13. The EW device of claim 11, wherein the processor is further arranged to:
determine or estimate a current state of the emitter, historical states of the
emitter and curvent threat level of the emitter, and
aggregate the current state of the emitter, historical states of the emitter

and current threat fevel of the emitter into the ARM.

14, The EW device of claim 11, wherein:
the observabie history of the emitter includes raw observabies and the
manner in which the raw observables change as a function of time with

countermeasures taken by the EW system.

15. The EW device of clatn 11, wherein the processor is further arranged to:

determine response and estimate effectiveness of countermeasures 10 the
emitter,

determine a particular set of countermeasures o take in response to being
ilheminated by the emitter, and

take the particular set of countermeasures based on the aggregated

wnformation.

i6. The EW device of claim 15, wherein the processor is further arranged to:
take into account other emitters iluminating the vehicle in determining a
particular set of countermeasures w take in response to being ithuninated by the
eritter, the particular set of countermeasures for the emitier when the other
cmitters illuminate the vehicle less optimal than countermeasures for the emitter

when the other emitters do not illununate the vehicle.

17. A non-transitory computer-readable storage medium that stores
instructions for execution by one or more processors of an electronic warfare
{EW) device in a vehicle, the one or more processors to configure the EW device
{o:
detect a plurality of emitters targeting the vehicle during a raission;
for each emitter:
20
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obtain an observable history of the emitter as a function of time
while the cmitter is targeting the vehicle, the observable history
comprising raw ohscrvables and a manner in which the raw observables
change as a function of time with countermeasures taken by the EW
5 system;
infer propertics of the emitter based on the observable history;
extract other emitter properties from pre-mission intelligence
stored i the memory, and
aggregate the inferred and extracted emitter properties and the
10 observable history of the emitter into an adaptive radar model (ARM) for
the emitter, cach ARM associated with aggregated information of a
different cmitter and able to adjust information regarding
countermeasures to an associated emitter based on new information
obtained regarding the associated emitier.
18 The medium of claim 17, wherein the one or more processors further
configure the EW device to:
determine response and estimate effectiveness of countermeasures to the
emitter based on the inferred and extracted emitter properties, the inferred and
20 extracted emitter properties including emitter detection range and potential
degradation from jamming, and
aggregate the determined response and effectiveness of the

countermeasures fo the emitter into the ARM.

25 19 The medium of claim 17, wherein the onc or more processors further
configure the EW device to:
determine a current state of the emitter, historical states of the emitter
and current threat level of the emitter, and
aggregate the currvent state of the emitter, historical states of the emitter

30  and current threat level of the emitter into the ARM.
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20. The medium of claim 17, wherein the one or more processors further
configure the EW device to:
determine response and effectiveness of countermeasures to the emitter,
determine a particular set of countermeasures to take in response to being
5  illuminated by the emitter, and
take the particular set of countermeasures based on the aggregated
information, the particular set of countermeasures for the emitter also taking into

account other emitters Huminating the vehicle.



WO 2017/105584

132+

m.m?34w

14

NETWORK

GATLWAY

"?30

136

BASE
04 o STATION
OA yeHTCLE
COMMUNICATION
DEVICE

!f";

COMNURICATIO
DEVICE

N

H35/AAA

PCT/US2016/055152

140

w1 SERVER

~10C

n COMMUNICATION
DEVICE




WO 2017/105584 PCT/US2016/055152

9/4
%//200
N\
208 ~210
202~ -
PROCESSOR ffjf N B VIBED
224 » DISPLAY
| INSTRUCTIONS
~212
204,
MAIN MEMORY N | ALPHANUNERTC
224 «&mmm_m_xffy INPUT DEVICE
\{INSTRUCTIONS
= 214
206~
PN AN NAVIGATION
STATIC MEMORY DEVICE
N ~216
220+ STORAGE DEVICE
222,
NE THORK q$mmmmmm///g WACHINE-READABLE
INTERFACE DEVICE LTl
224
\\ " INSTRUCTIONS

~218

SIGNAL GENERATION
DEVICE

[

~228

[

e

S 4 U.E' PU 1
221~ CONTROL

SENSORS «ﬂr—/

v FIG. 2



PCT/US2016/055152

WO 2017/105584

& VA

vm d0LYRILSS
1SSV dvlvy

ETT \gz¢

w@ﬂzmqmiwa:,smmm
\\m SSNIAT L0 T]
0 NOTSd
42 wm wwaﬁwaMW 3
0z¢
¥
el B Siml BN SHTHL I , TIINT Houd
m 1YL m TI8YASISE0 m g | bsswainmnl O m dNF 139 m aNs L4 mmmwﬂwwz¢wmzﬁ mmmmmmmzH
“apsc “qoic | “ogug “ogoe | “og0¢ | “-990¢ | “-pgog “gp00 | Mpppc
, SNTd3399008 GHITES m
mmmw«mm N30 o m S SIT143d0Nd
Colg “-90¢ “g0¢ “por

(W) TINGON
4YaYY IALLAVOY

“zog




WO 2017/105584 PCT/US2016/055152

4/4

DETECT EMITTER 402

APPROPRIATE RESPONSE

USE WOF 70 DETERINE Emuggg

ORTATN OBSERVABLE EWTTTER %m4{;8
INFORMATION
OBTAIN WOF 410
COWBTNE GBSERVABLE TNFORWATION |-, 1
AND MDF
ASSION ARM FOR CWITTER 414
ENGAGE COUNTERMEASURES k416

FiG 4



INTERNATIONAL SEARCH REPORT

International application No

PCT/US2016/055152

INV.
ADD.

A. CLASSIFICATION OF SUBJECT MATTER

G01S7/02 GO01S7/38

According to International Patent Classification (IPC) or to both national classification and IPG

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO1S

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal, INSPEC, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

US 20107027715 Al (GOUNALIS ANTHONY J 1-7,9-20
[US]) 4 February 2010 (2010-02-04)

figures 1,3
paragraphs [0043] [0055]

paragraphs [0058] - [0062]
paragraphs [0212] - [0217]
paragraphs [0235] - [0236]

US 7 843 375 Bl (RENNIE RICHARD W [US] ET 1-5,7,
AL) 30 November 2010 (2010-11-30) 11,14,
17-20
figures 1,2

column 2, lines 15-32

column 4, Tine 21 - column 5, line 47
claims 1,2,5

_/__

Further documents are listed in the continuation of Box C. See patent family annex.

* Special categories of cited documents :

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand

"A" document defining the general state of the art which is not considered the principle or theory underlying the invention
to be of particular relevance P P Y ying
"E" earlier application or patent but published on or after the international "X* document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L" document which may throw doubts on priority claim(s) orwhich is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
speoial reason (as specified) considered to involve an inventive step when the document is
"Q" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art
"P" document published prior to the international filing date but later than
the priority date claimed "&" document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report

10 May 2017 19/05/2017

Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswik

Tel. (+31-70) 340-2040, .
Fax: (+31-70) 340-3016 Unterberger, Michael

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2016/055152

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X

US 2008/168480 Al (TWOEY JERRY L [US] ET
AL) 10 July 2008 (2008-07-10)

figures la,3

paragraphs [0013], [0014], [0042] -
[0045]

US 5 122 801 A (HUGHES TIMOTHY J [GB])
16 June 1992 (1992-06-16)

figures 1,2

column 3, line 5 - column 4, line 16

US 5 287 110 A (TRAN MY [US])

15 February 1994 (1994-02-15)

figures 1-6

column 3, lines 2-45

column 7, line 42 - column 10, line 12
US 7 148 835 B1 (BRICKER JEFFREY K [US] ET
AL) 12 December 2006 (2006-12-12)
figures 1,2,4

column 5, 1ine 23 - column 7, Tline 25

1,3.4,8,
11,14

1-20

1-20

1-20

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2016/055152
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2010027715 Al 04-02-2010  NONE
US 7843375 Bl 30-11-2010  NONE
US 2008168480 Al 10-07-2008 US 2008168480 Al 10-07-2008
US 2008180309 Al 31-07-2008
US 2008218399 Al 11-09-2008
US 5122801 A 16-06-1992  GB 2235843 A 13-03-1991
us 5122801 A 16-06-1992
US 5287110 A 15-02-1994 CA 2145195 Al 26-05-1994
DE 69319612 D1 13-08-1998
DE 69319612 T2 14-01-1999
EP 0670045 Al 06-09-1995
IL 107632 A 14-11-1996
us 5287110 A 15-02-1994
WO 9411750 Al 26-05-1994
US 7148835 Bl 12-12-2006  NONE

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - claims
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - wo-search-report
	Page 30 - wo-search-report
	Page 31 - wo-search-report

