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(57) Abstract: Node, method and computer pro-
gram for control of hybrid peer-to-peer systems
is disclosed. The node comprises a processor
configured to: start a normal operation of the
node; check whether a special role is prescribed
for the node: if the special role is prescribed for
the node, start both a server operation offered to
the peer-to-peer system and a control operation
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of the peer-to-peer system; or else, receive con-
trol from a control operation of the peer- to-peer
system in the normal operation: if the control is
received according to a predetermined rule, con-
tinue to receive control from the control opera-
tion of the peer-to- peer system in the normal
operation; or else, perform a negotiation with
the peer-to-peer system, and if the special role is
assigned to the node on the basis of the negotia-
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tion, start both the server operation offered to

the peer-to-peer system and the control opera-
tion of' the peer- to-peer system.
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Control of hybrid peer-to-peer system

Field

The invention relates in general to control of hybrid peer-to-peer
systems, and especially to a node for a hybrid peer-to-peer system, a method
for controlling a hybrid peer-to-peer system, and a computer program for a

node.

Background

A pure peer-to-peer system consists of equal peer nodes that
simultaneously function as both clients and servers. In a hybrid peer-to-peer
system, a need for a special role is recognized: one or several nodes, but not
all nodes, have a special role, which serves the other nodes of the peer-to-
peer system. The control of the hybrid peer-to-peer system, especially
regarding the management of the special roles, needs further development.

Brief description

The present invention seeks to provide an improved node for a
hybrid peer-to-peer system, an improved method for controlling a hybrid peer-
to-peer system, and an improved computer program for a node.

According to an aspect of the present invention, there is provided a
node as specified in claim 1.

According to another aspect of the present invention, there is
provided a method as specified in claim 9.

According to another aspect of the present invention, there is
provided a computer program as specified in claim 17.

According to an aspect of the present invention, there is provided an
apparatus as specified in claim 18.

According to another aspect of the present invention, there is
provided a computer program as specified in claim 19.

The present invention may provide some advantages, such as an

improved quality of service regarding the availability, robustness and/or
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reliability of services and functionalities provided by a hybrid peer-to-peer

system.

List of drawings

Embodiments of the present invention are described below, by way
of example only, with reference to the accompanying drawings, in which

Figure 1 illustrates a hybrid peer-to-peer system;

Figure 2 illustrates the operation of a node;

Figures 3A and 3B illustrate the change of control in a hybrid peer-
to-peer system;

Figure 4 illustrates a method for controlling a hybrid peer-to-peer
system,;

Figures 5 to 14 further illustrate the operation of a node; and

Figure 15 illustrates the autonomous control of a hybrid peer-to-peer

system.

Description of embodiments

The following embodiments are exemplary. Although the
specification may refer to “an”, “one”, or “some” embodiment(s) in several
locations, this does not necessarily mean that each such reference is to the
same embodiment(s), or that the feature only applies to a single embodiment.
Single features of different embodiments may also be combined to provide
other embodiments.

Figure 1 illustrates an embodiment of a hybrid peer-to-peer system.
The hybrid peer-to-peer system comprises a first node 100, and the other
nodes 114 of the hybrid peer-to-peer system, which are a second node 116, a
third node 118, a fourth node 120 and a fifth node 122. The hybrid peer-to-
peer system of Figure 1 comprises five nodes, but in general there may be two
or more nodes in the hybrid peer-to-peer system. At least one of the nodes

may act in a special role, as will be described later on.
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The node 100 comprises a processor. The processor may be
implemented by hardware and/or software. Figure 2 illustrates the operation of
the node 100.

The processor is configured to start a normal operation 200 of the
node. Furthermore, the processor is configured to check 202 whether a special
role is prescribed for the node:

- if the special role is prescribed for the node 204, both a server
operation 208 offered to the peer-to-peer system and a control operation 210
of the peer-to-peer system are started;

- or else 206, a server operation 212 remains unstarted and a
control operation 214 remains unstarted. In this state, the processor is
configured to receive control from a control operation of the peer-to-peer
system in the normal operation. If the control is received according to a
predetermined rule, the processor is configured to continue to receive control
from the control operation of the peer-to-peer system in the normal operation,
or else, the processor is configured to perform a negotiation with the peer-to-
peer system, and if the special role is assigned to the node on the basis of the
negotiation, start both the server operation 208 offered to the peer-to-peer
system and the control operation 208 of the peer-to-peer system.

A hybrid peer-to-peer system typically offers at least some of the
following functionalities: peer indexing, peer searches, forming a (network)
structure of the peer-to-peer system and indexing it, indexing the contents of
the peer-to-peer system and defining searches for the contents, contents
distribution and downloading. Typical application areas of the hybrid peer-to-
peer system may include software updates, web contents, or other file
distribution to wide audiences, video on demand, Internet television
broadcasts, Internet radio broadcasts, or other streaming data distribution to
wide audiences, or other application areas such as search engines and instant
messaging. The normal operation 200 and the server operation 208 implement
such functionalities provided for the users of the hybrid peer-to-peer system.

In an embodiment, the processor may be configured to, in the
control operation of the node, read start-up parameters describing properties of
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the peer-to-peer system, whereupon the control operation of the node
autonomously adapts itself to changes of the peer-to-peer system. The
processor may be configured to, in the control operation of the node, define
the maximum growth speed of the peer-to-peer system on the basis of the
start-up parameters, define the communication capacity required for the control
operation, and/or define the processing capacity required for the control
operation.

Figures 3A and 3B illustrate change of control in the hybrid peer-to-
peer system of Figures 1 and 2.

In Figure 3A, the first node 100 has started the normal operation
200A, and, additionally, a server operation 212A and a control operation 214A.
The first node 100 thus provides service and control to the other nodes 116,
118, 120, 122. The first node 100 transmits control messages 300, 302, 304,
306 to the other nodes 116, 118, 120, 122. It is to be noted that in the other
nodes 116, 118, 120, 122, the normal operations 200B, 200C, 200D, 200E are
started, but the server operations 208A, 208B, 208C, 208D and the control
operations 210A, 210B, 210C, 210D remain unstarted.

In Figure 3B, the first node 100 has ceased to provide the service
and the control to the other nodes 116, 118, 120, 122. Because of that, the
special role is assigned to one of the other nodes, to the second node 116,
utilizing the mechanism described earlier in connection with Figure 2. The
second node 116 has started a server operation 212B and a control operation
214B. The normal, server and control operations of the other nodes 118, 120,
122 remain in the same states as in Figure 3A. The second node 116 transmits
control messages 308, 310, 312 to the other nodes 118, 120, 122.

Figure 1 only shows a more detailed structure of the first node 100,
but the other nodes 114 of the peer-to-peer system may have a similar
structure, or their structure may be slightly different, depending on the type of
the node.

The node 100, 116, 118, 120, 122 may be any data processing
device that can provide and/or use a service and/or a functionality by means of
software and/or hardware: a computer, a laptop computer, a portable
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computer, a mobile phone, a personal digital assistant (PDA), a subscriber
terminal of a radio system, or any other electronic device capable of
communicating with another electronic device. It should be appreciated that
the node may comprise various other units. However, they are irrelevant to the
actual invention and, therefore, they need not be discussed in more detail
here.

The communication may be performed in a wired or a wireless
fashion. Such communication techniques utilize electric and/or magnetic
radiation. GSM (Global System for Mobile Communications), WCDMA
(Wideband Code Division Multiple Access), WLAN (Wireless Local Area
Network) or Bluetooth® standard are examples of wireless communication
standards, but also other standard communication techniques may be used,
and even non-standard and/or proprietary wireless communication techniques
may be used. Naturally, all standard/non-standard wired communication
techniques may be used, such as Ethernet, TCP/IP, etc. The communication
network may be the Internet, or a part of the Internet, or it may be coupled to
the Internet. The protocols used, the specifications of communication
techniques, the nodes, especially in wireless communication, develop rapidly.
Such development may require extra changes to an embodiment. Therefore,
all words and expressions should be interpreted broadly and they are intended
to illustrate, not to restrict, the embodiment.

The node may be implemented as an electronic digital computer,
which may comprise a permanent memory 102, a working memory (RAM) 104,
a clock 106, a central processing unit (CPU) 108, and a communication
interface 110. The CPU 108 may comprise a set of registers, an arithmetic
logic unit, and a control unit. The control unit is controlled by a sequence of
program instructions transferred to the CPU from the RAM 104. The control
unit may contain a number of microinstructions for basic operations. The
implementation of microinstructions may vary, depending on the CPU 108
design. The program instructions may be coded by a programming language,
which may be a high-level programming language, such as C, Java, etc., or a

low-level programming language, such as a machine language, or an
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assembler. The electronic digital computer may also have an operating
system, which may provide system services to a computer program written
with the program instructions.

An embodiment provides a computer program on a carrier and
comprising computer executable instructions for causing a node to perform the
earlier described activities of the processor. The computer program may be in
source code form, object code form, or in some intermediate form, and it may
be stored in some sort of carrier, which may be any entity or device capable of
carrying the program. Such carriers include a record medium, computer
memory, read-only memory, electrical carrier signal, telecommunications
signal, and software distribution package, for example. Depending on the
implementation, the computer program may be executed in a single electronic
digital computer or it may be distributed amongst a number of computers.

The earlier described activities of the processor may also be
implemented as one or more integrated circuits, such as application-specific
integrated circuits ASIC. Other hardware embodiments are also feasible, such
as a circuit built of separate logic components. A hybrid of these different
implementations is also feasible. When selecting the method of
implementation, a person skilled in the art will consider the requirements set
for the size and power consumption of the node, necessary processing
capacity, production costs, and production volumes, for example.

In an embodiment, a timer mechanism may be used in connection
with the earlier described activities of the node. If the special role is prescribed
for the node,

- the processor is configured to start both a server operation offered
to the peer-to-peer system and a control operation of the peer-to-peer system,
and perform timer control of another node of the peer-to-peer system in the
control operation,

- or else, the processor is configured to start a timer, and receive
timer control from a control operation of the peer-to-peer system in the normal
operation. If the timer control is received before the timer expires, the

processor is configured to start the timer anew, and continue to receive timer
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control from the control operation of the peer-to-peer system in the normal
operation, or else, the processor is configured to perform a negotiation with the
peer-to-peer system, and if the special role is assigned to the node on the
basis of the negotiation, start both the server operation offered to the peer-to-
peer system and the control operation of the peer-to-peer system, and perform
timer control of another node of the peer-to-peer system in the control
operation.

The processor may be configured to calculate the duration of the
timer by utilizing the number of nodes in the peer-to-peer system and an
average delay of the timer control.

The processor may be configured to perform the timer control by
transmitting a timer control message to the other node of the peer-to-peer
system.

The processor may be configured to perform the negotiation with
the peer-to-peer system in such a manner that if the node was the first node in
the peer-to-peer to system to start the negotiation, the special role is assigned
to the node.

In an embodiment, a special multi-phase timer may be used. The
multi-phase timer comprises a timer and a timer round number. The timer
round number informs how many times the timer may be started anew. After
each timer restart, the timer round number is reduced by one.

The processor may be configured to perform the negotiation with
the peer-to-peer system in such a manner that the processor is configured to:

1) start the timer anew and reduce its own timer round number by
one;

2) transmit a capture negotiation message to another node of the
peer-to-peer system,;

3) receive a capture negotiation message from the other node of the
peer-to-peer system,;

4) compare the own timer round number with a timer round number

of the received capture negotiation message:
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if the own timer round number is smaller than the timer round
number of the received capture negotiation message, transmit a capture
prohibition message to the other node of the peer-to-peer system, and start the
timer anew when it expires and reduce the own timer round number by one,
and when the timer round number becomes zero then wait until the timer
expires, and assign the special role to the node;

or else, end the negotiation without assigning the special role to the
node.

Next, a method for controlling a hybrid peer-to-peer system will be
described with reference to Figure 4. The operations are in no absolute
chronological order, and some of the operations may be performed
simultaneously or in an order differing from the given one. Other undescribed
operations may also be executed between the operations or within the
operations. The embodiments described earlier in connection with the node for
the hybrid peer-to-peer system may be used to enhance the method as well.

The method starts in 400.

In 402, a normal operation of the node is started.

In 404, it is checked whether a special role is prescribed for the
node.

If the special role is prescribed for the node 404 YES, both a server
operation offered to the peer-to-peer system and a control operation of the
peer-to-peer system are started 406, 408.

If the special role is not prescribed for the node 404 NO, control
from a control operation of the peer-to-peer system is received 410 in the
normal operation.

If the control is received according to a predetermined rule 412
YES, it is continued to receive 410 control from the control operation of the
peer-to-peer system in the normal operation.

If the control is not received according to the predetermined rule 412
NO, a negotiation is performed 414 with the peer-to-peer system, and if the
special role is assigned 404 YES to the node on the basis of the negotiation,
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both the server operation offered to the peer-to-peer system and the control
operation of the peer-to-peer system are started 406, 408.

The method ends in 416.

Next, an elaborate example of controlling the hybrid peer-to-peer
system is described using UML (Unified Modeling Language) activity diagrams
with reference to Figures 5 to 14.

Figure 5 describes the start-up of an entity belonging to the hybrid
peer-to-peer system. The normal operation (NO) is started in 500. In 502, it is
checked whether a special role is prescribed. If the special role is prescribed
504 YES, the special role is set active in 506, which leads to starting the
control operation (CO) in 508 and starting the server operation (SO) in 510,
after which the entity is started. If the special role is not prescribed 504 NO, the
start-up of entity is finished after the check. It is to be noted that no special
constraints are set to the functionality or service provided by the special role,
only its activation and inactivation are managed.

Figure 6 describes 500 of Figure 5 in more detail, i.e. the normal
operation. First, the hybrid peer-to-peer system is joined in 600. Next,
processing of management messages is started in 602.

Figure 7 describes autonomous control from a point of view of an
entity acting in the special role. This subfunction is entered as the result of 508
of Figure 5, i.e. as the result of starting the control operation. It is to be noted
that more than one entity may act simultaneously in the special role,
depending on the requirements set for the hybrid peer-to-peer system. The
autonomous control is based on the exchange of management messages
between the entity acting in the special role and the entities acting in normal
roles. First, a system entity list is updated and read in 700. This action is
performed while starting each new control round. During a control round, the
entity acting in the special role exchanges management messages with each
entity acting in the normal role. In 702, system control parameters are
calculated. The system control parameters may be calculated based on
updated system entity list and given fixed control parameters. Next, the actual
control round is performed in 704: each entity acting in the normal role is
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controlled by management messages. At the end of the control round it is
checked whether the special role is still active: if the answer is positive 706
YES, a new control round is started by entering 700, otherwise the
autonomous control of the special role is ended and the server operation is
ended in 708.

Figure 8 describes 700 of Figure 7 in more detail, i.e. the update
and reading of the system entity list. First, a threshold for new system entities
per control round is read in 800. This threshold may be given as a fixed control
parameter. If new entities have joined the hybrid peer-to-peer system during a
control round 802 YES, as many new system entities are updated to the
system entity list as the threshold allows in 804. If there are more new system
entities than the threshold allows, the remaining new system entities may join
the system entity list during the next control round(s). If no new entities have
joined the hybrid peer-to-peer system during the control round 802 NO, or after
804, the system entity list is read in 806 in order to calculate the system control
parameters.

Figure 9 describes 702 of Figure 7 in more detail, i.e. the calculation
of system control parameters. First, fixed control parameters are read in 900.
Next, variable control parameters are calculated based on the system entity list
in 902.

The fixed control parameters may include the following parameters:

- Number of new members per control round. This parameter
defines how many system entities may be joined under autonomous
management of special roles during one control round.

- Control rest period. This parameter determines an interval for the
internal functioning of the control round.

- Timer round number. This parameter defines a timer round
number for a multi-phase timer, i.e. how many times the multi-phase timer is
started anew before the special role is captured.

The parameters calculated for each control round may include the

following:
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- Duration of control round. This parameter is a calculated estimate
for the temporal duration of one control round. It may be calculated on the
basis of the system entity list, average management message delay, and fixed
control parameters.

- Threshold for multi-phase timer. This parameter is a calculated
threshold for the update of the multi-phase timer. It may be calculated on the
basis of the duration of the control round, fixed control parameters, system
entity list, and average management message delay.

- Average management message delay. This parameter may be
measured during the running of the system, or it may be estimated, and it
gives the average delay between the transmission and reception of a
management message in the hybrid peer-to-peer network. It also includes the
time it takes to process the management message.

Figure 10 describes 704 of Figure 7 in more detail, i.e. the
performance of the control round. During each control round, member entities
acting in normal roles and being in the updated control round specific system
entity list are looked over with management messages. The control round
starts by selecting the next system entity from the updated system entity list in
1000. A management message including the calculated system control
parameters is created in 1002 and transmitted to the selected system entity in
1004. The management message 1006 is a multi-phase timer update message
including update values for updating the multi-phase timer of the receiving
entity. After the management message is transmitted, the selected system
entity is set as processed in 1008. If there are still unprocessed system entities
left 1010 YES, a control rest period is consumed in 1012 before operation
1000 is entered again. If all system entities are processed 1010 NO, the
control round is finished.

Figure 11 describes the control from the point of view of an entity
acting in the normal role. If the control by the entity acting in the special role
ceases, the entity acting in the normal role needs to notice this and start a
negotiation with the other system entities in order to find out the next owner for
the special role. The multi-phase timer is updated as a result of the multi-phase
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timer update message 1006 of Figure 10 in 1102, i.e. the multi-phase timer is
updated with the thresholds and the timer round number given in the message.
If the multi-phase timer is not yet running 1104 NO, it is started in 1106. If the
multi-phase timer is already running 1104 YES, it is updated in 1108. In 1110,
the multi-phase timer is waited for, i.e. its expiration is expected. From 1110
there are three possible ways to continue:

1) The entity may be switched off.

2) The next multi-phase timer update message may be received,
whereupon the operation continues from 1006 onwards as was explained
before.

3) A management message 1112 that is a functionality negotiation
message including a capture request may be received from another system
entity. The capture request here means that the other entity wishes to take
over the special role. In that case, the own timer round number is read in 1114
and the own timer round number is compared against the timer round number
that is in the capture request in 1116: if the timer round number of the
message is smaller than the own timer round number, 1110 is entered again,
or else a management message 1118 that is a functionality negotiation
message including a capture prohibition is transmitted to the entity from whom
the capture request came and upon this 1110 is entered again.

Figure 12 describes 1110 of Figure 11 in more detail, i.e. the waiting
for the multi-phase timer. The multi-phase timer is based on a singular timer.
The multi-phase timer is started in 1200, whereupon it is waited until the multi-
phase timer reaches the threshold, i.e. expires, in 1202. It is to be noted that if
the control by the entity acting in the special role functions flawlessly, the timer
never reaches the threshold, because the multi-phase timer update message
1006 is received before that, as described in Figure 11. However, if the multi-
phase timer reaches the threshold in 1202, the timer round number is reduced
by one in 1204. The timer round number is then larger than zero 1212 NO, a
capture request message is created in 1206, this capture request message
1012 was already explained in Figure 11, and 1200 is entered again. When the

timer round number reaches zero 1212 YES, the special role is set active in
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1208, the control operation is started in 508 and the server operation is started
in 1210. As illustrated in Figure 12, the negotiation process possibly resulting
in the capture of the special role is interrupted if a management message 1018
that is a functionality negotiation message including capture prohibition is
received. By receiving the capture prohibition 1018, the entity in question
understands that some other entity has been without control for a longer time,
whereby the other entity has proceeded further in negotiating to capture and
activate the special role.

Figure 13 illustrates that the special role may also be manually
managed. An entity, being either in the special role or in the normal role, may
receive a special functionality control message 1300. If the special functionality
is turned off 1302 OFF, the special role is set inactive in 1304. If the special
functionality is turned on 1302 ON, the special role is set active in 1306, the
control operation is started in 508, a management message 1308 that is a
functionality control message including an off command is transmitted only to
the previous system entity acting in the special role, and the server operation is
started in 1310.

Figure 14 illustrates 602 of Figure 6, i.e. the processing of
management messages by an entity acting in the normal role. The
management messages are waited for in 1400, and if the entity is switched off,
this operation ends. If a management message 1402 is received, its type is
checked in 1404:

- System message. This message is only received while acting in
the special role. The entity loading ratio message 1410 includes the calculated
1408 loading ratio of some other entity and it is transmitted in response to a
multi-phase timer update message 1006. The loading ratio is updated in the
system entity list in 1414.

- Multi-phase timer update message 1006. This message is always
received as a part of the normal operation of the entity. The message includes
the update information of the multi-phase timer. It is processed as a part of the
autonomous control of the special role as described in Figure 11. This
message is replied with the entity loading ratio message 1410.
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- Functionality negotiation message 1412. This message is always
received as a part of the normal operation of the entity, and its processing is
described in Figure 11 as a part of the autonomous control of the special role.

- Functionality control message 1416. This message is always
received as a part of the normal operation of the entity, and its processing is
described in Figure 13 as a part of the manual control of the special role.

Figure 15 illustrates autonomous control of the hybrid peer-to-peer
system. The signaling messages are only exemplary and may even comprise
several separate messages for transmitting the same information. In addition,
the messages may also contain other information. Let us suppose that we
have three entities, A, B and C. Entity A acts in the special role and it transmits
multi-phase timer update messages 1500, 1502 to entities B and C.

However, entity A ceases to act in the special role. The multi-phase
timer first expires 1504 in entity B but the timer round number of entity B is
greater than zero, which results in that entity B transmits a capture negotiation
message 1506 to entity C.

The timer round number of entity C is greater than the timer round
number of entity B in 1508. The first multi-phase timer of entity C then expires
1510 but the timer round number of entity C is also greater than zero. Entity C
transmits a capture negotiation message 1512 to entity B.

Entity B notices 1514 that its own timer round number is smaller
than the timer round number of entity C received in message 1512. Entity B
transmits a capture prohibition message 1516 to entity C, and as a result of
this, entity C zeroes 1518 its timer, i.e. ends its part of the negotiation process.

The multi-phase timer expires 1520 in entity B and its timer round
number becomes zero, and, as a result of this, entity B transmits a capture
negotiation message 1522 to entity C.

Next, entity B starts 1524 its special functionality, and transmits
1526 a multi-phase timer update message to entity C. Special role is thus
autonomously controlled in such a manner that entity B takes over the special
role after entity C ceases to act in the special role.
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It will be obvious to a person skilled in the art that, as technology
advances, the inventive concept can be implemented in various ways. The
invention and its embodiments are not limited to the examples described

above but may vary within the scope of the claims.
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Claims

1. A node for a hybrid peer-to-peer system, comprising a processor
configured to:
start a normal operation of the node;
check whether a special role is prescribed for the node:
if the special role is prescribed for the node, start both
a server operation offered to the peer-to-peer system and a control operation
of the peer-to-peer system;
or else, receive control from a control operation of the
peer-to-peer system in the normal operation:
if the control is received according to a
predetermined rule, continue to receive control from the control operation of
the peer-to-peer system in the normal operation;
or else, perform a negotiation with the
peer-to-peer system, and if the special role is assigned to the node on the
basis of the negotiation, start both the server operation offered to the peer-to-
peer system and the control operation of the peer-to-peer system.
2. The node of claim 1, wherein, with a timer mechanism, the
processor is configured to:
start a normal operation of the node;
check whether a special role is prescribed for the node:
if the special role is prescribed for the node, start both
a server operation offered to the peer-to-peer system and a control operation
of the peer-to-peer system, and perform timer control of another node of the
peer-to-peer system in the control operation;
or else, start a timer, and receive timer control from a
control operation of the peer-to-peer system in the normal operation:
if the timer control is received before the
timer expires, start the timer anew, and continue to receive timer control from
the control operation of the peer-to-peer system in the normal operation;
or else, perform a negotiation with the
peer-to-peer system, and if the special role is assigned to the node on the
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basis of the negotiation, start both the server operation offered to the peer-to-
peer system and the control operation of the peer-to-peer system, and perform
timer control of another node of the peer-to-peer system in the control
operation.

3. The node of claim 2, wherein the processor is further configured
to calculate the duration of the timer by utilizing the number of nodes in the
peer-to-peer system and an average delay of the timer control.

4. The node of claim 2 or 3, wherein the processor is configured to
perform the timer control by transmitting a timer control message to the other
node of the peer-to-peer system.

5. The node of any preceding claim 2 to 4, wherein the processor is
configured to perform the negotiation with the peer-to-peer system in such a
manner that if the node was the first node to start the negotiation in the peer-
to-peer to system, it assigns the special role to the node.

6. The node of any preceding claim 2 to 4, wherein the processor is
configured to perform the negotiation with the peer-to-peer system in such a
manner that the processor is configured to:

start the timer anew and reduce its own timer round number by one;

transmit a capture negotiation message to another node of the peer-
to-peer system;

receive a capture negotiation message from the other node of the
peer-to-peer system,;

compare the own timer round number with a timer round number of
the received capture negotiation message:

if the own timer round number is smaller than the
timer round number of the received capture negotiation message, transmit a
capture prohibition message to the other node of the peer-to-peer system, and
start the timer anew when it expires and reduce the own timer round number
by one, and when the timer round number becomes zero then wait until the
timer expires, and assign the special role to the node;

or else, end the negotiation without assigning the
special role to the node.
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7. The node of any preceding claim, wherein the processor is further
configured to, in the control operation of the node, read start-up parameters
describing properties of the peer-to-peer system, whereupon the control
operation of the node autonomously adapts itself to changes of the peer-to-
peer system.

8. The node of claim 7, wherein the processor is further configured
to, in the control operation of the node, define the maximum growth speed of
the peer-to-peer system on the basis of the start-up parameters, define the
communication capacity required for the control operation, and/or define the
processing capacity required for the control operation.

9. A method for controlling a hybrid peer-to-peer system,
comprising:

starting a normal operation of the node;

checking whether a special role is prescribed for the node;

if the special role is prescribed for the node, starting both a server
operation offered to the peer-to-peer system and a control operation of the
peer-to-peer system,;

if the special role is not prescribed for the node, receiving control
from a control operation of the peer-to-peer system in the normal operation;

if the control is received according to a predetermined rule,
continuing to receive control from the control operation of the peer-to-peer
system in the normal operation; and

if the control is not received according to the predetermined rule,
performing a negotiation with the peer-to-peer system, and if the special role is
assigned to the node on the basis of the negotiation, starting both the server
operation offered to the peer-to-peer system and the control operation of the
peer-to-peer system.

10. The method of claim 9, wherein, with a timer mechanism, the
method comprises:

starting a normal operation of the node;

checking whether a special role is prescribed for the node;
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if the special role is prescribed for the node, starting both a server
operation offered to the peer-to-peer system and a control operation of the
peer-to-peer system, and performing timer control of another node of the peer-
to-peer system in the control operation;

if the special role is not prescribed for the node, starting a timer, and
receiving timer control from a control operation of the peer-to-peer system in
the normal operation;

if the timer control is received before the timer expires, starting the
timer anew, and continuing to receive timer control from the control operation
of the peer-to-peer system in the normal operation; and

if the timer control is not received before the timer expires,
performing a negotiation with the peer-to-peer system, and if the special role is
assigned to the node on the basis of the negotiation, starting both the server
operation offered to the peer-to-peer system and the control operation of the
peer-to-peer system, and performing timer control of another node of the peer-
to-peer system in the control operation.

11. The method of claim 10, further comprising:

calculating the duration of the timer by utilizing the number of nodes
in the peer-to-peer system and an average delay of the timer control.

12. The method of claim 10 or 11, wherein the timer control is
performed by transmitting a timer control message to the other node of the
peer-to-peer system.

13. The method of any preceding claim 10 to 12, wherein
performing the negotiation with the peer-to-peer system comprises: if the node
was the first node in the peer-to-peer to system to start the negotiation,
assigning the special role to the node.

14. The method of any preceding claim 10 to 12, wherein
performing the negotiation with the peer-to-peer system comprises:

starting the timer anew and reducing its own timer round number by
one;

transmitting a capture negotiation message to another node of the

peer-to-peer system,;
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receiving a capture negotiation message from the other node of the
peer-to-peer system,;

comparing the own timer round number with a timer round number
of the received capture negotiation message:

if the own timer round number is smaller than the
timer round number of the received capture negotiation message, transmitting
a capture prohibition message to the other node of the peer-to-peer system,
and starting the timer anew when it expires and reduce the own timer round
number by one, and when the timer round number becomes zero then waiting
until the timer expires, and assigning the special role to the node;

or else, ending the negotiation without assigning the
special role to the node.

15. The method of any preceding claim 9 to 14, wherein the control
operation of the node comprises:

reading start-up parameters describing properties of the peer-to-
peer system, whereupon the control operation of the node autonomously
adapts itself to changes of the peer-to-peer system.

16. The method of claim 15, wherein the control operation of the
node comprises:

defining the maximum growth speed of the peer-to-peer system on
the basis of the start-up parameters, defining the communication capacity
required for the control operation, and/or defining the processing capacity
required for the control operation.

17. A computer program comprising computer executable
instructions for causing a node to perform the process of any preceding claim 9
to 16.

18. An apparatus comprising:

means for starting a normal operation of the apparatus;

means for checking whether a special role is prescribed for the

apparatus;
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means for starting both a server operation offered to the peer-to-
peer system and a control operation of the peer-to-peer system if the special
role is prescribed for the apparatus;

means for receiving control from a control operation of the peer-to-
peer system in the normal operation if the special role is not prescribed for the
apparatus;

means for continuing to receive control from the control operation of
the peer-to-peer system in the normal operation if the control is received
according to a predetermined rule;

means for performing a negotiation with the peer-to-peer system if
the control is not received according to the predetermined rule; and

means for starting both the server operation offered to the peer-to-
peer system and the control operation of the peer-to-peer system if the special
role is assigned to the apparatus on the basis of the negotiation.

19. A computer program on a carrier and comprising computer
executable instructions for causing a node to:

start a normal operation of the node;

check whether a special role is prescribed for the node;

if the special role is prescribed for the node, start both a server
operation offered to the peer-to-peer system and a control operation of the
peer-to-peer system,;

if the special role is not prescribed for the node, receive control from
a control operation of the peer-to-peer system in the normal operation;

if the control is received according to a predetermined rule, continue
to receive control from the control operation of the peer-to-peer system in the
normal operation; and

if the control is not received according to a predetermined rule,
perform a negotiation with the peer-to-peer system, and if the special role is
assigned to the node on the basis of the negotiation, start both the server
operation offered to the peer-to-peer system and the control operation of the

peer-to-peer system.
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